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MORTGAGEE LETTER 2004-17

TO:  ALL APPROVED MORTGAGEES

SUBJECT:  Social Security Number Validation 

To help reduce incidents of identity theft and fraud in its mortgage insurance programs, the Federal Housing Administration (FHA) recently began applying system edits to validate the issuance of individual Social Security Numbers (SSN) used by borrowers obtaining FHA-insured mortgages.  These edits are applied as soon as the mortgage lender enters a borrower’s SSN into the FHA Connection (or functional equivalent).

SSN Prefix Combination Check

FHA’s edits will validate the prefix combination of the SSN using information provided by the Social Security Administration (SSA).  The SSA publishes a list of the highest prefix numbers assigned to date.  FHA obtains this information and uses it to validate the SSN prefix combination provided by the mortgage lender.
Once entered in the FHA Connection, the SSN is validated against the SSA’s prefix combination list.  If the entry is found on the list, then that SSN is considered as issued and processing may continue.  If the entry is not on the list of SSA issued numbers, all further processing will cease and this message will be displaced.  "SSN NOT ISSUED BY SOC SEC ADMIN".  This procedure applies to all mortgage insurance applications including streamline refinances.  Lenders must then correct the SSN entries to allow for processing to continue, or cancel the loan application in CHUMS since the borrower is unable to provide a valid SSN. 
The SSN validation is processed when the SSN is first entered into the FHA Connection on the Case Number Assignment, Borrower/Address Change, or Insurance Application screens.  Similarly, if an SSN is later changed and not found on the SSA’s prefix list, an error message will be issued and no further processing can occur.  

The same information used by FHA is available to lenders through the SSA website at: http://www.ssa.gov/employer/highgroup.txt.  The logic for determining how SSA assigns these numbers is described at:  http://www.ssa.gov/history/ssn/geocard.html.
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Death Master File Check
In addition to the prefix validation, on March 1, 2004, FHA implemented a SSN check using the SSA’s Death Master File.  This file lists SSNs belonging to deceased individuals.  Similar to the prefix check performed by FHA, this procedure is designed to detect borrower SSNs that are listed on the Death Master File.  If the SSN is found on the Death Master File the SSN will be rejected and processing cannot continue.  The Death Master File is updated on a monthly basis with data obtained from the SSA.

Lender Responsibility


FHA is providing these SSN checks in order to help protect the insurance funds it manages and to provide a means by which mortgage lenders can validate each borrower’s SSN as required by handbook HUD 4155-1, paragraph 3-1C.  This methodology, using the FHA Connection, is designed to reduce occurrences of identity theft and the use of fictitious SSNs in applications for FHA insured financing.  

Although FHA is providing these tools, mortgagees are reminded that is their responsibility, and not FHA’s, to verify each borrower’s SSN, as well as each borrower’s identity.  FHA will continue to explore additional enhancements to its insurance operations to eliminate fraud and misrepresentation in its programs.  

If you have any questions concerning this Mortgagee Letter, please contact your 

Homeownership Center in Atlanta (888) 696-4687, Denver (800) 543-9378, 

Philadelphia (800) 440-8647, or Santa Ana (888) 827-5605.






Sincerely,





John C. Weicher







Assistant Secretary for Housing-







    Federal Housing Commissioner


