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1.0 PIC MAINTENANCE

The PIC Maintenance module allows the user to maintain certain functions throughout the system. It
alowsall IMS usersto maintain their own personal and contact information by using the User Profile
sub module. The Refer ence sub moduleis accessible only for Super users. It allows Super usersto
maintain certain variables in the system, change PIC headlines, maintain PIC email functionality and
geographic region data. Only super users can access the Refer ence sub module. For all other user types,
the sub module will not be visible. The Security Administration sub module allows Security
Coordinators of different levels to maintain access privileges of various user types and user profiles, view
access reports and recertify users so that they could access the system throughout the certification period.
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1.0 PIC Maintenance

1.1 SECURITY ADMINISTRATION

The Security Administration sub moduleisafunction in the IMS system that alows authorized users to
assign, delete or modify access privileges of all usersin the PIC system.

The Security Administration sub module consists of five tabs:

e The Security List tab allows the HA users to add new user accounts to PIC, view and modify
user information and remove all the roles associated to a user type.

e TheRole Maintenancetab alowsthe HA usersto view the roles assigned to a user at amodule
and sub module level. The system will display thistab only if the user has sufficient access
privileges.

o The Access Reportstab generates reports that list information related to auser’s PIC System
access.

e TheActivity Reportstab generates reportsthat list PIC system user activity information.
e TheUser Certification tab alows HA usersto manage user certifications and re-certifications of
other HA usersin the system.

The hierarchy of the usersin the IMS System is displayed bel ow.

'—, Level 1

Div Security
Admins

PIH-

1—» Level 3

DIV Users

e Leveld

FO Users

HA Security
Admins > Level 5

HA Users
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Each user level has auser Security Administrator and user of the system. Security Administrators are
system users with specia administration rights like User management, User certification and
recertification and access management etc.

For example, aHA Security Administrator can certify other HA usersin the system.

The IMS System distinguishes between a Security Administrator/Coordinator and a system user by
displaying a% symbol beside the user id. For Example, in Figure 1, the user M00510 is a user type with
Administration rights and M00520 is a user type without any administration rights.

Security Role Maint agg?lss ﬁgm leili%?:ration
Security List
Select View: Division User bl
HQ Office: Public and Indian Housing
HQ Division: | UAT Testers | Select |

Search for : User Id ® Last Name O

Enter Search Text:
Select User Status: [ Active V Add New User
Users 1 to 100 of 174
User ID & User Name & User Type 4 Status a
22232 Test Test Guest User Active
R 1T v M00297 X M00297 Guest User Active
I 100510 % I MO0510 X M0O0510 Guest User Active
ML'I-EZU MO0520 X M00520 Guest User Active
=) 00211 ¢ MQ0211 ¥ M00211 HA User Active

Figure 1: Distinguishing Security Administrators and other users of the system.

1.1.1 Security
1.1.1.1 Displaying Users in the System

The Security List sub tab of the Security tab allows the HA Security Administrator/Coordinator to
accessthelist of users based on the selected search criteria. Then, the coordinator can select the desired
user profile and modify the access privileges.

The Select View list alows coordinators to access the list of users grouped by organization (Field Office
user, PHA user, TARC user, etc.) Once the coordinator selectsthe desired user group in the Select View
list by clicking the Select button, alist of user details records are displayed. Also, users under a particular

HQ Division belonging to aHUB and appropriate Field Offices can be selected and displayed by the
system (see Figure 2).
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1.1.1.2 Searching for existing system users

: Access Activity User
| Role Maint | Reports Reports | Certification

Select View: HA User v

HQ Division: F.’ublic and Indian Housing

HQ Office: PO Field Operations ¥
Hub: 10HSEA Seatle Hub v

Field Office: 0CPH ALASKA COMMUNITY SERVICE CENTER v, [ Selet |
Field Office HA: AK001 AHFC

User Search

Search for - User Id @ Last Name O

[Enter Search Text- |

Select User Status: | Aclive ¥
Users 1to 24 of 24

User ID & User Name & User Type & Status &
64374 zrsgmbx mihmzs HA User Active
ME5301 bzq z bvmivmrxn HA User Active
MAF058 ziywy h volx HA User Active
=5l \AIBYE vggloizsx vhrhzm HA User Active
MAL148 bzgh mvhol HA User Active

Figure 2: The Security page of the Security Administration sub module

The User Sear ch section of the page allows the coordinator to search for a user profile based on the User
ID or Last name of the user. To search for a user based on the user ID, the coordinator must select the
User ID option, enter the desired user ID in the Enter Search Text box, and then click Search. To search
for auser based on the last name, the coordinator must select the L ast Name option, enter the desired

user ID inthe Enter Search Text box, and then click Sear ch.

The Security List section of the page displays thelist of users that matched the search criteria. A
coordinator can search other users of the system based on their status. The statuses can be categorized into
Active, Inactive or the user can select the All option to view users of both statuses. Active users are users
who are allowed to access the system currently. Inactive users are users who have a profile in the system;
however, they currently cannot access the system until their profileis set to Active again. The user can
select the desired user status in the Select User Statuslist (See Figure 3).

2 User
Role Maint | paports Reports | certification

Security List Security Summary Security Details Modify User Organization
Select View: HA User ™|
HQ Office: Public and Indian Housing
HOQ Division: FO Field Operations -
Huh: TUHSEA Seatlls Hub v
Field Office: OCPH ALASKA COMMUNITY SERVICE CENTER »
Field Office HA: AKDD1 AHFC
vserSearch .|
Search for User Id @ Last Name O
Enter Search Tezt: [ 1[ search

Select User Stafas: |
Users 1to 24 of 24

User ID & User Name & User Type 4o Status &
{wed G437 zrsgmbx mlhmzs HA User Active
WEB5E01 bz z bymivmrin H& User Active
MAFOES Ziyww h valx HA User Active
(o) PAAIBEE vggloizsx vhrhzm HA User Active
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Figure 3: The Select User Status drop down menu

When the coordinator selects a user profile, the Security Summary sub tab of the Security tabis
displayed. Depending upon the user type of the user profile different links can show up in the Security

Summary page. For example, aHA Security Administrator can have privilegesto modify role. A Guest
User may not have such privileges (see Figure 4).

The Security tab displays the following sub tabs.
e The Security List sub tab
e The Security Summary sub tab
e The Security Details sub tab
e TheMaodify User Organization sub tab

Access
Reports

User
Certification

Security Summary

Role Maint
Security List

Security Details Modify User Oraanization
UserID: HHTCDS
User Name HHTCDS X HHTCDA

Tser Type

Modify User Info
M odify Special Privilege

Super User

Modify User Typ

User Summary

———
Module Name FIC haintenance M
Sub Module Name: User Prafile M
Wiew Role Use User Profile o ERemove All Role,
Records 1to 1 of1
[ R |
Use User Profile Division Tser

HHETCO3

Pages 1

Figure 4: The Security Summary sub tab of the Security Administration sub module

The IMS System manages the application access and privileges through a Role Based Security. A roleisa
set of privileges given to the system user specifying what security actions are allowed. The Security
Summary sub tab alows aHA Coordinator to modify user information and remove roles for a particular
user of the system. It displays the user roles based on the selected module and sub modul e of the system.
The HA user can select the desired module in the M odule Name list and the appropriate sub modulein
the Sub Module Namelist. In the View Role list, the user can select one of the available roles to view.
The program will display available roles for the selected sub module.

Specific roles are assigned to users for every sub module and entity. For example, if a user needs aread-
only accessto datafor PHA 1, they will not be able to view datafor PHA 2. Also, if auser needs high
access level (for example, Hub, or Field Office), the user will be able to access all smaller entities that are
linked to the entity to which the user has granted the access level. For example, if auser has approval

access level to Field Officein New Y ork, the user will have the same access privileges for al the PHASs
that report to this Field Office.

IMS User Manual Page 1-5 04/16/2010
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Access Activity User

Security Role Maint | penorts Reports Certification
Security Details
HQ Division: Public and Indian Housing
HQ Office: UAT Testers
New user Details
User Type:* —SelectUser Type— -
User Id:*

First Name:*
Middle Initial:
Last Name:*
Email Address:*

Confirm Email Address:*

Effective Start Date:* 511/2010 (mm/dd/vyyy)
Expiration Date:* 5/11/2011 (mm/dd/vyyy)
User Status:* Active =
Comments:
| Cancel | [ Create New User |

Figure 5: Adding New User functionality

If the user clicksthe Add New User link (see Figure 3), then the program will display the Security
Details sub tab with all the controls active allowing the user to enter details of a new user profile. The
mandatory controls are marked with an asterisk (*). After the user enters all the required details, the user
can click Create New User to save the current user profile in the system, or Cancel to abort the action
(see Figure ).

When the user selects a user profile, the Security Summary sub tab of the Security tab is displayed.
Depending upon the user type of the user profile different links can show up in the Security Summary
page. For example, aHUD User can have privileges to add new user. A Guest User may not have such
privileges (see Figure 4).

The Security tab displays the following sub tabs:

e The Security List sub tab

e The Security Summary sub tab

e TheBulk Copy sub tab

e The Security Details sub tab

e TheModify User Organization sub tab

IMS User Manual Page 1-6 04/16/2010
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ot rit . Access Actiaty User
Security Role Maint |  peports Reports Certification
Security List Security Summary Bulk Copy Security Details Modify User Organization
UserlD: MO0513 Modify UserInfo  Delete User
User Name: M00513 X M00513
User Type: HA User
Module Name: . PIC Maintenance w Select
Sub Module Name: User Profile V:
View Role: Use User Profile v Remove All Roles
Records 1to 1 of 1
[ Role |
Use User Profile Division User User Name
Pages 1

Figure 6: The Security Summary sub tab of the Security Administration sub module

The IMS System manages the application access and privileges through a Role Based Security. A roleisa
set of privileges given to the system user specifying what security actions are allowed. The Security
Summary sub tab dlows aHUD user to:

o Maodify the User Information
o Delete aUser from the system
o Remove the Roles assigned to a system user.

Security Summary page displays the user roles based on the selected module and sub module of the
system. The user can select the desired module in the M odule Name list and the appropriate sub module
in the Sub Module Name list. In the View Roleligt, the user can select one of the available rolesto view.
The program will display available roles for the selected sub module.

Specific roles are assigned to users for every sub module and entity. For example, if a user needs aread-
only accessto datafor PHA 1, they will not be able to view datafor PHA 2. Also, if auser needs high
access level (for example, Hub, or Field Office), the user will be able to access all smaller entities that are
linked to the entity to which the user has granted the access level. For example, if auser has approval
access level to Field Officein New Y ork, the user will have the same access privileges for al the PHASs
that report to this Field Office.

1.1.1.4 Modifying User Information

The Maodify User Info link in the Security Summary sub tab alows the coordinator to modify user
information (see Figure 4). Upon clicking the link, the Security Details page is displayed. Here, the
coordinator can modify various details relevant to the user in the User Details section. The mandatory
controls are marked with an asterisk (*). The user type of the user can be modified using the M odify link
(SeeFigure 7).
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Role Maint

Security Details

sel
Certification

HQ Division: Public and Indian Housing
HQ Office: UAT Testers
User Id: HHTCD3
User Type: Supgr Usehl
First Name:* HHTCO3
Mmiddle Tnitial: X
Last Name:* HHTCO3
Email Address:* asd@sdsfcom
Confirm Email Address:* asd@sd‘sf‘com
Effective Start Date:* 10/28/2009 | (mmy/dd/yyyy)
Expiration Date:* 02/02/2010 | (mmydd/yyyy)
User Status:* Active v
Comments:
[ Cancel I [ Submit User Info ]

Figure 7: The Security Details page of Security tab

Upon clicking the M odify link, the Security Details sub tab gets refreshed and displays a User Details
section where the coordinator can add comments specifying the reason for changing the user type. Once
the Submit User Type Change button is clicked (see Figure 8), the necessary changes are saved. To
navigate back to the Security Summary tab user can click the Cancel button.

User
Certification

Security Details

HQ Division: Public and Indian Housing
HQ Office: UAT Testers

User Id: HHTCO03

User Typa:¥ Super User v

Name:* HHTCO03 X HHTCO03

Comments:

Please note : All the roles assigned to the selected user will
be removed as a result of user type change.

[ Cancel ] I[ Submit User Type Change ] |

Figure 8: The Security Details page of the Security Tab

1.1.1.5 Modifying Special Privileges for a user

The Security Summary sub tab consists of afunctionality to modify the specia privileges for a user.
This means the selected user can view the private datalike SSN in the system. The View Unmasked
Privacy Data box must be checked and the Save Special Privileges button must be clicked to give the
user system-wide specia privileges (see Figure 9). The Back To User Security Summary link allows
user to navigate back to the Security Summary page of the sub module.

IMS User Manual Page 1-8 04/16/2010
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LOGOFF HUD HOME PIH HOME Q&A

SEARCH ! INDEX E-MAIL WASS MAIN
Security Role Maint Aﬁggl?tss 33‘"5'% Cert'r%?:;tiun
Security List Security Summary Bulk Copy Security Details Modify User Organization
UserID: HHTCO0 I <= Back to User Security Summml
User Name: HHTCO00 X HHTCOO
User Type: Super User

Special Systemwide Privileges

View Unmasked Privacy Data.

[ Cancel ] [ Save Special privileges ]

Security
Administration

Figure 9: Giving Special System-wide Privileges to the user

1.1.1.6 Removing All Existing Roles For a User

The Security Summary sub tab of the Security Administration sub module alows the administrator to
remove all the roles assigned to a system user. The Remove All Rolesin figure 3 allows user to perform

the removal actions. When user clicks thislink, the Security Summary page gets refreshed and
coordinator can click the Remove All Assigned Roles button

P ; Access Actity User
Security Role Maint | peports Reporis Certification

Security Summary

Security List

Security Details Modify User Organization
HQ Office: Public and Indian Housing

HQ Drnsion UAT Testers

User I HHTCO5

Tser Mame: HHTCO5 X HHTCOS
Tser Type: Super User
Are you sure you want to remove all roles assigned to this user?| [ Remove All Assigned Roles ] [ Cancel

Flease note:
* User profile rele will not be remeved.
o Existing user roles will be archived prior to removal

+ Ifyou wish to view the roles assigned to the selected user please generate corresponding Security Access Report ("Access Reperts” business function tab)

Figure 10: Removing roles for a system user.
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1.1.1.7 Security Details

Security Role Maint agﬁflss Cerli?’l?:!miun
Security Details
HQ Office: Public and Indian Housing
HQ Division: UAT Testers
User Id: HHTCO4
User Type: Super User [Modify]
First Name:* HHTCO4
Middle Initial: X
Last Name:* HHTCO4
Email Address:* asd@sdsfcom
Confirm Email Address:* asd@sdsfcom
Effective Start Date:* 10/28/2009 (mm/dd/yyyy)
Expiration Date:* 02/02/2010 (mm/ddfyyyy)
User Status:* Active =
Comments:
| Cancel ‘ | Submit User Info |

Figure 11: The Security Details page of the Security tab.

1.1.1.8 Modify user organization

The Maodify User Organization sub tab of the Security tab is a Read-Only page for the HA Security
Administrator (see Figure 12). No actions can be performed by the administrator in this page.

User
Certification
Security List

Security Summary

Security Details Modify User Organization

User IT: HHTCO1
User IName HHTCO1 X HHTCO1
User Type Super User

Change User Organization

Security: HQ Division

Field Names Key Value
HQ Office

HQ Diwision

Public and Indian Housing

PCF OAFBC, Section 8 Financial Management Cente v

I This is a read only page. I

Figure 12: Copying one user profile to another profile

1.1.2 Role Maintenance

The IM S system manages the application access and privileges through the role based security system. A
user can access only the functionality allowed by the roles assigned.

IMS User Manual Page 1-10 04/16/2010
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A role can be defined as a set of security actions that can be assigned to users of the system. The Role

M aintenance tab of the Security Administration sub module alows coordinator to view the roles of the
system users (see Figure 13).

Role Maint | Re| Rey o (:erlf'iﬁg!atiml
Role List
Module Mame Hausing Inventary V @I
Siub Module Maree: Housing Agensy |
Tser Type: Guest User W @
Role Search
Search for Role by Role Mame ® Creation Uszer O
Enter Search Text: ]
User Module List
Eole View:

ALL v
Roles 1to 1 of 1

Bead Only Role HA Guest User (WWASS) This role allows guest user to view Housing

Autharity information in detail. Glabal hxdoshi

Local
Global

ore D scription &

Figure 13: The Role Maintenance tab of the Security Administration sub module

Roles for a system user can be view at module and sub module level. The M odule Name, Sub Module
Name and User Type controls allow user to create roles for user type at a module and sub module level.

The Role Search section of the page provides the controlsto refine the role search based on the sub
module and user type selected. To search by arole name, the Role Name option can be selected and to
search by the user who created the role, Creation User option can be selected. The appropriate search
text must be entered in the Enter Search Text box.

Roles can be categorized as global or local. The local roleis only accessible to the user who created it.
Thisrole can be assigned to user profiles only by the user who created it. The global roles can be viewed
and assigned to user profiles by all authorized usersin the IMS system. The table aso contains the name
of the user who created therole in the Creation User column. The user can sort the existing rolesin the
table by Role Name, Role Description, G/L (global or local), and Creation User by clicking the
appropriate column heading (See Figure 13).

To view the role details and actions associated to a user, click the name of therole in the Role Name
column. The Role Details section allows the user to view a description of the role as it would display in

the Role Description. The security actions associated with a user are displayed in the Assigned Actions
section of the Role List sub tab (see Figure 14).
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Role Maint agg?tss Re carlfli?'l?:ration

Role List
Iedule Hame Housing Inventory
Sub Module Mame Housing Agency
TTser Type GUEST

Role Details
Eole Mame: Read Only Role
Eole Description: HA Guest User (WASS) This role allows guest user to view Housing Authority information in detail.

Eole Group: WASS

Assigned Actions

Housing Authority

« ReadHalist
ReadHaDetails
ReadSearchHaList
ReadHaDetalls
FeadHaContactDetails
ReadHaAddress
ReadHAInventory
ReadHaPerformance
FeadHaFunding

Figure 14: Assigning Roles to a user in the system

To navigate back to the role list display, administrator can click on the Role List sub tab.

1.1.3 Access Reports

IMS System has a functionality to run reports which display user’s security actions. The roles assigned to
the users at each module and sub module level can be viewed by the user. The Access Reports page
generates reports displaying the access information of each user at the level desired.

1.1.3.1 Displaying User Security Access

The User Security Access sub tab displays alist of roles and actions for a particular user grouped by sub
module and at what organizational level theseroles are valid (See Figure 15).
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; - ccess Activity User
Role Maint ] Certficaton

User Security Access Privacy Act Access Global User Search User Access by Submodule
Select View: | Division User ;
HQ Division: Public and Indian Housing
HQ Office: UAT Testers v|
Search for: UserId ® Last Name O
Enter Search Text: L
Select Status: ALL | :_:
Select ID Type: _:ALL >

Users 1 to 50 of 167

User Namea User Typea Statuss
£22222 Test Test Guest User User Active
HHTCOO ** HHTCDO X HHTCOO0 Super User User Active
HHTCO1 ** HHTCO1 X HHTCO1 Super User User Active
HHTCD3 ** HHTCO3 X HHTCO2 Super User User Active
HHTCO4 ** HHTC04 X HHTCO4 Super User User Active
HHTCOS ** HHTCOS X HHTCOS Super User User Active
HHTCOG ** HHTCO06 X HHTCO6 Super User User Active
HHTCD7 ** HHTCO7 X HHTCO7 Super User User Active
HHTCO8 ** HHTCO8 X HHTCO&8 Super User User Active
HHTCOg ** HHTCO09 X HHTCD9 Super User User Active
HHTC10 ** HHTC10 X HHTC10 Super User User Active
HHTC11 ** HHTC11 X HHTC11 Super User User Active

Figure 15: The Access Reports tab of the Security Administration sub module

The usersat a particular level in an organization can be selected using the Select View list. Further users
can be narrowed down to a particular officein the HQ Officelist by clicking the Select button.

From the user’ slist that is displayed with the Select View option, existing users can be searched by either
choosing the User 1D or Last Name option. The desired search text can be entered in the Enter Search
Text box which could be either user ID or last name depending on the option chosen above.

Users can aso be searched by status or 1D type by selecting an appropriate option in the Select Statuslist
or Select ID Typellist. A user can have three statuses; Active, I nactive or All. An active user is one who
is currently active in the system; an inactive user is one who has a user profile but is currently inactivein
the system. The Select 1D Typellist is currently no longer functional.

Reports are generated for each user by clicking the desired user ID in the Security List section. The
generated User Security Report consists of description of the roles and user’ s accesses at the module and
sub module level (See Figure 16).
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User Security Report

User Identification

Userid: =2 C22222 Name (lsst, frst): Test, Test
Telephone Number: E-Mail: test@hud gov
User Type: Guest User User Status: active
Creation Date : 127072000 Account Fnd Date: 12/07/2010

Module [Sub Module
PIC Maintenance

Uzer Profile L'seUser Profile D'iviion User est: 'Eest
Housing Inventory Development Fead Only - Privacy Field Office SIPH MILWAUKEE PROGEAM CENTEE.
Housing Inventory Development Eead Only - Privacy Field Office SKPH MINNEAPOLIS HUB OFFICE

PIC Maintenance >> User Profile:
|Update User Profile l

susing Inventory == Development:
Development List View View View 1900 Unit Counts Info View Address Information
View Approval Eeports View Bldg Inventory List View Building View Building Information
View Building Feports View Contact Information View Data Transfer Page View Dev Inventory List
View Development Information View Development List View Exception List View Geo Coded Addr Report

Figure 16: A Sample User Security Report
The User Security Report consists of
e User Identification section identifying the user in the system.
o User Roles section defining the roles at module and sub module level.
e User Actions section defining the User security actions at the module and sub module level.
(See Figure 16)
1.1.3.2 Generating Privacy Act Data Access Report

The Privacy Act Data Access Report displays the number of times a particular system user accesses the
datathat is protected by the Privacy Act during one session. These reports are displayed in the Privacy
Act Access sub tab of the Access Reportstab of the Security Administration sub module (See Figure
17). The user has to accept the terms and conditions under Privacy Act to access certain datatypesin
IMS. If not, the system will not display the privacy data.
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5 N Access Activity User
Security Role Maint Reports Reports Certification

User Security Access = Privacy Act Access Global User Search User Access by Submodule
Select View: | HA User v
HQ Office: Public and Indian Housing
HQ Division: [POField Operations v @
Hub: [10rSEA Seatte Hub ] Select ]
Field Office: [0APH SEATTLE HUB OFFICE vl
Field Office HA: | AKOOT AHFC v

Data Filters for Privacy Act Access Report

Report Period: Custom Dates {(From and To dates required) v

From: QAR Jimemsadiyssy)

To: 3312010 jimmmy/ddyy

User Types: ::ALL v

Display Filters for Privacy Act Access Report

No of rows to display: EDF'\OWS perpage V

Sort report data by: | User Mame | _in Descending_ order. » |

[ Generate Report

Figure 17: The Privacy Act Access page of the Security Administration sub module

To generate a privacy access report users at the appropriate organization level have to be selected using
the Select View control. The Data Filters section alows the user to select the system users within a
desired timeframe. Either one of the predefined options (e.g. L ast one week, L ast one month, Last three
months), or Custom Dates option can be selected. To enter custom dates, the user must select the
Custom Dates option in the Report Period list and then enter the actual datesin the From and To boxes.
The dates must be entered in the following format: MM/DD/YYY'Y. Then, the user must select the
desired user type for the program to display. The available options are HUD User, HA User, Guest User,
and the Super User. The Tribe/TDHE User user type is obsolete. If the user selects the All option, then
the program will display all available user types.

The Display Filtersfor Privacy Act Access Report section of the page alows the coordinator to select
how the program will display the report data. The No of rowsto display list allows the coordinator to
select the number of records that the program will display on every report page. Depending on this
selection, the report might be severa pages or one page if the user selects the Display all Rows option.
The Sort report data by list allows the user to select how the program will sort the records in the report.
At this point, the user can sort the records by user name, user 1D, and user type. If the user selectsthe
ASP Page option, the program will sort the records based on the pages that contained the privacy data
accessed by the user. The Privacy Act Response option allows the coordinator to sort the records based
on the selection that was made when accessing the IMS system. The Privacy Act Response Time option
allows the coordinator to sort the records based on the time that the users responded to the Privacy Act
Notice when logging in IMS. The Access Count option allows the coordinator to sort the records based
on the number of times the users accessed privacy data during one session. The Session L ogon/L ogoff
Timestamp options allow the coordinator to sort the records based on the time that the user logged in or
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logged out of IMS. The records can be sorted in ascending or descending order. To generate areport
based on the selection criteria entered by the user, click Generate Report. A sample Privacy Act Data
Access Report is generated as below (See Figure 18).

Privacy Act Data Access Report

B[

Donamload o Excel

HO Divizion: Public and Indian Housing

HO Office: PO Field Operations

Hub: 2HNYC New York City Hub

Field Office: 2APHNEW YORK CITY HUE OFFICE
Feport Perind: 1/4/2009 o 1/19/2010

Fepott generation Date: Tuesday, January 19,2010 2:15:47 PM

Users who have attempied to access the Privacy Act data from 1/4,/2009 to 1/19/2010 ]
“<Prevpage 1 2 3 4 5 & 7 % 9 10 MNextPage =2

Records 1 - 50 of 457 (View All}

Privacy Act

¥ User Name User User - Privacy Act Access Seggion Logon Seggion Logoff
ASP Page Response(Y or i ) = ) =
Type = Response Time Count Timestamp Timestamp
1 Zrsgmby 1 HO7é14 | HUD DAP household Search v 1/30/2009 2:33:28 4 13042009 253321 |1/30/2009 23755
gstrmpim User (DAPSearchH ousehold. asp) P P P
2 zrsgmbi 1 HO7614 | HUD DAP household Search ¥ 1/30/2009 2:38:07 3 1/30/2009 238:02 |1/30/2009 3:23.57
gstrmpm User (DAPSearchH ougehold. asp) P P PII
rsgmbx 1 HO7é14 | HUD 212572009 2:08:49 2f25/2009 2:06:10 |2/25/2009 &:09:29
3 astrmpin User MTCE Bearch Page(mtcssearch.asp) ¥ PI 1 PI PI
4 Zrsgmbx 1 HO7614 | HUD DAP household Seatch v 21142009 5:16:15 3 2/1/2009 3:15:58 | 2/1/2009 4:03:31
gstrmpim User (DAPSearchH ousehold. asp) P Pl P
5 zragmb 1 HO7é14 | HUD DAP household Search ¥ 21142009 4:40:57 2 2/1/2009 4:40:48 | 2/1/2009 5:39:22
gstrinpm User (DAPSearchHouszehold. asp) P P P
P rsgmbx .1 HO7614 | HUD DAP household Search v 2/1/2009 93507 1 2{1/2009 9:34:56 | 21/2009 10:20:31
gstrmpun User (DAPSearchH ousehold. asp) PRI FI FI
7 Zrsgmby 1 HO7é14 | HUD DaAP household Search v 2122009 10:54:48 % 2122009 10:54:29 | 2/2/2009 12:52:29
gstrmpim User (DAPSearchH ousehold. asp) A0 A P
% zragmby 1 HO7614 | HUD DAP household Search ¥ 2122009 2:19:13 a 2/2/2009 2:19:01 | 2/2/2009 4:44:20
gstrmpim User (DaPSearchH ousehold. asp) P Pl P

Figure 18: A Sample Privacy Act Data Access Report

1.1.3.3 Searching for users globally

The IMS system users can be searched by organization level or globally. The global search of an existing
system user can be done in the Global User Sear ch sub tab of the Access Reportstab (See Figure 19).
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. - CCess Actiaty User
Security Role Maint Reports Reports Certification
User Security Access Privacy Act Access Global User Search User Access by Submodule
Search by User-1D{s)
[Moos20 =]
User-ID(s):

Please enter exact User-ID(s). Use

comma(,) to separate multiple User-1Ds

(e.g. UserID1, UserID2,.. etc) Non
alphanumeric characters will be

ignored.

Search by First and/or Last Name

First Name : | F1Exact Match
Last Name - ' | ] Exact Match
Enter at least first 3 characters of the First and/or Last name. [ Search By Name ]

Figure 19: Global User Search page of the Access Reports tab

Users can be either searched by user ID or by user first and last name. When searching for users using
user 1D, the appropriate user ID of the users can be entered in the User-1D(s) box. When the Search
User s button in the Search by User 1D(s) section is clicked system starts searching the user 1D,
irrespective of the organization level. Multiple user 1Ds separated by comma (,) can be entered to search
for multiple users. A separate report window is generated displaying the user type, full name, organization
and the status of user. For example, when searching for user ID HPIC22 a Global user Search Report is
generated (see Figure 20).

Global User Search Report a3 ?‘i

Download in Excel

Details of the users found in system

Search criteria: User-ID{s) = HPIC22

1 User(s) found in the System :

Effective
end date

1 HPIC22 Super User HPIC22 X HPIC22 HQ Division UAT Testers Y 02/02/2011

# User-ID(s) User Type Full Name Organization Active?

Figure 20: A Sample Global User Search Report

To search the users by first or last name at least the first three characters or al the characters of the name
can be entered in the Search By First And/Or Last nhame section of the Global User Sear ch sub tab.
For example, to search for the user Test, the text can be entered to generate the desired report.

1.1.3.4 Viewing User Access by sub Module

HA Security Administrator can view the accesses of other users of the system at sub module level. Thisis
achieved through the User Access By Sub module page of the Access Reportstab. Reports generated
contain role details at the sub module level for users at aparticular level in the organization. The Data
Filter s section allows user to choose the desired sub module to print the report (See Figure 21).
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Security Role Maint Rennrts Certification
User Security Access Privacy Act Access Global User Search User Access by Submodule
Select View: | HA User v_l ’ Select ]
HQ Office: Public and Indian Housing
HQ Division: l_P_C_)_f_iE!_I_cI__Operaﬂons | [ Select |
Hub: [ 10HSEA Seattle Hub v|[ select |
Field Office: [0CPH ALASKA COMMUNITY SERVICE GENTER || [ Select ]
Field Office HA: AK001 AHFC

Data Filters for User Access by Submodule Report

User Types: [HAUser v
Select Status: ALL VI

Select Submodule: :_User Profile VI

Display Filters for User Access by Submodule Report

No of rows to display: 50 Rows per page £|

Sort report data by: | UserlD :| | in Descending order. |

Generate Report

Figure 21: The User Access By Submodule Page

The generated report displays the list of users at that sub module level, their log on time and their account
expiry dates (see Figure 22).
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User Access By Submodule Report o
Download in Excel Erint
HQ Office: Public and Indian Housing
HOQ Division: PO Field Operations
Hub: 10HSEA Seattle Hub
Field Office: 0CPH ALASKA COMMUNITY SERVICE CENTER
Field Office HA: AK001 AHFC
SubMhlodule Name: User Profile

BEeport generation Date:

Monday, April 12, 2010 10:26:54 AM

List of users with access rights to selected submodule.

Records 1 - 25 of 25

ZiyYW mZsgT

User Name (First, Middlz, Last) ¥ UserID User Type

Account Expiry

Role Name

Use User Profile

<<= Prev page
Logon Date/Time

Role Level
HA User

Created By User Status

HAUser |20 Jun2010  [2008-09-19 11:53:08.140(M59111  |[Inactive |

1 Next Page ==

mzhfh ymlsxn-hvwmlnnrh

|'_'|.I“'285':' HA User |31 Jan 2010

2008-01-3012:10:41.890(M59111

Active

Role Name

Role Name Raole Level
Use User Profile HA User
vrofg byori |M\-'?5 76 |(HAUser |19Feh2008 2008-02-07 21:08:59.577|saavers Inactive
Role Name Role Level
Use User Profile HA User
zmzrw ywizu |M\"[1318 HA User |16 Jun 2007 2006-07-21 18:37:43.827|saayers Inactive
Role Name Role Level
Use Uszer Profile HA User
hiltvit wild |;'1.1'U9"28.9 HA User |01 Jun 2010 2009-05-22 17:12:30.500(smolmste Active

Role Level

Figure 22: A Sample User Access By Submodule Report

1.1.4 Activity Reports

The IMS System generates reports based on a user’s activity in the system. Users at an organization level
can be selected through the Select View list of the page (See Figure 23).
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: : R Activity 1]
Security | Role Maint | pepons rl:mtl{ EerihiEation

User Activity Query New Users Improper Logoff User Account Usage
Select View: | HA User | [ Select |
HQ Office: Public and Indian Housing
HQ Division: | PO Field Operations z| [ Select ]
Hub: [10HsEASeatieHub ]
Field Office: [DCPH ALASKA COMMUNITY SERVICE CENTER v/ [ Select |
Field Office HA: AK001 AHFC

User Search

Search for: User Id ® Last Name O

Enter Search Text: I :
Select Status: iALL v_ i

Select ID Tvpe: MT\Z

Activity Period

From- |3112/2010 |
To: [412/2010 |

Users 1 to 45 of 45

User Nameas User Types

M&4374 zrsgmbx mlhmzs HA User User Active

Figure 23: A User Activity Query page

1.1.4.1 Querying User Activity

Existing users can be searched either by user ID or last name by selecting the appropriate option. To
perform this search, the user must enter text in the Enter Search Text box of the User Sear ch section.
Users can aso be selected based on their status or 1D type.

The Activity Period section of the User Activity Query sub tab enables a user to display user activities
within the specified time frame. Dates can be entered in the From box and the T o box to narrow down
the user search.

To display user activities of asingle user, the respective user ID can be selected in the User 1D column of
the Security List section.
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Selected View: HA User

HQ Office: Public and Indian Housing

HQ Divisionn PO Field Operations

Hub: 10HSEA Seattle Hub

Field Office: 0CPH ALASKA COMMUNITY SERVICE CENTER
Field Office HA:- AK001 AHFC

Report Start

Date: 3/12/2005 Report End Date: 4/12/2010

First Name: bzg

Last Name: bvmivmrxn

Middle Initial: =z

Phone Number:

Phone Number N @
Extn

E-Mail Address: hf.pz.vgzgh.xusz{@ mivmrxng D“‘“ﬂ:‘"‘; Drint Pags.

Activity Report

Summary Report

Total Connect Time Total Number of Logins Awverage Connect Time
0-25-7 1 0-25:7
Detailed Report

Total

Operating Browser Client IP Web Server | Activity Login Login End Time
System |MName/Version| Address Name Status Begin °9 Logged

On

09/28/2007 | Windows Internet 09/28/2007 |09/28/2007 | ..
' 208047 | XP | Explorerg.0 |202-199-28.1/HLANNWRO04 | ABNRML "5y 20 47 | 214554 (0257

Figure 24: A Sample User Activity Information Report

The User Activity Information report displays the following information (See Figure 24):
e Thelogin details of a user
e The Operating System used
e The Date an activity was reported
e Other details, such as web server name, browser version and client |P address, etc

The user can view the report, print the report by clicking the Print button, or download the report datain
the Excel format by clicking the Download in Excel button.
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1.1.4.2 Viewing New User Reports

IMS system allows coordinators to run reports that display information about new user profiles created in
the system. The New User s sub tab of the Activity Reports tab of the Security Administration sub
module allows coordinatorsto view details when a new user was created and given access to the system,
and the user’ s account expiration details (see Figure 25).

Reporis Certification

Access
Reports

Role Maint

User Activity Query New Users Improper Logoff User Account Usage
Select View: Field Office User hd
HQ Office: Public and Indian Housing
HQ Division: PO Field O.[.Jerat.ions - V
Hub: [10HSEA Seatlle Hub v
Field Office: [0APH SEATTLE HUB OFFICE ¥

Data Filters for New Users Report

Report Period: | Custom Dates (From and To dates required) v |

From: ..3_."1 ?,"2 010

To: [412010  Jimesddryyyy

User Tvpes: | ALL v
Display Filters for New Users Report
No of rows to displav: |50 Rows perpage +

Sort report data bv: User creation Date/Time V |n Descending order, V

[ Generate Report

Figure 25: The New users sub tab of the Security Administration sub module

The New Users report can be generated by selecting the organization level inthe Select View list of the
New Userssub tab. Users are first narrowed down to a Field Office and then to further narrow the search
criteria, users can use the optionsin the Data Filtersfor New Users Report section. The Data Filters
for New Users Report section alows the coordinator to select all the new users who were created within
certain time period. The Report Period list allows the user to select the report time frame. The
coordinatorr can either select one of the predefined options (e.g. L ast one week, Last one month, L ast
three months), or seect custom dates. To enter custom dates, the coordinator must select the Custom
Dates option in the Report Period list and then enter the actual datesin the From and To boxes. The
dates must be entered in the following format: MM/DD/YY Y'Y . Then, the coordinatorr must select the
desired user type for the program to display. The available optionsare HUD User, HA User, Guest User,
and the Super User. The Tribe/TDHE User user typeis obsolete. If the All option is selected by the
coordinator, then the program will display all available user types.

The Display Filtersfor New Users Report section allows coordinator to set the way the program will
display the report. The No of rowsto display list alows coordinator to select the number of rows to be
displayed per page. With the Sort report data by list coordinator can select how the program will sort
the records in the report. At this point, the coordinator can sort the records by user name, user ID, user
type, user creation date/time, account expiry date and creation user ID (user ID of the user who created
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those profiles). To run areport based on the user search criteria, click on Generate Report button (See

Figure 25).

A samplereport isdisplayed in Figure 26.

New Users Report

g : =]
Cc w;%d in @
Erint

Excel

Eeport generation Date:

HOQ Office: Public and Indian Housing

HQ Division: PO Field Operations

Hub: 10HSEA Seattle Hub

Field Office: JAPH SEATTLE HUB OFFICE
Eeport Penod: 3/22/2008 to 4/6/2010

Tuesday, April 06, 2010 10:14:10 AM

New users created between 3/22/2008 and 4/6/2010 |

Users 1 -2 of 2

# User Name (First, Middls, Lzst)

UserID User Type ¥ Creation Date/Time

=< Prew page 1 NextPage>=>

Account Expiry  Created By

1 |mzbd pyizxovin H43310 | HUD User |Oct 172008 1:01PM 17 Oct 2012 HO18M1
2 |mvrs nlw H44848 | HUD User |Aug 222008 1:17PM 22 Aug 2012 HO1801
3 |wizsari v oozd H23743 | HUD User |Jun @ 2008 2:06PM 09 Jun 2012 HO18M1

Users 1 -3 of 3

=< Prew page 1 NextPage>>

Figure 26: A Sample New users Report

1.1.4.3 Viewing Improper Logoff Reports

The Improper Logoff sub tab of the Activity Reports tab allows users to run areport displaying all the
IMS system users who have been logged out of the system due to various reasons (see Figure 27).
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Access
Reports

Activity User
Reports Certification

New Users

Security Role Maint
User Activity Query

Improper Logoff User Account Usage

HQ Office: Public and Indian Housing

HQ Division: 5_F’O Field Operations V:
Hub: |10HSEASeatieHb v

Field Office: |0APH SEATTLE HUB OFFICE v

Data Filters for Improper Logoff Report

Report Period: | Custom Dates (From and To dates required) v

From [GEEEE Jimm/cdrvvm)
Security

Administration To: 4{5}201 D‘ . mmd dd/ vy )

User Types: |ALL ~|

Display Filters for Improper Logoeff Report

No of rows to display: |50 Rows perpage v |

Sort report data by: f'_L.j_se_r_N_a__rr]e v | in Des:_:je_nc.l_'ijng_o_rde_r._ v

[ Generate Report ]

Figure 27: The Improper Logoff sub tab of the Security Administration sub module

The system users are narrowed down to the Field Office level in the Select View section and Data Filters
and Display Filters are applied to narrow the search criteria by timeframe and number of rows to display
per page (See Figure 27).

The Improper Logoff report can be run by selecting the organization level in the Select View list of the
Improper L ogoff sub tab. Users are first narrowed down to a Field Office and then to further narrow the
search criteria, users can use the optionsin the Data Filtersfor I mproper L ogoff Report section. The
Data Filtersfor Improper L ogoff Report section alows the coordinator to select al the new users who
were created within certain time period. The Report Period list allows the coordinator to select the report
time frame. The coordinator can select either one of the predefined options (e.g. L ast one week, L ast one
month, Last three months), or select custom dates. To enter custom dates, the Custom Dates optionin
the Report Period list can be selected and then actual dates can be entered in the From and T o boxes.
The dates must be entered in the following format: MM/DD/YYY'Y. Then, the desired user type can be
selected. The available options are HUD User, HA User, Guest User, and the Super User. The
Tribe/TDHE User user typeis obsolete. If the user selects the All option, then the program will display
all available user types.

The Display Filtersfor Improper L ogoff Report section alows coordinator to set the way the program
will display the report. The No of rowsto display list allows the coordinator to select the number of rows
to be displayed per page. The Sort report data by list helpsin selecting a sorting criterion for the user
records while generating a report.

At this point, the coordinator can sort the records by user name, user ID, user type. The OS Type and
Version option allows the user to generate a report where the selection criterion is the type of the
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operating system (for example, Windows/Unix, etc) and the OS version (for example, XP/7 for Windows
operating system). With the Browser Type and Version the user records can be sorted based on the
browser type and version used to log in to the system (or example, Internet Explorer 7/Firefox, etc). The
Log on and L og off Date and Time alows the coordinator to sort the user records based on the time
when the user logged in and logged out of the system. The Account Expiry Date option alows
coordinator to sort the user records based on when auser’ s account will expire or has expired. The Error
Description option of the Sort report data by list allows the coordinator to sort the user records based
on the error description (the error that caused improper |ogoff).

To run areport based on the user search criteria, click on Generate Report button (see Figure 27).
Several reasonsthat contribute to the improper logoff may include (see Figure 28):

e Usersaretryingto log in again without logging out of the system properly previously.

e Userislogged out of the system due to a period of inactivity.

e System Processing failed (For example, Query Failed)

To view the report based on the search criteria entered, click on the Generate Report button. A sample
Improper Logoff Report is displayed below.

=

Improper Logoff Report a3 =
Cownload in Excel Brint

HOQ Office: Public and Indian Housing

HO Division: UAT Testers

Report Period: 3/18/2010 to 4/2/2010

Repott generation Date: Friday, April 02,2010 10:41:37 AM

| Inproper logoff's during 3/18/2010 and 4/2/2010 |

Records 1 - 50 of 2091 (View All} << Prevpage 1 2 3 4 5 6 MextPage>>

Error Description

Trio e | 52 | e | metmen | s | 30 |y | e
o | g [ [eige | e | e | \ B it
T S R A I
4lpxa HPIC1Z S‘{Ilz;ir Windows XF Inteme?tléiacplorer 23{'?20?0131& 23;’?26??01311\0& 21202011 ‘ 083- Autog:zi;i:goff due to
e [ | 3 [ e | et | e [ s [, | ot e o
I S G A T N s
S A e e A D i
2 lpxc HFIC1Z Su?iir Windows XF Inteme?t.g,xplorer 63‘2!52401\:'52%1& ?%??DQDAI& 2202011 ‘ 0&3- Autoﬁ:ii;llligoff due to
s|pxc HRIC12 | S| indows p | Mot Beplorer | SEAA0I0 | SEAEO0 ) anmon ‘ 9304 Query Failed

Figure 28: The Improper Logoff Report of the Security Administration sub module
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1.1.4.4 Displaying User Account Usage Reports

The User Account Usage sub tab of the Activity Reportstab allows Security coordinators to run areport
displaying users who are inactive in the system (see Figure 29).

+ Access Activity User
Role Maint Reports Reports
User Activity Query New Users Improper Logoff User Account Usage
Select View: [Field Office User v |[ select |
HQ Office: Public and Indian Housing
HQ Division: [PO Field Operations v| [Select]
Hub: | 10HSEA Seatile Hub v |[ select |
Fik Ot (merisEATILE B OFFice =

Data Filters for User Account Usage Report

| |
User Inactivity Period: | Last one week

=l

Last one week

Last one month

Select Statns:  JLastthree months

Last six months

Last one year

IR IO UL Y Since begining of this month.

No of rows to display: §:’L°§,?£9L”,L’1,93‘3,\,’"9Yea’—

User Types:

Sort report data by: | User Name v ' in Descending order. v'

[ Generate Report

Figure 29: The User Account Usage sub tab of the Activity Reports tab

The users can be selected at a Field Office level in the Select View list of the User Account Usage sub
tab. Then, coordinators can use the Data Filtersfor user Account Usage Report section to narrow the
search criteria.

To run the User Account Usage Report after making the appropriate sel ections, the security coordinator
must click the Generate Report button (see Figure 29).
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User Account Usage Report Dounload in ﬁ
Excel —

HO Office: Public and Indian Housing
HO Division: UAT Testers
Feport Period: 3/26/2010 to 4/2/2010
Feport generation Date: Friday, April 02,2010 12:05:58 PM

List of users who didn't access the system in last one weelk (3/26/2010 - 4/2/2010). |
Records 1 - 50 of 652 (Yiew All) << Prevpage 1 2 3 4 5 6 7 & 9 10 11 12 13 14 HNextPage >

¥ User Name (Fist, 1iddle, Last) UserID User Type  LastLogon Date/Time — Account Expivy Date User Status

MO00508 X M00S08 MO00508 2009-11-20 14:21:21.187|02 Feh 2011

Role Mame ERole Level

Add New HOH - WASS HO) Office
AMP Change - WASS HO Office
AMP Change-Local-RH HO) Office
D3 HaA Fole - WASS HO Office
Edit Dema-Dispo HO) Office
Edit Developiment HO Office
Edit HA Role HO) Office
Edit nion-ED Inw - W HO Office
Edit SEMAP Role HO) Office
Eligihilitl HO Office
Eligihilitsd HO) Office
Ha Certifier - W HO Office
HA Coordinator HO Office
Ha Recert Jec Adm - HO Office
M odify Details-WASS HOQ Office

Figure 30: A Sample User Account Usage Report

1.1.5 User Certification

The IMS system allows HA Security Administrator/Coordinator to set up roles and actions for HA users
in the user hierarchy.
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The User Certification tab allows HA Security Coordinators to accomplish the certification (see Figure
32). It displays the HUB and Field Office Housing Authority details. The Select Action section of the tab
displays alist which alows HA administrator to certify other HA Security administrators and HA users.

1.1.5.1 Certifying the Users in the System

The User Certification tab displays the search criteria selected in the Security tab of the Security
Administration module. Thus, in order to make changesto the Select View list in the User Certification
tab, the Security Administrator has to navigate to the Security tab and make appropriate changes (see
Figure 31).

BN woic vaint | Accer | A | covition
Security List
Select View: [HA User V
HQ Office: Public and Indian Huusiné
HQ Division: PO Field Operations ¥
Hub: 3HPIT Pitsburgh Hub v
Field Office: JEPH PITTSBURGH HUB OFFICE
Field Office HA: | PAO1 Pittsburgh HA ~| [ Select]
vser Search |
Search for - User Id @ Last Name O
Enter Search Text
Select User Status: ._Active V Add New User
Users 1 to 36 of 36
User ID & User Name & User Type 4 Status &
59236 Y% hiizo d pmzsh HA User Active
MAZ384 % ovzsxm bvozvsh HA User Active
MAQOE0 rilvg o wo HA User Active
e MAUSTS bxmzm nlgzvsx HA User Active
MALS20 zbmlg mizvs HA User Active

Figure 31: Setting the users view in the organization

Changes madein Select View section in the Security tab are now reflected in the Select View list of the
User Certification tab. In the User Certification tab, the Select Action control allows the Security
Administrator to select the desired users and certify them. A Certify Selected User s button is displayed
at the bottom of the User Certification tab (See Figure 32).
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Access Activity User

Security [ Role Maint | - gerorts [(STNCE Certification

User Certification

Select View: FO HA User

HQ Office: Public and Indian Housing

HQ Division: PO Field Operations

Hub: 3HPIT Pittsburgh Hub

Field Office: 3EPH PITTSBURGH HUB OFFICE

Field Office HA: PADD1 Pittsburgh HA

Select Action: Select..

User list filter: !A” Users -"CE’, fy HA Users |

L
Select Users for Certification

Showing user records: 1 To 4 of 4

User Name

1 v M59236 biizo d pmzsh
2 3 MA2384 ovzsxrn bvozvsh
3 | MMSB222 fvsgzvs hvmrzt
4 Fl MV7155 biizo whrox xn

[ Select all users on this page

[ Certify Selected Users ]

Figure 32: The User certification Page of the Security Administration Sub module

To certify the user, the Certify check box has to be checked and when the Certify Selected User s button
is clicked a message is displayed asking the user to confirm the selection (see Figure 33).

Security Role Maint aggﬁi anl;‘r?s i..'-i.eli_l'il‘%fiﬁid:lli
User Certification

Select View: FO HA User
HQ Office: Public and Indian Housing
HQ) Division: PO Field Operations
Hub: 3HPIT Pittsburgh Hub
Field Office: JEPH PITTSBURGH HUB OFFICE
Field Office HA: PADO1 Pittsburgh HA
Select Action: |_C_gr1ify HA Security Administrators :| Select..

| Windows Internet Explorer

User list filter: | All Users
Select Users for Certification

::f)) Are you sure you want to Certify the Selected Users?
Showing user records: 1 To 4 of 4

User Name

[ OK ] [ Cancel
biizo d pmzsh
2 .l MA2384 ovzsxrn bvozvsh
3 MMB222 ivsgzvs hvmrzt
4 i MV7155 biizo whvox xn

[ Select all users on this page

[ Certify Selected Users ]

Figure 33: Message Certifying the Users

Upon clicking the OK button, the user/users are certified (see Figure 34).
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Security | Role Maint | peporis | Reporte  [RESTt
User Certification
Select View: FO HA User
HQ Office: Public and Indian Housing
HQ Division: PO Field Operations
Hub: 3HPIT Pittsburgh Hub
Field Office: 3EPH PITTSBURGH HUB OFFICE
Field Office HA: PAD01 Pittsburgh HA
Select Action: | Certify HA Security Administrators v| [ Select.. ]

User list filter: | All Users | | Refiesh

Select Users for Certification
Selected users have been successfully certified!

Showing user records: 1 To 4 of 4

User Name

1 Y g M59236 biizo d pmzsh
2 O MA2384 ovzsxrn bvozvsh
3 g MME222 vsgzvs hvmrzt
4 O MV7155 bitzo whox xn

[] Select all users on this page

[ Certify Selected Users ]

Figure 34: Page Displaying Successful certification of users
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