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BACKGROUND INFORMATION
It is HUD’s policy to publish a system of records notice (SORN) in the Federal Register for any agency-maintained information technology (IT) or paper file system that contains personally identifiable information and retrieves the information by a personal identifier. 
It is also HUD’s policy to annually certify the accuracy and completeness of existing SORN publications, and publish later revisions in the Federal Register.
The Department’s Office of Administration reviews and approves all new and revised SORNs. Once approved, new or revised SORNs will be published in the Federal Register and placed on HUD’s intranet.

VERSION HISTORY

	Version
Number
	Implemented
By
	Revision
Date
	Approved
By
	Approval
Date
	Description of
Change

	1.0
	<Author name>
	<mm/dd/yy>
	<name>
	<mm/dd/yy>
	<description of change>



	
	This is a new SORN.

	
	This is a revision for an existing SORN.

	
	This is an annual certification for an existing SORN.

	
	This is a correction for an existing publication.
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BILLING CODE:
4210-67


DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT
[Docket No. FR-XXXX-N-XX]
Privacy Act of 1974; System of Records
AGENCY: DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT
ACTION:  Notice of a New System of Records

SUMMARY: [Provide a plain-language description of the system]. 
In accordance with the Privacy Act of 1974, the Department of Housing and Urban Development, <Program Office or Support Office Name> proposes to establish a new system of records titled, “HUD/<Component Name (Acronym)> - <System of Records Number> <Title of System>.” <This system of records allows the Department of Housing and Urban Development /<Component Name> to collect and maintain records on…..> No abbreviations, acronyms, or citations to the Federal Register or legal authority in the summary. For biennial review please include the following: <As a result of a biennial review of this system, records have been updated within the <insert categories of the SORN, such as (1) category of individuals, (2) category of records, (3) routine uses. The list should be in the order that the categories follow in the actual SORN> If exemptions will be taken please include (See pages 10-11 of the SORN template for a list of exemptions) <Additionally, the Department of Housing and Urban Development is issuing a Notice of Proposed Rulemaking/Final Rule to exempt this system of records from certain provisions of the Privacy Act, elsewhere in the Federal Register.> If appropriate include <Additionally this notice includes non-substantive changes to simplify the formatting and text of the previously published notice.> This newly established system will be included in the Department of Housing and Urban Development’s inventory of record systems].
DATES: DATES:  EFFECTIVE DATE: This notice will become effective [Insert 30-days after publication of this notice in the Federal Register].
COMMENTS DUE DATE: [Insert date that is 30 days after the date of publication in the Federal Register].
ADDRESSES: You may submit comments, identified by docket number and title, by one of the following methods:
Federal e-Rulemaking Portal:  http://www.regulation.gov.  Follow the instructions   provided on that site to submit comments electronically.
Fax: 202-619-8365
Email:  www.privacy@hud.gov.
Mail: Marcus Smallwood, Acting Chief Privacy Officer, Privacy Office, Department of Housing and Urban Development, Washington, D.C. 20410    
Instructions: All submission received must include the agency name and docket number for this Federal Register document. The general policy for comments and other submission from member of the public is provide three submissions for public viewing on the internet at http://www.regulation.gov, as they are received without change, including any personal identifiers or contact information.
 
FOR FURTHER INFORMATION CONTACT: For general questions please contact: The Privacy Office, 451 Seventh Street, SW, Room 10139, Washington, DC 20410, telephone number 202-708-3054. Individuals who are hearing- and speech-impaired may access this number via TTY by calling the Federal Relay Service at 800-877-8339 (this is a toll-free number). 

SUPPLEMENTARY INFORMATION: [Provide background information about the proposal, including a description of any changes being made to the system and the purpose(s) of the changes.
I. Background
In accordance with the Privacy Act of 1974, 5 U.S.C. § 552a, the Department of Housing and Urban Development (HUD)/<COMPONENT (Acronym)> proposes to establish a new HUD system of records titled, “HUD/<Component Name> - <System of Records Number> <Title of System>.”
<Provide information about why the SORN is being published.>
<Identify whether the new system is required by a new rulemaking which is being published and state here.>
<For biennial review or update, please specifically explain what has changed by listing each category and the changes in detail. Number these as done in the summary and list out exactly what has changed: for example, (1) category of records has been updated to include XYZ or (2) routine use C. has been updated to note that records will be provided to General Services Administration.> <Describe the purpose for which the Department is establishing the system of records. Outline the subject authority (not general or housekeeping authorities). Describe the effect of this proposed or updated system on an individual’s privacy and outline steps the Department has taken to minimize the risk of unauthorized access to the system. Describe how the routine uses proposed, excluding those previously published, are compatible with the purpose for which the information was collected. >
<Provide the reader with the Department’s rationale for why we are collecting this information and what we are doing with it.>
Consistent with HUD’s information-sharing mission, information stored in the HUD/<Component (Acronym)> - <System of Records Number> <Title of System> may be shared with other HUD components that have a need to know the information to carry out their national security, law enforcement, immigration, intelligence, or other homeland security functions. In addition, information may be shared with appropriate federal, state, local, tribal, territorial, foreign, or international government agencies consistent with the routine uses set forth in this system of records notice.
<Additionally, HUD is issuing a Notice of Proposed Rulemaking to exempt this system of records from certain provisions of the Privacy Act elsewhere in the Federal Register.> This newly established system will be included in HUD’s inventory of record systems.
II. Privacy Act
The Privacy Act embodies fair information practice principles in a statutory framework governing the means by which Federal Government agencies collect, maintain, use, and disseminate individuals’ records. The Privacy Act applies to information that is maintained in a “system of records.” A “system of records” is a group of any records under the control of an agency for which information is retrieved by the name of an individual or by some identifying number, symbol, or other identifying particular assigned to the individual. In the Privacy Act, an individual is defined to encompass U.S. citizens and lawful permanent residents. As a matter of policy, HUD extends administrative Privacy Act protections to all individuals where systems of records maintain information on U.S. citizens, lawful permanent residents, and visitors.
Below is the description of the HUD/<Component (Acronym)> <System of Records Number><Insert System Name> System of Records.
In accordance with 5 U.S.C. § 552a(r), HUD has provided a report of this system of records to the Office of Management and Budget and to Congress.
NOTE: Within the system notice itself (below), do not rely on previously defined acronyms from the preamble; spell out everything anew and define the acronym again. This is so that when it’s time to amend the SORN, the preamble text may change and previously defined acronyms may not be defined in the new preamble, leaving the public to wonder what the acronym is referring to and because the SORN should stand on its own without reference to the background information in the FRN]. 
SYSTEM NAME AND NUMBER: [A name for the system that is simple, unambiguous and clearly identifies the purpose or character of the system, and the number of the system. The system name must indicate the general nature of the system of records and if possible, the general category of individuals to whom it pertains. Use a name the public will readily understand, not internal “buzz words” or project or IT system names. The system number is assigned by the Privacy Program Manager based on the classification of the system.]
Example 
System name and number: HUD/OA - 01 Correspondence Tracking System (CTS).
SECURITY CLASSIFICATION: [Specify whether any information in the system is classified or unclassified]. 
SYSTEM LOCATION: [For electronic or paper records, this is the main server or central file location. List the complete mailing addresses of all the HUD offices or contractor-maintained sites where the records are located (post office boxes are not considered locations). If multiple locations are used, identify each of them. For security reasons, do not list the location of backup files. 

Example 
System location: Correspondence Tracking System is hosted at the Department of Housing and Urban Development, 451 Seventh Street, SW, Washington, DC 20410, or at the locations of the
service providers under contract with HUD. Paper records will be stored in the designated secure National Archives and Records Administration Federal Records Centers.  

Note:
• Include the locations of the main servers and/or central file, input or output terminals at separate locations
• Are contractor sites included? If yes, identify them as well.
• What are the complete mailing addresses including the 9-digit zip codes of each location?
SYSTEM MANAGER(S): [Specify the name, position title, and address of the system manager. This is generally the system owner or the program manager who oversees the program.]. 
AUTHORITY FOR MAINTENANCE OF THE SYSTEM: [Specify the authority that authorizes the maintenance of the records in the system]. [This section should reference the legal authorities to collect and maintain information in the system. It should, to the greatest extent possible, include a citation to a law, regulation, or executive order that specifically describes the legal authority that authorizes your system or project to collect and maintain the PII and/or information types.  The response in this section should not include statutes that apply generally to all federal agencies or generic references to the Privacy Act of 1974, as amended, which is not the authority for the collection and maintenance of information about an individual or other PII by a particular agency].
PURPOSE(S) OF THE SYSTEM: [Specify why the program collects the particular records. Cite the internal (HUD-specific) uses made of the information. Start with the primary purposes and follow up with secondary purposes. Keep in mind that all internal uses must be compatible with the primary purpose of collecting the data. Describe who uses the data and what they use it for. Once the notice is published, you may only use the data for the purposes you have described and no others. If a new purpose is required, you may not use the information for that new purpose until the notice is revised and republished in the Federal Register. 
• Why is HUD collecting the information in the first place?
• What does HUD do with the information it is collecting? How is it used in the course of HUD business?
• How does the information serve the HUD’s objectives? 
CATEGORIES OF INDIVIDUALS COVERED BY THE SYSTEM: [Specify the types of individuals with respect to whom records will be maintained on the system (employees, contractors, etc.). Identify all the categories of individuals covered by the system of records to which records in the system pertain. Use clear, easily understood terms. Avoid the use of broad, overly general descriptions. Once the notice is published, you may collect data only on the individuals described and no others. If you wish to add a new category of individuals covered, you must first alter the existing notice and republish it in the Federal Register before adding the new category of individuals covered.
Example 
Categories of individuals covered by the system: The (a) Individuals who correspond with the Secretary, Deputy Secretary, Assistant Secretaries, or Field Office officials, (b) Individuals whose correspondence has been referred by the White House, other federal agencies, or Members of Congress to the Secretary, Deputy Secretary, Assistant Secretaries, or Field Office officials for response, (c) Individuals who correspond with departmental staff, and (d) departmental staff creating inter-office correspondence and correspondence for signature and dispatch outside of the agency. 
CATEGORIES OF RECORDS IN THE SYSTEM: [Specify all the types of records the system contains. Identify each data element or record being maintained on an individual. Each personal data element must be relevant and necessary to accomplish an agency purpose grounded in law (Federal statute, regulation, or Executive order). If a form is used to collect the data, copy fields from the form. If the data is maintained electronically, list each field in the record layout. A Privacy Act statement must appear on any form, paper or electronic, that collects information directly from the subject individual to be maintained in the system of records. Once the notice is published, you may collect only the records described and no others. If you wish to add new records being maintained, you must first alter the existing notice and republish it in the Federal Register before adding the new records being maintained. What types of individually identified information is collected/maintained by the system? Example, if the system collects full name, date of birth, Social Security Number (SSN), HUD ID number, patient medical history, loan applications, curriculum vitae, laboratory test results, etc., each of those data elements should be listed in this section.
Example 
Categories of records in the system:
 •Mortgagor (Borrower):  Borrower(s) Full Name, Borrower(s) Social Security number, Borrower(s) Date of Birth, Income, Credit Score, Non-Borrowing Spouse Social Security number.
•Mortgagee (Lender Institution): Originating, Underwriting and/or Servicing Mortgagee Institution ID, Institution Name, Institution Type, Institution Status, Branch Type, Branch ID, Nationwide Multistate Licensing System ID.
•Mortgagee Appraiser:  First Name, Last Name, Middle Name, Suffix. 
•Mortgagee Underwriter:  First Name, Last Name, Middle Name, Suffix, Federal Housing Administration FHA Underwriter ID. 
•Mortgagee Loan Officer:  First Name, Last Name, Middle Name, Nationwide Multistate Licensing System ID.

NOTE:
• If the system will maintain information from other systems, this should be noted in this section as well.
• The Office of Management and Budget (OMB) Memorandum M-07-16, Safeguarding Against and Responding to the Breach of Personally Identifiable Information (May 22, 2007) directs agencies throughout the federal government to eliminate unnecessary collection and use of Social Security Numbers].

RECORD SOURCE CATEGORIES: [Specify the categories of sources of records in the system]. 

Example: Mortgagors, appraisers, mortgagee staff, underwriters, and the Department of Housing and Urban Development (HUD) employees provide data to the originating source systems. The originating source systems then pass select data onto the Enterprise Data Management (EDM).  LRS includes direct interfaces to EDM and the following systems: 
•P302 – Enterprise Data Management (EDM)
•F17 – Computerized Homes Underwriting Management System (CHUMS)
•F17C – FHA Connection (FHAC)
•P278 – Lender Electronic Assessment Portal (LEAP)
The originating source systems application for HUD/FHA Insured Mortgage – Forms HUD 92900-A, HUD-92900-B, HUD-92900-LT, HUD 92544, HUD-92561, Model Notice Informed Consumer Choice Disclosure, Model Pre-Insurance Review Checklist for Lender Insurance.
ROUTINE USES OF RECORDS MAINTAINED IN THE SYSTEM, INCLUDING CATEGORIES OF USERS AND PURPOSES OF SUCH USES: [Each routine use of the records contained in the system, including the categories of users and the purpose of such use]. 
[Routine uses should be written as: To… (user) … to … (uses – what they do with the information) … for the purposes of … (objective). Default wording provided below].

In addition to those disclosures generally permitted under 5 U.S.C. Section 552a(b) of the Privacy Act, all or a portion of the records or information in this system may be disclosed to authorized entities, as determined to be relevant and necessary, outside the Department of Housing and Urban Development (HUD) as a routine use pursuant to 5 U.S.C. 552a(b)(3):  
1. [bookmark: _Toc237665685]To appropriate agencies, entities, and persons for disclosures compatible with the purpose for which the records in this system were collected, as set forth by Appendix I – HUD’s Routine Use Inventory Notice published in the Federal Register (80 FR 81837-81840),: 
a. To the National Archives and Records Administration or to the General Services Administration for records having enough historical or other value to warrant continued preservation by the United States Government, or for inspection under Title 44 U.S.C. 2904 and 2906. 
b. To a congressional office from the record of an individual, in response to an inquiry from that congressional office made at the request of that individual.  
c. To contractors performing or working under a contract with HUD, when necessary to accomplish an agency function related to this system of records.  Disclosure requirements are limited to only those data elements considered relevant to accomplishing an agency function. Individuals provided information under these routine use conditions are subject to Privacy Act requirements and disclosure limitations imposed on the Department.
d. To the Department of Justice(DOJ) when seeking legal advice for a HUD initiative or in response to DOJ’s request for the information, after either HUD or DOJ determine that such information relates to DOJ’s representatives of the United States or any other components in legal proceedings before a court or adjudicative body, provided that, in each case, the agency also determines prior to disclosure that disclosure of the records to DOJ is a use of the information in the records that is compatible with the purpose for which HUD collected the records. HUD on its own may disclose records in this system of records in legal proceedings before a court or administrative body after determining that the disclosure of the records to the court or administrative body is a use of the information contained in the records that is compatible with the purpose for which HUD collected the records. 
Other Common routine uses for most systems of records include sharing: 
 For audits and oversight. 
 For congressional inquiries. 
 With contractors, grantees, and experts to perform HUD-authorized activities. 
 For investigations of potential violations of law. 
 For intelligence purposes. 
 With the National Archives and Records Administration (NARA) for records management purposes. 
 For litigation purposes. 
 For data breach and mitigation response].

POLICIES AND PRACTICES FOR STORAGE OF RECORDS: [Specify the policies and practices of the agency regarding the storage of records. Describe the manner and state the medium(s) in which the records are stored/maintained.  Explain both hard copy or electronic methods storage practices: 
POLICIES AND PRACTICES FOR RETRIEVAL OF RECORDS: [Specify the policies and practices of the agency regarding retrieval of records. This element informs the public how HUD retrieves the records. To be subject to the Privacy Act, the records must be retrieved by a personal identifier. 
Example 
Retrievability: Information is retrieved by the individual’s name and last four digits of his or her social security number. 
Caution: If a single electronic record contains the name of any individual other than the subject, make sure you never retrieve on the name or identifier of the person who is not the subject. Retrieving on multiple names clouds the issue of who the true subject of the record is]. 
POLICIES AND PRACTICES FOR RETENTION AND DISPOSAL OF RECORDS: [Specify the policies and practices of the agency regarding retention and disposal of records. Indicate how long the record is retained before it is destroyed or transferred to a Federal Records Center (FRC). For records transferred to an FRC, show the length of retention at the FRC. The retention period you claim must agree with the HUD Records Schedule in the HUD Records Disposition Schedules Handbook (2225.6) on the intranet, found at https://portal.hud.gov/hudportal/HUD?src=/program_offices/administration/hudclips/handbooks/admh/2225.6, or the NARA publication, General Records Schedule, available at http://www.archives.gov/records-mgmt/grs/. If the system contains more than one type of record, show the retention period for each type. For example, unapproved applications may be kept for a shorter time than approved applications. If your records are not covered by a current disposal authority, contact the HUD Records Officer to have the records scheduled at records@hud.gov]. 
ADMINISTRATIVE, TECHNICAL, AND PHYSICAL SAFEGUARDS: [Specify the element, describe the physical, technical, and administrative safeguards taken to protect the records, identifying the safeguards for both paper and electronic records (e.g., locked rooms, password assignments). The safeguards must be sufficient to ensure the security and confidentiality of records and to protect against any anticipated threats or hazards. Do not describe safeguards in such detail as to compromise system security. 
Appendix III to OMB Circular A-130 defines “adequate security” as security commensurate with the risk and magnitude of the harm resulting from the loss, misuse, or unauthorized access to or modification of information. This includes ensuring that systems and applications used by the agency operate effectively and provide appropriate confidentiality, integrity, and availability through the use of cost-effective management, personnel, operational, and technical controls. 
Example: Start with the physical safeguards, then the technical, and lastly administrative safeguards. Information for this entry will come from the C&A process. 
Example: All individuals granted accesses to the system of records must have taken Privacy Act training. HUD requires annual Privacy Act training. 
RECORD ACCESS PROCEDURES: [Default wording provided below]

For information, assistance, or inquiry about records, contact Marcus Smallwood, Acting, Chief Privacy Officer 451 Seventh Street, SW, Room 10139, Washington, DC 20410, telephone number (202) 708-3054.  When seeking records about yourself from this system of records or any other Housing and Urban Development (HUD) system of records, your request must conform with the Privacy Act regulations set forth in 24 CFR Part 16.  You must first verify your identity, meaning that you must provide your full name, address, and date and place of birth.  You must sign your request, and your signature must either be notarized or submitted under 28 U.S.C. § 1746, a law that permits statements to be made under penalty of perjury as a substitute for notarization.  In addition, your request should: 
a. Explain why you believe HUD would have information on you.
b. Identify which Office of HUD you believe has the records about you.
c. Specify when you believe the records would have been created.
d. Provide any other information that will help the Freedom of Information Act (FOIA), staff determine which HUD office may have responsive records.
If your request is seeking records pertaining to another living individual, you must include a statement from that individual certifying their agreement for you to access their records.  Without the above information, the HUD FOIA Office may not conduct an effective search, and your request may be denied due to lack of specificity or lack of compliance with regulations. 
CONTESTING RECORD PROCEDURES: [Specify agency/component procedures whereby an individual can be notified at his or her request how he or she can contest the content of any record pertaining to him or her in the system. Describe how an individual may contest information pertaining to him or her in the system of records. Similar to “Record Access Procedures,” this section may be the same as “Notification Procedure.” Default wording provided below]. 
The Department’s rules for contesting contents of records and appealing initial denials appear in 24 CFR Part 16, Procedures for Inquiries.  Additional assistance may be obtained by contacting Marcus Smallwood, Acting, Chief Privacy Officer, 451 Seventh Street, SW, Room 10139, Washington, DC 20410, or the HUD Departmental Privacy Appeals Officers, Office of General Counsel, Department of Housing and Urban Development, 451 Seventh Street, SW, Washington DC 20410.
NOTIFICATION PROCEDURES: [The agency procedures whereby an individual can be notified at his or her request if the system contains a record pertaining to him or her. This is the basic information needed for an individual to make a proper information request to the system manager and for the manager to provide a proper response to the request. This element describes how an individual may determine if there are records pertaining to him or her in the system of records. Default wording provided below.]
Individuals seeking notification of and access to any record contained in this system of records, or seeking to contest its content, may submit a request in writing to the component’s FOIA Officer, whose contact information can be found at http://www.hud.gov/foia under “contact.” If an individual believes more than one component maintains Privacy Act records concerning him or her, the individual may submit the request to the Chief Privacy Officer, HUD, 451 Seventh Street, SW, Room 10139, Washington, DC 20410.
EXEMPTIONS PROMULGATED FOR THE SYSTEM: [Any Privacy Act exemptions promulgated for the system. Often the response here is “None,” because many systems do not meet the requirements to claim exemptions to the Privacy Act. If you believe an exemption applies to the system of records, please review the text of general exemptions (j) and specific exemptions (k) printed below. After reviewing the Privacy Act text, determine which exemption is appropriate and consult with the HUD Privacy Act Officer and HUD Office of General Counsel to draft a notice of proposed rulemaking (NPRM).] 
If no exemption has been established for the system, indicate "None".
Text of General Exemption (j) of the Privacy Act: The head of any agency may promulgate rules, in accordance with the requirements (including general notice) of sections 553(b)(1), (2), and (3), (c), and (e) of this title, to exempt any system of records within the agency from any part of this section except subsections (b), (c)(1) and (2), (e)(4)(A) through (F), (e)(6), (7), (9), (10), and (11), and (i) if the system of records is: 
(1) maintained by the Central Intelligence Agency; or 
(2) maintained by an agency or component thereof which performs as its principal function any activity pertaining to the enforcement of criminal laws, including police efforts to prevent, control, or reduce crime or to apprehend criminals, and the activities of prosecutors, courts, correctional, probation, pardon, or parole authorities, and which consists of (A) information compiled for the purpose of identifying individual criminal offenders and alleged offenders and consisting only of identifying data and notations of arrests, the nature and disposition of criminal charges, sentencing, confinement, release, and parole and probation status; (B) information compiled for the purpose of a criminal investigation, including reports of informants and investigators, and associated with an identifiable individual; or (C) reports identifiable to an individual compiled at any stage of the process of enforcement of the criminal laws from arrest or indictment through release from supervision. 
Text of Specific Exemptions (k) of the Privacy Act: The head of any agency may promulgate rules, in accordance with the requirements (including general notice) of sections 553(b)(1), (2), and (3), (c), and (e) of this title, to exempt any system of records within the agency from subsections (c)(3), (d), (e)(1), (e)(4)(G), (H), and (I) and (f) of this section if the system of records is: 
(1) subject to the provisions of section 552(b)(1) of this title; 
(2) investigatory material compiled for law enforcement purposes, other than material within the scope of subsection (j)(2) of this section: Provided, however, that if any individual is denied any right, privilege, or benefit that he would otherwise be entitled by Federal law, or for which he would otherwise be eligible, as a result of the maintenance of such material, such material shall be provided to such individual, except to the extent that the disclosure of such material would reveal the identity of a source who furnished information to the Government under an express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section, under an implied promise that the identity of the source would be held in confidence; 
(3) maintained in connection with providing protective services to the President of the United States or other individuals pursuant to section 3056 of Title 18; 
(4) required by statute to be maintained and used solely as statistical records; 
(5) investigatory material compiled solely for the purpose of determining suitability, eligibility, or qualifications for Federal civilian employment, military service, Federal contracts, or access to classified information, but only to the extent that the disclosure of such material would reveal the identity of a source who furnished information to the Government under an express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section, under an implied promise that the identity of the source would be held in confidence; 
(6) testing or examination material used solely to determine individual qualifications for appointment or promotion in the Federal service the disclosure of which would compromise the objectivity or fairness of the testing or examination process; or 
(7) evaluation material used to determine potential for promotion in the armed services, but only to the extent that the disclosure of such material would reveal the identity of a source who furnished information to the Government under an express promise that the identity of the source would be held in confidence, or, prior to the effective date of this section, under an implied promise that the identity of the source would be held in confidence. At the time rules are adopted under this subsection, the agency shall include in the statement required under section 553(c) of this title, the reasons why the system of records is to be exempted from a provision of this section. Any exemptions taken in an NPRM must be published as a Final Rule before they are effective; simply publishing an NPRM will not exempt the system]. 
HISTORY: [Citation(s) to the last full Federal Register notice that includes all of the elements that are required to be in a SORN, as well as any subsequent notices of revision].

____________________
Date


_______________________________
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