[bookmark: _GoBack]Appendix D: Guidance for Answering Each Section of the PCLIA Template

This chapter provides guidance, background information, and drafting tips for completing each section in the Privacy and Civil Liberties Impact Assessment (“PCLIA”) template.  See Appendix B for the PCLIA template.  The section titles in the PCLIA template contain hyperlinks to provide direct access to the corresponding sections of this Chapter.  

[bookmark: _Toc401147274][bookmark: _Toc402795187][bookmark: _Toc402795270]Section 1: Introduction

This section of the PCLIA provides the public with a basic summary of why the PCLIA is being completed, as well as a basic framework describing what issues will be covered in the assessment.

[bookmark: _Toc401147275][bookmark: _Toc402795188][bookmark: _Toc402795271]Section 2: Definitions

Definitions in this section are primarily derived from federal laws and policies.  Some definitions are modified from existing statutes and policies while others are intentionally broadened to expand the scope of the information practices and processes assessed in the PCLIA.  Therefore, most of the definitions are common applications of the terms used, thus, eliminating the need for explanations in this guidance.  However, few definitions require further discussion.  The PCLIA drafting team has the flexibility to expand the definitions section to include additional terms relevant to the system or project.  For example, this may be necessary when using terminology that is common in the bureau that owns the system, but is not widely known to the public (or a term that may have slightly different meaning in different Treasury bureaus).  Adding definitions may also be necessary if the bureau defines a term in a manner that is different from the everyday use (i.e., dictionary definition) of that term.  Colloquialisms and terms of art should be avoided in the PCLIA unless they are explained or defined and used consistently throughout the document.  The definition of the specific terms and definitions included in the template, however, should not be modified because they are written to reflect departmental policy regarding the scope of PCLIAs.

As discussed in Chapter 1, Section N, of this manual, the E-Government Act of 2002 (“E-Gov Act”) definition of “Information in Identifiable Form (IIF)” is incorporated by reference into the definition of “PII” in the Treasury Directive and in this manual and, therefore, the term IIF will not be used.  As used in this guidance and the template, the term “PII” means, “any information that can be used to distinguish or trace an individual’s identity, either alone or when combined with other personal or identifying information that is linked or linkable to a specific individual.”  This definition incorporates the definition of “PII” by reference in Office of Management and Budget (“OMB”) Memorandum 06-19, “Reporting Incidents Involving Personally Identifiable Information and Incorporating the Cost for Security in Agency Information Technology Investments,”[footnoteRef:1] and the definition of the term “Information in Identifiable Form” as defined in 44 U.S.C. § 208(d)[footnoteRef:2] of the E-Gov Act, Pub. L. No. 107-347, 116 Stat. 2899 and as further defined in OMB Memorandum 03-22 (“M-03-22”), “OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002.”[footnoteRef:3] [1:  M-06-19 defines PII as ““Any information about an individual maintained by an agency, including, but not limited to, education, financial transactions, medical history, and criminal or employment history and information which can be used to distinguish or trace an individual’s identity, such as their name, social security number, date and place of birth, mother’s maiden name, biometric records, etc., including any other personal information which is linked or linkable to an individual.”]  [2:  “Any representation of information that permits the identity of an individual to whom the information applies to be reasonably inferred by either direct or indirect means.”]  [3:  “Information in an IT system or online collection: (i) that directly identifies an individual (e.g., name, address, social security number or other identifying number or code, telephone number, email address) or (ii) by which an agency intends to identify specific individuals in conjunction with other data elements, i.e., indirect identification. (These data elements may include a combination of gender, race, birth date, geographic indicator, and other descriptors.)”] 


The term “Major Information System” is defined in M-03-22 (but originated in OMB Circular A-130, Section 6.u.) as a “large” and “sensitive” information system “that requires special management attention because of its importance to an agency mission; its high development, operating, or maintenance costs; or its significant role in the administration of agency programs, finances, property, or other resources.”  In order to make the standard clearer at Treasury, the definition of this term was extended by adding the following language: “This definition includes all systems that contain PII and are rated as “MODERATE” or “HIGH” impact under Federal Information Processing Standard 199.”  As set forth in M-03-22, designation of a system as a Major Information System requires a more extensive analysis in the PCLIA with respect to: (1) the consequences of collection and flow of information; (2) the alternatives to collection and handling as designed; (3) the appropriate measures to mitigate risks identified for each alternative; and (4) the rationale for the final design choice or business process.

Other terms used in this guidance can be found in the Glossary in Appendix D.

[bookmark: _Toc400035823][bookmark: _Toc402795189][bookmark: _Toc402795272]Section 3: System Overview

[bookmark: _Toc402795190]Section 3.1: System/Project Description and Purpose


This section requires a brief description of the system or project.  It should be a basic summary of how the system or project supports the mission of Treasury and/or the specific bureau.  The response should be broadly stated.  Sample language is provided in the template to facilitate this broadly worded response.  It does not require a detailed discussion about what types of information are collected or specifics about how each data element is used, as that will be included later in the assessment.  In addition, this section requires an estimate (only if the actual figure is not available) of the number of individuals whose PII is collected in the system or by the project.  
[bookmark: _Section_3.2:_Purpose_1]
This section also requires a brief overview of how the Department uses and shares PII maintained in the system or by the project.  Again, the response does not require a detailed discussion, as that will be included later in the assessment.

Example: 

The purpose for collecting PII in a human resources system might state: “PII is used to the extent necessary to complete federal requirements when hiring and onboarding new employees and terminating the employment relationship with exiting Treasury personnel.”  

Once the specific purposes have been identified, the purposes are clearly described in the related privacy compliance documentation, including but not limited to Privacy Impact Assessments (PIAs), System of Records Notices (SORNs), and Privacy Act Statements provided at the time of collection (e.g., on forms organizations use to collect PII).” (Appendix J, J-6)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc400037372][bookmark: _Toc400037475][bookmark: _Toc401147193][bookmark: _Toc402795273]AP-2, Purpose Specification: The organization describes the purpose(s) for which personally identifiable information (PII) is collected, used, maintained, and shared in its privacy notices.


[bookmark: _Toc402795192]Section 3.3: Authority to Collect

As noted at page 15 of the Treasury Privacy Act Handbook, the response in this section should not include statutes that apply generally to all federal agencies or generic references to the Privacy Act of 1974, as amended (“Privacy Act”), which is not an authority for the collection and maintenance of information about an individual or other PII by a particular agency.

The authority to collect and maintain information included in this section must come from the particular office’s or bureau’s authorities.  It should, to the greatest extent possible, include a citation to a law, regulation, or executive order that specifically describes the legal authority that authorizes your system or project to collect and maintain the PII and/or information types or groupings identified in Section 4.2 of the template.  Many times, this authority will be found in the bureau’s or agency’s authorizing statute and/or a Treasury Order or Directive (if both a statute and an Order or Directive are available, both should be cited).  For each authority, you should provide the full citation, the proper name, a brief description of the authority, and the nexus between the authority and the information collected.

Example:

The Bank Secrecy Act (codified at 31 U.S.C. §§ 5311-5330, and with implementing regulations at 31 C.F.R. Part 103) authorizes the Secretary of the Treasury to receive reports from financial institutions on certain financial transactions.  In Treasury Order 180-01, the Secretary of the Treasury delegated his responsibilities to the to the Director of the Financial Crimes Enforcement Network
	
PCLIA Drafting Tip: If there is an existing SORN for the records used in the system or project, the authority for the collection and maintenance of the records should be included in the SORN section labeled “Authority.”  Nevertheless, the PCLIA drafting team still needs to confirm that the authorities cited in the SORN meet the requirements above, making modifications as necessary in the PCLIA, and explaining how any general authorities cited support maintenance of the specific PII maintained by the system or project.




“Before collecting PII, the organization determines whether the contemplated collection of PII is legally authorized.” (Appendix J, J-6)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770963][bookmark: _Toc400037373][bookmark: _Toc400037476][bookmark: _Toc401147194][bookmark: _Toc402795274]AP-1, Authority to Collect: The organization determines and documents the legal authority that permits the collection, use, maintenance, and sharing of personally identifiable information (PII), either generally or in support of a specific program or information system need.


[bookmark: _Toc400035824][bookmark: _Toc402795193][bookmark: _Toc402795275][bookmark: _Toc399195357]Section 4: Information Collection

[bookmark: _Toc402795194]Section 4.1: Relevant and Necessary

[bookmark: Guide_Section_41a_41d]Sections 4.1(a) through 4.1(d): Relevant and Necessary

The Privacy Act requires “each agency that maintains a system of records [to] maintain in its records only such information about an individual as is relevant and necessary to accomplish a purpose of the agency required to be fulfilled by statute or by executive order of the President.” 5 U.S.C. § 552a(e)(1).

As noted at page 9 of the Treasury Privacy Act Handbook: “[t]he factors considered in determining whether information is relevant and necessary may vary, depending on the needs in each specific case.”  Examples of some of these considerations are:

(i) Does the information relate to the legal purpose for which the system is maintained?
(ii) What are the adverse consequences, if any, of not collecting this information?
a. Are all of the data fields that contain PII needed or are only some of them truly necessary?  This is especially relevant when acquiring data sets from another system or organization that may have a broader purpose that allows the collection of PII that are relevant for the source organization, but have no relevance to the system or project under review in the PCLIA.
(iii) Does information have to be used in an individually identifiable form?
a. Can the information be pseudonymized (replace PII unnecessary for the system or project’s purpose with pseudonyms) or anonymized (encrypt of remove PII to which system or project users do not need access to meet their mission)?
(iv) Could a sampling of information be used or does information have to be collected for everyone in the system?
a. Is all of the information in a data set containing PII really necessary or would a subset be sufficient? 
(v) Even though the information may be relevant and necessary under a broad statutory grant of authority (e.g., for your agency in general), is it actually relevant and necessary to your system or project?

There are certain issues that arise depending on the manner in which the information is collected.  For example, special care must be taken when gathering information from and about individuals during personal interviews because of the possibility of gathering more information than is needed in such a setting.  See Treasury Privacy Act Handbook, at 10.  The risk of collecting more information than necessary in this setting and mitigation measures (e.g., training employees who do interviews to limit information collected and avoiding inclusion of the interviewers’ personal opinions about the individual in the report unless relevant [and clearly marking opinions as such if relevant]) should be discussed in the PCLIA.

Note that a system or project may have the authority to collect much more information than is necessary to support its needs.  In such instances, the collection must be limited by need and not the full breadth of the authority (especially when the system relies on a broader authority to support the system’s collection and use of PII).  In Section 8.b. of Circular A-130 (Revised), Transmittal Memorandum No. 4, Management of Federal Information Resources, 

The assessment of relevance and necessity is not a static requirement; it is a continuous obligation.  OMB states in Memorandum 99-05 (“M-99-05, Attachment B”), “Privacy and Personal Information in Federal Records,” at Section B.2.a: “[i]nformation that was relevant and necessary when a system of records was first established may, over time, cease to be relevant or necessary.  This may result, for example, from a change in agency function or reorganization, or from a change in how the agency operates a program.”  Therefore, when drafting the PCLIA, the need to assess whether the information is relevant and necessary extends from the system or project development stage throughout the entire information system life cycle of the system or project.  See page 9 of the Treasury Privacy Act Handbook for additional information.  Examples of when this evaluation should be undertaken include:

1. Before you collect the PII;
2. During the initial design of a system or project;
3. When a change is proposed to the system or project (especially when contemplating the collection of additional information); and 
4. Whenever an individual requests deletion of information under the Privacy Act on the basis that it is not relevant and necessary.

If the information that will be used in the system or project was previously collected in another program with the same or similar purpose, an assessment is still needed to determine whether all of the data elements received from the other system are relevant and necessary to the Treasury system or project being assessed in the PCLIA.

When a PCLIA is being updated (e.g., a PIA or PCLIA already exists and the system or project is collecting new types of PII) the  drafting team should reevaluate relevance and necessity.  If the drafting team, system developer, or system owner identifies information that is not (or is no longer) relevant and necessary to the proper performance of agency functions, OMB instructs agencies to expunge that information “from the system in accordance with the procedures outlined in the Privacy Act notice(s) and the prescribed record retention schedule approved by the National Archives and Records Administration.”  See OMB M-99-05, Attachment B, at Section B.2.a.

If the system or project operates a system of records and claims exemption from the “relevance and necessity” requirement (as allowed by the Privacy Act for certain systems of records), please identify the Privacy Act exemption claimed and state the following in the space provided: (1) the citation to the required notice of proposed rulemaking (NPRM) that gave the public an opportunity to comment; (2) the Final Rule (if available); and (3) the full justification for this exemption (which can be found in the NPRM or Final Rule).

If the system or project does not have procedures in place to identify situations where irrelevant or unnecessary information may have been collected, the absence of such procedures should be identified in the PCLIA as a privacy and civil liberties risk and mitigation efforts should be discussed in the space provided.  See page 10 of the Treasury Privacy Act Handbook for a discussion of the need for such procedures.

If a process is in place to continuously assess relevance and necessity please describe that process in the space provided.  If such a process is not in place, please discuss the privacy and/or civil liberties risks presented and mitigation efforts in the space provided.

The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

	
PCLIA Drafting Tip:  Please see the previous discussion above (Chapter 2, Section B.1) under the heading “The Privacy Act Systems of Records Notice (SORN)” for guidance in finding applicable SORNs, NPRMs,and Final Rules.





“The minimum set of PII elements required to support a specific organization business process may be a subset of the PII the organization is authorized to collect.  Program officials consult with the Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) and legal counsel to identify the minimum PII elements required by the information system or activity to accomplish the legally authorized purpose.” (Appendix J, J-17)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770965][bookmark: _Toc400037375][bookmark: _Toc400037478][bookmark: _Toc401147196][bookmark: _Toc402795276]DM-1a, Minimization of Personally Identifiable Information: Identifies the minimum personally identifiable information (PII) elements that are relevant and necessary to accomplish the legally authorized purpose of collection.

[bookmark: _Toc399770966][bookmark: _Toc400037376][bookmark: _Toc400037479][bookmark: _Toc401147197][bookmark: _Toc402795277]AP-2, Purpose Specification: Describes the purpose(s) for which personally identifiable information (PII) is collected, used, maintained, and shared in its privacy notices.

[bookmark: _Toc399770967][bookmark: _Toc400037377][bookmark: _Toc400037480][bookmark: _Toc401147198][bookmark: _Toc402795278]UL-1, Internal Use: Uses personally identifiable information (PII) internally only for the authorized purpose(s) identified in the Privacy Act and/or in public notices.


[bookmark: _Toc402795195]Section 4.2: PII and/or information types or groupings

The drafting team is asked to select the appropriate boxes in the template to identify any PII and/or information types or groupings maintained in the system or by the project.  Checkboxes are used to make it easier to recall the possible types of PII and other information used in the system or project.  

Identifying the types of information maintained in the system or by the project will help the drafting team identify any unique federal privacy laws or regulations that may apply to the information (e.g., the Internal Revenue Code protections for tax return information and the Health Insurance Portability and Accountability Act of 1996 protections for personal health information).  In addition, it allows for a thorough analysis of the sensitivity of the PII and the associated risk to individuals’ privacy and civil liberties and the appropriate selection of safeguards.

If the system or project uses PII or groupings not listed in the template, please add them using the additional spaces provided (adding additional spaces as needed).

· Biographical/General Personally Identifiable Information
· Identifying Numbers
· Medical/Emergency Information
· Biometrics/Distinguishing Features/Characteristics
· Specific Information/File Types
· Audit Log and Security Monitoring Information
· Other

The checkboxes are meant to be self-explanatory, but if you have any questions, please consult with your Bureau Privacy and Civil Liberties Officer (“bureau PCLO”).  Their contact information can be found on the Green at: http://thegreen.treas.gov/do/ptr/SitePages/Liaisons.aspx.

	
PCLIA Drafting Tip:  If the system already completed its Security Assessment & Authorization (“SA&A”) package, the PII and/or information types or groupings should be detailed in the package’s System Security Plan (“SSP”) or Exhibit 300.  Some of this information may also be found in the Internet Privacy Policy and applicable Interconnection Security Agreements.  Chapter 2, Section B has more information on these documents and where to find them.  If you require further assistance in finding this documentation, please contact the appropriate information security representative for your bureau or office.  Your bureau PCLO should be able to help you identify the appropriate person in that office.




[bookmark: _Toc402795196]Section 4.3: Sources of information and the method and manner of collection

In the boxes provided in Section 4.3 of the template, please list the sources (another system is also a possible source) for each personal identifier or grouping identified in Section 4.2.  The source may be the specific individual, organization, or system from which the system or project received the information (e.g., Treasury Bureau of the Fiscal Service, Department of State, or Office of Personnel Management).  Sources may include (but are not limited to):

(1)  an individual (do not list any particular individual by name, but be as specific as possible [e.g., job applicants, individuals seeking a clearance]);
(2) a Treasury bureau or office;
(3) a federal or state agency;
(4) a private sector organization (e.g., a financial institution); 
(5) a commercial data aggregator/data broker; or
(6) another system (in which case the system name and the organization that owns that system must be identified).

If you have more than four sources, please add columns as necessary.

	
PCLIA Drafting Tip:  After checking the appropriate boxes in this section, you should discuss the responses with an information security representative and your bureau PCLO.  Depending on how the information is collected, there may be risks that require certain information security and privacy controls.  In Section 6.4, “E-Government Act/NIST Compliance,” you will detail the associated security, privacy, and/or civil liberties risks with respect to the methods and manner of transmission identified in this section.  Though it has privacy and/or civil liberties implications, this assessment of risk is included in Section 6.4 because it is primarily a security issue.  The drafting team should also consult applicable System Security Plan (“SSP”), Interconnection Security Agreements (“ISA”), and Memoranda of Understanding (“MOU”) to answer this question.  An SSP, ISA, or MOU may contain a discussion about the security precautions taken when sharing information from the system.




[bookmark: _Toc402795197]Section 4.4: Privacy and/or civil liberties risks related to collection

Sections 4.4(a) through 4.4(c): Notice of Authority, Principal Uses, Routine Uses, and Effect of not Providing Information

Pursuant to the Privacy Act, 5 U.S.C. § 552a(e)(3), if information about an individual is collected directly from the individual and maintained in a system of records, an agency is required to:

inform each individual whom it asks to supply information, on the form which it uses to collect the information or on a separate form that can be retained by the individual-- 
(A) the authority (whether granted by statute, or by Executive order of the President) which authorizes the solicitation of the information and whether disclosure of such information is mandatory or voluntary; 
(B) the principal purpose or purposes for which the information is intended to be used;
(C) the routine uses which may be made of the information; and 
(D) the effects, if any, of not providing all or any part of the requested information.

OMB’s “Privacy Act Implementation, Guidelines and Responsibilities,” 40 Fed. Reg. 28,948 (July 9, 1975) (“OMB Privacy Act Guidelines”), also state that “agencies should, wherever feasible, inform third-party sources of the purposes for which information they are asked to provide will be used.”  This notice is commonly referred to as a “Privacy Act Statement” (the term used in this manual), a “Privacy Statement,” or an “(e)(3) Statement.”

The PCLIA Template breaks out the components of the Privacy Act (e)(3) notice requirement into separate boxes.  The drafting team is asked to check that all of the required elements (authority, purpose, routine uses, and effects) are present in the notice(s) provided to the public.  For additional information on Privacy Act Statements, please consult page 19 of the Treasury Privacy Act Handbook.

Regardless of whether the information will be maintained in a Privacy Act system of records, the contents required in Privacy Act Statements (whether or not they are labeled as such) should be provided, when feasible, at all points of PII collection (e.g., the internet, in a form, through document collection).  Notice will not be feasible where the nature of the collection or other factors render notice impossible or inappropriate (e.g., law enforcement/intelligence).  Although it is not required by law, providing such notice is consistent with the Transparency FIPP, Individual Participation FIPP, and Purpose Specification FIPP.

The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

	
PCLIA Drafting Tip:  The Privacy Act Statement is typically located on the form used to collect the information from an individual (though it can also be stated on a separate form).  This form will assist you in completing this section.  If you are collecting information from an individual for the purpose of using it in a Privacy Act system of records, your discussion of the risks should include the potential legal effects of failure to comply with a Privacy Act requirement.  In all instances (Privacy Act system of records, as well as other systems or projects) you should address the policy consequences that may arise from failing to be transparent with the public (Transparency FIPP), failing to promote individual participation by giving the individual an opportunity to decline to provide the information (Individual Participation FIPP), and failing to articulate a purpose for the collection (Purpose Specification FIPP) at the point of collection.  These legal and policy risks are explored in more detail in Chapter 3, Section 6 of this manual (“Legal Compliance with Privacy and Privacy-Related Federal Information Management Requirements”).




“Consent is fundamental to the participation of individuals in the decision- making process regarding the collection and use of their PII and the use of technologies that may increase risk to personal privacy.” (Appendix J, J-20)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770968][bookmark: _Toc400037378][bookmark: _Toc400037481][bookmark: _Toc401147199][bookmark: _Toc402795279]AP-2, Purpose Specification: Describes the purpose(s) for which personally identifiable information (PII) is collected, used, maintained, and shared in its privacy notices.

[bookmark: _Toc399770969][bookmark: _Toc400037379][bookmark: _Toc400037482][bookmark: _Toc401147200][bookmark: _Toc402795280]DM-1b, Minimization of Personally Identifiable Information: Limits the collection and retention of PII to the minimum elements identified for the purposes described in the notice and for which the individual has provided consent.

[bookmark: _Toc399770970][bookmark: _Toc400037380][bookmark: _Toc400037483][bookmark: _Toc401147201][bookmark: _Toc402795281]DI-1b, Data Quality: Collects PII directly from the individual to the greatest extent practicable.

[bookmark: _Toc399770971][bookmark: _Toc400037381][bookmark: _Toc400037484][bookmark: _Toc401147202][bookmark: _Toc402795282]IP-1a, Consent: Provides means, where feasible and appropriate, for individuals to authorize the collection, use, maintaining, and sharing of personally identifiable information (PII) prior to its collection.  

[bookmark: _Toc400037382][bookmark: _Toc400037485][bookmark: _Toc401147203][bookmark: _Toc402795283]IP-1b, Consent: Provides appropriate means for individuals to understand the consequences of decisions to approve or decline the authorization of the collection, use, dissemination, and retention of PII.

[bookmark: _Toc399770972][bookmark: _Toc400037383][bookmark: _Toc400037486][bookmark: _Toc401147204][bookmark: _Toc402795284]TR-2c, System of Records Notices and Privacy Act Statements: Includes Privacy Act Statements on its forms that collect PII, or on separate forms that can be retained by individuals, to provide additional formal notice to individuals from whom the information is being collected


Sections 4.4(d) through 4.4(f): Use of Social Security Numbers

Pursuant to the Privacy Act (Pub. L. No. 93–579, § 7):

(a)(1) It shall be unlawful for any Federal, State or local government agency to deny to any individual any right, benefit, or privilege provided by law because of such individual's refusal to disclose his social security account number.
(2) the provisions of paragraph (1) of this subsection shall not apply with respect to—
(A) any disclosure which is required by Federal statute, or 
(B) any disclosure of a social security number to any Federal, State, or local agency maintaining a system of records in existence and operating before January 1, 1975, if such disclosure was required under statute or regulation adopted prior to such date to verify the identity of an individual.
(b) Any Federal, State or local government agency which requests an individual to disclose his social security account number shall inform that individual whether that disclosure is mandatory or voluntary, by what statutory or other authority such number is solicited, and what uses will be made of it.

OMB Memorandum 07-16 (“M-07-16”), “Safeguarding Against and Responding to the Breach of Personally Identifiable Information,” at page 7, requires federal agencies to explore alternatives and to develop plans for discontinuing the superfluous use of SSNs.  Two of the sections on this subject in the template derive from this requirement.  In discussing risk mitigation with respect to SSNs (where collection and maintenance of the SSN is appropriate), the drafting team should discuss (in addition to other issues) whether it considered and/or implemented truncation or masking of the SSNs and whether it considered alternatives to SSNs.  When indicating in the PCLIA Template that SSNs will be used, the drafting team must fully explore the options considered and the privacy risks and their mitigation.  This discussion will be subject to enhanced scrutiny during the PCLIA review process, especially in light of OMB’s instruction to federal agencies to eliminate usage of the SSN wherever possible.

The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

	
PCLIA Drafting Tip: When federal agencies submit proposed collections to OMB for approval under the Paperwork Reduction Act (“PRA”), they must provide the information the drafting team needs to respond to this question in the template.  Therefore, your PRA liaison should be able to provide the information necessary to answer this question if the collection was subject to PRA requirements.  PRA liaison contact information can be found on the Green at: http://thegreen.treas.gov/do/ptr/SitePages/Liaisons.aspx.




“The organization, where feasible and within the limits of technology, locates and removes/redacts specified PII and/or uses anonymization and de-identification techniques to permit use of the retained information while reducing its sensitivity and reducing the risk resulting from disclosure.” (Appendix J, J-14)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770973]DM-1b, Minimization of Personally Identifiable Information: Limits the collection and retention of PII to the minimum elements identified for the purposes described in the notice and for which the individual has provided consent.


Section 4.4(g): First Amendment Activities

The Privacy Act, 5 U.S.C. § 552a(e)(7), provides that federal agencies “[m]aintain no record describing how any individual exercises rights guaranteed by the First Amendment unless expressly authorized by statute or by the individual about whom the record is maintained or unless pertinent to and within the scope of an authorized law enforcement activity.”  The PCLIA Template breaks this limitation down into its component parts.  OMB instructs agencies to “apply the broadest reasonable interpretation” when determining whether a particular activity is a right “guaranteed by the First Amendment.”  See OMB Privacy Act Guidelines, at 28965.  This provision generally applies whether or not the record is maintained in a Privacy Act system of records.  Albright v. United States, 631 F.2d 915, 918-20 (D.C. Cir. 1980) (the record at issue need not be within a system of records to violate subsection (e)(7)).  Therefore, the scope of the answer should not be limited to Privacy Act systems of records.  The civil liberties covered by this limitation “include, but are not limited to religious and political beliefs, freedom of speech and of the press, and freedom of assembly and petition.”  OMB Privacy Act Guidelines, at 28965.

According to OMB and the Privacy Act, an individual may expressly authorize the collection of information regarding First Amendment protected activities by voluntarily providing it to the agency (e.g., a member of the armed forces may provide instructions for the type of clergyman he would like to attend to him in the event he is seriously injured).  Id.  OMB also requires that a statute that specifically authorizes the collection of this type of information must “explicitly provide that an agency may maintain records on activities whose exercise is covered by the First Amendment; not merely that the agency is authorized to establish a system of records.”  Id.

Information describing how any individual exercises rights guaranteed by the First Amendment may also be maintained where pertinent to and within the scope of an authorized law enforcement activity.  The law enforcement exemption is generally acknowledged to include maintenance of such records for intelligence or counter-intelligence purposes.  

For additional information, please consult page 9 of the Treasury Privacy Act Handbook.  The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

	
PCLIA Drafting Tip:  Courts interpreting section (e)(7) have reached varying and sometimes conflicting conclusions with respect to its interpretation.  The outcomes of court decisions in this area generally turn on the specific facts of each case.  Therefore, if the system or project will collect any information related to religious and political beliefs, freedom of speech and of the press, and freedom of assembly, and/or you are uncertain about whether information you maintain fall into these categories, you should consult with legal counsel before completing this section of the PCLIA.





[bookmark: _Toc400035825][bookmark: _Toc402795198][bookmark: _Toc402795285]Section 5.0: Maintenance, use, and sharing of the information

The following questions require a clear description of the system’s or project’s use of information.

[bookmark: _Toc402795199]Section 5.1: Describe how and why the system or project uses the information it collects and maintains

Please describe all uses of the information types and groupings collected and maintained (see Section 4.2), including a discussion of why the information is used for this purpose and how it relates to the mission of the bureau or office that owns the system.  Sample language is provided in the template as a guide for how to structure your response.

	
PCLIA Drafting Tip:  If the information in the system is already covered by a SORN, the information needed to respond to this question can be found in the narrative statement that is sent to OMB and Congress for new and major amendments to Privacy Act systems of records.  It is also included in the SORN published in the Federal Register.  Please verify whether the SORN needs to be updated (e.g., if the existing SORN does not cover one or more of the categories of records or individuals maintained in your system or project).  Please see the discussion above in Chapter 2, Section B.1 under the heading “The Privacy Act Systems of Records Notice and Notice of Proposed Rulemaking” for guidance in finding the applicable SORN for your system or project. 




“SORNs explain how the information is used, retained, and may be corrected, and whether certain portions of the system are subject to Privacy Act exemptions for law enforcement or national security reasons.  When information is collected verbally, organizations read a Privacy Act Statement prior to initiating the collection of PII (for example, when conducting telephone interviews or surveys).” (Appendix J, J-23)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770974][bookmark: _Toc400037385][bookmark: _Toc400037488][bookmark: _Toc401147206][bookmark: _Toc402795286]AP-2, Purpose Specification: Describes the purpose(s) for which personally identifiable information (PII) is collected, used, maintained, and shared in its privacy notices.

[bookmark: _Toc399770975][bookmark: _Toc400037386][bookmark: _Toc400037489][bookmark: _Toc401147207][bookmark: _Toc402795287]TR-2a, System of Records Notices and Privacy Act Statements: Publishes System of Records Notices (SORNs) in the Federal Register, subject to required oversight processes, for systems containing personally identifiable information (PII).

[bookmark: _Toc399770976][bookmark: _Toc400037387][bookmark: _Toc400037490][bookmark: _Toc401147208][bookmark: _Toc402795288]TR-2b, System of Records Notices and Privacy Act Statements: Keeps SORNs current.


Sections 5.1(a) through 5.1(c): Collecting Information Directly from the Individual When Using it to Make Adverse Determinations About Them, Title 552a, Section (e)(2)

The Privacy Act requires agencies to “collect information to the greatest extent practicable directly from the individual when the information may result in adverse determinations about an individual’s rights, benefits, and privileges under Federal programs.”  5 U.S.C. § 552a(e)(2).  There are, however, situations where it is not practicable to collect information directly from the subject individual even if it may later be used to make adverse determinations about them.  For example, where an individual is under investigation for a suspected criminal violation, collecting the information directly from them is not practicable because it would notify them that they are under investigation and may cause them to alter their practices to avoid detection.

The requirement to collect information directly from the subject supports the transparency, individual participation, and data quality and integrity FIPPs.  It also has civil liberties implications because it involves questions of fairness to individuals and due process when making determinations that will affect an individual’s rights, benefits, and privileges.  For example, information obtained from a third party may be alleged to be erroneous, outdated, incomplete, irrelevant, or biased, thus affecting an individual’s rights if the information is used to make determinations affecting them.  Therefore, to the greatest extent practicable, federal program decisions that affect an individual should be made based on information supplied by the individual about whom the decision is made.  See OMB Privacy Act Guidelines, 40 Fed. Reg. at 28961.

This rule also recognizes that it may not always be practical to consult the individual before making a determination that might affect them.  Oftentimes if information is received from a third-party external to Treasury, the Department may not be able to contact the subject directly.  In such instances, there should be a discussion about the practicability of collecting information directly from the subject.  The Treasury Privacy Act Handbook at page 9 explains:

Since information collected from a third-party source could be erroneous, irrelevant, or biased, subsection (e)(2) of the [Privacy] Act provides that determinations which may adversely affect an individual’s rights, benefits and/or privileges under a Federal program be made on the basis of information supplied by the record subject when practicable.

Factors to consider in deciding whether to use a third-party source instead of the individual include: 

(1) the cost of obtaining the information from the individual as opposed to a third-party; 
(2) whether the nature of the program (e.g., criminal or terrorism investigations) makes it impossible to get the information from the individual (e.g., because it would tip them off that they are under investigation); and 
(3) [bookmark: _Toc387924900][bookmark: _Toc387925626]the risk (e.g., the source’s reputation for information accuracy) that inaccurate information collected from third parties could result in an adverse determination.

If information is collected from third-party sources instead of the individual, the analysis of these factors must be discussed in the space provided in the template.

There are certain situations where a system or project will need to collect information both from the individual and third-party sources.  For example, when an individual applies for a grant, employment, or security clearance the information is initially collected from the individual and then further verification or a qualitative assessment is done by a third party to assess the individual’s responses.  Whenever feasible, a system or project that uses third-party information should have procedures in place for verifying the third-party’s information with the individual before making an adverse determination based on that information.  See OMB Privacy Act Implementation Guidelines and Responsibilities 40 Fed. Reg. at 28,950-01 and 28,961.

The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

	[bookmark: _Toc387924905][bookmark: _Toc387925631]
PCLIA Drafting Tip: If the information in the system or project is collected from third-party sources rather than the individual, the PCLIA drafting team should include a discussion of any safeguards in place to mitigate the risks to individuals’ civil liberties.  Include in the discussion whether collecting directly from the individual would affect project/program integrity (e.g., if the third-party is an unreliable source).  To the extent feasible, mitigation in third-party collection situations may include offering the individual an opportunity to rebut the third-party information as part of the process before (or after of it is not feasible before) any adverse action is taken.




“Measures taken to validate the accuracy of PII that is used to make determinations about the rights, benefits, or privileges of individuals under federal programs may be more comprehensive than those used to validate less sensitive PII.” (Appendix J, J-12)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770977][bookmark: _Toc400037388][bookmark: _Toc400037491][bookmark: _Toc401147209][bookmark: _Toc402795289]DI-1b, Data Quality: Collects PII directly from the individual to the greatest extent practicable.

[bookmark: _Toc402795290]DI-2a, Data Integrity and Data Integrity Board: Documents processes to ensure the integrity of personally identifiable information (PII) through existing security controls.

[bookmark: _Toc399770978][bookmark: _Toc400037389][bookmark: _Toc400037492][bookmark: _Toc401147210][bookmark: _Toc402795291]IP-1, Consent: Provides means, where feasible and appropriate, for individuals to authorize the collection, use, maintaining, and sharing of personally identifiable information (PII) prior to its collection.


Section 5.1(d): Data mining

The term “data mining” as used in the Implementing the 9/11 Commission Recommendations Act of 2007 (“9-11 Commission Act”) Public Law 110-53, Section 804, is defined in the “Definitions” section of the PCLIA Template (and this manual) as:

a program involving pattern-based queries, searches, or other analyses of 1 or more electronic databases, where--  (A) a department or agency of the Federal Government, or a non-Federal entity acting on behalf of  the Federal Government, is conducting the queries, searches, or other analyses to discover or locate a predictive pattern or anomaly indicative of terrorist or criminal activity on the part of any individual or individuals; (B) the queries, searches, or other analyses are not subject-based and do not use personal identifiers of a specific individual, or inputs associated with a specific individual or group of individuals, to retrieve information from the database or databases; and (C) the purpose of the queries, searches, or other analyses is not solely-- (i) the detection of fraud, waste, or abuse in a Government agency or program; or (ii) the security of a Government computer  system.

There are many other definitions of the term “” that differ in some ways from this formulation.  Responses to the questions in the template, however, should be limited to whether the system being assessed in the PCLIA conducts data mining according to this (and only this) definition.  The analysis in the PCLIA must include a discussion of unique privacy and/or civil liberties risks presented by the use of this technology.  If the system is used to conduct data mining, the program will also be required to submit a separate report to the Deputy Assistant Secretary for Privacy, Transparency, and Records (“DASPTR”) for inclusion in Treasury’s annual data mining report to Congress (a data call is sent out annually in November).

Data mining has many valuable uses, but can present privacy and/or civil liberties risks if proper procedures are not in place.  The following are examples of unique risks that should be addressed in the PCLIA template with respect to data mining (to the extent they are applicable or relevant): 

1. using data mining to evaluate future intent or action (e.g., data mining to determine characteristics of fraudulent transactions and then investigating future transactions that have those characteristics); 
2. inaccurate output resulting from failure to cleanse and assess the quality (e.g., accuracy, completeness, relevance, timeliness) of the data used prior to analysis (including information from other private or public sector organizations); 
3. the lack of policies to determine whether any information merged during the analytical process relates to the same individual; and/or 
4. the lack of policies to protect the privacy and due process rights of individuals, such as redress procedures.

When addressing the mitigation of risks inherent in some data mining programs, the PCLIA drafting team should discuss: (1) existing processes guidelines requiring human evaluation of the results (rather than mere reliance on output from the software to make decisions); (2) efforts to ensure the accuracy, completeness, relevance, timeliness of the information before it is used; (3) policies for merging information from multiple sources (including policies for addressing partial matches); and (4) other procedural safeguards before the information is used to make decisions affecting an individual’s rights, benefits, or privileges.

	
PCLIA Drafting Tip:  If your system conducts data mining as defined in the 9-11 Commission Act, your system should be referenced in the “Report to Congress on Data-Mining Activities Within the Department of the Treasury” (“Treasury Data-Mining Report”) submitted to Congress in the previous year.  The Treasury Data Mining Report that document will contain valuable information that will assist the PCLIA drafting team in completing the PCLIA Template (at least with respect to data mining activities conducted using information in the system).  If the system was reported in the last Treasury Data Mining Report, provide in the PCLIA template a short summary of the conclusions from that report and a citation to the report where the reader can go for more information.  

If the system (or information) is used to conduct data mining (and you will be reporting to Congress for the first time next year), you can save resources by gathering the information needed for the Treasury Data Mining Report while you complete the PCLIA (since many of the same resources and internal research will be required).  The 9/11 Commission Act, requires that the report include: 

(1) A thorough description of the data mining activity, its goals, and, where appropriate, the target dates for the deployment of the data mining activities.
(2) A thorough description of the data mining technology that is being used or will be used, including the basis for determining whether a particular pattern or anomaly is indicative of terrorist or criminal activity.
(3) A thorough description of the data sources that are being or will be used.
(4) An assessment of the efficacy or likely efficacy of the data mining activity in providing accurate information consistent with and valuable to the stated goals and plans for the use or development of the data mining activity.
(5) An assessment of the impact or likely impact of the implementation of the data mining activity on the privacy and civil liberties of individuals, including a thorough description of the actions that are being taken or will be taken with regard to the property, privacy, or other rights or privileges of any individual or individuals as a result of the implementation of the data mining activity.
(6) A list and analysis of the laws and regulations that govern the information being or to be collected, reviewed, gathered, analyzed, or used in conjunction with the data mining activity, to the extent applicable in the context of the data mining activity.
(7) A thorough discussion of the policies, procedures, and guidelines that are in place or that are to be developed and applied in the use of such data mining activity in order to—
(i) protect the privacy and due process rights of individuals, such as redress procedures; and
(ii) ensure that only accurate and complete information is collected, reviewed, gathered, analyzed, or used, and guard against any harmful consequences of potential inaccuracies.




[bookmark: _Toc402795200]Section 5.2: Ensuring accuracy, completeness, and timeliness of information collected, maintained, and shared

Section 5.2(a): Exemption from Accuracy, Relevance, Timeliness, and Completeness Requirements

The Privacy Act, 5 U.S.C. § 552a.(e)(5), requires that agencies:

“maintain all records which are used by the agency in making any determination about any individual with such accuracy, relevance, timeliness, and completeness as is reasonably necessary to assure fairness to the individual in the determination.”

Under certain circumstances, an agency may exempt certain Privacy Act systems of records from this requirement pursuant to Section (j) of the Privacy Act.  Otherwise, this requirement is mandatory.

As a practical and policy matter, the importance of accurate, relevant, timely, and complete information when making determinations or sharing information about individuals is not limited to Privacy Act records.  Like all questions in the PCLIA template, unless the question is specifically directed to Privacy Act systems of records, systems and projects that maintain information that is not covered by the Privacy Act must also respond to the accuracy questions.  In addition to protecting information privacy, this will also allow an evaluation of appropriate safeguards for the information as required under NIST SP 800-53, Appendix J.  This is also consistent with the Data Quality and Integrity FIPP (i.e., ensure that PII is accurate, relevant, timely, and complete to the extent practicable).  Therefore, if the information or records are used to make a determination about an individual’s rights, liberties or privileges, fairness in making the determination may be compromised if the agency does not comply with one or more of these four data quality requirements (accuracy, relevance, timeliness, and/or completeness).

The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

“When PII is of a sufficiently sensitive nature (e.g., when it is used for annual reconfirmation of a taxpayer’s income for a recurring benefit), organizations incorporate mechanisms into information systems and develop corresponding procedures for how frequently, and by what method, the information is to be updated.” (Appendix J, J-12)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770979][bookmark: _Toc400037390][bookmark: _Toc400037493][bookmark: _Toc401147211][bookmark: _Toc402795292]DI-1c, Data Quality: Checks for, and corrects as necessary, any inaccurate or outdated PII used by its programs or systems.  The frequency at which this is completed will vary depending on the nature of the information, but should be defined by the drafting team and documented in the PCLIA.  The frequency should not exceed three years.


Sections 5.2(b) through 5.2(e): Computer Matching

Pursuant to the Privacy Act, there are two distinct types of matching programs.  The first type of matching program involves the computerized comparison of two or more automated federal personnel or payroll systems of records or a system of federal personnel or payroll records with non-federal records.  This type of matching program may be conducted for any purpose.  The second type of matching program involves the computerized comparison of two or more automated systems of records or a system of records with non-federal records.  The purpose of this type of matching program must be for the purpose of eligibility determinations or compliance requirements for applicants, recipients, beneficiaries, participants, or providers of services for payments or in-kind assistance under federal benefit programs, or recouping payments or delinquent debts under such federal benefit programs.  See 5 U.S.C. § 522a.(a)(8).

Accuracy of information is particularly important in the context of computer matching because these programs are designed, by definition, to make determinations about an individual’s rights, benefits, and/or privileges.  Computer matching requirements and available exemptions are discussed in detail on pages 47-50 in the Treasury Privacy Act Handbook.

In OMB Circular A-130, Appendix 1, OMB cautions that agencies conducting matching programs need to be prepared to rebut allegations of inaccurate records in litigation by explaining “the steps the agency used to ensure the integrity of its data as well as the verification process it used in the matching program, including an assessment of the adequacy of each.”  Circular A-130, Appendix I, at Section 4.b.(8).  This is equally true with respect to any federal program that uses information to make determinations about an individual that may affect their rights, benefits, or privileges.  There should be a process in place that explains how the accuracy, relevance, timeliness, and/or completeness requirements are enforced while the information is maintained in the system and used to make determinations.  The absence of such procedures and mitigation efforts should be discussed in the risk and mitigation section.

The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

	
PCLIA Drafting Tip:  If the PCLIA drafting team is not prepared to explain the steps the agency uses to ensure the integrity of the information maintained in the system or by the project (as well as the verification process it used in the matching program),  it should identify this as a risk in the PCLIA and address how it is mitigated in the Computer Matching Agreement and in the program’s policies and procedures. OMB Circular A-130, Appendix I, at Section 4.b.(8).  




“The organization Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) and, where appropriate, legal counsel review and approve any proposed external sharing of PII, including with other public, international, or private sector entities, for consistency with uses described in the existing organizational public notice(s).” (Appendix J, J-12)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770980][bookmark: _Toc400037391][bookmark: _Toc400037494][bookmark: _Toc401147212][bookmark: _Toc402795293]UL-2b, Information Sharing with Third Parties: Where appropriate, enters into Memoranda of Understanding, Memoranda of Agreement, Letters of Intent, Computer Matching Agreements, or similar agreements, with third parties that specifically describe the PII covered and specifically enumerate the purposes for which the PII may be used.

[bookmark: _Toc402795294]DI-2a, Data Integrity and Data Integrity Board: Documents processes to ensure the integrity of personally identifiable information (PII) through existing security controls.



Sections 5.2(f) through 5.2(j): Ensuring fairness when merging information about individuals

The questions in this section must be answered whether or not the system or project is engaged in a matching program and whether or not the information is maintained in a Privacy Act system of records.  Though it is unlikely that merged information would not be subject to the Privacy Act, the system of records distinction is not used in this section because the use of any information to make determinations about an individual has potential civil liberties implications (e.g., the use of improperly merged information to deny a federal benefit).

When combining or merging information (including partial matches) from two or more sources with respect to a particular individual (e.g., in a computer matching program or any system or project where information about an individual is combined from two or more sources), the project or system owner must take reasonable steps to ensure that the information in the merged file is about the same individual.  This is especially true where the use of the information in the merged file may result in adverse determinations about that individual's rights, benefits, and/or privileges under a Federal program.

Merging procedures should apply when merging information between electronic sources (e.g., other files or systems), adding information from non-electronic sources (e.g., paper records) into an electronic source or taking information from electronic and/or paper sources and merging/combining the information about an individual to create a report or an analytical product.  This obligation can be met by developing and following merge procedures that provide reasonable assurance that the information in the merged file is about the same individual (though residual risks should still be identified and mitigation should be discussed).

These procedures should include a plan for handling partial matches (i.e., where some, but not all of the matched information appears to apply to the same individual).  For example, these procedures may require additional verification before merging information from a partial match with other information that appears to be about the same individual (or before using the information to make adverse determinations).

	
PCLIA Drafting Tip: If the system is used to merge information about an individual from multiple sources, the PCLIA drafting team should identify whether procedures exist to ensure: (1) the accuracy of the information derived from each source used in the merging process; and (2) that information from sources known to be unreliable is not used.  Some sources may provide information (e.g., the percentage of accuracy) or disclaimers regarding the accuracy of the information shared with the system or project (e.g., warning the recipient that the information collected was accurate for the source’s uses, but may not be accurate for uses outside the source’s organization).  Disclaimers (which present risks of their own) and other statements made regarding accuracy need to be addressed when discussing the risks of merging (or using) information from those sources.

In discussing the risks associated with merging any files from two or more sources, the mitigation of the risk discussion may include:

(1) discussion of existing procedures requiring a notation or other caveat in the merged file or report clearly noting that some, but not all of the merged information matched the individual who is the subject of the file and distinguishing matches from non-matches;
(2) procedures for clearly identifying information in the system that is known to havquestions/issues regarding the accuracy of matches or partial matches; 
(3) discussion of the information source’s notices (e.g., provided at the point of collection) or disclaimers that accompany the information when provided for use in the Treasury system or project; 
(4) whether the information is verified/shared with the individual about whom a determination is be made (where feasible); 
(5) any further third-party verification (where verification with the individual is not feasible) required before using the information to make adverse determinations; and
(6) any other procedures that mitigate the risk (including institutional or tradecraft practices).




Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc402795295]DI-2a, Data Integrity and Data Integrity Board: Documents processes to ensure the integrity of personally identifiable information (PII) through existing security controls.



Sections 5.2(k): Ensuring Fairness in Making Adverse Determinations About Individuals

This question goes beyond the merging and computer matching issues and asks the broader question of whether all information maintained by the system or project to make adverse determinations is made with sufficient relevance, timeliness, and completeness to ensure fairness to the individual in the determination.  This question is designed to make sure that Treasury accounts for all systems and projects that are making determinations about individuals.  The question in this section must be answered with respect to all information in the system or project (e.g., information not in a system of records, information in system of records, information used in a computer matching program).

Sections 5.2(l) through 5.2(m): Policies and Standard Operating Procedures or Technical Solutions Designed to Ensure Information Accuracy, Completeness, and Timeliness

The Privacy Act requires that: “prior to disseminating any record about an individual to any person other than an agency, unless the dissemination is made pursuant to subsection (b)(2) [Freedom of Information Act disclosures] of this section, make reasonable efforts to assure that such records are accurate, complete, timely, and relevant for [Treasury] agency purposes.”  See 5 U.S.C. § 522a.(e)(6).  Federal agencies may not exempt their systems of records from this requirement.  This requirement does not, however, apply to disclosures made under the FOIA (because those records cannot be altered or amended prior to disclosure).

The questions in this section must be answered whether or not the information maintained by the system or project is maintained in a Privacy Act system of records.  Even if the system or project was exempted from the accuracy, relevance, timeliness, and completeness requirements, the program may still employ technical solutions to ensure accuracy, relevance, timeliness, and completeness to the extent feasible (e.g., law enforcement files are exempted by agencies because seemingly irrelevant, inaccurate or untimely information may be found to have significance later, but agencies maintaining these records still take measures to ensure the accuracy of the information before they use it [e.g., verifying the information through investigations]).

Policies or standard operating procedures could be something as simple as requiring independent verification of information by a second person before relying on information manually input into the system from a non-electronic record.  Technical solutions (sometimes referred to as “Privacy Enhancing Technologies” or “PETs”) could include the use of computer software that verifies the accuracy of addresses or other information and alerts users (e.g., data input personnel) to possible data entry errors based on information derived from reasonably reliable public sources (e.g., phone/address directory services).  Technical solutions may also include: antivirus, antispam, firewalls, data loss prevention software (perimeter software that monitors information going out of the organization), PII incident detection tools, two-factor authentication and IP and user log management.  See NIST 800-53, Appendix J, at J-14, “Organizations take reasonable steps to confirm the accuracy and relevance of PII.  Such steps may include, for example, editing and validating addresses as they are collected or entered into information systems using automated address verification look-up application programming interfaces (API).”

Any procedure or technical solution that improves data accuracy, relevance, timeliness, and completeness of information used in the system or project should be discussed.  This may require a discussion of the risks inherent in the procedure or technical solution.  For example, if a project uses address verification software, but fails to keep the software up-to-date, it could verify as accurate an address that actually reflects the individual’s former residence.

As with other commercial sources, companies selling verification software often make representations regarding the degree of accuracy in their products.  To the extent such representations (or disclaimers) are made, they should be addressed in the risk and mitigation section.  For example, if the company advertises that its information is 90% accurate, the potential impact of the 10% risk and any mitigation efforts must be examined.

The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

	
PCLIA Drafting Tip: The use of technical solutions to improve accuracy, relevance, timeliness, and completeness is not mandatory.  Therefore, if these tools are not being used, the response may discuss whether these solutions were considered and focus on other positive program characteristics such as collection of the information directly from the individual about whom the information was collected and any procedures or non-technical solutions that improve accuracy etc. (e.g., a system of manually double-checking all information when it is input into the system).

The nature of the system or project’s use of PII may also be a factor in discussing why technical solutions were not considered and/or adopted.  For example, if information in the system or project is verified against multiple trusted sources before action is taken or if the individual is given an opportunity to respond to negative information before or after action is taken, that should be discussed.  It may well be that certain technical solutions were considered and rejected because of the quality, performance, or cost-prohibitive nature of the tools considered (when weighed against the actual risks of the project or system’s use of the PII).  The process by which such tools were considered and rejected should be discussed in the risk and mitigation section because it is valuable information that reflects the system or project owner’s and system developer’s due diligence in protecting information privacy.




“To the extent feasible, when designing organizational information systems, organizations employ technologies and system capabilities that automate privacy controls on the collection, use, retention, and disclosure of personally identifiable information (PII).” (Appendix J, J-10)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc400037393][bookmark: _Toc400037496][bookmark: _Toc401147213][bookmark: _Toc402795296][bookmark: _Toc399770982]AR-7, Privacy-Enhancing System Design and Development: The organization designs information systems to support privacy by automating privacy controls.

[bookmark: _Toc399770983][bookmark: _Toc400037394][bookmark: _Toc400037497][bookmark: _Toc401147214][bookmark: _Toc402795297]DI-1c, Data Quality: Checks for, and corrects as necessary, any inaccurate or outdated PII used by its programs or systems.  The frequency at which this is completed will vary depending on the nature of the information, but should be defined by the drafting team and documented in the PCLIA.  The frequency should not exceed three years.


Section 5.2(n): Accuracy, Completeness, Timeliness Information Received from the Source

When receiving information from a data broker, data aggregator, information reseller, or other private sector information supplier, these sources sometimes make promises or representations regarding the accuracy, completeness, and timeliness of their information (e.g., our information is 90% accurate).  For example, these sources may provide information regarding how often their information is refreshed or updated.  If you use information from such a source, these promises or other statements should be discussed when assessing the risk to privacy and civil liberties and must be analyzed in the risk and mitigation section.

These sources also may provide updates or alerts regarding latent issues regarding the accuracy, completeness, or timeliness of information you have viewed while on their site (i.e., allowing you to double-check the accuracy, timeliness, and completeness of the information right up until the time an adverse determination is made).  These types of features should be discussed when assessing risks and included as mitigating factors that are available to system or project users when assessing risks.  Simply having these updates available, however, does not mitigate the risk if these notices are available and not reviewed.  These risks and their mitigation (e.g., training provided to remind users to check for updates) should be discussed as well.  You should also discuss as a mitigating factor what is done to expedite updating the system or project files when such notices are received (or as a risk if updates are not promptly applied).

Alternatively, the information provider may disclaim responsibility for the accuracy, timeliness, and completeness of the information provided.  Any disclaimer will likely present risks to privacy and/or civil liberties risks that must be addressed in the PCLIA.  For example, if the source states in a banner on their website (the point at which Treasury users access the commercial or other source’s information) that they disclaim all liability for the reliability of the information provided, that disclaimer must be assessed against the Treasury system or project’s use of the information.  For example, in instances where information providers disclaim all liability for the reliability of the information provided, further verification of that information received from the provider will likely be necessary before using the information to affect individual's rights, benefits, and privileges under Federal programs.

The same is true with respect to information provided to the system or project by a federal, state, or local government source.  Federal agency sources typically only warrant that information shared is accurate, relevant, complete, and timely for its purposes.  This could come in the form of a caveat or other limitation (including in metadata) regarding the reliability of the information.  To the extent a government source makes express promises, representations, or disclaimers when providing the information, the risks should be addressed in the risk and mitigation section.  For example, if the Treasury system or project receives information from another federal agency that promises in an MOU that the information is accurate, relevant, and complete for its (the source agency’s) purposes, the PCLIA drafting team needs to understand the source agency’s purposes.  If the source agency did not use the information to make decisions about individuals, but the Treasury system will be used for this purpose, greater care needs to be taken to assess the information before using it to make decisions about individuals.

The PCLIA drafting team should consult pages 10-11 of the Treasury Privacy Act Handbook. The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

“Organizations take reasonable steps to confirm the accuracy and relevance of PII. Such steps may include, for example, editing and validating addresses as they are collected or entered into information systems using automated address verification look-up application programming interfaces (API).” (Appendix J, J-12)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770984][bookmark: _Toc400037395][bookmark: _Toc400037498][bookmark: _Toc401147215][bookmark: _Toc402795298]DI-1a, Data Quality: Confirms to the greatest extent practicable upon collection or creation of personally identifiable information (PII), the accuracy, relevance, timeliness, and completeness of that information.


Section 5.2(o) and 5.2(p): Disseminating Notice of Corrections of or Amendments to PII

NIST SP 800-53, Appendix J requires that when PII is corrected or amended, either through redress (See Section 7.0) or any other method, that the agency takes steps to notify recipients of the change.  Unlike the Privacy Act requirement that applies only to Privacy Act records, the NIST SP 800-53, Appendix J requirement to notify authorized recipients applies to all Treasury PII.

	
PCLIA Drafting Tip: If your system or project shares information with a third party, there may be an MOU that governs the information sharing arrangement.  It is not uncommon for MOUs to contain a section that describes the procedures for providing notice to parties with whom the information has been shared in the event that accuracy or other data quality issues later surface.  The procedures discusses in this section of the PCLIA should be the same as procedures included an MOU (where applicable).  If an MOU does contain correction procedures, the title of the MOU, along with its expiration date, should be discussed in the risk and mitigation section.




“Where PII is corrected or amended, organizations take steps to ensure that all authorized recipients of that PII are informed of the corrected or amended information.” (Appendix J, J-19)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770981][bookmark: _Toc400037392][bookmark: _Toc400037495][bookmark: _Toc401147216][bookmark: _Toc402795299]IP-3b, Redress: Establishes a process for disseminating corrections or amendments of the PII to other authorized users of the PII, such as external information-sharing partners and, where feasible and appropriate, notifies affected individuals that their information has been corrected or amended.


[bookmark: _Toc402795201]Section 5.3: Information sharing within the Department of the Treasury

Section 5.3(a) through 5.3(b): Internal Information Sharing

Internal and external sharing will be discussed together in this manual.  Internal and external sharing of records maintained in a system of records is governed by different rules in the Privacy Act.  External sharing of Privacy Act records requires publication of “routine uses” in a SORN to notify the public about the individuals and organizations outside of Treasury with whom the records will be shared.  The need to publish routine uses in a SORN only applies to external and inter-agency sharing and not to transfers between Treasury bureaus and offices.  OMB Implementation of the Privacy Act of 1974, Supplementary Guidance, (“OMB Privacy Act Supplementary Guidance”) (“[i]t is not necessary . . . to include intra-agency transfers in the portion of the system notice covering routine uses”).

With respect to internal sharing between and within Treasury’s offices and bureaus, sharing of Privacy Act records is allowed with “those officers and employees of the agency [i.e., Treasury] which maintains the record who have a need for the record in the performance of their duties.”  See 5 U.S.C. § 552a(b)(1) (emphasis added).  According to OMB, this provision authorizes the intra-agency disclosure [or sharing] (e.g., within a bureau or office, bureau to bureau, bureau to office) of a record for “necessary, official purposes.”  See OMB Privacy Act Supplementary Guidelines, at 28,950-01 and 28,954.  This may also include sharing with contractors who work for the agency (though the risks of such sharing should be explored in the PCLIA, especially if the records will be used or maintained by a contractor or service provider outside a Treasury facility or outside the Treasury security firewall).

The Privacy Act is not the only consideration when contemplating intra-agency information sharing arrangements.  For policy reasons, no PII should be shared internally unless the recipient has a need to know.  This applies to records maintained in Privacy Act systems of records as well as PII not maintained as part of a system of records.  For example, Treasury Directive Publication 85-01 (“TD P 85-01”), “Treasury IT Security Program,” instructs system owners to determine who has access to particular information, “granting individuals the fewest possible privileges necessary for job performance so that privileges are based on a legitimate need.”  No distinction is made in TD P 85-01 between records in a Privacy Act system of records and PII that is not subject to the Privacy Act.  Sensitive information (including PII) needs to be identified and safeguarded regardless of how it is grouped or retrieved.  This is consistent with the Use Limitation FIPP and is not limited to Privacy Act systems of records (“PII should only be used for legally authorized purposes and in a manner compatible with uses identified in the Privacy Act and/or in public notices”).  

The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

	
PCLIA Drafting Tip:  In exploring the privacy and/or civil liberties risks in response to question 5.3, the PCLIA drafting team should consider common risks such as:

Employees failing to understand the meaning or importance of the need to know limitation and therefore:
· Conducting verbal discussions about PII in the presence of personnel who lack a need to know; 
· Sharing PII with others in their bureau or office who have a similar job, but have no need to know the particular information shared;
· Conducting searches in systems for purposes outside the scope of their duties and without a specific need to access the PII retrieved in order to perform their actual job functions;
· Accidentally or intentionally emailing PII to another individual who does not have a need to know; or
· Leaving documents containing  on a photocopier in an open area where it is accessible to personnel and others who do not have a need to know. 

These are just examples and are not meant to be an exhaustive list of possible risks.  When discussing risks, the PCLIA drafting team should also consider that unauthorized sharing may give rise to criminal or civil penalties and may expose the agency to litigation expenses (i.e., use of Treasury resources) in addition to potential damages and attorney’s fees.  Additionally, the policy implications of unauthorized sharing may include loss of public trust and confidence in Treasury’s ability to properly handle information provided to Treasury by the public for the purpose of conducting official business.  Mitigation of these risks may be achieved, in part, by ensuring that all personnel complete their annual privacy and security training requirements.  Consistent implementation of procedures for correcting such behavior when observed or discovered should also be discussed as a mitigating factor where appropriate.




“With guidance from the Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) and where appropriate, legal counsel, organizations document processes and procedures for evaluating any proposed new uses of PII to assess whether they fall within the scope of the organizational authorities.” (Appendix J, J-24)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770985][bookmark: _Toc400037396][bookmark: _Toc400037499][bookmark: _Toc401147217][bookmark: _Toc402795300]UL-1, Internal Use: Uses personally identifiable information (PII) internally only for the authorized purpose(s) identified in the Privacy Act and/or in public notices.


Section 5.3(c): Memorandum of Understanding/Other Agreements

Federal agencies sometimes use information sharing agreements when sharing information outside the organization.  These agreements generally come in the form of Memoranda of Understanding (MOU) or Memoranda of Agreement (MOA) (referred to collectively in this manual as “MOUs”).  In certain circumstances (e.g., specific statutory or regulatory limitations on handling and/or sharing of the information), these agreements contain limitations on what the recipient (which is sometimes Treasury and other times is imposed by Treasury on an organization receiving information from the project or system) can do with the information being shared.  Known statutory or regulatory limitations are often included in MOUs to ensure that the recipient agency handles information in accordance with those requirements.  Frequently, these statutory or regulatory limitations exist for the purpose of protecting privacy and/or confidentiality.  For examples of statutes that may limit further disclosure of information in certain circumstances, see the chart in the Section 5.4(g) of this manual titled “Other Statutory or Regulatory Restrictions.”

When a source external to Treasury shares PII with Treasury, it may place certain conditions on how Treasury uses, maintains, handles, or shares the information.  If conditions in an MOU or other agreement limit or place such conditions on Treasury, those limitations must be accounted for in assessing risk in the system or project and in developing mitigation measures (as well as the implications for failing to act in accordance with the agreement).  It is also important that the system or project have a means for tracking or marking such information to ensure that it is not used in a manner contrary to those special statutory or regulatory requirements.

The absence of an MOU (or some other documentation) may present risks if the project or system shares the information internally or externally without notifying the recipient of known limitations on disclosure.  Risks are heightened when sharing information outside the federal government, where individuals and organizations will be less likely to be aware of limitations on the proper use of information that is subject to statutory restrictions.

	
PCLIA Drafting Tip: Understanding the limitations placed on the system or project’s sharing of PII will assist the PCLIA drafting team in assessing risk to privacy and civil liberties and in developing mitigation strategies.  It will also assist the system owner in determining whether an MOU is needed before sharing PII from the system or project externally.  It will also help the system developer in making decisions about the need for metadata or other technical solutions to allow tracking or segregation of information in the system that is subject to special legal or regulatory requirements.

When sharing information externally (outside the Department), and internally in some cases, programs sometimes enter into an Interconnection Security Agreement (“ISA”) that is used to plan, establish, maintain, and disconnect interconnections (which are often accompanied by MOUs) between Treasury and the outside organizations.  See NIST SP 800-47, “Security Guide for Interconnecting Information Technology Systems.”  Although ISAs and accompanying MOUs typically do not contain privacy and/or civil liberties restrictions (at least not provisions labeled as such), they do contain information that will assist the PCLIA drafting team in responding to questions in the PCLIA Template (e.g., information regarding the purpose for sharing with the interconnected organization and security precautions taken during transmission of information).




“With guidance from the Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) and where appropriate, legal counsel, organizations document processes and procedures for evaluating any proposed new uses of PII to assess whether they fall within the scope of the organizational authorities.” (Appendix J, J-24)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770986][bookmark: _Toc400037397][bookmark: _Toc400037500][bookmark: _Toc401147218][bookmark: _Toc402795301]UL-2b, Information Sharing with Third Parties: Where appropriate, enters into Memoranda of Understanding, Memoranda of Agreement, Letters of Intent, Computer Matching Agreements, or similar agreements, with third parties that specifically describe the PII covered and specifically enumerate the purposes for which the PII may be used.


Internal Information Sharing Chart

See the External Information Sharing Chart instructions below for guidance in completing both the internal and external information sharing charts.
[bookmark: _Toc399195365]
[bookmark: _Toc402795202]Section 5.4: Information sharing with external (i.e., outside Treasury) organizations and individuals

Section 5.4 (a): External Information Sharing

See Section 5.3 above for a discussion of the rules for internal and external sharing.

	
PCLIA Drafting Tip: When discussing external sharing in the PCLIA, do not discuss disclosures made to the public under the Privacy Act or the FOIA.  Those disclosures are not within the scope of this question.



[bookmark: GuideSec54b][bookmark: Guide_Section_54b_54f]
Sections 5.4(b) through 5.4(f): Accounting of Disclosures

The Privacy Act, 5 U.S.C. § 522a(c), requires that each agency, with respect to each system of records under its control, keep an accurate accounting of the date, nature, and purpose of each disclosure of a record to any person or to another agency made pursuant to a routine use, and the name and address of the person or agency to whom the disclosure is made.  Stated in simple terms, the Privacy Act requires agencies to keep track of the individuals and organizations outside Treasury with whom/which records from a system of records are shared. Note that while the Privacy Act exempts intra-agency sharing arrangements and FOIA disclosures from this requirement, it is a best practice to have the capability to reconstruct these disclosures as well. See 5 U.S.C. § 552a(c)(1).  The ability to reconstruct an accounting of disclosures supports the Use Limitation FIPP and Accountability and Audit FIPP and could be incredibly valuable to the Department in the event of litigation.

(1) Each agency, with respect to each system of records under its control, must keep a record of the date, nature, and purpose of each disclosure of a record to any person or to another agency under subsection and the name and address of the person or agency to whom/which the disclosure is made.  See 5 U.S.C. § 552a(c)(1).  An accounting need not be kept of intra-agency disclosures (5 U.S.C. § 552a(b)(1)) or FOIA disclosures (5 U.S.C. § 552a(b)(2)).
(2) This accounting of disclosures must be kept for five years or the life of the record, whichever is longer, after the disclosure for which the accounting is made. See 5 U.S.C. § 552a(c)(2).
(3) Except for disclosures made under subsection (b)(7) of the Privacy Act, an individual is entitled, upon request, to gain access to the accounting of disclosures of his or her records. See 5 U.S.C. § 552a(c)(3).
(4) An agency must inform any person or other agency about any correction or notation of dispute made by the agency of any record that has been disclosed to the person or agency if an accounting of the disclosure was made. See 5 U.S.C. § 552a(c)(4).

Pursuant to the Privacy Act, 5 U.S.C § 522a.(d)(2), individuals may request amendment of their records.  This request may include a request for an accounting of all external (outside Treasury) sources with which/whom the information was shared.

As required at page 1, Section 1.C.2. of the Treasury Privacy Act Handbook, an “accounting of disclosure” is: “A record which gives a description of the PA records that have been disclosed, the name and mailing address of the person or agency to whom the disclosure was made, the method and purpose of the disclosure, and the date of the disclosure.”

With few exceptions (see page 21, Section 6.A. of the Treasury Privacy Act Handbook) all disclosures must be part of the accounting.  As the OMB Privacy Act Implementation Guidelines emphasize, an accounting of disclosures is required “even when such disclosure is . . . with the written consent or at the request of the individual.”  See OMB Privacy Act Implementation Guidelines, at 28,955.  An agency is only required to provide notice to past recipients of records regarding a particular individual.  Additionally, OMB has stated that “[w]hile an agency need not keep a running tabulation of every disclosure at the time it is made, the agency must be able to reconstruct an accurate and complete accounting of disclosures so as to be able to respond to requests in a timely fashion.” See OMB M-99-05, Attachment B, at page 4.

The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

	
PCLIA Drafting Tip: The PCLIA drafting team should find out whether there is a process in place to account for disclosures from systems of records.  This process can consist of contemporaneous logging of disclosures as they are made.  It can also consist of having a process in place by which the bureau or office can reconstruct an accurate, complete, and timely accounting of past disclosures if a FOIA or Privacy Act request is submitted.  If your bureau or office does not do contemporaneous logging of disclosures, please discuss the risk of being unable to comply with such a request in a timely manner and discuss why your process of reconstruction is sufficient to meet this requirement.  You should also discuss examples of past requests, if available, where reconstruction was completed in a timely manner to support the effectiveness of your process.  If you maintain a written log as disclosures are made, you should address the risk of failing to complete the log with respect to a particular disclosure and the manner in which that risk may be mitigated (e.g., by reconstructing the record for that disclosure).

Certain systems of records may also be exempted from releasing an accounting of disclosure.  Please check the SORN for the system (towards the bottom of the SORN) to see whether an exemption was claimed from section (c).  The NPRM and/or Final Rule for the system of records will explain why that exemption is appropriate.  That explanation should be included in your discussion of risk and mitigation.  As long as the exemption was claimed for a proper purpose and the risk is mitigated by publishing the NPRM and Final Rule (as required to establish the exemption), there is no risk of a Privacy Act violation stemming solely from claiming the exemption.  Properly exempted systems should enter in the space provided in the template: “No privacy and civil liberties risks were identified because the system was exempted from the requirement to disclose the accounting to the individual as allowed by the Privacy Act and in accordance with Treasury regulations.” 




“The Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) periodically consults with managers of organization systems of record to ensure that the required accountings of disclosures of records are being properly maintained and provided to persons named in those records consistent with the dictates of the Privacy Act.” (Appendix J, J-11)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770987][bookmark: _Toc400037398][bookmark: _Toc400037501][bookmark: _Toc401147219][bookmark: _Toc402795302]AR-8a, Accounting of Disclosures: Keeps an accurate accounting of disclosures of information held in each system of records under its control, including:
(8) Date, nature, and purpose of each disclosure of a record;
(9) Name and address of the person or agency to which the disclosure was made.

[bookmark: _Toc399770988][bookmark: _Toc400037399][bookmark: _Toc400037502][bookmark: _Toc401147220][bookmark: _Toc402795303]AR-8b, Accounting of Disclosures: Retains the accounting of disclosures for the life of the record or five years after the disclosure is made, whichever is longer.


[bookmark: Guide_Section_54g][bookmark: GuideSec54g]Section 5.4(g): Statutory or Regulatory Restrictions on Disclosure

There are numerous statutes and regulations that limit sharing of information that may exist in some Treasury systems and projects.  Statutes and regulations that may be applicable to PII used in Treasury systems and projects include:

	Citation
	Subject Matter Covered

	26 U.S.C. § 6103 (p)(4) (2000) (federal) and
26 U.S.C. § 6103 (p)(8) (2000) (state)
	Confidentiality and disclosure of returns and return information - Federal and State Safeguards

	42 U.S.C. § 405 (r)(5-6)
	Any information furnished to the Commissioner of Social Security “subject to such safeguards as the Commissioner of Social Security determines are necessary or appropriate.” 

	26 U.S.C. § 6109 (f) & (g)(2)

	Restricts access to identifying numbers (e.g., employer identification and Social Security numbers) and Employer Identification Numbers Access and Safeguarding (respectively).

	44 U.S.C. § 3501

	Confidential Information Protection and Statistical Efficiency Act - Confidentiality of information provided under a pledge of confidentiality for statistical purposes 

	49 C.F.R. 1520.9

	Restrictions on the sharing of Department of Homeland Security Transportation Security Administration Sensitive Security Information (SSI)

	Bank Secrecy Act,  31 U.S.C. § 5322
	Limiting disclosure of information in suspicious activity reports submitted to FinCEN by financial institutions.

	Health Insurance Portability and Accountability Act (HIPAA) (Privacy Rule), Pub. L. No. 104-191 

Modified Privacy Rule,
78 Fed. Reg. 5565 (Jan. 25, 2013).
	Limiting disclosure of health information; regulation contains information on HIPAA breach notification requirements.

	Right to Financial Privacy Act (RFPA), 12 U.S.C. §§ 3401, 3417.
	Authorizing civil liability for agencies or departments of the United States for obtaining or disclosing information obtained in violation of the RFPA.



When discussing risk with respect to information that is subject to these or other laws that limit sharing of PII (which may refer to PII by other names such as “personal identifier,” “personal information,” or “sensitive personal information”), the drafting team must consider these unique limitations and how information will be labeled or otherwise identified to system users to comply with applicable law.

	
PCLIA Drafting Tip:  Notice of limitations based on these or other statutes or regulations may be found in Treasury MOUs or other agreements (either a Treasury source limiting Treasury use of information or Treasury limiting a recipient of Treasury’s use of information).  They may also be found in documentation submitted in support of SA&A (information security) certification or in ISAs where relevant to heightened safeguards needed during transmission.




Section 5.4(h): Memorandum of Understanding Related to External Sharing

See guidance provided for Section 5.3(c) “Memorandum of Understanding/Other Agreements.”

Section 5.4(i): Memorandum of Understanding Limiting Treasury’s Use or Disclosure of PII  

See guidance provided for Section 5.3(c) “Memorandum of Understanding/Other Agreements.”

Section 5.4(j): Memorandum of Understanding Limiting External Party’s Use or Disclosure of PII 

See guidance provided for Section 5.3(c) “Memorandum of Understanding/Other Agreements.”

Section 5.4(k): External Information Sharing Chart

When completing both the internal and external information sharing charts, the drafting team must follow these instructions. 

	Internal/External Recipient’s Name
	When discussing internal sharing within Treasury, the recipient is the bureau or office with which PII from the system is shared.  If PII is shared with a certain type or group of individuals within Treasury (e.g., Human Resources personnel, OCIO Security), these high level designations should be used to refer to the recipients.  Do not identify particular individuals by name.

	Purpose of the Sharing
	The drafting team should explain in plain terms why the information is being shared within or outside of Treasury.  

Internal Sharing

The purpose of the sharing should be specific to the use to which the recipient will put the information.  For example, an emergency management system may share PII (e.g., a Treasury employee’s home phone number) internally with another Treasury employee who has a need to know that information to contact that employee in order to perform their duties in the event of an emergency.

External Sharing

The purposes for sharing PII  must align with the original purposes for which it was collected.  The purposes should also align with the mission of the system, bureau, or office.  Treasury should specifically articulate the authority that permits collecting PII and the purposes for which the PII is intended to be used.

	PII Shared
	Internal Sharing

See “External Sharing” below.

External Sharing

The PII and information groupings in Section 4.2 of the template should be used to describe the information shared internally and externally.  The information shared internally should be limited to the PII that the Treasury recipient has a need to know.  Giving access to all PII in the system may or may not be appropriate depending on the recipient’s work requirements.

External sharing from a Privacy Act system of records must be limited to the original purpose for which the information was collected and must be supported by a routine use in the SORN published in the Federal Register.


	Content of Applicable Routine Use/Citation to the SORN 
	Internal Sharing

For internal sharing, no routine use is required.  Therefore, this box is omitted from the internal sharing chart.

External Sharing

For external sharing, the entire routine use should be reproduced in this section of the chart.  A citation and link to the SORN should also be provided.

See the discussion immediately following this chart for additional information – Publication of Routine Uses Needed to Support External Sharing.
See the chart in the Section 5.4(g) of this manual titled, “Other Statutory or Regulatory Restrictions,” for a discussion of these types of restrictions, which may apply to internal or external sharing.  The applicable statute should be cited and a brief (no more than two sentences if possible) summary of the restrictions should be provided.  If none, please state: “Not applicable” in the box provided.


	Applicable Statutory or  Regulatory  Restrictions on Information Shared
	See the chart in the Section 5.4(g) of this manual titled, “Other Statutory or Regulatory Restrictions,” for a discussion of these types of restrictions, which may apply to internal or external sharing.  The applicable statute should be cited and a brief (no more than two sentences if possible) summary of the restrictions should be provided.  If none, please state: “Not applicable” in the box provided.


	Name and Description of Relevant MOUs or Other Agreements Containing Sharing Restrictions Imposed on Treasury by an External Source or the Source/Originating Agency (including description of restrictions imposed on use, maintenance, and disclosure of PII)
	For all internal and external MOUs or agreements identified, please state:

(1)	The name of the agreement; 
(2)	the parties; 
(3)	PII shared; 
(4)	any privacy, civil liberties, or confidentiality protections; and
(5)	any limitations on use, maintenance, and disclosure of PII.

Internal Sharing

MOUs are not typically used for internal sharing within Treasury, but any MOU or other agreement restricting the use of information sharing internally should be listed.

Restrictions may also be imposed on Treasury in agreements between Treasury and the source from which Treasury received the information.  Those MOUs (if any) should be included in this section of the chart.

If none, please state “Not applicable” in the box provided.

External Sharing

Please identify all MOUs executed with external organizations that place limitations on Treasury’s use of the information in the system.

	Name and Description of Relevant MOUs or Other Agreements Containing Restrictions Imposed by Treasury on External Sharing Partners 
	Internal Sharing

Not applicable.  This box applies to external sharing only and is, therefore, omitted from the internal sharing chart.

External Sharing

For each MOU, please provide: 

(1)	The name of the agreement; 
(2)	the parties; 
(3)	PII shared; 
(4)	any privacy, civil liberties, or confidentiality protections; and
(5)	any limitations on use, maintenance, and disclosure of PII.

For each internal or external transfer of PII, please state the method(s) used to transfer the PII.


	Method of PII Transfer (e.g., paper/ oral disclosures/ magnetic disk/portable device/email fax/other (please describe if other)
	For each internal or external transfer of PII, please state the method(s) used to transfer the PII.





Section 5.4(l): Obtaining Consent Prior to New Disclosures Not Included in the SORN or Authorized by the Privacy Act  

Disclosures outside the agency are improper unless one of the following applies: (1) the individual makes a written request for disclosure of their records to a third-party; (2) FOIA authorizes the disclosure; (3) one of twelve exemptions in the Privacy Act applies; (4) another purpose exists that is necessary and proper; or (5) the disclosure is covered by a routine use published in a SORN notice.  External disclosures that do not meet one of these requirements require consent from the individual about whom they were collected.

If the records used in your system or project meet the definition of a “system of records” you must publish a SORN in the Federal Register.  If you have completed a SORN (or one already exists that covers your project or system), it contains a section covering “routine uses.”  A routine use is the disclosure of a record from a system of records outside Treasury (i.e., externally) for a purpose that is compatible with the purpose for which it was collected.  See 5 U.S.C. § 522a(a)(7).  In subsection (e)(4)(D) of the Privacy Act, Congress required publication in the Federal Register of “each routine use of the records contained in the system of records, including the categories of users and the purpose of such use.”

The routine use exemption “was developed to permit other than intra-agency disclosures [or sharing]” and therefore “[i]t is not necessary . . . to include intra-agency [within Treasury] transfers in the portion of the system notice covering routine uses.”  OMB Privacy Act Supplementary Guidance, 40 Fed Reg. at 56,742.  Intra-agency disclosures within Treasury are appropriate, however, only if necessary for the recipient to perform their official Treasury functions.
 
The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

	
PCLIA Drafting Tip:  The information you provide in Section 5.4 of the PCLIA Template will be helpful in preparing the “routine uses” section in the SORN (assuming a SORN is necessary and does not already exist).  If the system already has a SORN, there should generally be a routine use for all sharing done with an external organization identified in response to this question in the PCLIA (unless one of the other exceptions discussed above apply).  The drafting team should compare the information gathered regarding external sharing while drafting the PCLIA with the existing SORN to make sure the SORN does not need to be updated (provided the proposed sharing is compatible with the purpose for the original collection).  For example, if records in the system are shared with the Department of Justice and the Department of State routinely, there should be routine uses that discuss what records are shared with both agencies and why.  If not (and no other exception applies), those risks should be mitigated.




[bookmark: _Toc402795203][bookmark: _Toc402795304]Section 6.0: Compliance with federal information management requirements

Responses to the questions below address the practical, policy, and legal consequences of failing to comply with one or more of the following federal information management requirements (to the extent required) and how those risks were or are being mitigated: (1) The Privacy Act System of Records Notice Requirement; (2) the Paperwork Reduction Act; (3) the Federal Records Act; (4) the E-Gov Act security requirements; and (5) Section 508 of the Rehabilitation Act of 1973.

	
PCLIA Drafting Tip: Practical/policy implications include public distrust (including possible unwillingness to provide information necessary to Treasury’s mission) as a result of: (1) failing to provide appropriate notification regarding why or how long information will be maintained by the system or project; (2) failing to minimize the amount of information retained in a federal system (by failing to limit collection to relevant and necessary information or delaying disposal); (3) maintaining information after it is no longer relevant and necessary (where applicable); (4) failing to provide individuals with a choice (e.g., an opt-in/opt-out clause) to provide information at the point of collection; and (5) failing to notify individuals regarding redress opportunities (including access to and possible amendment of their information). 




The discussion of legal implications should include the following issues, to the extent relevant: (1) Privacy Act, 5 U.S.C. § 552a(g) & (i) (potential criminal and civil penalties for maintaining a system of records without first meeting SORN requirements and/or sharing information from a system of records without an appropriate routine use); (2) Records Management/Federal Records Act, 18 U.S.C. § 2071(a) & (b) & 44 U.S.C. § 3105 (criminal penalties [including possible imprisonment and disqualification from office] for destroying, concealing, or mutilating records willfully and unlawfully, including failure to comply with NARA retention scheduling requirements); (3) PRA,  5 CFR §1320.6(a)(1),  (2) (agency must inform the person filling out a form that its completion is not required absent the presence of a current and valid OMB control number [which is only obtained after completing PRA requirements] and no person can actually be penalized for failing to comply with a collection of information unless the OMB control number is affixed to the form); (4) the E-Gov Act consequences for failing to protect information and information systems from unauthorized access, use, disclosure, disruption, modification, or destruction.
[bookmark: _Toc399195367]
[bookmark: _Toc402795204]Section 6.1: Privacy Act System of Records Notice (SORN)

[bookmark: Guide_Section_61a_61b]Sections 6.1(a) and (b): System(s) of Records

Some systems projects may include information from multiple SORNs.  All SORNs must be listed and discussed.

The Privacy Act requires that any agency that maintains a “system of records” publish a notice in the Federal Register reflecting the existence and character of the system.  See 5 U.S.C. § 552a(e)(4).  A system of records means “a group of any records under the control of any agency from which information is retrieved by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual.”  5 U.S.C. § 552a(a)(5) (emphasis added).

Pursuant to the Privacy Act, a record is “any item, collection, or grouping of information about an individual that is maintained by an agency, including, but not limited to, his education, financial transactions, medical history, and criminal or employment history and that contains his name, or the identifying number, symbol, or other identifying particular assigned to the individual, such as a finger or voice print or a photograph.”  5 U.S.C. § 552a(a)(4).

Records can be retrieved in a number of ways, but there is sometimes (but not always) a personal identifier used to retrieve data (e.g., an individual’s name typed into a data field that generates a search and retrieves records regarding that individual from the system’s files).  A system that retrieves information about an individual using a personal identifier is a Privacy Act system of records and requires publication of a notice in the Federal Register (i.e., a SORN).  If a name or other personal identifier is not actually used to retrieve information, the system is not a Privacy Act system of records even if such retrieval is technologically or manually feasible.

The information provided on this subject in this manual is only meant to be a brief overview.  The drafting team should also consult counsel for advice when in doubt regarding any legal requirements related to implementation of the Privacy Act or any other statute or regulation.

	PCLIA Drafting Tip:  

While some collections and uses of PII may require a new SORN, there may be an existing, program-specific, Treasury-wide, or Government-wide SORN that covers the system of records used in the system or project.  If a SORN already covers the system of records used by the system or project, your bureau PCLO or liaison must review it to ensure that your proposed uses are covered.  After careful review, it may be determined that the existing SORN needs amendment.  The Privacy Act requires that amendments to an existing system of records also be published in the Federal Register.  If you are unsure whether your system of records is covered by an existing SORN or if you need assistance identifying the applicable  name and number, contact your office or bureau PCLO or liaison.  Their contact information is on the Green at: http://thegreen.treas.gov/do/ptr/SitePages/Liaisons.aspx.




“SORNs explain how the information is used, retained, and may be corrected, and whether certain portions of the system are subject to Privacy Act exemptions for law enforcement or national security reasons. Privacy Act Statements provide notice of: (i) the authority of organizations to collect PII; (ii) whether providing PII is mandatory or optional; (iii) the principal purpose(s) for which the PII is to be used; (iv) the intended disclosures (routine uses) of the information; and (v) the consequences of not providing all or some portion of the information requested.” (Appendix J, J-23)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770990][bookmark: _Toc400037401][bookmark: _Toc400037504][bookmark: _Toc401147222][bookmark: _Toc402795305]TR-2a, System of Records Notices and Privacy Act Statements: Publishes System of Records Notices (SORNs) in the Federal Register, subject to required oversight processes, for systems containing personally identifiable information (PII).

[bookmark: _Toc399770991][bookmark: _Toc400037402][bookmark: _Toc400037505][bookmark: _Toc401147223][bookmark: _Toc402795306]TR-2b, System of Records Notices and Privacy Act Statements: Keeps SORNs current.


[bookmark: _Toc402795205]Section 6.2: The Paperwork Reduction Act

Sections 6.2(a) through 6.2(c): Paperwork Reduction Act Compliance

The PRA requires that federal agencies receive OMB approval before collecting standardized data from 10 or more respondents within a 12 month period.  This includes “federally sponsored data collections,” which are defined as collections where a federal agency: (1) causes another agency to collect information; (2) contracts or enters an agreement to have someone else collect information on behalf of the agency; or (3) requires a person to provide information to another person, or otherwise causes another person to obtain, retain, solicit, or require the disclosure to (or sharing with) third parties or the public.

The PRA requirement for federally sponsored data collections supports the Data Minimization FIPP by minimizing the collection and maintenance of irrelevant and unnecessary information.  The PRA directly supports the Data Minimization FIPP because it serves, in part, as a gatekeeper function where agencies must, under certain circumstances, justify all data elements (including PII) they plan to collect from the public before initiating collection activities.

M-03-22 specifically requires agencies to conduct a PIA (a Treasury PCLIA) when “initiating, consistent with the Paperwork Reduction Act, a new electronic collection of [personally identifiable information] for 10 or more persons (excluding agencies, instrumentalities  of the federal government).”  
Treasury requires PCLIAs for collections on 10 or more federal government employees if the PII is collected for statistical purposes. The PRA only applies to collections of information regarding federal employees when questions are posed to federal employees in a survey and the results will be used for general statistical purposes.  PCLIAs are only required in these situations because there are no other situations where the PRA applies when collecting information from federal employees.  If you have any questions about whether the PRA applies to information collected by or for your system or project, please contact your PRA liaison.  If you have any questions about whether you are required to conduct a PCLIA, please contact your office or bureau PCLO.  PRA liaison and bureau PCLO contact information is on the Green at: http://thegreen.treas.gov/do/ptr/SitePages/Liaisons.aspx.

[bookmark: _Toc402795206]Section 6.3: Records Management - NARA/Federal Records Act Requirements
	
Section 6.3(a) through 6.3(c): NARA Records Retention Requirements

The system or project manager, in consultation with legal counsel and the bureau records management officer, must identify or develop a records retention schedule for all federal records the project uses.  A records schedule provides mandatory instructions for the disposition of the records (this includes transferring permanent records to NARA or disposal of temporary records) when they are no longer needed for business purposes.

After the system of project manager and the bureau records management officer finalize the schedule based on the needs of the project or system, the schedule is presented to NARA for official approval.  Consult with your records management office for assistance with this question if necessary.  If a NARA-approved schedule does not exist, explain what has been done to date to obtain an approved schedule and when you estimate the schedule will be completed and approved.

The retention periods for records that the Department manages are contained in either the General Records Schedule or the office or bureau specific records control schedule.  Your office or bureau records management officer (“RMO”) can help you determine the appropriate retention period for the federal records used by system or project.  Records management liaison and RMO contact information can be found on the Green at: http://thegreen.treas.gov/do/ptr/SitePages/Liaisons.aspx.

Disposing of the data at the end of the retention period is the last phase of information system life cycle management.  Risks in maintaining federal records without a schedule or maintaining information beyond the disposal period in an existing schedule may include: violation of federal law, non-compliance with the Data Minimization FIPP, and maintaining information in a system of records longer than is relevant and/or necessary (a violation of the Privacy Act).  Contact your records management liaison or bureau RMO for further assistance; the website noted above contains the list of RMOs.  Note that records subject to the Privacy Act have special disposal procedures.
	
PCLIA Drafting Tip: Not all projects or systems require the creation of a new retention schedule (there may already be an existing General Records Schedule that covers the information).  General Records Schedules can be found at: http://www.archives.gov/records-mgmt/grs/. Treasury’s approved records control schedules can be found at: http://www.archives.gov/records-mgmt/rcs/schedules/?dir=/departments/department-of-the-treasury.  If an existing schedule is not found after checking both sources, work with your records management liaison or bureau RMO to develop a new schedule for review and approval by NARA.





“Program officials coordinate with records officers and with NARA to identify appropriate retention periods and disposal methods. NARA may require organizations to retain PII longer than is operationally needed. In those situations, organizations describe such requirements in the notice.” (Appendix J, J-15)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770994][bookmark: _Toc400037403][bookmark: _Toc400037506][bookmark: _Toc401147224][bookmark: _Toc402795307]DM-2a, Data Retention and Disposal: Retains each collection of personally identifiable information (PII) for to fulfill the purpose(s) identified in the notice or as required by law.  Note, the frequency at which this is completed will vary depending on the nature of the information, but should be defined by the drafting team and documented in the PCLIA.

[bookmark: _Toc399770995][bookmark: _Toc400037404][bookmark: _Toc400037507][bookmark: _Toc401147225][bookmark: _Toc402795308]DM-2b, Data Retention and Disposal: Disposes of, destroys, erases, and/or anonymizes the PII, regardless of the method of storage, in accordance with a NARA-approved record retention schedule and in a manner that prevents loss, theft, misuse, or unauthorized access.


[bookmark: _Toc402795207]Section 6.4: E-Government Act/NIST Compliance

Sections 6.4(a) and 6.4(b): Federal Information System Subject to FISMA Security Assessment and Authorization 

A FISMA compliant Security Assessment & Authorization (“SA&A”) package is required before a federal information system may receive the Authority to Operate (“ATO”).  Systems containing PII are typically categorized as “moderate” under Federal Information Processing Standards Publication 199 (“FIPS 199”).  The FIPS 199 categorization level is driven by the context, use, sensitivity, and the resulting impact of any loss of the information.  As such, those information systems that maintain particularly sensitive or a large volume of PII may also be rated “high.”  If a non-Treasury information system will collect or maintain PII on behalf of a Treasury bureau or office (e.g., a contractor or service providers system), please consult your CIO Information Security representative to make sure that you complete applicable security requirements.

If the system or project does not trigger the SA&A requirement, state this along with an explanation for why an SA&A is not required.

Section 6.4(c): Access Controls and Security Requirements

Everyone with access to Treasury IT, including employees and contractors, must safeguard Privacy Act records and other PII.  Generally, access to information in a system of records within the Department is determined by the “need-to-know” requirements of the Privacy Act, the user’s job requirements, and managerial decisions.  The analysis of privacy and civil liberties risks included here should identify the risk of disclosure to individuals outside the Department as well as Treasury personnel whose job description does not require them to access Privacy Act records or PII as a necessary part of their job functions.  This is reflected in TD P 85-01, which states that “the system manager is responsible for ensuring that access to information and data is restricted to authorized personnel on a ‘need-to-know’ basis.”

In the context of drafting the safeguards section in the SORN, OMB advises federal agencies “that the system of records notice should not state that access is limited to those who need the information in the course of their duties.  Rather, the notice should explain how access is limited by describing the types of safeguards in place, such as locks, building access controls, passwords, network authentication, etc.”  M-99-05, Attachment B, at Section B.2.b.  This is equally true with respect to discussing access controls and other safeguards in the PCLIA.  The risk of disclosure should be identified and the actual access controls employed should be generally discussed (without revealing sensitive information that might assist someone in gaining unauthorized access).  OMB further states that “[i]f your agency determines that changes to the safeguards should be made, then the agency should implement the changes and publish a system of records notice that reflects the updated safeguards.”  Id. 

System administrators sometimes have access to all of the information in the system.  This unlimited access by system administrators is not always necessary and should be identified as a risk if it is not properly justified.  At a minimum, unlimited administrator access (even where appropriate) should be supported by strong audit trails that are reviewed periodically.  This and other remedial measures taken to mitigate access control risks should be discussed in the PCLIA.

Section 6.4(d): Security Risks in Manner of Collection

There are numerous risks in the method and manner of transferring or transmitting information from one location to another.  To prevent unauthorized or inappropriate access, use, or disclosure of Privacy Act records or PII, reasonable administrative, technical, and physical safeguards must be implemented to ensure its confidentiality, integrity, and availability when transmitted to, from, and within Treasury.  Measures to mitigate these risks include ensuring the physical security of locations and equipment containing PII, identifying and implementing appropriate technical solutions, and deploying employee training.

Section 6.4(e): Security Precautions When Sharing Internally or Externally

When sharing PII inside or outside Treasury, there are many potential security risks that require assessment and mitigation.  The risks differ based on the information type (electronic or non-electronic), sensitivity of the information, and the mode and manner in which the information is shared, transferred, or transmitted.  The potential risks and their mitigation were likely already identified and remediated during the SA&A process.  Possible risks and mitigation options that may accompany different modes of transfer or transmission are suggested below (neither the risks nor mitigation measures are meant to be all-inclusive):

Depending on the mode of transfer or transmission, the drafting team should discuss the following (and other) risks (to the extent relevant) and how they were mitigated: 

· Disclosures to individuals who do not have a “need to know” (see Section 5.3 for a discussion of “need to know”); 
· Disclosure to individuals posing as someone who has a need to know; 
· Delivering information to recipients in unsecured containers or in unencrypted devices (where the use of secured containers or encrypted devices is required);
· Transmitting information electronically without proper security controls in place, without completing required security processes (e.g., no Authority to Operate), or without an Interconnection Sharing Agreement (to the extent required);
· Stolen or lost packages or intercepted emails;
· Faxing, emailing, or sending documents through standard mail to the wrong recipient or via email without encryption (to the extent required);
· Lack of quality control by the recipients of faxes (e.g., recipient’s fax machine in unsecured area or recipient lacking internal controls for removing faxes from fax machines promptly after delivery); and
· Absence of MOUs outlining the responsibilities of both parties in the sharing arrangement.

The drafting team should consult their information security representatives (and review relevant security documentation) and their bureau PCLO when completing this section.

	
PCLIA Drafting Tip: Please keep in mind that both oral and written disclosures of records from a system of records are subject to accounting requirements to the extent required by the Privacy Act.  See 5 U.S.C. § 522a(c) (“No agency shall disclose any record which is contained in a system of records by any means of communication . . . .); OMB Guidelines, 40 Fed. Reg. 28,948, 28,953 (July 9, 1975) (A “disclosure” can be by any means of communication – written, oral, electronic, or mechanical.”)  Revisit Sections 5.4(b) through 5.4(f) above when completing this section to ensure you are either logging external (outside Treasury) disclosures contemporaneously or can reproduce a complete and accurate accounting in a timely manner.

The drafting team should also consult the information submitted in support of the SA&A process, including any ISAs and any POA&Ms that may have identified these types of risks and how they were resolved.  The team should also consult all MOUs that apply to the information in the system to identify and discuss any risks mitigated by the parties via the agreement. 





Section 6.4(f): Monitoring of Individuals or Groups

Monitoring of individuals and groups is often required to protect information systems, information, and personnel.  To protect sensitive areas, such as government facilities, security officials may monitor when individuals enter and exit the area.  For example, Treasury officials may employ access logs that record when Treasury personnel, contractors, interns, employees of other federal agencies, and members of the public enter and exit Treasury facilities or visit certain locations within a Treasury facility (e.g., restrooms in some facilities).  Monitoring may also include maintaining audit trails/logs of the information accessed using Treasury IT, including personal digital assistants (e.g., Blackberries) and computers (e.g., logon/logoff/files access).  In fact, most modern information systems can identify, locate, and monitor individuals in some way.

Although monitoring  is sometimes necessary (and even required), there are limitations on the internal and external disclosure of PII collected or acquired.  For example, “need to know” principle apply to sharing information acquired from monitoring within Treasury.  In addition, sharing records from a system of records outside Treasury remains limited to the routine uses stated in the SORN (assuming the absence of consent from the individual or another exception).

Mitigating the privacy risks inherent in monitoring Treasury personnel, contractors, and others who use Treasury systems or access Treasury facilities may involve (but is not limited to):

· Training personnel on the proper use of information derived from monitoring, need to know, and external sharing limits;
· Limiting access to information derived from monitoring; 
· Warning Treasury IT and information system users (e.g., a banner on the system at the point of access) of the scope and purpose of the monitoring activity, the program’s statutory or other authority for performing the monitoring and the program’s proposed use of the information (e.g., with whom it will be shared and why); and
· Training employees regarding limitations on their privacy when using federal IT and information systems.

Monitoring members of the public (i.e., individuals who are not federal employees) outside Treasury facilities should not be undertaken without first consulting with legal counsel and PTR.  Monitoring members of the public within Treasury facilities is necessary to the same extent it is required and subject to the same limitations discussed above when collected with respect to Treasury employees.

All monitoring of Treasury personnel and the public must be limited to the minimum amount necessary to carry out the purpose of the system or project and only to the extent allowed by the authorities supporting the project or system.  This is important to maintain trust.

In addressing the risks of any type of monitoring of individuals or groups (government employees or the public), discuss the following:
· If a monitoring capability exists in the system, but is not actually used discuss:
· Why the capability exists (e.g., was it a stock feature on the software when purchased);
· the risk that the capability could be used without authorization;
· whether the capability is/can be/has been disabled; 
· whether there are any internal written procedures barring collection of information using this capability; and 
· the remedial/mitigating measures/safeguards employed to avoid its use without authorization and oversight (e.g., banners notifying users that the function is not to be used, any personnel actions [e.g., loss of access to the system] that may be taken if the function is used without authorization, and training reminding users not to use the capability if it cannot be disabled).

· If a monitoring capability exists and will be used, please discuss:
· how and why the capability is used;
· the legal or other authorities supporting its use;
· how the actual information collected is necessary and within the scope of the legal or other authority supporting its collection; 
· safeguards in place (e.g., access controls, limiting access to those who have a need to know) to ensure that access to and use of the information collected is within the scope of the program’s legal authority; 
· the risk that the capability could be used for an improper purpose (e.g., reviewing information on other personnel or others without a need to know);
· whether there are any written procedures (e.g., a SORN) limiting collection, use, and sharing of the information; and 
· the remedial measures/safeguards employed to avoid its use without authorization and oversight (e.g., training, banners notifying users of restrictions, and any personnel actions [e.g., loss of access to the system] that may be taken if the information is improperly used).

Note that this section of the PCLIA template asks you to discuss the privacy and civil liberties impact of monitoring regardless of whether you answer “yes” or “no.”  This is because monitoring systems present a privacy and civil liberties dilemma.  That is, monitoring by its very nature has the potential to affect an individual’s privacy and civil liberties by collecting more information about the individual than is necessary, and the potential to protect an individual’s privacy and civil liberties by helping to ensure that only people with an appropriate need to know have accessed their information.

Monitoring Treasury information systems, for example, has the potential to affect privacy by revealing personal information about individual users.  Treasury maintains a record of email sent out of the Department.  These records could include email attachments containing a user’s personal information that he or she sent out of the Department while engaging in limited personal use of the system as allowed by Treasury policy (Treasury employees are, however, warned that their information is accessible by the Department when they choose to make limited personal use of the system).  

Monitoring Treasury information systems also has the potential to protect privacy and civil liberties.  For example, this same monitoring function that collected the user’s personal information may also help preserve privacy of individuals other than the user by providing a forensic tool to allow Treasury to determine whether the user inadvertently or intentionally sent PII out of Treasury via email.

The same is true for Treasury IT audit trails.  IT audit trails allow forensic investigators to determine whether a particular employee accessed and was potentially responsible for downloading and unlawfully disseminating PII outside the Department.  This preserves privacy because it allows for the investigation and detection of activities so that appropriate remedial action can be taken.  In addition, IT audit trails also protect privacy by allowing Treasury to determine the damage done and the extent to which notice may need to be reported internally (e.g., to the Inspector General or the Treasury Government Security Operations Center in accordance with OMB requirements) and/or externally (e.g., to United States Computer Emergency Readiness Team, law enforcement, and affected individuals).  The same IT audit trails could potentially vindicate a user suspected of unlawfully disseminating the information (by showing it was not sent from his or her account).  It is, therefore, possible in certain circumstances that the failure to monitor certain conduct of individuals (depending on the purpose of the system) could have an adverse effect on privacy and civil liberties.

	
PCLIA Drafting Tip: This analysis should take into consideration the response to questions in Sections 4.4(g) through 4.4(h), which cover the collection of information regarding First Amendment activities.  If the system or project has the authority to collect information about how an individual exercises their rights under the First Amendment (e.g., it is pertinent to and within the scope of an authorized law enforcement or intelligence activity), the information should be evaluated under this section to determine if it could be used to identify, locate, or monitor individuals.  This should include a discussion of how that risk is mitigated (e.g., restricting access and use if collected pursuant to an authorized law enforcement activity).  Because monitoring can both affect and protect privacy (depending on the circumstances) the PCLIA drafting team is asked to explain the privacy and/or civil liberties risks (if any) and their mitigation whether or not the question is answered “yes” or “no.”





“Organizations […] (i) implement technology to audit for the security, appropriate use, and loss of PII; (ii) perform reviews to ensure physical security of documents containing PII; (iii) assess contractor compliance with privacy requirements; and (iv) ensure that corrective actions identified as part of the assessment process are tracked and monitored until audit findings are corrected.” (Appendix J, J-15)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc399770997][bookmark: _Toc400037405][bookmark: _Toc400037508][bookmark: _Toc401147226][bookmark: _Toc402795309]AR-7, Privacy-Enhanced System Design and Development: Designs information systems to support privacy by automating privacy controls.


“Effective redress processes demonstrate organizational commitment to data quality especially in those business functions where inaccurate data may result in inappropriate decisions or denial of benefits and services to individuals. Organizations use discretion in determining if records are to be corrected or amended, based on the scope of redress requests, the changes sought, and the impact of the changes.” (Appendix J, J-18)

Associated NIST SP 800-53, Appendix J, privacy controls include:

[bookmark: _Toc400037408][bookmark: _Toc400037511][bookmark: _Toc401147229][bookmark: _Toc402795313]IP-3a, Redress: Provides a process for individuals to have inaccurate personally identifiable information (PII) maintained by the organization corrected or amended, as appropriate.





