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1. What is the
Security
Administration
Submodule?

You

are What is the Security
here Administration Submodule?

Accessing the Security
Administration Submodule

¥

Security tab

¥

Role Maintenance tab

¥

Access Reports tab

¥

Activity Reports tab

¥

User Certification tab

The Security Administration

Submodule

This section discusses the following topics:

Security Administration submodule overview on page 1-1

User manual objectives on page 1-2

User manual audience on page 1-2

Acknowledgements on page 1-2

Entering information in the Security Administration submodule on
page 1-3

Security Coordinator principles and guidelines on page 1-4

Security Administration submodule overview

The Security Administration submodule is a tool on the Public and Indian
Housing Information Center (PIC) system that allows authorized users to
manage end-user access to the PIC system.

The Security Administration submodule consists of the tabs described below.

Security
Perform tasks such as add new users to the PIC system, assign access
rights, and deactivate PIC user accounts.

The Security tab is discussed in section 3.

Role Maintenance
Revise existing PIC submodule roles or create new roles.

The Role Maintenance tab is discussed in section 4.

Note: The tab is used by authorized United States Department of
Housing and Urban Development (HUD) employees only. The tab is
displayed if you have access rights to it.

Access Reports
Generate reports that list information related to a user’s PIC system
access.

The Access Reports tab and its reports are discussed in section 5.

Activity Reports
Generate reports that list PIC system user activity information.

The Activity Reports tab and its reports are discussed in section 6.

User Certification
Manage user certifications and re-certifications.

The User Certification tab is discussed in section 7.
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User manual objectives

In this manual, you will learn to:

e Access the submodule.
e Use the submodule to complete security-related tasks.
e Use the submodule to generate security-related reports.

The manual contains appendices that discuss the following:

Password security

Security concepts and best practices

HUD computer system end-user responsibilities
List of submodule roles and their descriptions
Acronyms used in this manual

Sample PIC Access Authorization Forms

User manual audience

This manual is primarily intended for the Housing Authority (HA) employee
who manages access to the PIC system for the end users at that HA. In this
manual, this person is referred to as the Security Coordinator.

Note: Some HAs are larger than others and may have several persons or a
department, such as an Information Technology (IT) department, dedicated
to managing access to the PIC system.

HUD employees and HUD contractors may refer to the manual and its
appendices as necessary.

Acknowledgements

The following HUD employees assisted in the creation of the Security
Administration Submodule User Manual:

Robert Harmon
Timothy Still

Emily Bridge
Wendalyn Hovendick
Susan Tindera

Hitesh Doshi
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enhanced the value and clarity of this manual.
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Entering information in the Security Administration
submodule

There are four methods available for entering information in the Security
Administration submodule:

Drop-down menus
Radio buttons
Check boxes

Text fields

Drop-down menus

The drop-down menu is the most common method for entering information.
Select the drop-down menu and then select the desired option (see Figure 1-1
for an example).

Custnm Dates (Frn:um and To dates requwed] J

Lastnne week
Last one maonth

Lastthree months

Last one yvear

Since begining of this month.
Since hegining of this Year.

Figure 1-1: Using a drop-down menu

Radio buttons

The radio button is a less common method for selecting information. Select
the button next to the desired option to make a selection (see Figure 1-2 for
an example).

TTeer Id * Last Mame ©

Figure 1-2: Using a radio button

Check boxes

The check box is another less common method for selecting information.
Select the box next to the desired option (see Figure 1-3 for an example).

|7 Select’'DeSelect All

....... D&

Figure 1-3: Using a check box
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Text fields

Click inside a text field to type information, such as names, dates, and e-mail
addresses (see Figure 1-4 for an example).

Emal Address: Iuser@dnmainname.cum

Figure 1-4: Using a text field
Sorting data

Some data tables in the Security Administration submodule can be sorted by
selecting a column heading in the data table; the data is displayed in
ascending alphabetical order according to the selected column heading. For
example, select User ID to sort by user ID (see Figure 1-5).

Note: If you sort by user name, the user names are displayed in ascending
alphabetical order by last name.

Zelect ID Type: |ALL - Select Status: |Aclive ¥ Insert Mew WASE TUser

Users 1to 41 of 41

Figure 1-5: Sorting data in the Security Administration submodule

Security Coordinator principles and guidelines

The Security Coordinator’s primary function is to manage HA end-user
access to the PIC system. In order to achieve optimal security when
managing PIC access, the Security Coordinator must keep the following
principles and guidelines in mind:

e Security is authentication (proving your identity) and authorization
(what information is a user allowed to access).

e Balance access and protection; give users just enough access to
complete job-related tasks as directed by HA management in
writing; keep the written security authorization in a secure location.

Refer to appendix F for sample PIC Access Authorization Forms.

e Most users do not need maximum access rights. Only assign
maximum access rights to users who need them to complete job-
related tasks.

o |dentify a knowledgeable and trusted Security Coordinator backup;
assign full access rights to the backup so he or she can assume the
responsibilities of the Security Coordinator in the Security
Coordinator’s absence.

e Store PIC logon information in a sealed envelope and store the
envelope in a secure location; make sure the envelope is accessible
to senior staff in the Security Coordinator’s absence.

o Do not share Security Coordinator user 1Ds.
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2. Accessing the
Security
Administration
Submodule

What is the Security
Administration Submodule?

¥

Accessing the Security
Administration Submodule

¥

You
are
here

Security tab

¥

Role Maintenance tab

¥

¥

Activity Reports tab

¥

| Access Reports tab

User Certification tab

This section discusses the following topics:

e Overview on page 2-1

e Accessing the PIC system with a PIC ID on page 2-2

e Accessing the PIC system through WASS on page 2-4

o Navigating to the Security Administration submodule on page 2-7
Overview

In 2002, HUD created a Web Access Security Subsystem (WASS), a secure,
single access point to all HUD computer systems. The transition to WASS
for some systems, such as PIC, is in progress. HUD expects the transition to
WASS for the PIC system to be complete during mid to late 2006.

Until the transition to WASS for the PIC system is complete, users may

continue to use their PIC 1Ds to access the PIC system. HUD will notify
users when the transition to WASS is complete and when PIC IDs are no
longer supported.

Because the exact completion date for the transition is unknown, this section
explains how to access the PIC system with a PIC ID and how to access the
PIC system through WASS.

PIC Security Administration Submodule User Manual 2-1



Accessing the PIC system with a PIC ID

Follow these steps to use a PIC ID to access the PIC system:

Step Action/Result

1. Type pic.hud.gov in your Web The PIC home page appears (see

browser’s address field and press
ENTER.

Typing pic.hud.gov redirects you
to the PIC home page located at

Figure 2-1).

Tip: Add the home page to your
Web browser’s list of bookmarks

http://www.hud.gov/offices/pih/
systems/pic/.

or favorite sites so you can easily
access the page in the future.

2. Select Logon to PIC in the
middle of the page or at the left
of the page.

- 5 . E fiol | Textonly | 5 h find
Public and Indian Housing el b 1 STl AT s

PIH Information Center (PIC)

(34 Information by State
Esta pagina en espafol
& Printversion

=E4 Email this to a friend

If you already have a User ID and
Password, uss the link below to
logen into the PIC systerm:

What is the PIH Information Center (PIC)?

The PIH Information Center {PIC) allows Housing
Authorities (HAs) to electronically submit

 Lmgmm i information to HUD,

* Form 50058

= Resident
Characteristics Report

= HA Profiles

= System requirements

= Technical support

= Common questions

* News & avents

Logon to WASS (HA User)

Lagon to WASS (HUD User)

Logon to PIC

Lagon to PICTEST

Online registration for new WASS ID
System requirements

Technical support (Job #ids & Help)
Form-50058

Resident Characteristics Report

HA Profiles

= Training Logon to the PIC System o

- User guides
- About PIC

HUD news

-

Dec. 6, 2005 - KDHAP Version
3.0in PICTEST

Dec, 2, 2005 - PIC now works
with newer browsers

Mow, 22, 2005 - 9/30 SEMAP
Certifications due 11,/29

PIC Demo-Dispo

T T T vTwTwr v wwww

HUD's Hurricane Katrina resource page
Katrina Disaster Housing Assistance Prog
(KDHAP) Application - User Guide

Homes

-

Communities

-

Working with HUD Sub-Modules » Now. 10, 2005 - Known bug in
. . Delinquency Report

Resources PIC consists of the following modules and » Oct 1, 2005 - KDHAP
sub-modules: Version 2.5 is Out

Tools . » Oct 6, 2005 - KDHAP added

Webcasts 1. PIC Maintenance to PICTEST

Mailing lists b User Profile » Oct 2, 2005 - JUMPis a

Contactus P Security Administration PICHelp online support

Help 2. PIH Information S o

Figure 2-1: PIC home page
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Step

Action/Result

3. Type your user ID and password

on the PIC Logon page (see
Figure 2-2).

4. Select Logon to PIC or press the | The PIC Main page appears (see

ENTER Key.

Figure 2-3).

PICHelp cannot reset passwords.

HUD HOME PIH HOME Q&A SEARCH/INDEX E-MAIL

PIH Information Center 5.7.1

PICHELP: If you require any assistance please send an email describing the issue along with your Name, Phone
Number, Housing Authority Number and Field Office Name where applicable to pichelp@hud.gov or telephone
the PICHelp Call Center at 1-800-366-6827 between 8:00am and 8:00pm Eastern on business days.

Please go to the PIC Home Page for more information.

AllPIC password resets are handled by Security Administrators at the PHA or in the local HUD Field Office.

Release 5.7.1

User ID:  |bxlaban

DPassword. [eessssses

Logon to PIC

Figure 2-2: PIC Logon page

PIC Maintenance
PIH Information

Housing Inventory
Executive Summary
Form - 50058

PIC Downloads

Welcome to PIC,

Use the menu items above to access
the various modules.

LOGOFF HUD HOME PIH HOME QE&EA SEARCH /INDEX E-MAIL

=lririesti=re
Release 5.7.1

PIC HEADLINES
« KDHAP Yersion 3.0 Installed - 12/8:2005
Additional new features in %ergon 3.0 [full text]
« KDHAP Yersion 2.5 is out - 10/31/2005
KDHAP adds new features and functionality [full text]
« KDHAP Yersion 2 is Out - 10/77/2005
KDHAP gets added functionality in %ersion 2 [full text]

Browse all PIC Headlines.

PICHELP Information

If you require any assistance please send an email describing the issue
along with your Name, Phone Mumber, Housing Authority Number and
Field Office Mame where applicable to pichelp@hod.gov or telephone the
PICHelp Call Center at 1-800-366-6827 between 8:00arn and 8:00pm (EST)
on all business days.

Please go to the PIC Home Page for more information.

Figure 2-3: PIC Main page

PIC Security Administration Submodule User Manual
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Accessing the PIC system through WASS

Users must follow these steps to access the PIC system through WASS once
the transition to WASS for the PIC system is complete and PIC IDs are no

longer supported:

Step

Action/Result

1. Type pic.hud.gov in your
Web browser’s address field

and press ENTER.

Typing pic.hud.gov redirects
you to the PIC home page

Figure 2-4).

located at

http://www.hud.gov/offices/

pih/systems/pic/.

The PIC home page appears (see

Tip: Add the home page to your Web
browser’s list of bookmarks or
favorite sites so you can easily access
the page in the future.

= Form 50058

* Resident
Characteristics Report

= HA Profiles

* System requirements

= Technical support

= Common questions

= News & events

* Training

- User guides

= About PIC

HUD news
Homes

Communities

Working with HUD

Resources

Tools
Weahcasts
Mailing lists
Contactus

Help

Public and Indian Housing

PIH Information Center (PIC)

What is the PIH Information Center (PIC)?

The PIH Infarmation Center {PIC) allows Housing
Authorities (Has) to electronically submit
information to HUD.

Logon to WASS (HA User)

Lagon to WASS (HUD User)

Lagon to PIC

Lagon to PICTEST

Online registration for new WASS ID
System requirements

Technical support (Job Aids & Help)
Form-50058

Resident Characteristics Report

HA Profiles

PIC Demo-Dispo

HUD's Hurricane Katrina resource page
Katrina Di i i a Prog

(KDHAP) Application - User Guide

v v T Ty TTTTYTYTYTY

Sub-Modules

PIC consists of the following modules and
sub-modules:

1. PIC Maintenance

b User Profile

¥ Security Administration
2. PIH Information

En espafiol | Textonly | Search findex

(34 Information by State
Esta pagina en espafiol
E, Print version

=] Email this to a friend

If you already have a User ID and
Passward, use the link below to
lagen into the PIC systern:

Logon to the PIC System o

-

Dec &, 2005 - KDHAP Version

2.0in PICTEST

Dec 2, 2005 - PIC now works

with newer browsers

Mow. 22, 2005 - 9/30 SEMAP

Certifications due 11/29

Mow. 10, 2005 - Known bug in

Delinquency Report

¥ Oct 31, 2005 - KDHAP
Version 2,5 is Out

b Oct &, 2005 - KDHAP added
to PICTEST

P Oct 3, 2005 - JUMPis a

PICHelp online support

system...

-

-

-

Figure 2-4: PIC home page
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Step Action/Result

2. Select Logon to WASS (HA | The WASS Logon page appears (see
User) in the middle of the Figure 2-5).

page.

Note: HUD users must select
Logon to WASS (HUD
User).

3. Type your WASS ID in the
User ID field.

Note: Make sure to capitalize
the letters of your ID.

4. Type your password in the
Password field.

5. Select Login. The WASS Main Menu page appears
(see Figure 2-6 on page 2-6).

/8 WebThority Login - Microsoft Internet Explorer EETES|
Fle Edt View Favortes Tools Help | I

OBaEk Q- ﬂ IEI ,J ‘ /.-"Smr(h “, Favorites &‘ FE i m 2 H

ﬂ' ’7 User Login mail | help | search | home
|

Secure Systems User ID [Mxoor
Single Sign On Password [sesesed|

Cancel

ATTENTION: This computer system, and all the systems associated with this system for User Authorization
and Authentication, are protected by a computer security system; unauthorized access to these systems is
not permitted; and usage may be monitored.

NOTE: There is an inactivity imeout of 30 minutes. Please save your work periodically to avaid being logged out

Cantent updsted August 26, 2005

@ 1.5, Department of Housing and Urban Development Home | Prvacy
451 Tth Street S.W., Washington, DC 20410 Statement
Telephane: (202) 708-1112 TT¥) (202) 708-1455

-]

Figure 2-5: Accessing the PIC system through WASS
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Step Action/Result

6. Select PIH Information The PIC Main page appears (see
Center (circled in Figure 2-6). | Figure 2-7).

4 Secure Systems Main Menu - Microsoft Internet Explorer
File Edit

View Favorites Tools Help

@Back M > I_)t_l] ﬂ ;\1 /.-\‘Sean:h ‘ii}‘"Favurites @3 M

address | @] hitns:ewew 11 UG, gov Avass /malnmenyy/ mainmenu_page. jsp

2 a Go |Links *
ﬁ Mail‘l Menu housing | mail | help | search | ho

Seéﬁre sl}slems

Systems

» Enterprise Income Venfication (ETWV)

Financial Assessment Submission - PHA (FASPHA)
;zf'rtlier:]i]stration M to-Market (MIM)

Business Partners Management Assessment Subsystem (MMASE)

Multifamily Delingquency and Default Eeporting System (MDDE)
Public Housing Assessment System: Scores and Status (IJASS)
+ Physical bsystem (PASS
TH Information Center (FIC)
o Quality Fssurance mubsystem (QASS)

+ Resident Ascesement Subsystem (RAZS)

& Tenant &espsement Suhewetem (TASD ¥

Maintenance

+ User Maintenance

+ Enterprise Income
Yerification (EIV

+ Einancial Assessment

< |
& . S| 83 Local infranet

Figure 2-6: WASS Main Menu page

nicUsing
Release 5.7.1

PIC HEADLINES |
« KDHAP Yersion 3.0 Installed - 12/62005
Additional new features in Verson 3.0 [full text]
« KDHAP Version 2.5 is out - 10V31/2005
KDHAP adds new features and functionality [full text]
« KDHAP Yersion 2 is Qut - 1077772005
KDHAP gets added functionality in Wersion 2 [full text]

PIC Maintenance

PIH Information

Housing Inventory

Executive Summary

Form - 50068

PIC Downloaids

Brawse all PIC Headlines.

PICHELP Information

Welcome to PIC. If you require any assistance please send an email describing the issue
along with your Name, Phone Number, Housing Authority Mumber and
Field Office Mame where applicable to pichelp@hud. gov or telephone the
FICHelp Call Center at 1-B00-366-66827 between 8:00am and 8:00pm (EST)
on all business days

Flease go to the FIC Home Page for more information.

lLise the menu items above to access
the various modules,

LOGOFF HUD HOME PIH HOME Q&n SEARCH/INDEX E-MAIL

Figure 2-7: PIC Main page
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Navigating to the Security Administration
submodule

Follow these steps to access the Security Administration submodule:

Step Action/Result

1. Move your mouse cursor Two submodules are displayed (see
over the PIC Maintenance | Figure 2-8):
button.

e User Profile
e Security Administration

Note: Your access to the other modules
and submodules depends on the access
rights assigned to you.

2. Select Security The Privacy Act Statement and

Administration. Compliance Notice may appear (see
Figure 2-9). The notice appears when you
first try to access content protected by the
Privacy Act.

Note: The notice does not appear if you
previously accepted the statement to
access other content protected by the
Privacy Act.

publiciandindianghpusingunformationicentes

Release 5.7.1

| PIC HEADLINES |
& User Prafile « KDHAP Version 3.0 Installed - 12//2005

PIC Maintenance

« KDHAP Yersion 2 is QOut - 104172005
KDOHAPR gets added functionality in %ersion 2 [full text]

PIH Information o Securit%dministration Additional new features in Werson 3.0 [full text]
« KDHAP Version 2.5 is out - 10:31/2005
KDHAP adds new features and functionality [full text]

PIC Downloads

Browse all PIC Headlines.

PICHELP Information

Every user maintains their profile in If you require any assistance please send an email describing the issue
PIC Maintenance. along with your Mame, Phone Mumber, Houging Autharity Mumber and

Field Office Marne where applicable to_pichelp@E@hud. gov or telephone the
It is also home to many tools for PICHelp Call Center at 1-800-366-6827 between 9:00am and 8:00pm on all
systern administrators. business days

Please go to the PIC Home Page for mare information.

LOGOFF HUD HOME PIH HOME QE&A SEARCH /INDEX E-MAIL

Figure 2-8: Navigating to the Security Administration submodule
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Privacy Act Statement and Compliance Notice

[Welcome Brian Labarta !

TIMPORTANT: Please read the following carefully.
Legal Warning

Misuse of Federal Information through the HUD Secure Connection web site falls under the provisions of Title 12, United States Code, Section 1030, This law
specifiss penalties for sxceeding authotized access, alterations, damage, or destruction of information residing on Federal Computsrs

Privacy Statement

Information contained in this system is subject to the Privacy Act of 19745 US.C. 53524 as amended). Personal information contained in this system may be used
onty by authorized persons in the conduct of official business. Any individual responsible for unanthorized disclosure or misuse of personal information will be
prosecuted to the madmuam extent possible under law.

Warning Notice

The PIH Information Center (PIC) System supports Internet Explorer version 5.0 and above. Other browsers may not be compatible with this system.

Vour compliance is requested because you shay have access sights to certain parts of PIC system which are covered by the Privacy Act. Voumay choose to decline

and can still access the parts of the PIC system not coversd hy the Privacy Act as per your access privilegas. All attempts to access the information (covered by
Privacy act) will be logged into the PIC database irrespective of compliance status.

Agree Decline

Figure 2-9: Privacy Act Statement and Compliance Notice

Step Action/Result

3. Review the Privacy Act
Statement and Compliance
Notice (if applicable).

4. Select Agree to comply with | The Security tab appears (see Figure
the statement (if applicable). 2-10).

Note: You cannot access the
Security Administration
submodule if you select
Decline; however, you can
access PIC data not protected
by the Privacy Act. Your
access rights determine which
sections of the system you
may access.

Risa Maint |

“Reccess | Acibaly T
orts te | Conication
Select View FO HA User
Field Office Ha [MD001 ANNAPOLIS HOUSING AUTHORITY j
T
Search for User 14 @ Last Hampe ©

Enter Search Text | Search
Select 1D Type. [ALL ¥ Select status. |AGtivE %) Ereate Hew

Users 110 20 of 20

r  Ingert New WASS User

ID Type 4
atuger Another Test User HA User Ugar Active
bxlabanDl Bnan Labads HA Usar Ugae Actin

Figure 2-10: Security tab
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3. Security tab

What is the Security
Administration Submodule?

¥

Accessing the Security
Administration Submodule

You ;
are Security tab
here ‘

Role Maintenance tab

¥

| Access Reports tab

¥

| Activity Reports tab

¥

| User Certification tab

The Security tab is the primary tab used to perform security-related tasks.
This section discusses how to use the Security tab to perform the following
tasks:

Searching for an existing user on page 3-1

Inserting a WASS user ID into the PIC system on page 3-2
Assigning access rights to a new or existing user on page 3-6
Copying access rights to a user or group of users on page 3-10
Modifying a user profile on page 3-12

Removing access rights from a user on page 3-14

Deactivating a user on page 3-16

Deleting a user on page 3-17

Searching for an existing user

The easiest way to locate a user is to review the Security List at the bottom
of the Security tab (see Figure 3-1). The Security List displays the following
information for each user associated with the HA:

e UserID
e User name
e User type
e IDtype
e Status
Sec Access Activi User
Security List
Select View FOHA Teer
Field Office HA. 1L003 Peoria Housing Authority
vser search |
Search for: User Id & Last Name €
Enter Search Texzt: I Search
Select ID Type: |ALL A Select Status: IAcﬂve A Tnsert Mew WASS Tser
Users 1to 41 of 41
‘ T B0 ‘ Sara Test User ‘ HA User | User | Active
‘ M KA1 ‘ Bill Test User ‘ HA User | User | Active

Figure 3-1: Security tab and Security List

Note: By default, Security List information appears in ascending
alphabetical order by user ID. Select a column heading to sort the Security
List by that heading. For example, select User Name to sort the list in
ascending alphabetical order by user name; the names sort by last name.

PIC Security Administration Submodule User Manual 3-1



If necessary, you can search for a user by 1D or last name. Refer to Figure
3-2 for an example and follow these steps:

Step

Action/Result

1.

Select the Security tab if you are
currently on another tab or page
in the submodule.

Note: If you just accessed the
submodule, continue with step 2
because the Security tab is the
default tab displayed after
accessing the submodule.

Select the User ID or Last
Name radio button.

Type all or part of the user’s ID
or last name in the Enter Search
Text field.

Results that match the information
entered are displayed in the
Security List.

Select Search.

Access
Reports

Actity User
EECCLU Role Maint Reports | Certification

Security List
Select View
Field Office HA:

User Search

FO HA User
IL003 Peoria Housing Authority

User Id € Last Name &
[walked

Search for

Enter Search Text Search

Select ID Type: |ALL = Select Status: |Active ¥

Insert Mew WASS User

Figure 3-2: Searching for a user by ID or last name

Inserting a WASS user ID into the PIC system

These events must have occurred in the order listed before you can insert a
WASS user ID into the PIC system:

1. The user successfully registered for a WASS ID.

2. The WASS (Real Estate Assessment Center (REAC) Secure
Systems) Coordinator assigned a PIC access role to the WASS ID.

Note: Assigning the PIC access role to a WASS ID allows the user
to see the PIC system option on the WASS Main Menu page.
Assigning PIC module and submodule access rights is discussed in
Assigning access rights to a new or existing user on page 3-6.
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Follow these steps to insert a WASS user ID into the PIC system:

Step Action/Result

1. Navigate to the Security
Administration submodule.

2. Select the Security tab.

3. Select Insert New WASS The Security Details page appears
User in the Security List (see Figure 3-4).
section of the page (see Figure | you must provide information for
3-3). drop-down menus and fields marked

with a blue asterisk (*).
Security Role Maint agg?tss i:;ir?s Cerliliis'lgratinn

Security List

Select View FO HA User

Field Office HA: 1L003 Peoria Housing Authority

vsersarch ... |

Seatch for User [d & Last MName ©

Enter Search Text: | Search |

Select ID Type: |ALL = Select Staws:  |Active ¥ {"}
Users 1to 41 of 41
[ User. | UserMames | UserTypes Diypes |  Stauss |

Figure 3-3: Accessing the Security Details page

Access Activity

re—— User
Security Role Maint | peports Reporis | Certification

Security Details

Field Office HA. MDO01 ANNAPOLIS HOUSING AUTHORITY

WASS User IDr *

First Name l— *

Middle Name: l—

Last Mame: |

User Type: lm =

Ermail Address: | *
Confirm Email Address | *

Effective From Date: * MM/DDYYYY
Ezpiration Date " MM/IDYYY

Active Indicator @ Yes € No

User Status Comments:

Save

Figure 3-4: Using the Security Details page to add a new user
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Step

Action/Result

4.

Type the user’s WASS ID in
the WASS User ID field.

Make sure to capitalize the letters of
the ID.

Type the user’s first name in
the First Name field.

Type the user’s middle name
in the Middle Name field.

Type the user’s last name in
the Last Name field.

Select the type of user you are
adding from the User Type
drop-down menu.

Type the user’s e-mail address
in the Email Address field.

Make sure to use a valid e-mail
address because the user will receive
important e-mail updates, such as re-
certification e-mails, at the address
provided.

10.

Confirm the e-mail address is
correct by re-typing it in the
Confirm Email Address field.

11.

Type the account activation
date in the Effective From
Date field.

Note: This is typically the date
on which the user is added to
the PIC system.

12.

Type the account expiration
date in the Expiration Date
field.

Note: You can change the date
at any time. Follow the steps in
Modifying a user profile on
page 3-12 to change the date.

If you do not know the exact
expiration date, use your best
judgment when choosing a date. For
example, choose one year from the
date on which the account is created
for an HA employee on a six-month
contract.

You may use an expiration date of
five years from the account creation
date if you are still uncertain of
which date to choose.

13.

Select the Yes active indicator.
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Step Action/Result

14. Type comments regarding the
user’s account in the User
Status Comments field.

Note: You are not required to
type comments in the User
Status Comments field.

15. Review the information
entered in steps 4-14 to make
sure it is correct.

16. Select Save. The Security Summary page appears,
indicating the user successfully was
added to the system (see Figure 3-5).

Continue with step 3 in Assigning
access rights to a new or existing
user to assign access rights to the
user.

Or, repeat steps 2—16 to add more
users.

Can " . Access Activity User
Security Role Maint | peporis Reporis Certification
Security List Security Summary Bulk Copy Security Details Modify User Organization
UserID: MXXXX1 Modify User Delete User
User Mame: Bill PIC User
User Type HA User
Module Name: [PIC Maintenance =l
Sub Module MName: |UserPrnﬂle j
Template Name Template Description
No Templates Defined.
Wiew Role |U59 User Profile |
Records 1to 1 of 1
I " R
| Tee Tser Profile | FOHA Tser | Teer, Bl P |
Pages 1

Figure 3-5: Security Summary page
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Assigning access rights to a new or existing user

Typically, there are four types of access roles that can be assigned to a user:
read-only, edit, submit, and approve; however, not all the roles are available
for every submodule.

The read-only, edit, and submit roles are typically assigned to HA users; the
approve role is for HUD use only.

Follow the steps below to assign access rights to a new or existing user.
Remember to assign access rights as authorized in writing by HA
management. Refer to appendix F for sample authorization forms.

Step Action/Result

1. Follow the steps in Searching
for an existing user on page 3-
1 to locate the user.

2. Select the User ID hyperlink. | The user’s Security Summary page
is displayed (see Figure 3-6).

3. Select the module you want to | Wait for the page to refresh before
give the user access to from continuing with step 4.
the Module Name drop-down
menu.

Note: A module may have
more than one submodule.

4. Select Sub Module Name and | Wait for the page to refresh before
select the submodule to which | continuing with step 5.
you want to give the user
access (see Figure 3-6).

5. Select Add Role. The Security Summary page

Note: The Add Role link does refreshes. Role details and security
not abpear until you select a details for the selected submodule

are displayed.
module and submodule.
Sac Access Activity User
SEC U Role Maint | geports Reports | Certification
Security List Security Summary Bulk Copy Security Details Modify User Organization
UserID: MXXXX1 Modify User Delete User
User Narme: Bill PIC User
Tser Type: HA User
Module Mame |MTCB |
Sub Module Name: Repors j
STl £dd Template
["iewer
Tem:Feports K i Template Description
N [P Tenant |0 Management
No Temy b
Wiew Role Add Rele
[ Remove | Roe | e | ey ]
No Roles Defined.

Figure 3-6: Assigning access rights: selecting a submodule

PIC Security Administration Submodule User Manual 3-6



Step Action/Result

6. Select the appropriate role A description of the role appears in
from the Roles drop-down the Role Description field.
menu (see Figure 3-7 for an

Refer to appendix D for a complete
list of access roles and their

Note: Select View Actions to | descriptions.

view actions the user can
complete for the selected role.

example).

7. Select a security level from Depending on your access level,
the Security drop-down other drop-down menus may appear.
menu.

Note: Field Office HA is
typically the default setting
for HA users.

Security Role Maint aggl‘?(i Tﬁ"s Cenuiﬁ?:;liun
Security List Security Summary Bulk Copy Security Details Modify User Organization
User [D: MXXXX1
User Mame Bill PIC User
User Type: HA User
Module MName MTCS
Sub Module IName: Reports

Role/Data Details

Eoles |R d Only Pri View Actions I

Role Desct cy data
Security, IW[
HQ Dinision Public and Indian Housing

[~ Select/Deselect All

Save

Figure 3-7: Assigning access rights: selecting a role
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Step Action/Result

8. Select the hub for the user’s
field office and HA from the
Hub drop-down menu (if
applicable).

9. Select the appropriate field
office for the user’s HA from
the Field Office drop-down
menu (if applicable).

10. Select the user’s HA from the
Field Office HA list.

Role Maint a:g?lss h:r?s Certification
ecurity List Security Summary Bulk Copy Security Details Modify User Organization
User ID: MXXXX1
User Mame: Bill PIC User
Tser Type: HA User
Idodule Mame: MTCS
Sub Module ame: Reports

Role/Data Details
Eoles: IRead Only Privacy =] | View Actions I

Role Description: Read Only Privacy data

Secutity: lm

BQDwision  [Publicand Indian Housing |
|HQ Office || PO Field Operations j

[Erub [FFELT Batimore Hus =]

[Field Office |35PH WASHINGTON, DCPROGRAM CENTER |

Field Cffice HA DCO0T D.C HOUSING AUTHORITY -

DC101 KENILWORTH PARKSIDE RMC

DICAGD Community Connections

ErADO0 MONTGOMERY CO HOUSING AUTHORTY
MD007 ROCKVILLE HOUSING AUTHORITY

MO0T1 GLENARDEN HOUSING AUTHORITY
MD015 PRINCE GEORGES COUNTY HOUSING ALUTHORITY

MD017 COLLEGE PARK HOUSING ALUTHORITY

MDI02 MD DEFT HSG COMMUNITY DEVELOPM

WAND4 ALEXANDRIA REDEVELOPMENT & HiA =l

7 Select/Deselect All

Figure 3-8: Assigning access rights: selecting the user’s security level
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Step Action/Result

11. Select Save at the bottom of The user’s Security Summary page

the page. appears (see Figure 3-9). The role is
displayed in the table at the bottom
of the page.

Tip: Follow the steps in Generating
a User Security Access report on
page 5-5 to view a detailed
summary of the user’s current
access rights.

Repeat steps 3—-11 to add more roles
to the user’s ID.

Security Role Maint aﬁgﬁss i;i:tys Cerli'i%?:ratiun

Security List Security Summary Bulk Copy Security Details Modify User Organization
UserID: MXXXX1 MModify User Delete User
User Marme: Bill PIC User
Tser Type: HA User

Coj ights To Users

Module Mame [mTCE |
Sub Module Mame: |Repuns |

Add Template

Remove Template Name Template Description

No Templates Defined.

View Role | Read Only Privacy j Add Role
Records 1to 1 of 1
| Remove |  Role |
. 1MD004 MONTGOMERY CO HOUSING
‘ [m} ‘ Eead Only Privacy ‘ Field Office HA ATUTHORITY
" Select'DeSelect All Remove Raole
Pages 1

Figure 3-9: Security Summary page showing newly assigned role
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Copying access rights to a user or group of users

Security Coordinators can use the bulk copy feature to copy access rights
from one user to another user or group of users. Copying access rights
eliminates the need to assign access rights to one user at a time.

Follow these steps to use the bulk copy feature to assign access rights:

Step Action/Result

1. Follow the steps in
Searching for an existing
user on page 3-1 to locate
the user from whom the
access rights will be copied.

2. Select the User ID The user’s Security Summary page is
hyperlink. displayed.
3. Select Bulk Copy (circled | The Bulk Copy page appears (see
in Figure 3-10). Figure 3-11).
Role Maint R'éﬁﬁss a“:rtiys Cerli'ifif;

Security List Security Summary Bulk,Copy Security Details Modify User Organization
TserID MXXXX1 Ifodify Ueer Delete Teer
User Name Bill PIC User
User Type: HA User

Liser Summary

Tl il T, I sy 1

Figure 3-10: Accessing the Bulk Copy page

Caririi Access Activity User
secury [T ceriricaion

Security List Security Summary Bulk Copy Security Details Modify User Organization
User I MXXXX1
User Name: Bill PIC User
TUser Type HA User
Select Choice
BulkCopy Option: IW
IModule MNatme: W

Sub Module MName: |SecurityAdmimslrahUﬂ

Resources

Add To Available Steff |

Awailable Staff Copy to Selected Staff

User, 3ara PIC =
User, Brian PIC

Capy
Figure 3-11: Bulk Copy page
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Step

4, Select the level at which
you want to copy the access

Action/Result
Sub-Module Level copies access rights

rights from the Bulk Copy
Option drop-down menu:
Sub-Module Level
Module Level

User Level

Note: Wait for the page to
refresh before continuing.

for a submodule only. You must select
the module from the Module Name
drop-down menu and the submodule
from the Sub Module Name field (see
Figure 3-12 for an example).

Module Level copies access rights for a
module and all of its submodules. You
must select the module from the
Module Name list.

User Level copies all the user’s access
rights.

Select the user to whom you
want to copy the access
rights from the Available
Staff list.

Press and hold the CTRL key to select
more than one user.

Select the right arrow to
add the user or users to the
Copy to Selected Staff list.

Select a user in the Copy to
Selected Staff list and then
select the left arrow to
move the user back to the
Available Staff list.

7.

Select Copy.

Security Access Aciivity User
securty [ ceriiicaion

Security List Security Summary

User Ix: MXXXX1

User Marme: Bill PIC User

Tser Type: HA User

BulkCopy Option: Im
Module MName: IMTCS—LI
Sub Module Name:

Resources

Add To Available Staff |

Available Staff:

User, Brian PIC

| =
||

[ |

Bulk Copy Security Details Modify User Organization

Copy to Selected Staff
User, Sara PIC

Figure 3-12: Copying access rights to a user or group of users
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Modifying a user profile

Occasionally, a Security Coordinator may need to modify a user’s profile for
reasons such as updating an e-mail address or updating the user’s account

expiration date.

Follow these steps to modify a user profile:

Step

Action/Result

1. Follow the steps in
Searching for an existing
user on page 3-1 to locate

the user.
2. Select the User ID The user’s Security Summary page
hyperlink. appears.

3. Click Modify User at the
right of the page under

The user’s Security Details page
appears (see Figure 3-14).

Modify User Organization
(see Figure 3-13).

User
Certification

Security Role Maint

Security List Security Summary Bulk Copy Security Details Modify User Organization
TserID: MXXXX1 elete Teer
User Name Bill PIC User
User Type: HA User
User Summary

Figure 3-13: Accessing a user’s Security Details page
Access Activity

User
Certification
Bulk Copy

Security Role Maint

Security List

Security Summary Security Details Modify User Organization

Field Office HA. IL003 Peoria Housing Authority

User Details

TWASS User ID: MXXXX1

First Iame lEll\i *

Nhddle Name: PIC

Last Mame: |User "

Tser Type: HA User

Emai Address: i@ damain.goy "
Confirm Email Address |b\\|@dumam gov *

Effective From Date:

02{16/2006  * WIW/DDAYTY

Expiration Date: 02/15/2007  * WL/DDYYYY
Active Indicator & Yes Mo

Tser Statue Comtnents:

Save
Figure 3-14: Security Details page
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Step Action/Result

4. Type or select the changes
to the user’s profile.

5. Type the reason for
modifying the user’s
profile in the User Status
Comments field.

6. Select Save. The Security Summary page appears
after the changes have been saved.
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Removing access rights from a user

Removing access rights from a user involves removing one or more access
roles from the user’s ID.

Follow these steps to remove access rights from a user:

Step Action/Result

1. Follow the steps in
Searching for an existing
user on page 3-1 to locate

the user.

2. Select the User ID The user’s Security Summary page
hyperlink. appears.

3. Select the module for Wait for the page to refresh before
which the role will be continuing with step 4.

removed from the Module
Name drop-down menu.

4. Select the appropriate Wait for the page to refresh before
submodule from the Sub continuing with step 5.
Module Name drop-down
menu (see Figure 3-15).

' Role Maint a'éﬁ?‘ss i\:r?s Cerli'izf:zalion
Security List Security Summary Bulk Copy Security Details Modify User Organization
UserID: MXXXX1 Modify User Delete User
User Mame: Bill PIC User
User Type: HA User
Module Name: |MTCB j
Sub Module Name |Subm|ss|nn j

Subissiuﬂ Add Template

N
LN Feparts
|Tenant ID Management |

Remove

No Templates Defined.

Template Description

Wiew Role: AddRele

[ Remove | Role | e | iy ]

No Roles Defined.

Figure 3-15: Removing an access role from a module and submodule
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Step Action/Result

5. Select the role you want to
remove from the View Role
drop-down menu. It will
show only those roles linked
to the selected submodule
(see Figure 3-16).

6. Select the check box next to
the role to be removed
(circled in Figure 3-16).

Select Remove Role.

Select OK on the pop-up
that appears to confirm you
want to delete the role (see
Figure 3-17).

9. Repeat steps 3-8 to remove
additional roles.

Access Activity User
Role Maint | peports Reports | Certification

y
Security List Security Summary Bulk Copy Security Details Modify User Organization
UserID: MXXXX1 Modify User Delete User
Tser Marme: Bill PIC User

Tser Type: HA User

User Summary

Copy Rights Te Users

Iodule Name [mTCS |
Sub Medule Mame [viewer =l
Add Template

Remove Template Name Template Description ‘

No Templates Defined.

“iew Role | Submit Role =l Add Rele
Records 1t0 1 of 1 Fread Onhy Privacy
( ) MDO04 MONTGOMERY CO HOTSING
‘ I Submit Role Field Office HA ATUTHORITY
7 SelectDeSelect All Remove Role

Figure 3-16: Selecting a role for deletion

Microsoft Internet Explor |

?() Confirm deletion of selected Roles
S

(0] 4 [ I Cancel |

Figure 3-17: Confirming the deletion of an access role
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Deactivating a user

You may need to deactivate a user’s account if a user’s employment contract
expires and is not renewed, a user resigns or retires, or a user no longer needs
access to the PIC system.

Follow these steps to deactivate a user’s account:

Step

Action/Result

1.

Follow the steps in Searching for
an existing user on page 3-1 to
locate the user.

Select the User ID hyperlink.

The user’s Security Summary
page appears.

Select Modify User.

The user’s Security Details page
appears (see Figure 3-18).

Type an account expiration date
in the Expiration Date field.

In the example shown in Figure
3-18, the date in the Expiration
Date field was updated to reflect
the last day of employment for
an HA employee.

Select the No radio button next to
Active indicator.

Note: The user does not appear in
the Security List after you select
the No radio button and click
Save.

Type the reason for deactivating
the account in the User Status
Comments field (if applicable).

Note: You are not required to
provide a reason for deactivating
the user’s account.

Select Save.

BATFI

|Example

—

HA Usar

MADINNT ANMAPOLIS HOUSING AUTHORITY

LIser °

Modify User Organization

|user@emailnddress.ong

|user@emailoddress.ong

O1/1G2005 = pap
v -y

User Sratus Comments:

er will no longer be
01/25/2006. Mer last day of wor

an HA employer an of
k 15 01/24/2006.

Figure 3-18: Deactivating a user
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Deleting a user

Follow the steps below to delete a user from the PIC system. You may need
to delete a user if you incorrectly entered the user’s WASS ID or if you
selected the wrong user type for the user’s account.

Note: HA Security Coordinators can delete users for their HA only. A HUD
Field Office Security Coordinator can delete users for their Field Office and
HA users in their Field Office’s jurisdiction.

Step Action/Result

1. Follow the steps in
Searching for an existing
user on page 3-1 to locate

the user.

2. Select the User ID The user’s Security Summary page
hyperlink. appears.

3. Select Delete User (circled | The user’s Security Details page
in Figure 3-19). appears.

4. Select Delete to confirm you | The Security List appears. A message
want to delete the user appears indicating that the user was
permanently (see Figure deleted successfully.

3-20).
Security Role Maint aﬁﬁﬁi i\c'vir?s Cerlili%?atiun
Security List Security Summary Bulk Copy Security Details Modify User Oraanization

TserID MA1234 Mod

User Narme: Example User

Tser Type: HA User

Module Mame |P\C Maintenance j

Sub Module Name: |Useerfl\e j

[ TemplateName | TemplateDescripon |

No Templates Defined.

Wiew Role IUse User Profile =l

Records 1to 1 of 1

[ e | iy ]
| Tse User Profile ‘ FO HA TUser | Tser, Example |
Pages 1

Figure 3-19: Deleting a user

Role Maint agg?tss i:;ir?s Cerlt-li%?:ralion
Security List Security Summary Bulk Copy Security Details Maodify User Organization
Field Office HA MD0O01 ANNAPOLIS HOUSING AUTHORITY
User Details
Tser ID: MAL234
Tlzer MName Example User
User Type: HA User

Are you sure you want io permanently delete this user? DE‘E‘E[ Cancel |

Figure 3-20: Confirming the deletion of a user
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4. Role Maintenance The Role Maintenance tab is visible to qualified HUD headquarters
tab employees only. Qualified HUD employees can use the tab to revise existing
a submodule roles or to create new roles.

What is the Security Note: The information in this section is for reference purposes only.
Administration Submodule?

¥

Accessing the Security
Administration Submodule

¥

| Security tab |

You *
are Role Maintenance tab
here J

Access Reports tab |

¥

| Activity Reports tab |

¥

| User Certification tab |
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5. Access Repo rts This section discusses the following topics:
tab Access Reports tab overview on page 5-1

[ )
o Guidelines for using the Access Reports tab on page 5-2
What is the Security e Navigating to the Access Reports tab on page 5-4
A""“"'S"""“‘I‘ Submodule? e Generating a User Security Access report on page 5-5
Accessing the Security e Generating a Privacy Act Access report on page 5-8
Administration Submodule e Generating a Global User Search report on page 5-11
L e Generating a User Access by Submodule report on page 5-14
| Security tab |
¥
| Role Maintenance tab .
You ¥ Access Reports tab overview
are Access Reports tab
here ¥ The Access Reports tab has four sub-tabs that can help generate access-
| ActviyReporstab | related reports. A description of the reports follows.
¥

| User Certification tab | ° User Security ACCESS

The report provides a detailed view of a user’s access rights.

The report lists user identification information, modules and sub-
modules to which a user has access, and the actions a user can
complete for each submodule.

e Privacy Act Access
The report lists users who tried to access data protected by the
Privacy Act.

Refer to appendix B for more information on the Privacy Act.

e Global User Search
Use this feature to search for a PIC user at another HA or HUD Field
Office.

e User Access by Submodule
The report lists users who have access to a specific submodule.
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Guidelines for using the Access Reports tab
Disabling pop-up blockers

The reports discussed in this section are displayed in separate windows. Pop-
up blocking software may prevent the reports from generating or displaying
properly. Because there are many pop-up blocking tools, this manual does
not explain how to disable pop-up blockers. Refer to your pop-up blocker’s
Help files for detailed instructions on how to disable it.

For information on system requirements and recommended settings for using
the PIC system, go to http://www.hud.gov/offices/pih/systems/pic/sr/.

Tip: If you use Internet Explorer to generate a report, press and hold the
CTRL key immediately before selecting the Generate Report button to
disable the pop-up blocker temporarily. Make sure to hold the key down
while the report is generating.

Navigating between report pages

Some reports may contain more than one page of information. To view
another page of information, select the numbered link for that page or select
Next Page; select Prev page to return to the previous page of information
(see Figure 5-1).

=< Prevpage 1 2 HNextPage >>

Figure 5-1: Navigating between report pages

Some reports allow you to view the entire report on a single report page. If
you see View All on a report page, you can select it to view the entire report
on a single page (see Figure 5-2 for an example).

New Users Report Dounlosd in =1
Excel —
HO Division: Public and Indian Housing
HQ Office: PO Field Operations
Huh: SHCHI Chicago Huh
Field Office: SAPH CHICAGO HUB OFFICE
Field Office HA: IL003 Peoria Housing Authority
Report Period: 1/2/2004 to 2/17/2006
Report generation Date: Friday, February 17,2006 1:32:00 PM

I e Iew users created hetween 1/2/2004 and 2/17/2006 I

Users 1 - 25 of §2 (Vi I << Prevpage 1 2 NextPage =2

User Name (¥ 3 UserID  User Type ¥ Creation Date/Time AccountExpiry Created By

Feh 16 2006 10:30A0d |17 Feb 2006

Figure 5-2: Viewing an entire report on a single page

PIC Security Administration Submodule User Manual 5-2



Choosing a report output option

All of the reports discussed in this section can be printed or downloaded to a
Microsoft Excel™ spreadsheet.

Click the icon for the desired output option (see Figure 5-3).

=
=
Print

a9

Donmload i Excel

Figure 5-3: Choosing a report output option

Closing report windows

When closing a report window, make sure to select the “x” in the report
window (see Figure 5-4) and not the “x” in the main window. You must re-

logon to the PIC system if you mistakenly close the main PIC window.

7 https://pictest.hud.gov - Privacy Act Access Report - Microsoft Inl NETES|
Fo B Wmn Foetes Tk Fdw | e
S N = w
Q- -HEAD /')“-,\f{‘}‘ s JE DS H@

Select View.
Field Office HA.

HUD HOME

Role Maint

User Security Access

File Edit ‘iew Faverites Tools

PIH HOME

Reporis Certification
Privacy Act Access
FO HA User
IL003 Peoria Housing Authority

Zlihttps://pictest.hud.gov - Privacy Act Data Access - Microsoft Internet Explorer

Help

Global User Search

SEARCH /INDEX E-MAIL

User Access by Submodule

IE3N

Privacy Act Data Access Report

Il

Dovmload i Eiersl

HO Division,
HQ Office

Hub

Field Office.
Field Office HA

Public and Indian Housing
PO Field Operations

SHCHI Chicago Hub

SAPH CHICAGO HUB OFFICE
ILO03 Peoria Housing Autherity

Report Periad;
Report generation Date

2/2/2006 o 2/17/2006
Friday, February 17,2006 2:08:23 PM

Records 1- 40f 4

v User

User  User

Users who have attenmpted to access the Privacy Act data from 2/2/2006 to 2/17/2006

Privacy Act  Privacy Act
Responise
Time

Response(¥
or )

Access
Count

Generate Repart

<< Prevpage 1 NextPage=>
Session
Logoff

Timestanp

Session
Logon
Timestamp

S [EX

[T [ [& [ mtemet

=l

Figure 5-4: Closing a report window
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Navigating to the Access Reports tab

Follow these steps to navigate to the Access Reports tab:

Step

Action/Result

1. Log on to the PIC system.

2. Move the cursor over the
PIC Maintenance button.

3. Select the Security
Administration
hyperlink.

4. Select the Access Reports
tab (see Figure 5-5).

Access

DI'tS

FO HA TTser
MD0OD1 ANNAPOLIS HOUSING AUTHORITY

- User
Role Maint Certification
Security List
Select View:

Field Office HA:

Figure 5-5: Navigating to the Access Reports tab

PIC Security Administration Submodule User Manual

5-4



Generating a User Security Access report

The User Security Access report provides a detailed view of a user’s access
rights. It also lists the actions a user can perform for each submodule to
which the user has access.

Follow these steps to generate a User Security Access report:

Step Action/Result
1. Select the Access Reports | The User Security Access report page
tab. is the default page displayed (see
Figure 5-6).

2. Locate the user in the
Security List at the bottom
of the page.

3. If necessary, narrow the list
of users by following these
steps:

a. Select the User ID or
Last Name radio
button; then type all or
part of the ID or last
name in the Enter
Search Text field. Or,

b. Select a user ID status
from the Select Status
drop-down menu. Or,

c. Selectan ID type from
the Select ID Type
drop-down menu.

d. Select Search.

4. Select the user ID hyperlink
to generate the report.

N " Access Activity User
rote viaint JIIREE Coiaton

User Security Access Privacy Act Access Global User Search User Access by Submodule

Select View, FO HA TUser
Field Office HA: ILD03 Peoria Housing Authority
Search for: User Id & Last Name
Enter Search Text: I
Select Status ALL -
Select ID Type ALL -

Search

Users 1 to 50 of 51

User IDi User Namei User Types
£l

ID Type Statusa
bh deoo okl L Ioact

Figure 5-6: User Security Access report page
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Information listed in a User Security Access report

A User Security Access report lists information in three tables. A sample
report is shown in Figure 5-7. The following pages describe the report tables.

User Security Report

User Identification

User-id: MEEXEXE] IName (last, first): User, Bill
Telephone Number: E-Mail: il @ domain. gow
User Type: Hé User User Status active
Creation Date 02/15/2006 Account End Date: 02/15/2007
User Roles

Sub Module Role Level
FPIC M aintenance T et Profile Uze Uzer Profile FO HA User Uget, Bill P
Housing [nventory  |Housing Awthority  |Edit Role Field Office HA  |MD004 MONTGOMERY CO HOUSING AUTHORITY
Housing [nventory  |Development Subit Role Field Office HA  |MD004 MONTGOMERY CO HOUSING AUTHORITY
LITCE Bubthission Eubmit Role Field Office H4  |MDO04 MONTGOMERY CO HOUSING AUTHORITY
LITCS Viewer Read Only Privacy  |Field Office HA  |MDO004 MONTGOMERY CO HOUSING AUTHORITY
TCS Viewer Submit Role Field Office HA  [MDO04 MONTGOMERY CO HOUSING AUTHORITY
TTCS Reports Read Only Privacy  [Field Office HA  |MD004 MONTGOMERY CO HOUSING AUTHORITY

Update User Profile I

Housing Invento

Housing Authority:

Create HA CreateHAA ddress CreateHAContact NodifyH A A ddress
ModifyHAContactA ddress ModifyHAContactDetails MModifyHADetails NlodifyO coupancyF orm
Read Development Summary Fead HA Report Read HA Summary FeadHAA ddress
ReadHAContactd ddress ReadHAContactDetails ReadHAContactlist FeadHADetaile
ReadHAFunding ReadHAHistoryDetails ReadHAHistoryList FeadHAInventory
ReadHAList ReadHAFerformance ReadHAStaffl ist FeadHATempOffice
ReadOecupancyFom ReadOcoupancyReport ReadSearchHAList

Housing hventory

Development:

A dd New Contact A dd Units AMP Assignment - Building BET Cert. Submit

B&U Certification Copy Unit Info Delete Unit Drevelopment List Viewr
Dowrdoad Unit T emplate Edit Building Edit Building Information Edit Contact Information

Edit Development Edit review status Edit Unit Ifno Edits the submission comuments
Oecupancy Read-Only Review Development Hearch Units Bubmit HA

Hubtdt Ha Info Upload Unit Template Wiew Wiew A ddress [nformation
View AMP Assignment View AMP Assignment Report View AMP A ssignment Report 2 View Building

View Building Information View Building Reports WView Contact Information WView Data Transfer Page
View Development Information View Development List View Exception List View Geo Coded & ddr Report
View HA FASS Repoit View Submission page View Usnit Details WView Unit Information

View Unit Reports View Vac/Oce Report

Upload File

Upload Page View

Assets View Fi53 Ceneral View FiS3 View FE3MWEW Service View

HA Query Report View Household A ction View Household A gency View Household Background View
Household Unit View Income View Iss/Exp Voucher Details Iss/Exp Vouchers List
Manufactured Home View Nembers View COnline EOP Insert Rent Calculation View

Fent Expected [ncome View Fent TTE wiew Seatch View Trangaction Repost View

WO Iss/Exp Report View TV Viewr

Budget Rel. Avgs Report View Changes InIncome Report View  [Deconcentration Report View Delingquency Report View
ECF Eeport View F353 Report View Income Report View EMI Report View

Late HQS Report View Late Reexam Repott View LIob & Portabitity Report View Mew Adm Report View

Newly leased Unite Report View  |RCR Repott View Rent & Fent Burden Report View Rent Discrepaney Repott View

Semap Report View

Figure 5-7: Sample User Security Access report
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Table

Information Presented

User
Identification

The User Identification table lists the following information:

User ID
Name

Telephone number
E-mail address

User type
User status

Creation date (date on which the user’s account was

created)
Account en
expires)

d date (date on which the user’s account

User Roles

The User Roles table lists the following information:

Module
Submodule
Role

Level

Entity (typi

cally, the HA to which the user belongs)

User Actions

The User Actions table lists the actions a user can take for
each submodule.

Refer to appendix D for a complete list of access roles and
their descriptions.
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Generating a Privacy Act Access report

The Privacy Act Access report lists PIC pages protected by the Privacy Act
that a user tried to access. The report indicates whether or not the user
accepted the Privacy Act statement.

Note: Refer to appendix B for more information on the Privacy Act.

Follow these steps to generate a Privacy Act Access report:

Step Action/Result

1. Select the Access Reports | The User Security Access report page is
tab. the default page displayed.

2. Select Privacy Act Access | The Privacy Act Access report page
(see Figure 5-8). appears (Figure 5-9).

User Security Access

Priuac‘hnt:t Access

Global User Search User Access by Submodule

Select View. FO H%
Field Office HA: 1L003 Peoria Housimy Authority
Search for: User Id & Last Name
Enter Search Text |
Select Status: ALL -
Select ID Type: ALL -

Search

Users 1 to 50 of 51

User IDi User Namea User Typea
i1l

ID Type Statusa
b deoo wiokl, m

Figure 5-8: Accessing the Privacy Act Access report page

User Security Access Privacy Act Access
Select View: FO HA User
Field Office HA 1L003 Peoria Housing Authority

Global User Search User Access by Submodule

Data Filters for Privacy Act Access Report

Eeport Period: ICustom Dates (From and Ta dates required) j
From: |2/2120EIE (rm/ddfvyey)
Te: IEH TI2006  (rarn/ddfyvyey)

Tser Types:  |ALL -

Display Filters for Privacy &ct Access Report

No of rows to display 50 Rows per page *

Sort report data by, IUser MName j Im Descending order. j

Generate Report |

Figure 5-9: Privacy Act Access report page
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Step

Action/Result

3. Enter the report data filters:

a.

Select a pre-defined
report range from the
Report Period drop-
down menu; or, use the
Custom Dates default
and type dates in the
From and To fields.

Select the user type from

the User Types drop-
down menu.

4. Enter the report display
filters:

a.

Select the number of
rows you want to
display per page from
the No of rows to
display drop-down
menu.

Select how you want to
sort the report data from
the Sort report data by
drop-down menu; then
select the order in which
you want the data
displayed from the
adjacent drop-down
menu.

5. Select Generate Report.
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Information listed in a Privacy Act Access report

The Privacy Act Access report consists of a report header and one table that
lists report data. A sample report is shown in Figure 5-10.

Privacy Act Data Access Report _ =
Dovmload i Exrel Prine
HOQ Division: Public and Indian Housing
HQ Office: PO Field Operations
Huh: 3HBLT Baltimere Hub
Field Office: 3BPH BALTIMORE HUB OFFICE
Field Office HA: MD0O01 ANNAP OLIS HOUSING AUTHORITY
Report Period: 1/10/2006 o 1/25/2006
Report genetation Date: Wednesday, January 25, 2006 11:47:58 AM

Users who have attempied io access the Privacy Act data from 1/10/2006 to 1/25:2006 I
<< Prevpage 1 Ned Pages=

Records 1- 13 of 13

Session

Access Logoff

Timestamp

Tanianilca [ Chaeat, FEM A catring Search 1AN008 LA0ZANA 1A0BONA

Figure 5-10: Sample Privacy Act Access report

The report header may contain the following information:

Headquarters (HQ) division
HQ office

Hub

Field office

Field office HA

Report period

Report generation date

The following information is listed in the report table:

User name

User ID

User type

Active Server Page (ASP)

Privacy Act Response (“Y” indicates the user accepted the Privacy

Act Statement and Compliance Notice; “N” indicates the user

rejected it)

e Privacy Act response time (the date and time the notice was accepted
or rejected)

e Access count (the number of times a page containing data protected
by the Privacy Act was accessed)

e Session logon timestamp (the date and time the user logged on to the
PIC system)

o Session logoff timestamp (the date and time the user logged off the

PIC system)
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Generating a Global User Search report

Follow these steps to search for a PIC user at another HA or HUD Field
Office:

Step Action/Result

1. Select the Access Reports | The User Security Access report page is
tab. the default page displayed.

2. Select Global User The Global User Search report page
Search (circled in Figure | appears (see Figure 5-12).
5-11).

User Security Access

Activity User
Reports Certification

Privacy Act Access

Global User‘_ﬁearch User Access by Submodule

Select View: FO HA User

Field Office HA. 1L003 Peoria Housing Authority
Search for UserId & Last Name ©
Enter Search Text: |

Select Status: ALL -

Select ID Type: ALL -

Search

Users 1 to 50 of 51
User IDs User Namea User Typea Statusa

Figure 5-11: Accessing the Global User Search report page

Role Maint

User Security Access

Search by User-ID(s)
E

Certification

Privacy Act Access

Global User Search User Access by Submodule

Tser-ID(s)
=

Please enter exact User-ID(s). Use
commaf,) to separate multiple User-IDs

(e.g. UserlD1, UserlDz2,.. etch MNon Search Users

alphanumeric characters will be
ignored.

Search by First and/or Last Name

First Mame : [ Exact Match
Last Narne ¥ Exact Match
Enter at least first 3 characters of the First and/or Last name. Search By Name

Figure 5-12: Global User Search report page
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Step Action/Result

3. Determine if you want to search
by user ID or by name.

e To search by user ID, type the
user ID in the User-1D(s)
field and select Search Users
(see Figure 5-13).

Note: You must separate
multiple user IDs with
commas.

e Tosearch by name, type all or | Tip: When searching by name,
part of the first name in the clear the Exact Match check
First Name field; or, type all | box to increase the number of
or part of the last name in the | search results.

Last Name field; then select
Search By Name (see Figure
5-14 on page 5-13).

Note: You must type at least
the first three characters of the
first name or last name.

N 0 Activity User
Role Wart Coriicaton

User Security Access Privacy Act Access Global User Search User Access by Submodule

Search by User-1D(s)

WEXEHE, MIXEX1 =

User-ID(z)

Please enter exact User-ID{s). Use
comrmal,) to separate multiple User-1Ds

(e.g. UserlD1, UserlD2,.. etc) Mon Search Users
alphanumeric characters will be

ignored.

Search by First and/or Last Name
First Mame ¥ Exact Match
Last Name : ¥ Exact Match

Enter at least first 3 characters of the First and/or Last name, Search By Name

Figure 5-13: Searching for a user by user ID
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N N Activity User
Role Mart Corticaton
User Security Access Privacy Act Access Global User Search User Access by Submodule

Search by User-ID(s)

User-ID{z)

Please enter exact User-1D(s). Use

commaf,) to separate multiple User-1Ds

(e.g. UserlD1, UserlD2,.. etc) Non Search Users |

alphanumeric characters will be

ignored.
Search by First and/or Last Name

First Name ¥ Exact Match

Last Name : Fohin I” Exact Match

Enter at least first 3 characters of the First and/or Last name. Search By Name

Figure 5-14: Searching for a user by name

Information listed in a Global User Search report

The Global User Search report contains a header and one table listing report
data. A sample Global User Search report is shown in Figure 5-15.

Global User Search Report 2% =

Download in Excel Print

Details of the users found in system

Search criteria; User-1D(s) = MITTXL MITIT]

2 User(s) found in the System :

User- User Effective

Full Mame Organization Entity Active?

ID{s) Type end date
1 MRRRRLE BA L g pic user | Field Office Ha | 1H003 FROME HOUSING -y gs e o007
User Authority
o MExKER|  Ha Another Test Fiald Office HA CTonz Norwa!k Housing v 02/08/2007
User User Authority

Figure 5-15: Sample Global User Search report

The report header lists the user IDs entered when generating the report.
The following information is listed in the report table:

e UserlID
o User type
e Full name of the user

e Organization to which the user belongs (common values that may
appear in this column include Field Office HA, Field Office, and HQ
Office)

e Entity (typically, the name of the organization)

o  Whether or not the user ID is active (“Y” indicates an active ID; “N”
indicates an inactive 1D)

o Effective end date (account expiration date)
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Generating a User Access by Submodule report

The User Access by Submodule report lists users who have access to a
particular submodule.

Follow these steps to generate a User Access by Submodule report:

Step Action/Result

1. Select the Access Reports | The User Security Access report page is
tab. the default page displayed.

2. Select User Access by The User Access by Submodule report
Submodule (circled in page appears (see Figure 5-17).
Figure 5-16).

N - Activity User
Role Maint s Certification ‘

User Security Access Privacy Act Access Global User Search User Accesshy Submodule

Select View FO HA User v
Field Office HA: ILD03 Peoria Housing Authority

serSearch |
Search for: UserId & Last Mame ©

Enter Search Text: I

Select Status ALL hd

Select ID Type ALL -

Search

Users 1 to 50 of 51
User IDx User Namea User Typea ID Type Statusa

Figure 5-16: Accessing the User Access by Submodule report page

- 0 Ac s Activity User
role van (RIS Corticaion

User Security Access Privacy Act Access Global User Search User Access by Submodule

Select View: FO HA User
Field Office HA. 1L003 Peoria Housing Authority

Data Filters for User Access by Submodule Report

Tser Types:  |ALL -
Select Status: AL x

Select Submodule: | User Profile 'I

Display Filiers fox User Access by Submodule Report

Mo of rows to display. 50 Fiows per page

Sort report data by |User MName j |in Descending order. j

Generate Repart |

Figure 5-17: User Access by Submodule report page
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Step

Action/Result

3. Enter the report data filters:

a.

Select the user type
from the User Types
drop-down menu.
Select the status of the
user’s account from the
Select Status drop-
down menu.

Select the submodule
from the Select
Submodule drop-down
menu.

4. Enter the report display
filters:

d.

Select the number of
rows you want
displayed on each page
from the No of rows to
display drop-down
menu.

Select how you want
the report data sorted
from the Sort report
data by drop-down
menu; then select the
order in which you
want the data displayed
from the adjacent drop-
down menu.

5. Select Generate Report.
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Information listed in a User Access by Submodule report

The User Access by Submodule report contains a report header and one table
listing report data. A sample User Access by Submodule report is shown in

Figure 5-18.
User Access By Submodule Report a5 =

Download in Excel Print

HOQ) Division: Public and Indian Housing

HOQ Office: PO Field Operations

Huh: SHCHI Chicago Huh

Field Office: SAPH CHICAGO HUB OFFICE

Field Office HA: IL003 Peoria Housing Authority

SubModule Name: Development

Repott generation Date: Friday, February 17,2006 12:44:24 PM

| List of users with access righis to selected submodule. |

Records 1 - 9of 9 << Prev page 1 NectPage==

User Mame (First, Middle, Last) ¥ UserID  User Type Account Expiry Logon Date/Time Created By User Status
Bill PIC User 17 Jul 2005 [2001-07-17 12:19:00.600
Role Name Role Level

Figure 5-18: Sample User Access by Submodule report

The report header may contain the following information:

HQ division

HQ office

Hub

Field office

Field office HA
Submodule name
Report generation date

The following information is listed in the report table:

User name

User ID

User type

Logon date and time

Created by (the user ID of the Security Coordinator who created the
account)

User status (the status of the user’s account—active or inactive)
Role name

e Role level
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6. Activity
Reports tab

What is the Security
Administration Submodule?

¥

Accessing the Security
Administration Submodule

¥

| Security tab

¥

| Role Maintenance tab

¥

| Access Reports tab

You *
are Activity Reports tab
here ‘

| User Certification tab

This section discusses the following topics:

Activity Reports tab overview on page 6-1

Guidelines for using the Activity Reports tab on page 6-2
Navigating to the Activity Reports tab on page 6-4
Generating a User Activity Query report on page 6-5
Generating a New Users report on page 6-8

Generating an Improper Logoff report on page 6-11
Generating a User Account Usage report on page 6-14

Activity Reports tab overview

The Activity Reports tab has four sub-tabs that can help generate activity-
related reports. A description of the reports follows.

User Activity Query

The report provides detailed user activity information, including the
number of times a user logged on to the system, the average time
connected, the total time connected, and the operating system and
browser of the computer used to access the system.

New Users
The report lists users added to the system during a specified time
frame.

Improper Logoff
The report provides detailed information about connections to the
PIC system terminated by an action other than selecting Logoff.

The report lists information such as user names and descriptions for
why connections were terminated.

User Account Usage
The report lists users who have not accessed the system within a
specified time frame.

PIC Security Administration Submodule User Manual 6-1



Guidelines for using the Activity Reports tab
Disabling pop-up blockers

The reports discussed in this section are displayed in separate windows.
Pop-up blocking software may prevent the reports from generating or
displaying properly. Because there are many pop-up blocking tools, this
manual does not explain how to disable pop-up blockers. Refer to your pop-
up blocker’s Help files for detailed instructions on how to disable it.

For information on system requirements and recommended settings for using
the PIC system, go to http://www.hud.gov/offices/pih/systems/pic/sr/.

Tip: If you use Internet Explorer to generate a report, press and hold the
CTRL key immediately before selecting the Generate Report button to
disable the pop-up blocker temporarily. Make sure to hold the key down
while the report generates.

Navigating between report pages

Some reports may contain more than one page of information. To view
another page of information, select the numbered link for that page or select
Next Page; select Prev page to return to the previous page of information
(see Figure 6-1).

=< Prevpage 1 2 HNextPage >>

Figure 6-1: Navigating between report pages

Some reports allow you to view the entire report on a single report page. If
you see View All on a report page, you can select it to view the entire report
on a single page (see Figure 6-2).

New Users Report Dounlosd in =1
Excel —
HO Division: Public and Indian Housing
HQ Office: PO Field Operations
Huh: SHCHI Chicago Huh
Field Office: SAPH CHICAGO HUB OFFICE
Field Office HA: IL003 Peoria Housing Authority
Report Period: 1/2/2004 to 2/17/2006
Report generation Date: Friday, February 17,2006 1:32:00 PM

I e Iew users created hetween 1/2/2004 and 2/17/2006 I

Users 1 - 25 of §2 (Vi I << Prevpage 1 2 NextPage =2

User Name (¥ 3 UserID  User Type ¥ Creation Date/Time AccountExpiry Created By

Feh 16 2006 10:30A0d |17 Feb 2006

Figure 6-2: Viewing an entire report on a single page
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Choosing a report output option

All of the reports discussed in this section can be printed or downloaded to a
Microsoft Excel™ spreadsheet.

Select the icon for the desired output option (see Figure 6-3).

2@ =
Donmload i Excel Pririt

Figure 6-3: Choosing a report output option

Closing report windows

When closing a report window, make sure to select the “x” in the report
window (circled in Figure 6-4) and not the “x” in the main window. You
must re-logon to the PIC system if you mistakenly close the main PIC

Fle Edt View Favortes Tools Help | v
S N =
Q- O MRAMPLTeE-Lw-[Jid@ S &
-
HUD HOME PIH HOME Q&n SEARCH /INDEX E-MAIL

- - Access Activity User
Role Maint OO certification
User Activity Query News Users Improper Logoff User Account Usage

Select View, FO HA User
Field Office HA: IL003 Peoria Housing Authority
Data Filters for ew Users Report
T https:/ /pictest.hud.gov - New users created between 1/2/2004 and 2/1#/2006 -
_ J File Edt Wiew Favortes Tooks Help H % | \,',“—I-
Security
Administratic %
New Users Report Dounlbsd in =4
Print
Excel —
HOQ Division Public and ndian Housing |
HQ Office: PO Field Operations
Hub SHCHI Chicago Hub
Field Office SAPH CHICAGO HUB OFFICE
Field Office HaA: IL003 Peoria Housing Authority
Report Period 1/2/2004 0 2/17/2006 ey —
Feport generation Date Friday, February 17,2006 1:33:00 PM
New users created befween 1/2/2004 and 2/17/2006 |
Users 1-250of 32 (Wiew All << Prevpage 1 2 NextPage>>
# UserName e, uome,Lety UserID UserType v CreationDate/Time AccountExpiry Creaied By
1 |Bill PIC User M1 | HA User |Feb 162006 L0:30AM |17 Feb 2006 MXXIXX
| I Pep—— | Fy——— T L) PRV PR ———"—" T 1 ;I
[ &] favascript:windowr,print() L B = 0 7

Figure 6-4: Closing a report window
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Navigating to the Activity Reports tab

Follow these steps to navigate to the Activity Reports tab:

Step Action/Result
1. Log on to the PIC system.

2. Move the cursor over the
PIC Maintenance button.

3. Select the Security
Administration
hyperlink.

4. Select the Activity Reports
tab (see Figure 6-5).

User
Certification

: Access
Role Maint Re

Security List
Select View: FO HA User
Field Office HA: MDO01 ANNAPOLIS HOUSING AUTHORITY

Figure 6-5: Navigating to the Activity Reports tab
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Generating a User Activity Query report

The User Activity Query report lists detailed information regarding how and
when a user accesses the PIC system.

Follow these steps to generate a User Activity Query report:

Step Action/Result
1. Select the Activity Reports | The User Activity Query report page is
tab. the default page displayed (see Figure
6-6).

2. Locate the user in the
Security List at the bottom
of the page.

3. Inthe Activity Period
section of the page, type
the report start date in the
From field and type the
report end date in the To
field.

4. Select the User ID
hyperlink to generate the
report.

Access
Reports

N Actiity User
Role Maint Reports Certification
User Activity Query New Users
Select View: FO HA User

Field Office HA: MD0O01 ANNAPOLIS HOUSING AUTHORITY

Improper Logoff User Account Usage

Search for User Id @ Last Name
Enter Search Text: I
Select Status: ALL x
Select ID Type: ALL -
Search |
From 12/26/2005
To: 1/26/2006
Users 1 to 31 of 31 !

User IDa User Names User Types Statusa

Figure 6-6: User Activity Query report page
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Information listed in a User Activity Query report

The User Activity Query report contains a report header and two tables that
list report data. A sample User Activity Query report is shown in Figure 6-7.

User Activity Information

Selected View, FQ HA User

H) Division: Public and Indian Housing

HOQ Office: PO Field Operations

Hub SHCHI Chicago Hub

Field Office: SAFH CHICAGO HUB OFFICE

Field Office HA:  ILO03 Peoria Housing Authority

Report Start Date:  1/16/2006 Report End Date:  2/16/2006
First Mame: Bill

Last MNarmne: User

Middle Initial: PIC
Phone Mumber 2405551212

Phene Mumber N @

Ezn:

E-Mail Address:  hilluser@domain.gov Diownload in Fccel. Privt Page
Activity Report

Summary Report

Total Connect Time Total Murmber of Loging

Microsoft
1| B0 | windows NT | Intemet  pocoocion HLANNWTODT | cRANT | T2/1B/Z2006 - -
Euxplarer 6.0
Microsoft
02A16/2008 . 02A1B/2008 | 02/16/2006
2 10-58.45 Windows MT Internet [0S0 | HLANNYVYTOOT | LOGOFF 10-58.45 10:59.18 0:0:32
Explarer 6.0
Microsoft
027162006 0216/2006 | 02716/2006 |
3 10:5453 Windows NT Internet 0 R O HLAMMNWTO03 | ABNRML 10:5453 10:58-45 0:3:53
Explorer 6.0
* Insufficient Data.

** Session Timed out.

1-30f3

Figure 6-7: Sample User Activity Query report

The report header consists of two sections. The first section may contain the
following information:

HQ division
HQ office

Hub

Field office
Field office HA
Report start date
Report end date
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The second section of the report header contains the following user-specific
information:

First name

Last name

Middle Initial

Phone number

Phone number extension
E-mail address

A description of the report tables and the information they contain follows.

Table Information Presented
Summary The Summary Report table lists the following
Report information:
e Total time connected
e Total number of logins
e Average time connected
Detailed The Detailed Report table lists the following information:
Report

e Date

e Operating system

e Browser name and version
e Client IP address

e Web server name

e Activity status

e Login begin

e Loginend

e Total time logged on
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Generating a New Users report

The New Users report lists new users added to the system for a specified date
range.

Follow these steps to generate a New Users report:

Step Action/Result

1. Select the Activity Reports | The User Activity Query report page is
tab. the default page displayed.

2. Select New Users (circled | The New Users report page appears
in Figure 6-8). (see Figure 6-9).

o " Access Activity
User Activity Query New‘hLIsers
Select View: FO H®

Field Office HA: MDO01 ANNAPO HOUSING AUTHORITY

Improper Logoff User Account Usage

T
Search for User Id & Last Name ©
Enter Search Text: I

Select Stats: ALL =
Select ID Type: ALL -

Search |

Activity Period

Frem 12/26/2005
Te: 1/26/2006

Users 1 to 31 of 31

User IDa User Name. User Types

Statusi

Figure 6-8: Accessing the New Users report page

Access
Reports

Role Maint
User Activity Query
Select View: FO HA User

Field Office HA MDO01 ANNAPOLIS HOUSING AUTHORITY

Certification

Users

Improper Logoff User Account Usage

Data Filiers for New Users Report

Eeport Period: ICustUm Dates (From and To dates required) j
From: IWUZDDE (rarngdefvyyy)
To: IWZG/ZDDG (rarnfddiyyyy)

Tser Types:  |ALL -

Display Filters for New Users Report
No of rows to display 50 Rows per page *

Sort report data by, IUsercraatmn Dalefﬂmaj Im Descending order. j

Generate Report |

Figure 6-9: New Users report page
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Step

Action/Result

3. Enter the report data filters:

a.

Select a pre-defined
report range from the
Report Period drop-
down menu; or, use the
Custom Dates default
and type dates in the
From and To fields.
Select the user type
from the User Types
drop-down menu.

4. Enter the report display
filters:

a.

Select the number of
rows you want to
display per page from
the No of rows to
display drop-down
menu.

Select how you want
the report data sorted
from the Sort report
data by drop-down
menu; then select the
order in which you
want the data displayed
from the adjacent drop-
down menu.

5. Select Generate Report.
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Information listed in a New Users report

The New Users report contains a report header and one table listing report
data. A sample New Users report is shown in Figure 6-10.

New Users Report Dounlosd in =4
Excel H
HQ Divigioty: Public and Indian Housing
HOQ Office: PO Field Operations
Hutb: SHCHI Chicago Hub
Fiald Cffice: SAPH CHICAGO HUB OFFICE
Field Office HA: ILO03 Peoria Housing Authority
Report Period: 2/2/2006 to 2/17/2006

Repott generation Date: Friday, February 17,2006 1:04:54 PM
| New users created heiween 2/2/2006 and 2/17/2006 |

Users 1 -2of 2 << Prev page 1 HNexiPage:=>=

# User Name (Fist,Middle,Lut) UserID  User Type ¥ Creation Date/Time Account Expiry Created By

1|5arm PIC User WHEED HA User  |Feb 16 2006 10:50AR |17 Feb 2006 WIS
2|Bill PIC User MECEE Ha& User  |Feb 152006 10:35AR |15 Feb 2007 IE09:0:9:4
Users 1 -2of 2 << Prev page 1 Next Page ==

Figure 6-10: Sample New Users report

The report header contains the following information:

HQ division

HQ office

Hub

Field office

Field office HA
Report period

Report generation date

The report table contains the following information:

User name

User ID

User type

Creation date and time (date and time the user was added to the
system)

Account expiry (account expiration date)

e Created by (user ID of the Security Coordinator who created the
account)
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Generating an Improper Logoff report

The Improper Logoff report lists detailed information about connections to
the PIC system terminated by an action other than selecting Logoff.

Follow these steps to generate an Improper Logoff report:

Step Action/Result

1. Select the Activity Reports | The User Activity Query report page is
tab. the default page displayed.

2. Select Improper Logoff The Improper Logoff report page
(circled in Figure 6-11). appears (see Figure 6-12).

Access
Report:

- User
Role Maint Certification

User Activity Query New Users

Select View: FO HA User v

Field Office HA: MDOD1 ANNAPOLIS HOUSING AUTHORITY

User Account Usage

User Search

Search for User Id & Last Mame
Enter Search Text: |

Select Status: ALL x

Select ID Type: ALL -

Search |

Activity Period

From: IW
Te: [izereoos
Security List

Users 1 to 31 of 31

User IDa User Names

o L o

User Types ID Type Statusa

Figure 6-11: Accessing the Improper Logoff report page

Access
Reports

Role Maint
User Activity Query
Select View: FO HA User

Field Office HA MDO01 ANNAPOLIS HOUSING AUTHORITY

Certification

Users

Improper Logoff User Account Usage

Data Filiers for Improper Logoff Report

EReport Penod: ICustUm Dates (From and To dates required) j
From: ITHWZDDE (rarngdefvyyy)
To: IWZG/ZDDG (rarnfddiyyyy)

Tser Types:  |ALL -

Display Filters for huproper Logoff Report
No of rows to display. 50 Rows per page  ~

Sort report data by IUser Name j Im Descending order. j

Generate Report |
Figure 6-12: Improper Logoff report page
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Step

Action/Result

3. Enter the report data filters:

a.

Select a pre-defined
report range from the
Report Period drop-
down menu; or, use the
Custom Dates default
and type dates in the
From and To fields.
Select the user type
from the User Types
drop-down menu.

4. Enter the report display
filters:

a.

Select the number of
rows you want
displayed on each page
from the No of rows to
display drop-down
menu.

Select how you want
the report data sorted
from the Sort report
data by drop-down
menu; then select the
order in which you
want the data displayed
from the adjacent drop-
down menu.

5. Select Generate Report.
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Information listed in an Improper Logoff report

The Improper Logoff report contains a report header and one table listing
report data. A sample Improper Logoff report is shown in Figure 6-13.

=

Improper Logoff Report = =
Downlozd in Excel Print

HQ) Division: Public and Indian Housing

HO Office: PO Field Operations

Huh: SHCHI Chicagoe Hub

Field Office: SAPH CHICAGO HUB OFFICE

Field Office HA: ILOD3 Peoria Housing Authority

Report Perind: 1/2/2006 to 2/17/2006

Feport generation Date: Friday, Fehruary 17,2006 1:16:16 PM

| Improper logoff's during 1/2/2006 and 2/17/2006 |

Users 1-2of 2 << Prev page 1 NestPage==

Microsoft [ 7083 muvtomatic |
. Wmdows 216/2006 216/2006
1||Bill PIC User User Internet Explorer 10:54:53 A1 | 11-50:32 AL 21772006 logoff due to
a0 timeout
. Microsoft TOB3- Automatic
HA Windows 216/2006 2162006
2|5ara PIC User  |(Moo0m User NT Internet Explorer 10:59:39 &M | 2:01:07 P 172552007 10ggﬁ’ due to
time out
Users 1 -2 of 2 << Prev page 1 Next Page==

Figure 6-13: Sample Improper Logoff report

The report header contains the following information:

HQ division

HQ office

Hub

Field office

Field office HA
Report period

Report generation date

The report table contains the following information:

User name

User ID

User type

Operating System (OS) type and version
Browser type and version

Logon date and time

Logoff date and time

Account expiry (account expiration date)

Error description (explanation of why the connection to the PIC
system was terminated)
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Generating a User Account Usage report

The User Account Usage report lists users who have not accessed the system
within a specified time frame.

Follow these steps to generate a User Account Usage report:

Step Action/Result

1. Select the Activity Reports | The User Activity Query report page is
tab. the default page displayed.

2. Select User Account The User Account Usage report page
Usage (circled in Figure appears (see Figure 6-15).
6-14).

Access
Reports

Role Maint

Certification
User Activity Query

Users Improper Logoff Usenr Account Usage
Select View: FO HA User ‘h

Field Office HA: MD0O01 ANNAPOLIS HOUSING AUTHORITY v

Search for User Id @ Last Name
Enter Search Text: I

Select Status: ALL x
Select ID Type: ALL -

Search |

[Activity Period

From 12262005
Te: 1/26/2006

Users 1 to 31 of 31

User IDa User Namea User Types

o I I i 1] 1L

Figure 6-14: Accessing the User Account Usage report page

- Access Activity User
Role Maint | Reports Reports Certification
User Activity Query New Users Improper Logoff User Account Usage

Select View: FO HA User
Field Office HA MDO01 ANNAPOLIS HOUSING AUTHORITY

Data Filters for User Account Usage Report

User Inactivity Period: |Lastune week =
User Types:  |ALL -
Select Status: | ALL hd

Display Filters for User Accoust Usage Report
No of rows to display. 50 Rows per page  ~

Sort report data by IUser Name j ||n Descending order. j

Generate Report |

Figure 6-15: User Account Usage report page
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Step

Action/Result

3. Enter the report data filters:

a.

Select a pre-defined
date range from the
User Inactivity Period
drop-down menu.
Select the user type
from the User Types
drop-down menu.
Select a user ID status
from the Select Status
drop-down menu.

4. Enter the report display
filters:

a.

Select the number of
rows you want
displayed per page
from the No of rows to
display drop-down
menu.

Select how you want
the report data sorted
from the Sort report
data by drop-down
menu; then select the
order in which you
want the data displayed
from the adjacent drop-
down menu.

5. Select Generate Report.
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Information listed in a User Account Usage report

The User Account Usage report contains a report header and one table listing
report data. A sample User Account Usage report is shown in Figure 6-16.

=
User Account Usage Report i F’:Q;
HOQ Division: Public and Indian Housing
HQ Office: PO Field Operations
Huh: SHCHI Chicago Hub
Field Office: SAPH CHICAGO HUB OFFICE
Field Office HA: ILO03 Peoria Housing Authority
Feport Period: 2/9/2006 to 2/16/2006
Report generation Date: Thursday, February 16,2006 1:45:29 PM
| List of users who didn't access the sysiem in last one week (2/9/2006 - 2/16/2006). |
Records 1 - 50 of 123 (View All) << Prevpage 1 2 3 MextPage>>
¥ User Name (First, ,Last) UserID TUser Type LasiLogon Daie/Time  Account Expiry Daie User Staius
Jame PIC U
Eole Name Eole Level

Figure 6-16: Sample User Account Usage report

The report header may contain the following information:

HQ division

HQ office

Hub

Field office

Field office HA
Report period

Report generation date

The report table contains the following information:

User name

User ID

User type

Last logon date and time

Account expiry date (account expiration date)
User status

Role name

Role level
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7. User Certification The User Certification tab is under development and will not be available for
use until mid to late 2006. The User Certification tab will be used to manage
tab user certifications and re-certifications.

What is the Security This secti.or) of_the user manual will be updated when development of the
Administration Submodule? User Certification tab is complete.
¥

Accessing the Security
Administration Submodule

¥

| Security tab |

¥

| Role Maintenance tab |

¥

| Access Reports tab |

¥

| Activity Reports tab |

You ¥
are User Certification tab
here
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Password Security

This appendix discusses the following topics:

e Choosing a strong password
e Protecting your password

Choosing a strong password

A password is a secret sequence of characters that verifies a user’s identity and authorizes access
to a computer system.

Passwords are the first level of security for the Public and Indian Housing Information Center
(PIC) system.

PIC system security can be compromised if users commit any of the following errors:

o Select easily guessed passwords

e Share passwords

e  Write their passwords down

o Use system or application default passwords
o Fail to protect their passwords

e Fail to change their passwords

PIC system users must make sure to choose strong passwords. Users must follow these guidelines
when choosing a strong password:

e Use a mix of lower and upper case letters, numbers, and non-words; for example,
175uPdOwn or fLoOpEr29.

e Do not use obvious passwords, such as birthdays, names of family members, names of
pets, or the name of your home town.

o If you are required to select a secret question and provide an answer to that question, do
not select an obvious question.
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Protecting your password

PIC system users are responsible for protecting their passwords. Users must follow these
guidelines to protect their passwords:

Do not share user IDs or passwords.

Think of a password as a personal identification number (PIN) for your bank automated
teller machine (ATM) card. Would you openly share it with someone?

Do not write your password on a piece of paper and leave it on your desk or in your desk
drawer.

If you must make a note of your password, keep the paper with you at all times or lock it
in a location for which only you have the key.

Do not use the same password for multiple accounts.
Do not recycle the same passwords too often.

Change your passwords regularly; three months is the recommended interval for
changing passwords.

Note: The PIC system prompts users to change passwords every 60 days.

Change your password immediately if you think it has been compromised.
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Security Concepts and Best Practices

This appendix discusses the following topics:

e Privacy Act of 1974 and the PIC system
e Security best practices

Privacy Act of 1974 and the PIC system

The Privacy Act of 1974 was created to guard against the misuse of personal information in the
possession of Federal agencies, such as the United States Department of Housing and Urban
Development (HUD).

The following personal information is protected by the Privacy Act:

e Home address

e Phone numbers

e Medical history

e Social Security information
o |dentification codes; for example, user IDs
e Biographical history

e Criminal history

o Educational history

e Employment history

e Terms of employment

e Income-related information
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Because many sections of the HUD PIC system contain personal information, those sections are

protected by the Privacy Act. Users are required to accept a Privacy Act Statement and
Compliance Notice (see Figure B-1) in order to access protected information.

Note: Violators of the Privacy Act may be charged with a misdemeanor and fined up to $5,000
per violation.

Privacy Act Statement and Compliance Notice

IVMPORTATNT: Flease read the following carefully.

Legal Warning

Misuse of Federal Information through the HUD Secure Connection web site falls under the provisions of Title 18, United States Code, Section 1030, This law
specifies penalties for exceeding authotized access, alterations, damage, or destruction of information residing on Federal Computers.

Privacy Statement
Information contained in this system is subject to the Privacy Act of 1974 (5 U.3.C. 5524, as amended). Personal information contained in this system may be used

only by authotized persons in the conduct of official business. Any individual responsible for unauthorized disclosure or misuse of personal information will be
progecuted to the maximum extent possible under law.

Warning Notice
The PTH Information Center (FIC) System supports Internet Explorer version 5.0 and above. Other browsers may not be compatible with this system

Your compliance is requested because you may have access tights to certain parts of PIC system which are covered by the Privacy Act. You may choose to decline
and can still access the parts of the PIC system not covered by the Privacy Act as per your access privileges. All attempts to access the information (covered by
Privacy act) will be logged into the PIC database itrespective of compliance status.

1/27/2006 10:59:44 AR

Agree | Decline |

Figure B-1: Privacy Act Statement and Compliance Notice
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Security best practices

Computer users can minimize the risk of inadvertently disclosing data protected by the Privacy
Act by following the guidelines below. The guidelines address several security areas, including
physical security, computer security, data protection, and data disposal.

o Be aware of your work environment.

o Make sure others are not able to easily view your computer monitor.

e Managers should restrict access to computer rooms.

o Place important items in desk drawers and lock the drawers if you must leave your work
area.

o Maintain files of all source documents entered in the PIC system; lock the files in a safe
place.

e Log off or lock your computer if you leave your work area.

o Remove diskettes and CD-ROMs from your computer and lock them in a safe place when
you are done using them.

o Remove Universal Serial Bus (USB) flash drives from your computer; keep them with
you at all times or lock them in a safe place.

e Do not discard hard copies of sensitive information in a waste basket; you must shred or
burn hard copies of sensitive information.

e Delete data from diskettes.
e Delete data from USB flash drives.

¢ Remove sensitive information from computer hard drives if they are sent out for
maintenance.
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HUD System User Responsibilities

This appendix discusses the following topics:

o  User responsibilities
o Examples of inappropriate use and misuse of HUD systems

User responsibilities

One person alone cannot protect an organization from information security threats. All users
should take the time to learn about information security to help maintain a safe and secure work
environment. The most valuable asset of an organization in combating information security
threats is the eyes and ears of its many computer users.

Users are responsible for everything that takes place in their workspace as well as activities
performed on their desktop computer or laptop computer.

The following responsibilities apply to internal users (HUD employees) and external users (for
example, HA users and guest users) of HUD computer systems. The responsibilities may also
apply to users of HA computer systems.

e Safeguard information contained in HUD's computer systems from unauthorized or
inadvertent modification, disclosure, destruction, denial of service, and use. Your
organization's systems, networks, and internal Web sites are for official use and
authorized purposes and are subject to monitoring and security testing.

e Report known or suspected incidents immediately.

o Comply with organizational safeguards, policies, and procedures to prevent unauthorized
access to computer systems.

o Comply with the terms of software licenses and only use licensed and authorized
software. Do not install single-license software on shared hard drives or servers.

o Recognize the accountability assigned to a User ID and password. Each user must have a
unique access to systems as the User IDs identify an individual's actions on work systems
and on the Internet. Individual user activity may be recorded and reviewed.

e Use authorized virus scanning software on the workstation or PC.

¢ Know the source before using diskettes or downloading files. Scan files for viruses before
opening them.

¢ Know your data and properly protect all data inputs and outputs according to their
sensitivity and value. Label sensitive media and ensure that sensitive information is
removed from hard disks that are disposed of or sent out for maintenance.

o Do not use shared drives to relay sensitive information unless that information is
password-protected and the folder within the shared drive has access set up only for those
who are authorized to work with the data.
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e Use e-mail for official business, and ensure that e-mail messages are professional and
accurately state your organization's policies and positions.

¢ Do not send sensitive information over the Internet unless it has been encrypted. See your
ISSO for assistance with encryption.

o Do not generate or distribute offensive or inappropriate e-mail messages, images, or
sound files.

¢ Do not open unsolicited or suspicious e-mail messages or their attachments; do not
forward chain mail.

o Limit distribution of e-mail to only those who need to receive it.

e Ask your supervisor or your local IT security point of contact, if you have any questions
about your security responsibilities.
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Examples of inappropriate use or misuse of HUD systems

The following examples of inappropriate use or misuse of HUD computer systems apply to
internal users (HUD employees) and external users (for example, HA users and guest users) of
HUD computer systems:

e Any personal use that could cause congestion, delay, or disruption of service to any
Government system or equipment. For example, continuous data streams, video, sound,
or other large file attachments that degrade performance of HUD's network.

e Using HUD systems as a staging ground or platform to gain unauthorized access to other
systems.

e Creating, copying, sending, or forwarding chain letters or other unauthorized mass
mailings regardless of the subject matter.

o Participating in activities that are illegal, inappropriate, or offensive to coworkers or the
public. Such activities include hate speech, or material that ridicules others on the basis of
race, creed, religion, color, sex, disability, national origin, or sexual orientation.

e Creating, downloading, viewing, storing, copying, or transmitting of sexually explicit or
sexually-oriented materials or materials related to gambling, illegal weapons, terrorist
activities, and any illegal or prohibited activities.

e Using HUD IT assets for commercial purposes or in support of "for profit" activities or in
support of other outside employment or business activity (for example, consulting for
pay, sales or administration of business transactions, sale of goods or services).

e Using HUD resources to engage in any outside fund-raising activity, endorsing any
product or service, participating in any lobbying activity, or engaging in any prohibited
partisan political activity.

e Posting HUD information to external newsgroups, bulletin boards, or other public forums
without authorization. This includes any use that could create the perception that the
communication was made in one's official capacity as a HUD employee (unless
appropriate approval has been obtained), or uses that are at odds with the HUD's mission
or positions.

e Without authorization, acquiring, using, reproducing, transmitting, or distributing any
controlled information including computer software and data that includes private
information; copyrighted, trademarked, or material with other intellectual property rights
beyond fair use; proprietary data; or export-controlled software or data.

PIC Security Administration Submodule User Manual C-3



Appendix D
Role List and Descriptions



Role Descriptions

This appendix lists roles and role descriptions for United States Department of Housing and
Urban Development (HUD) users, Housing Authority (HA) users, and guest users of the PIC

system.

The roles listed in the table below are limited to the Web Access Security Subsystem (WASS)

user group only.

Module Submodule Role Name Role Description Type of User
PIH User Profile User Profile Edit user information and All users
Maintenance change passwords.

Security Security Perform security HA User
Administration | Coordinator administration tasks.
Note: Role is currently under
development.
Recertify HA Re-certify HA Security HA User
Security Admins Admins and view reports.
HA Certifier Certify HA users on a HA User
quarterly basis.
Sec Coord View, edit, and create users. HUD User
Read Only View security reports and HUD User
data.
Read Only View security reports and Guest
data.
PIH SEMAP Read Only - View information in HA User
Information SEMAP SEMAP.
Edit SEMAP Role | View and edit information in | HA User
SEMAP.
Submit SEMAP Create, view, edit, and submit | HA User
Role information in SEMAP.
Read only SEMAP | View information in HUD User
SEMAP.
Edit SEMAP Role | View and edit information in | HUD User
SEMAP; view reports.
Approve SEMAP | View, edit, and approve HUD User
SEMAP profiles and
comments; View reports.
HQ SEMAP Approve or reject HQ level HUD User
Appeal appeals.
Read Only - View information in Guest
Semap SEMAP.
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Module Submodule Role Name Role Description Type of User
PIH Risk Read Only Role View Risk Assessment data, | HUD User
Information Assessment comments, and reports.

(HUD only) Edit Risk View and edit Risk HUD User
Assessment Assessment data and
comments; view reports.
Approve R.A. View, edit, and approve Risk | HUD User
Data Assessment data and
comments; view reports.
Read Only Role View Risk Assessment data. | Guest
Housing Housing Read Only Role View housing authority HA User
Inventory Authority information, including
Occupancy report.
Edit HA Role View and edit housing HA User
authority information,
including Occupancy report.
Submit HA Role View, edit, and submit HA User
housing authority
information, including
Occupancy report.
Read Only Role View information in Housing | HUD User
Authority.
HA Exec Approve | View, edit, and approve HUD User
information in Housing
Authority.
Read Only Role View Housing Authority Guest
information, including
Occupancy report.
Development Read Only - View all building and unit HA User
Privacy data.
Edit Development | View and edit all building, HA User
unit, and AMP data.
Submit View, edit, and submit all HA User
Development building, unit, and AMP data.
Read Only - View all building and unit HUD User
Privacy data.
Edit Development | View and edit all building, HUD User
unit, and AMP data.
HUD Approve View, edit, submit, and HUD User
approve all building, unit,
and AMP data.
Read Only - View all building, unit, and Guest
Privacy AMP data.
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Module Submodule Role Name Role Description Type of User
Housing Demolition & Read Only Role View Demolition and HA User
Inventory Disposition Disposition data.

Edit Demo Dispo | View and edit Demolition HA User
and Disposition applications.
Submit Demo View, edit, and submit HA User
Dispo Demolition and Disposition
applications.
Read Only Role View Demolition and HUD User
Disposition data.
Edit Demo Dispo | View and edit Demolition HUD User
and Disposition applications.
Approve DD-FO | View Demoalition and HUD User
Disposition data; approve
removal transactions.
SAC Staff SAC staff members can HUD (SAC)
create and view applications; | User
add attachments or comments
to applications.
SAC Mgt SAC Management HUD (SAC)
(Director/Deputy Director) User
can approve and disapprove
applications.
Read Only Role View Demolition and Guest
Disposition data.
Executive Executive Read Only Role View housing authority HA User
Summary Summary summary information.
Exec Read Only View housing authority HUD User
summary information.
Read Only Role View housing authority Guest
summary information.
MTCS (Form- | Submission Read Only Role View upload file error HA User
50058) reports.
Submit Form- Submit files and view error HA User
50058 reports.
Read Only Role View upload file error HUD User
reports.
Submit Form- Submit files with PHA HUD User
50058 permission and view error
reports.
Read Only Role View upload file error Guest
reports.
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Module Submodule Role Name Role Description Type of User
MTCS (Form- | Viewer Read Only Role View all sections of Form- HA User
50058) 50058 and reports, including

privacy act data.
Submit EOP Role | View all sections of Form- HA User
50058 and reports including
privacy act data; submit
online End of Participation
(EOPs).
Read Only Role View all sections of Form- HUD User
50058 and reports, including
privacy act data.
Read Only Role View all sections of Form- Guest
50058 and reports, including
privacy act data.
Reports Read Only Role View Form-50058 Reports HA User
with privacy act data.
Read Only Role View Form-50058 Reports HUD User
with privacy act data.
Read Only Role View Form-50058 Reports Guest
with privacy act data.
Tenant ID Read Only - View Tenant ID Management | HA User
Management Privacy reports.
Submit Role Generate and replace AID HA User
information; view Tenant ID
Management reports.
Validate SSN-AID | Generate and replace AID HA User
information; view Tenant ID
Management reports.
Note: This role may have
further capabilities at a later
time.
Read Only - View Tenant ID Management | HUD User
Privacy reports.
Read Only - View Tenant ID Management | Guest
Privacy reports.
ADHOC MTCS Read Only Role Generate and view an Ad HA User
Hoc Report containing Form-
50058 data.
Read Only Role Generate and view an Ad HUD User
Hoc Report containing Form-
50058 data.
Read Only Role Generate and view an Ad Guest
Hoc Report containing Form-
50058 data.
PIC Security Administration Submodule User Manual D-4




Module Submodule Role Name Role Description Type of User
PIC Building and Read Only Role View ticket numbers and HA User
Downloads Unit status for requested building

or unit files.
Submit Role Request and download files HA User
containing building or unit
data.
Read Only Role View ticket numbers and HUD User
status for requested building
or unit files.
Download B&U Request and download files HUD User
Data containing building or unit
data.
Read Only Role View ticket numbers and Guest
status for requested building
or unit files.
MTW (Moving | Data Submit Submit data files. HA User
To Work) Collection
Read Only View ticket numbers and HUD User
status for submitted files.
Viewer Roles are currently under development.
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Acronym List

This appendix defines acronyms used in this manual and explains how to access a comprehensive
list of HUD terms and acronyms on the HUD Web site.

Refer to the following table for a list of acronyms used in this manual.

Acronym Definition
AMP Asset Management Project
ASP Active Server Page
HA Housing Authority
HQ Headquarters
HUD United States Department of Housing and Urban Development
ID Identification
IP Internet Protocol
IT Information Technology
0sS Operating System
PC Personal Computer
PIH Public and Indian Housing
PIC Public and Indian Housing Information Center
REAC Real Estate Assessment Center
WASS Web Access Security Subsystem

Go to http://www.hud.gov/about/acronyms.cfm to view a comprehensive list of commonly used
HUD terms and acronymes.
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PIC Access Authorization Forms

This appendix contains sample PIC Access Authorization Forms. Security Coordinators use the
forms to assign PIC system access rights.

A sample authorization form for HA users is shown in Figure F-1. A sample authorization form
for HUD users is shown in Figure F-2 on page F-2.

b*‘mc”

5. Il %

% |m®‘£§
Piay

(Please Print or Type)

USER DETAILS

[] New User

Program Type: [] Low Rent (PH)

[] Delete Role

HousING AUTHORITY NAME:

Public and Indian Housing Information Center (PIC)
PHA Access Authorization Form

HA Cope: _

AUTHORIZED USER'S NAME {First, MT & Last):

[] Add Role

[] sections [] Combined

] Terminate User

WASS UsER ID {Mxxxxx):

EmAIL ADDRESS:

OFFICE PHONE NUMBER:

CHECK EACH MODULE, SUB-MODULE, AND ROLE REQUESTED

MoDuLE

Sus-MopDuLE

ROLE {SELECT ONE ONLY)

[ PIC Maintenance

O User Profile
O Security Adrministration

Use User Profile fautamatic access)
O Read-Only O Security Coordinatar

O PIH Infarmation

[ SEMAP (Section 8 only)

O Read-Only O Edit [ Submit

O Housing Inventary

O Housing Authority
[ Development (PH anly)
O Deme-Dispa (PH only)

O Read-Only [ Edit [ Submit
O Read-Only Privacy [ Edit [0 Submit
O Read-Only O Edit [ Submit

[ Executive Summary

O Ha Executive Summary

[ Read-Only

[ Form-50058 (MTCS)

O subrmission

O viewer

O Reparts

O Alt ID Generatar

O Read-Only O Submit

O Read-Only O Submit

O Read-Only

[ Read-Only Privacy [ Submit
[ validate SSK-AID

O 20-HOC

O MTCS

O Read-Only

[ PIC Downloads

[ Building and Unit {(PH only)

O Read-Only O Submit

O wTwy

O Data Collection

O WTw Data Upload

Executive Directar's Mame (Print)

Executive Director's Signature

| authorize the above person access as indicated above to the PIH Information Center (PIC).

ate;

[ File in Security Contral File
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Figure F-1: Sample PIC Access Authorization Form for HA users
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(Please Printor Type)

c.““ Uag

HUD Access Authorization Form

AUTHORIZED UsER'S NAME (First, MI & Last):

ﬂ :% Public and Indian Housing Information Center (PIC)
3

User ID {Hxxxxx):

EmaIL ADDRESS!: OFFICE PHONE NUMBER:
USER DETAILS
] New User ] Delete Role ] Add Role ] Terminate User

CHECK EACH MODULE, SUB-MODULE, AND ROLE REQUESTED

MODULE

SuB-MoDULE

ROLE

O PIC Maintenance

O User Prafile
O Security Administration

Use User Prafile (automatic access)
O Read-2nly [ HA Security Admin

O FIH Infarmation

O SEMAP (Section 8 anly)
O Risk Assessment

[ Read-Only [ Edit [ Approve
O Read-Only O Edit [0 Approve

[ Housing Inventory

[ Housing Authority
[ Development

[ Read-Qnly [ Approve
[ Read-Cnly Privacy [ Edit [ Approve

[ Alt ID Generator

[ Demo-Dispo O Read-2nly [ Edit O Submit
[ Executive Summary [ HA Executive Summary | [ Read-Only
[ Management Reparts O rRDS [ Read-2nly
[ Form-50058 (MTCS) [ Submission [ Read-2nly [ Submit

O viewer [ Read-Only

[ Reparts [ Read-Qnly

[ Read-2nly Privacy

O AD-HOC

O mMTCS

O Read-Only

O FIC Downloads

O Building and Unit

O Read-Only

O MTwy

[ Data Callection

O MTw Data Upload

FO Director's Name (Print)

F Director's Signature

| authorize the above person access as indicated above to the PIH Information Center (PIC).

Date:

[ File in Security Control File

March 2005

Designed by Kansas City Huh

Figure F-2: Sample PIC Access Authorization Form for HUD users
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