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U.S. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT

Office of the Chief Information Officer

Special Attention of: Transmittal for Handbook No: 2400.25 REV-2 Chg-1
Issued: 10/21/09

1. This Transmits: HUD Handbook 2400.25 REV-2 Chg-1 , Information Technology Security Policy
2. Summary:

In response to OIG Audit# 2008-DP-0002: FHA Information Controls Over its Information
Technology Resources, Rec. 3A, the Office of IT Security is submitting through the departmental
clearance process a change to the HUD IT Security Policy Handbook 2400.25 Rev-2. Below are the
proposed changes that will be reflected in Handbook 2400.25 Rev-2 Chg-1

Rev-2 Chg-1 - Section 2.3 Chief Information Security Officer, p. 7

The Chief Information Security Officer (CISO) directs the management of HUD’s information security
program. The CISO with the support of the OITS staff establishes a strong foundation for HUD security
by maintaining the HUD information security program. The CISO interacts with internal and external
resources, 1. and coordinates security compliance across

HUD organizational elements.

i

Rev-2 Chgl - Section 2.22 Program Office Information System Security Officer, p.12

The Information System Security Officer (ISSO) is responsible for ensuring that the management,
operational, and technical controls for securing the system(s) belonging to the program office are in place
and effective. They are the principal points of contact for information systems security

I oL v Sval - - They are responsible for all security aspects of
disposal, as well as for ensuring system availability.
nnual performance plans.

3
their assigned systems from inception =+
Security responsibilities will be included i

Rev-2 Chg-1 - Section 2.33 User Representative (Section Addition), p.15
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. Table of Contents
Handbook 2400.25, Rev-2, dated 4/30/2007
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Handbook 2400.25, Rev-2, p.7. dated 4/30/07

Section 2.22 Program Office Information System
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Handbook 2400.25, Rev-2, p.12, dated 4/30/07
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Table of Contents
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Section 2.3 Chief Information Security Officer
Handbook 2400.25, Rev-2 Chg-1, p.7, dated
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Section 2.22 Program Office Information System
Security Officer

Handbook 2400.25, Rev-2 Chg-1, p.12, dated
11/30/09

Section 2.33 User Representative (Section
Addition)

Handbook 2400.25, Rev-2 Chg-1. p.15, dated
11/30/09
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