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»c Guide to Preparing and Signing the HUD Signature Form

Instructions for Preparing and Signing the HUD Signature Form

P Getting Started

From the Adobe PDF Reader, click Enable All Features in the gold banner below the program menu if
the Protected View ... Enable All Features command is displayed at the upper right corner of the screen.

= PPM Artilact Endorsement Sigrature Form for Propect Arilfacts and Docurnent - Adobe Acobat Resder DC e}l h-:‘&d

[Eile Edit View Window Heip *|
|

!
| Home Tools- Drcument 8 EQ&H @A G ® 1 Q0D B O E o = |
| Protected View: This file originsted from a potentially unsafe location, and most festures have been disabled 1o sveid potential security risks. \g— < Enable All Features >|

Figure 1. Enabling access to all features of the HUD Signature Form

NOTE: Use the + or - controls as applicable to enlarge the viewing area of the window.

» Inserting HUD Signature Form into the Project Artifact or Document
1. Convert the project artifact or document into Portable Document Format (PDF).
2. Open the project artifact or document to display it in the Nuance Power PDF Advanced

program, and then go to the place in the document where you want to insert the HUD
Signature Form.

3. Inthe Nuance Power PDF Advanced main menu, click the Home tab, and then click Insert to
display the Open window.

Figure 2. Insert command on the Home tab

4. From the Open window, select the file name for the project artifact or document, and then click
Open. The Insert Pages dialog box is displayed on the screen.

Version 1.4 * September 2017 Page 1
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5. From the Insert Pages dialog box, do the following to insert the HUD Signature Form into the
project artifact or document:

Insert Pages e

Source Files:

Add

Delete
Preview

a T b

Select Source Pages
@ all Pages

Range |1 1

Location: | After -

Page
First Page
Last Page
@) Current Page

Page Mumber | 7

ot

Figure 3. Insert Pages dialog box

e From the Location drop-down list, select Before to insert the HUD Signature Form
before the page that appears in the Nuance Power PDF Advanced document window.
—or—

Select After to insert the signature form after the page that appears in the Nuance
Power PDF Advanced document window.

e Under Page, select one of the following placement options to insert the HUD Signature
Form into the PDF version of the project artifact or document:

O

O

First Page: Insert the form before or after the first page of the artifact or document.
Last Page: Insert the form before or after the last page of the artifact or document.

Current Page: Insert the form before or after the page that appears in the document
window.

Page Number: Insert the form before or after a specific page number within the
artifact or document.

CAUTION: If you use the Nuance Power PDF Advanced program to insert an HUD
Signature Form that already includes one or more certificate-based signatures, then
most, if not all, fields on the form (including the signature fields) will be blank.
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Guide to Preparing and Signing the HUD Signature Form

"y pever

» Entering the Title of the Project Artifact or Document

1. Inthe Authorization Memorandum text box, enter the document title for the project artifact in
the Document Title field. A maximum of 40 characters may be entered in the text box. Review
the entered information to ensure that it is correct and complete.

2. Click outside of the Authorization Memorandum text box to allow the document title to appear
in the Document Title field on the first line of the paragraph.

. Enter the name
" = XYZ Release 4.0 Project Oversight Plan of the artifact or

document...

Authorization Memorandum

..the artifact or
document title
also appears here The X¥Z Release 4.0 Project Oversight Plan has been carefully assessed by each signatory.
This project artifact has been completed in accordance with the requirements of the HUD Project
Planning and Management (PPM) life cycle and the requirements set forth by the Project

Tailoring Agreement (PTA) for documentation at the program and/or project level.
Figure 4. Entering the project artifact or document title

» Signing the HUD Signature Form

NOTE: The signing process for the document involves the use of a certificate that has been issued
by a trusted certificate authority. The certificate-based signature is a security measure to verify
both the authenticity and integrity of the document, which confirms the identity of the person
who signed the document and confirms that the document contents have not been altered.

1. Inthe signature block that will include your certificate-based signature, type your job title
or role in the Role/Title field. A maximum of 80 characters may be entered in the field.

o s - S R Y. - - _—— L

MANAGEMENT CERTIFICATION: Each signatory fully accepts the contents of this document.

Unsigned
signature field | =
(red tab at upper Job Role/Title field
left corner of field) Project Manager, Performance and Risk Management Branch — (value for Business Unit
Role / Title is optional for this field)

Figure 5. Entering the job role or title for the signing party

Review the entered information to ensure that it is correct and complete.
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Guide to Preparing and Signing the HUD Signature Form

Insert your PIV Card into the card reader, and then click the Signature field. The Sign Document
dialog box is displayed on the screen.

From the Sign Document dialog box, click arrow on the Sign As drop-down list, and then select

from the list the digital ID with your name for the certificate associated with your name.

NOTE: If your digital ID does not appear on the Sign As drop-down
list, click Refresh ID List to update the list of digital IDs (the list will
close after reading the inserted PIV Card and refreshing the drop-
down list), and then repeat Step 3.

Digital IDs associated Jayne-Anne Doe (Ja)_'r?e-Anne Doe) 2021.01.10
with a name that are JAYNE-ANNE DOE (Afﬂlfate) (Entrust) 2019.04.05
JAYNE-ANNE DOE Affiliate) (Entrust) 2019.04.05 Click Refresh ID List to

stored on the PIV Card

il update list of digital IDs

This example features digital IDs on the Refresh ID list for a
contractor. The signature reference and appearance on the
Refresh ID for may differ slightly a U.S. Government employee.

4. Under Additional Signature Information, do the following:

In the Location field, type the city, state, and ZIP Code for the location of your
business unit or office.

In the Contact Info field, type your HUD e-mail address.

NOTE: See the note on page 11 at Step 8 for information about
configuring the appearance of a signature. The location and contact
information can be added to the signature details by selecting Show
location and contact information on the Creation and Appearance
Preferences dialog box for the signature selected on the Appearances list.
The selection of the Show location and contact information option adds
the Location and Contact Info fields to the Sign Document dialog box.

Review the entered information to ensure that it is correct and complete.

Version 1.4 * September 2017
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Guide to Preparing and Signing the HUD Signature Form

f Sign Document &r
Click the arrow on the Sign As drop-
Sign As: JAYNE-ANNE DOE (Affiliate) (Entr » down list to select the digital ID for

F— your Government-issued certificate...
Issued by: More Details

Appearance: HUD Signature Blc =
|

Digitally sign=d by JAYNE-ANNE 3

DOE (AMilate)

JAY N E'AN N E DN: c=US, oo, Gavemmant,
GU=DEAMMENT O HOUSING and Urnan
Development, ou=Offce of the Chief i i i

DOE Deveogmert. ou-C Identity information for the
0.9.2342.13200300.100.1.1=85001003276

ili 457, c=JAYNE-ANNE DOE certificate-based signature
(Aﬁl I I ate ) EJ‘E':‘E:BZLE:'F.DB.ZE 14:57:57 D800
J
Additional Signature Information Recommended when presented
_inthe Sign Document dialog box
|| Location: |Washington, DC 20410 i

| ...then enter the location of your
business unit or office in the

J  Location field and your HUD e-mail
address in the Contact Info field

Contact Info: |Ja)fne-Anne.Doe@hud.go\r

Help [ Sign l | Cancel |

%

Figure 6. Sign Document dialog box showing signature details for the signing party

5. Review the identity information for the signature that appears in the Appearance
panel to ensure that the organization, organization unit and location details are present.
—or—
o (If using Adobe PDF Reader or Adobe Acrobat) Click the arrow on the Appearance
drop-down list and select a different signature profile that contains the location (and
contact information, if applicable).

e (If using Nuance Power PDF Application) From the Sign Document dialog box, do the
following:

O Click Next to show the next screen.

Sign Document |25

Please select your digitsl ID to sign the document.

Digital ID

Name: | (affiate) Ut 7| [ Demis... |

Issuer: LS. Government Add...
Expiry Date:  2019/04/05 09:49: 16 -0500°
Storage:  Window Certificate Store

Confirm Password:

Location:  Washington, DC 20410 {optional)

Contact Info: @hud.gov {optional)

Time Stamp:

| (optional)

Figure 7. Next command on Sign Document dialog box

Version 1.4 * September 2017 Page 5



Guide to Preparing and Signing the HUD Signature Form

O From the Appearance panel, click the arrow on the Select drop-down list and
then select a different signature profile that contains these signature details.

Sign Document

Please select the appearance of your signature.

Appearance

Select drop-down list that displays

Select: |Standard Appearance T

Preview:

e e

I [ Back Il Save |[ Save as ] L
L

a list of digital IDs for signatures

Figure 8. Select drop-down list

6. From the Sign Document dialog box, click Save as to show the Save As window and to save the

document to a different file name. From the Save As window, type the file name for the

document in the File Name text box and click OK. The ActivClient Login dialog box is displayed
on the screen

Click Save to the save the document to the same file name. The ActivClient Login dialog box is

displayed on

the screen

7. Inthe ActivClient Login dialog box, type the PIN for your PIV Card in the PIN text box, and then

click OK.

ActivClient Login

Actividentity

ActivClient

PR

Please enter your PIN.

Figure 9. ActivClient Login dialog box for entering a PIN to validate the certificate-based signature

The certificate-based signature of the signing party is displayed in the signature block.

Version 1.4 * September 2017
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Guide to Preparing and Signing the HUD Signature Form

The HU

The following examples show the certificate-based signature after signing the document using

the Adobe PDF Reader and the Nuance Power PDF application.

e

MANAGEMENT CERTIFICATION: Each signatory fully accepts the contents of this document.

JAYNE-ANNE DOE (Affiliate)

Project Manager, Performance and Risk Management Branch
Rale / Title
T I TV S S R P

Figure 10. Certificate-based signature of the signing party (signed using the Adobe PDF Reader)

MANAGEMENT CERTIFICATION: Each signatory fully accepts the contents of this document.

Doty e by. JAYNE-ANNE DOE (ABiiale)
N = JAYHE-ANNE DOS (NEIE) G = US 0 = U5 Govemies] OU = DEpuUTen of Hoesng and U
Chiet Intomanion Offcer

JAYNE-ANN DOE (Affiliate)

Project Manager, Performance and Risk Management Branch
Role [ Title
B R T I I Tt o i S

Figure 11. Certificate-based signature of the signing party (signed using the Nuance Power PDF program)

Repeat Step 1 through Step 7 of this section for each person who signs the
HUD Signature Form.

PLEASE NOTE: The document title and signature block(s) with certificate-based
signature(s) are embedded in the project artifact or document after the first signing.
This information becomes read-only after signing any signature field with a PIV Card.

D Signature Form must be completed anew if any signature field has been signed and

either or both of the following conditions applies to the form:

The Document Title field is blank, has errors, or requires changes to its content.
The Role/Title field for the signature field is blank, has errors, or requires changes.

All other signature blocks with unsigned signature fields (an unsigned signature field shows a

small, r

ed horizontal tab at the upper left corner of the field) will remain available to allow others

to sign the HUD Signature Form.

Version 1.4 * September 2017
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P Configuring the Appearance of a Digital Signature

NOTE: If the signature does not include details such as the name of the organization, organization
unit and location, configure a new appearance of a signature that includes these details. The
process of configuring a new signature appearance depends on whether the Adobe PDF Reader
or the Nuance Power PDF application is used by a person to sign the document.

€ Configuring a New Signature Appearance Using Adobe PDF Reader or Adobe Acrobat

1. From the Sign Document dialog box, click the arrow on Appearance drop down list, and then
select Create New Appearance... from the drop-down list.

Appearance: Standard Text »

Standard Text

Figure 12. Create New Appearance option

The Create Signature Appearance dialog box is displayed on the screen.

Configure Signature Appearance [ ]

Title:
Preview

yO u r Com mo n Digitally signed by your common
nam e here E;T:gg;?’ 09.11 19:11:52 -04'00°

Configure Graphic
Show: () No graphic Import Graphic from:

Imported graphic = Configure Graphic panel
@ Name =
Configure Text
Show: [7] Name Location Distinguished name  [¥] Logo
7] Date [Reaen Adobe Version 7] Labels Configure Text panel
Text Properties
Text Direction: @ Auto Left to right Right to left

Digits: | 0123456789  «

Figure 13. Create Signature Appearance dialog box

2. From the Create Signature Appearance dialog box, enter a title in the Title field (such as
HUD Certificate Signature).

Version 1.4 * September 2017 Page 8
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3. Make sure that the Name option is selected (or select if applicable) on the Configure Graphic
panel. This option allows the common name of signing person to appear in the “your common
name here” area of the certificate-based signature and in the signature details after the words
“Digitally signed by.”

—or—
Select Name if the option is not already selected.

4. From the Configure Text panel, click to select the following check boxes as applicable to include
these details in the signature:

e Name: the name of the person who is associated with the certificate. This detail is
different from the one for the Name option on the Configure Name panel. The value
for the Name option on the Configure Text panel appears in the text of the details for
the designated name.

Value for Name
option (Configure
Text panel)

Digitally signed by JAYNE-ANNE
DOE (AmMilate)

JAYNE-ANNE

e =N L. UVES =,
Value for Name ou=Department of Housing and Urban
option (Configure D O E P;f-etmnvm o ‘_oga-o%e of the Chief
omation r,

Name panel) 0.9.2342.13200300.100.1. 1=85001003276

(Afﬂ | | ate ) :; g:;JAYNE-ANNE DOE

Date: 2017.08.28 14:57:57 -0400

Figure 14. Values for the Name option (Configure Name panel) and Name option (Configure Text panel)

e Date: the signing date and time in YYYY.MM.DD HH:MM:SS format. The signing date
and time are based on the local date and time on the signer’s computer.

NOTE: The date and time on a signer’s computer may differ from one based on a
timestamp server if timeserver settings have been configured and selected
instead for use in the certificate-based signature.

e Location: the signing location as entered in the Location field of the Sign Document
dialog box (such as Washington, DC 20410)

e Distinguished name: common name of the person who is signing the document and
details associated with the country (United States), organization (U.S. Government),
and the organization unit.

NOTE: In the signature details, the organization unit is presented as
separate values for the department or agency (such as Department of
Housing and Urban Development) and the business unit (such as the
Office of the Chief Information Officer).

Version 1.4 * September 2017 Page 9
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e Logo: default logo or image that is used as a watermark in the signature (such as the
Adobe PDF Reader logo or Nuance Power PDF logo)

e Label: label or tag that identifies a detail within the signature, including cn (common
name), Date (signing date and time), DN (distinguished name that includes details for
¢ (country), o (organization), and ou (organization unit), and Location (signing location)

NOTE: Clearing (not selecting) the Distinguished name check box
removes only the DN label from the signature details. All other details
for the common name, country, date, organization, and organization
unit remain in the signature.

e (Optional; applies to Adobe PDF Reader or Adobe Acrobat only) Version: Name and
version of the application that is used for signing the document. In Adobe PDF Reader
or Adobe Acrobat, this label is displayed as Adobe Version.

5. Inthe Configure Signature Appearance dialog box, review the settings to ensure that all options
are selected for the signature, and then click OK to return to the Sign Document dialog box.

Configure Signature Appearance X

Title: |HUD Certificate Signature

Preview

Digitally signed by your common
yO U r Com mon name here

DN: your distinguished name here

Location: your signing location here
name here Date: 2017.09.12 16:47:16 -04'00°

Configure Graphic
Show: () No graphic Import Graphic from:
Imported graphic

@ Name

Configure Text
Show: [#|Mame  [V|Location (V] Distinguished name  [¥]Logo
¥ Date Reason Adobe Version 7] Labels

Text Properties

Text Direction: @) Auto Left to right Right to left

Digits: [0123456789 ~

Figure 15. Selected options on the Configure Signature Panel (Adobe PDF Reader or Adobe Acrobat)

6. From the Sign Document dialog box, make sure that the name of the profile for the new
signature appearance is displayed in the Appearance drop-down list, and then click Sign.
You will be prompted to save the document at the Save As window.

Version 1.4 * September 2017 Page 10
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7. Inthe Save As window, type a new file name (or save the document using the file name in
the File Name text box if applicable), and then click Save. The ActivClient Login dialog box is
displayed on the screen.

8. Inthe ActivClient Login dialog box, type the PIN for your PIV Card in the PIN text box, and then
click OK. The certificate-based signature of the signing party is displayed in the signature block.

PLEASE NOTE: In Adobe PDF Reader or Adobe Acrobat, you can manage the appearance
of signature profiles for digital IDs by selecting Edit > Preferences from the main menu.
To manage the appearance of digital signatures, select Signatures from the Preferences
dialog box, and then click More... in the Creation & Appearance panel to show the
Creation and Appearances Preferences dialog box. The Appearances list shows
signature profiles that have been configured on your system, except for the default
signature profile for Standard Text.

In the Nuance Power PDF application, you can also manage the appearance of signature
profiles by selecting File > Options from the main menu and then selecting Signatures
from the list to show the Options dialog box. From the Options dialog box, click More...
on the Creation & Appearance panel to show the Appearances list on the Creation and
Appearances Preferences dialog box. The Appearances list shows signature profiles that
have been configured on your system, except for the default signature profile for
Standard Appearance.

€ Configuring a New Signature Appearance Using the Nuance Power PDF Application

1. From the Sign Document dialog box, do the following:

e Inthe Location text box, type the city, state, and ZIP Code for the address of your
business unit or office.

e Inthe Contact Info text box, type your HUD e-mail address.

NOTE: See the note at Step 8 on page 11 for information about configuring
the appearance of a signature. The location and contact information can be
added to the signature details by selecting Show location and contact
information for the signature selected from the Appearances list on the
Creation and Appearance Preferences dialog box.

e Review the entered information to ensure that it is correct and complete.

Version 1.4 * September 2017 Page 11
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2. Click Next to show the next screen.

Sign Document &
Please select your digital ID to sign the document.
Digital ID
Name: | (affiate) .t v| [ Detais... |
I Issuer: LS. Government
Expiry Date:  2019/04/05 09:49:16 -05'00'
Storage: Window Certificate Store
Confirm Password:
[
Location:  Washington, DC 20410 (optional)
Contact Info: @hud.gov (optional)
[
Time Stamp: VI {optional)
——— ———

Figure 16. Next command on Sign Document dialog box

3. From the Appearance panel on the Sign Document dialog box, click New.
Sign Document @1

Please select the appearance of your signature.

Appearance

Select: |Standard Appearance ']

Preview:

L e

) ] e

k.

Figure 17. New command on the Sign Document dialog box
The Configure Signature Appearance dialog box is displayed on the screen.

4. From the Configure Signature Appearance dialog box, click Name on the Configure Graphic
panel.

5. From the Configure Text panel, click to select the following check boxes as applicable:

e Name: the common name of the signatory who is associated with the certificate. This
detail is different from the one for the Name option on the Configure Name panel.

Value for Name option
—————— (Configure Name panel)
Dig signed by JAYNE-ANNE DOE (Affilalo)
DN CN = JAYNE-ANNE DOE (AMikale) C = US O = US. Governmaent OU = Depariment of Housing and Urban
Developmaent, Offices of the Chied Information Offices
Do 2017.08.28 14 57 57 -05'00°
Location: Washinglon, DC 20410

Value for Name
option (Configure
Name panel)

AYNE-ANN DOE (Affiliate)

Figure 18.Values for the Name option (Configure Name panel) and Name option (Configure Text panel)

Version 1.4 * September 2017 Page 12
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e Date: the signing date and time in YYYY.MM.DD HH:MM:SS format (date and time are
based on the local date and time on the signer’s computer).

NOTE: The date and time on a signer’s computer may differ from one based on a
timestamp server if timeserver settings have been configured and selected instead
for use in the certificate-based signature.

e Location: the signing location as entered in the Location field of the Sign Document
dialog box

e Distinguished name: details about the country, organization, organization unit, and the
common name of the person who is signing the document.

NOTE: In the signature details, the organization unit is presented as a single value
that includes both the department or agency and business unit (such as Department
of Housing and Urban Development, Office of the Chief Information Officer).

e Logo: default logo or image that is used as a watermark in the certificate-based
signature (such as the Adobe PDF Reader logo or Nuance Power PDF logo)

e Label: label or tag that identifies a detail within the signature, including CN (common
name), Date (signing date and time), DN (distinguished name that includes details for
¢ (country), o (organization), and ou (organization unit), and Location (signing location)

NOTE: Clearing (not selecting) the Distinguished name check box removes only
the DN label from the signature details.

6. To clear (deselect) the Reasons option for the signature profile, click the Reasons check box on
the Configure Text panel to remove the check mark.

7. Inthe Configure Signature Appearance dialog box, review the settings to ensure that all options
are selected for the signature, and then click OK to return to the Sign Document dialog box.

Version 1.4 * September 2017 Page 13
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Configure Signature Appearance

Title: HUD Certificate Signature
Configure Graphic

Show: () Mo graphic Import Graphic from:

_) Imported graphic File...

@ Name

Configure Text

Date D Reason Logo

Text Properties

Text alignment: @ Left to right ") Right to left

Preview

Show: Name Location Distinguishing Mame

Labels

l Cancel ]

Figure 19. Selected options on the Configure Signature Panel (Nuance Power PDF application)

8. From the Sign Document dialog box, make sure that the name of the profile for the new
signature appearance is displayed in the Select drop-down list, and then click Save to save the
document using the same file name. The ActivClient Login dialog box is displayed on the screen.

Click Save as to show the Save As window. At the Save As window, type the file name in the
File Name text box and click Save. The ActivClient Login dialog box is displayed on the screen.

Sign Document

===

Please select the appearance of your signature.

Appearance

Sa\egt:llHUD Certificate Signature

Preview:

[ e

]I Save as I

Cancel { Back I I Save

Figure 20. Name of the new signature profile (Nuance Power PDF application)

9. Inthe ActivClient Login dialog box, type the PIN for your PIV Card in the PIN text box, and then
click OK. The certificate-based signature of the signing party is displayed in the signature block.
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