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Introduction and Purpose

The U.S. Department of Housing and Urban Development (HUD) P11 Minimization
Plan details priorities, strategy, and implementation mechanisms for PII identification
and minimization. As mandated by Office of Management and Budget (OMB) Circular
A-130, “agencies shall take steps to eliminate unnecessary collection, maintenance, and
use of Social Security numbers”. Per the Fair Information Practice Principles (FIPPs),
agencies should use the collection of principles when evaluating information systems,

processes, programs and activities that affect individual privacy.

HUD’s Privacy Office prioritizes eliminating the collection of unauthorized or
unnecessary PlI as a foundation for a robust Privacy Program. PII identification and
minimization will be achieved through prioritization of: creating inventories of HUD’s
P1As, SORNSs, and PII, including procedures, timelines, and compliance mechanisms to
ensure their maintenance; annual HUD-wide Privacy Data Questionnaires; and ongoing

training and awareness campaigns.

The HUD Privacy Office considers the following when prioritizing minimization efforts:
e Enterprise impact of forms/systems collections
e Time to develop and release system change
e Level of potential risk of misuse associated with the PII
e Level of public scrutiny
e Level of oversight review
e HUD program priorities

o Cost estimates
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Definitions

As defined in HUD Privacy Office Directive 01-00: Privacy Policy and P11 Handling,

P11 refers to information that can be used to distinguish or trace an individual’s identity,

either alone or when combined with other personal or identifying information that is

linked or linkable to a specific individual.

Set forth below is a non-exclusive list of information that may constitute PII on its own

or in combination with other information:

Full name

Home address

Business Contact Information (see definition)

Personal e-mail address

Social security number

Passport number

Driver’s license number

Certificate number

Credit card numbers

Date of birth

Telephone number

Log in details

Personnel number

Vehicle identifier or serial number

Photograph or video identifiable to an individual

Biometric information

Medical information

Criminal history

Other information related to an individual that may directly or indirectly
identify that individual (e.g., salary, performance rating, purchase

history, call history, etc.)
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PIl Minimization Plan of Action

HUD’s Privacy Program works to identify and minimize PII holdings through these supporting
efforts, with emphasis on appropriate Pll security and handling. HUD will focus on form
collections of PII that are entered into systems to identify PIl and ensure that the PII holding is

accurate, timely, relevant, and complete.

PIA Inventory

A Privacy Impact Assessment (PIA) is a record of how HUD collects, stores, protects,
shares, and manages PII. A PIA is required for all HUD information systems that
develops, procures, or uses information technology to create, collect, use, process, store,
maintain, disseminate, disclose, or dispose of PII. PI1As include information on what PII
is on the system, who has access to the PII, and what controls are in place to protect the
information. Per Privacy Office Memorandum 02-00: Authorization to Operate (ATO)

and PIA Reguirements to Launch Information System into Production, PIAs are

required for each HUD information system, general support system, or electronic
collection. As such, they are an integral input to the overall HUD PII inventory and
identification efforts as PIAs address:

e What information is to be collected

e Why the information is collected

e The intended use of the information

e With whom the information will be shared

e How the information will be secured

e What choices the agency made regarding an IT system or collection of

information as a result of performing a PIA

Per Privacy Office Memorandum 02-00, Authorization to Operate (ATO) and Privacy
Impact Assessment (PIA) Requirements to Launch Information System into Production,
all new systems, existing systems, and new information requests that involve PII, a PIA
must be submitted in order to comply with Federal regulations and to secure and protect

critical HUD assets, including department information systems and data. The Privacy
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Office will ensure that P1As are complete and accurate, and track HUD’s PIAs in a
repository. The Privacy Office will update the repository annually by reviewing current
HUD systems and forms that collect PII to ensure that a PIA is conducted, and that each
PI1A is relevant and accurate.

SORN Inventory

Each System of Records Notice (SORN) describes what, why and how HUD collects,
maintains, uses and disseminates records in the system. Some systems maintain
information on HUD employees while others maintain information from or about
individuals outside of HUD. The SORN allows questions to be raised and resolved
before the system is put into effect and ensures that privacy considerations have been
addressed. SORNSs serve as an important part of the PII identification and minimization
efforts as they identify the purpose of the PII HUD collects and whether it can be
reduced to the minimum necessary for the proper performance of agency functions.

All HUD information systems, general support systems, and electronic collections that
contain a group of records from which information is retrieved by the name of an
individual, or by any number, symbol, or other unique identifier assigned to that
individual are required to have a SORN.

The Privacy Office will ensure that all SORNs are maintained within the HUD SORN
Inventory which will be updated annually. The Privacy Office will use the SORN
Inventory to gain insight into HUD’s PII holdings and controls which will support the

overall effort on informing the PII inventory.
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Privacy Data Questionnaire

The HUD Privacy Data Questionnaire is designed to identify PII holdings across the
Department through considering:

e Business processes in place requiring the handling and storage of sensitive data,

particularly PII;

e Information systems used to store sensitive data; and

e PIllI stored and handled by those information systems.
The Questionnaire was created for Privacy Liaison Officers (PLOS) to report annually
on their PII holdings and mitigating controls, ensure adherence to retention schedules,
and take action to address any deficits in PIl holdings and handling. This will drive PII
minimization as determinations are made about what Pl is necessary and which can

be disposed of, in accordance with HUD guidance.

Maintaining an Ongoing PI1I Inventory

The HUD Privacy Office will create and maintain the inventory of HUD’s PII both for
tracking purposes as well as to inform ongoing P1I minimization efforts. It will be
informed by the PIA inventory, SORN inventory, annual data questionnaire,
coordination with Records Management, and other related efforts. ATO kickoffs and
their accompanying PIAs will inform the inventory on an ongoing basis, as processed
by the Privacy Office analysts.

Additionally, as HUD retires systems or forms, the Privacy Office will remove systems
from the inventory list and will revise the relevant PIAs and SORNSs to reflect changes
to systems collecting or maintaining PIl. The CPO will require Program Offices,
represented by their respective PLOs, to support the annual review of the inventory for
confirmation that their information is current and accurate. The PII inventory will

provide insights into HUD’s overall P1l holdings and inform minimization strategy.
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Training and Awareness

The Privacy Office’s awareness campaigns focus on informing HUD audiences of their
P11 responsibilities, as well as their role in supporting HUD’s overall PIlI minimization
efforts. These include:

e Organizational Awareness focused on increasing the Department’s overall
awareness of the importance of PIl identification and minimization, including
personnel’s role in supporting these efforts.

¢ Role-Based Education for PLOs, as well as personnel responsible for collecting
and using PI1. This will identify the primary roles within HUD related to PII
collection and use and develop awareness materials targeted for that specific role,
as well as providing users with information on their roles and responsibilities in
the PII identification and minimization efforts, as well as guidance on proper PlI
handling, storage, and how to contact the Privacy Office with questions.
Audiences include PLOs, those with elevated access privileges, and managers /
supervisors.

¢ Executive Communications. Executive communications to key stakeholders
identifying status of the PII identification and minimization efforts, including PIA
and SORN updates, information on the questionnaires and annual PII reviews,
training and communications roll-outs, and other relevant updates on supporting

activities.
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Privacy Program Controls and Requirements

The NIST Special Publication (SP) 800-53 Rev. 5, provides a catalog of security and
privacy

controls for federal and organizations information systems and a process for selecting
controls to protect organizational operations (including mission, functions, image, and
reputation), organizational assets, individuals, other organizations, and the Nation from a
diverse set of threats including hostile cyber-attacks, natural disasters, structural failures,

and human errors.

When NIST issued SP 800-53 Rev. 5 in 2020, HUD Privacy and Security policy owners
identified the newly combined Privacy and Security controls and incorporated them to
be implemented as HUD Common Controls (OCCs). These OCCs (attached as
Appendices B1 and B2) are the primary mechanisms for ensuring the consistent HUD-

wide implementation of privacy requirements.

Privacy and Security Controls
NIST SP 800-53 Rev. 5 describes three types of controls impacting Privacy.

1. Security Controls are the safeguards or countermeasures employed within a
system or an organization to protect the confidentiality, integrity, and availability of the

system and its information and to manage information security risk.

2. Privacy Controls are the administrative, operational, technical, management, and

physical safeguards employed within a system or an organization to

. manage privacy risks.

. ensure compliance with applicable privacy requirements.

. maintain the integrity, confidentiality, and security of PII.

. to minimize Pl maintained in federal information systems to only what is

relevant and necessary.
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3. Security and Privacy Controls are selected and implemented to satisfy security
and privacy requirements levied on a system or organization. Security and privacy
requirements are derived from applicable laws, executive orders, directives, regulations,
policies, standards, and mission needs to ensure the confidentiality, integrity, and
availability of information processed, stored, or transmitted and to manage risks to

individual privacy.

Common Controls

Common controls are controls that provide security/privacy capabilities for multiple
information systems. These controls are referred to as “inherited controls” when applied
to support a specific information system. When a common control is applied to a
particular information system, that common control is deemed “inherited” for that
system. The control itself is developed, implemented, assessed, authorized, and
monitored by programs or officials other than those responsible for the information

system.

Common privacy controls are not managed by information system owners but are
managed at a higher level because they affect multiple systems. That means, in most
cases, an agency program or official other than the information system owner manages
them. Although systems may inherit common controls from HUD Programs, system
owners may also supplement the common controls with hybrid or system-specific
controls to reduce risk and provide a higher level of protection.
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Hybrid Controls

Hybrid controls are controls that provide security/privacy capabilities for an information

system in part as a common control and in part as a system-specific control.

System-Specific Controls

System-specific controls are controls that provide security/privacy capabilities for an
information system that is implemented at the system level and is not inherited by any

other information system.

Moreover, privacy controls designated as information system-specific may be the
primary responsibility of information system owners and their respective authorizing
officials. In all cases, the management of privacy controls are subject to the coordination
and oversight of the Senior Agency Official for Privacy (SAOP) and the Chief Privacy
Officer (CPO).

HUD Privacy performs privacy and security-risk assessments to help management decide
which controls to use to mitigate network risk to an acceptable level. HUD Privacy
continuously monitors and periodically reviews these controls to ensure they are

effectively implemented.
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Below are the Rev 5 privacy controls identified for Pl minimization:

Control

SA-8 (33)
Minimization

PM-5 (1)
Inventory of
Personally
Identifiable
Information

SI-12 (1) Limit
Personally
Identifiable
Information
Elements
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Control Requirement

Implement the privacy
principle of minimization
using [SA-08(33)_ODP
Assignment: organization-
defined processes].

Establish, maintain, and
update [PM-05(01) ODP
Assignment: organization-
defined frequency] an
inventory of all systems,
applications, and projects
that process personally
identifiable information.

Limit personally
identifiable information
being processed in the
information life cycle to
the following elements of
personally identifiable
information: [SI-
12(01)_ODP Assignment:
organization-defined
elements of personally
identifiable information].

Supplemental Guidance

The principle of minimization states that
organizations should only process personally
identifiable information that is directly relevant
and necessary to accomplish an authorized
purpose and should only maintain personally
identifiable information for as long as is
necessary to accomplish the purpose.
Organizations have processes in place,
consistent with applicable laws and policies, to
implement the principle of minimization.

An inventory of systems, applications, and
projects that process personally identifiable
information supports the mapping of data
actions, providing individuals with privacy
notices, maintaining accurate personally
identifiable information, and limiting the
processing of personally identifiable
information when such information is not
needed for operational purposes. Organizations
may use this inventory to ensure that systems
only process the personally identifiable
information for authorized purposes and that
this processing is still relevant and necessary for
the purpose specified therein.

Limiting the use of personally identifiable
information throughout the information life
cycle when the information is not needed for
operational purposes helps to reduce the level of
privacy risk created by a system. The
information life cycle includes information
creation, collection, use, processing, storage,
maintenance, dissemination, disclosure, and
disposition. Risk assessments as well as
applicable laws, regulations, and policies can
provide useful inputs to determining which
elements of personally identifiable information
may create risk.
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