PRIVACY IMPACT ASSESSMENT (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing
and Urban Development (HUD) information systems or electronic collections (referred to as "electronic
collections' for the purpose of this form) of information that collect, maintain, use, and / or disseminate
personally identifiable information (PIl) about members of the public, Federal employees, and contractors. In the
case where no Pl is collected, the PIA will serve as a conclusive determination that privacy requirements do not
apply to the system. Please be sure to use plain language and be as concise as possible.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of
information used by the system; (3) how and why the system uses the information; (4) whether the system
provides notice to individuals that their information is used by the system; (5) the length of time the system
retainsinformation; (6) whether and with whom the system disseminates information; (7) procedures individuals
may use to access or amend information used by the system; and (8) physical, technical, and administrative
safeguards applied to the system to secure the information.

1. HUD INFORMATION SYSTEM: Inventory Management System/ Public Housing Information Center

2. HUD DIVISON NAME: PIH

3._CSAM ID: _ 1015 _
Section 1:PliDescription Summary (For Public Release)

a. ThePll is: (Checkall that apply)

[ From members of the general public O From athird-party source
[l From Federal employees and / or Federal contractors L1 Not Collected (Please proceed to Section 4)
O From vendors O Other (Please specify in the box below)

b. ThePllisin a/an: (Checkone)
O New HUD information system [0 New collection
O Existing HUD information system O Existing collection
O Significantly modified HUD information system
(if selected, please describe the modification in
the box below)

c. Describethe purpose of this HUD information systemor project, including the types of personal
information collected in the system.

The purpose of the IMS/PIC System is to provide users access to a national repository of information in order to
meet the following regulatory and statutory requirements:

24 CFR Part 908 Electronic Transmission of Required Family Data for Public Housing, Indian Housing Electronic
Transmission of Reauired Familv Data for Public Housina. Indian Housina. and the Section 8 Rental Certificate.

d. Why isthePII collected and / or what isthe intended use of the PI1? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)

The PII collected is used by HUD and entities that administer HUD assisted housing programs to perform the
following:

Verification and data matching using Social Security Numbers and income information in order to deter and detect
abuses and to increase the effective distribution of rental assistance to individuals that meet the requirements of
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https://www.plainlanguage.gov/guidelines/

e. Doindividuals havethe opportunity to object to the collection of their PI1? [ElYes [INo

If “Yes,” describe the method by which individuals can object to the PII collection.
If “No,” state the reason why individuals cannot object to the PIl collection.

Individuals who do not consent to the collection of their PIl via HUD form 9866 Authorization for the Release of
Information/Privacy Act Notice, are subject to denial of their eligibility or termination of assisted housing benefits, or

f. Do individuals have the opportunity to consent to the specific uses of their PI1? [EYes [INo

i.

If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.

All applicants and annually tenants over the age of 18 are asked to sign form HUD-9886 Authorization for the
Release of Information/Privacy Act Notice.

When an individual isasked to providePIl, a Privacy Act Statement (PAS) and / or a Privacy
Advisory must be provided. (Check as appropriate and provide the actual wording)
[0 Privacy Act Statement ] Privacy Advisory I Not Applicable
Purpose: EVIS/PIC serves as a national repository of information related to Public Housing Authorities (PHAS),
Tribally Designated Housing Entities (TDHE), HUD-assisted families, HUD-assisted properties, and other HUD

With whom will the Pl be shared through data exchange, both within your HUD Division and
outside your Division? (Checkall that apply)

O Within the HUD Office/ Division PIH Rental Assistance Programs including and not
0 Other HUD Office(s) / Division(s) See examples above

O Other federal agencies Social Security Administration and Federal

0 State & local agencies Public Housing Agencies will be able to see the PII
O Contractors (Include name of contractor and Strategic Solutions, Cloud Nine Technologies,

describe the language in the contract that safeguards
PI1 in the box below.)

O Other
Sour ce(s) of the Pl collected is/ are: (Checkall that apply & list all information systemsif applicable)
O Individuals [0 Databases
O] Existing HUD information systems O Publicly available data (e.g., obtained from
O Other Federal information systems internet, news feeds, court records)

The sources of Pll in IMS/PIC are data entry from internal and external HUD users and electronic transmissions
from PHAs and their hired management agents using special software.

How will the infor mation be collected? (Check all that apply & list all Official Form Numbers if applicable)

[J Email O Telephone interview

O Face-to-face contact 0 Website/ e-form

0 Fax O Paper

O Information sharing /system-to-system [0 Other (if selected, enter information in the box)

O official form

HUD-50058, Family Report OMB Approval Number 2577-0083

HUD 50058-MTW, MTW Family Report and MTW Expansion OMB Approval Number 2577-0083

HUD 52723 Operating Fund Calculation of Operating Subsidy OMB Approval No. 2577-0029

HUD 52722 Operating Fund Calculation of Utilities Expense Level OMB Approval No. 2577-0029 2
HUD-9886 Authorization for the Release of Information/Privacv Act Notice OMB CONTROL NUMBER: 2501-0014




k. Does thisHUD information system or project require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system or project contains information about U.S. citizens or lawful
permanent U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

Elyes[INo

If “Yes,” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No," explain why the SORN is not required.

PIH/FRN - Inventory Management System (Public and Indian Housing Information Center (IMS/PIC)

I. What isthe National Archive and Records Administration (NARA) approved, pending, or general
records schedule (GRYS) disposition authority for the system or for the records maintained in the system?
(Please consult Officeof Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: NC1-207-96-5
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

Electronic records are maintained and destroyed in accordance with requirements of the HUD Records Disposition
Schedule, 2225-6. In accordance with 24 CFR 908.101 and HUD record retention requirements at 24 CFR 85.42, PHAs
are required to retain at least three years’ worth of IMS/PIC data either electronically or in paper form.

m. What isthe authority to collect information? A Federal law or Executive Order must authorizethe
collection and maintenance of a system of records. For PII not collected or maintained in a system of

recor ds, the collection or maintenance of the PI1 must be necessary to dischar ge the requirements of a statue
or Executive Order.

The U.S. Housing Act of 1937, as amended, 42 U.S.C. 1437; Title VI of the Civil Rights Act of 1962 (42 U.S.C. 2000d);
The Fair Housing Act (42 U.S.C. 3601-3619); The Housing Community Development Act of 1981, Public Law 97-35, 85
stat., 348,408; and The Housing and Community Development Act of 1987, 42 U.S.C. 3543.

n. Doesthisinformation system or project have an active and approved Office of M anagement and
Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

[E]Y esCINo[] Pending

If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.

If “No,” explain why OMB approval is not required in accordance with proper HUD authority.

If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.

HUD-50058, Family Report OMB Approval Number 2577-0083; 5/31/2020
HUD 50058 MTW Family Report 2577-0083; 6/30/2013

MTW Expansion OMB Approval Number 2577-0083; 12/31/2023
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	Please enter CSAM ID: 1015
	Please enter HUD Division: PIH
	Please enter HUD Information System:  Inventory Management System/ Public Housing Information Center  (IMS/PIC)
	Click here to enter purpose information: The purpose of the IMS/PIC System is to provide users access to a national repository of information in order to meet the following regulatory and statutory requirements:

24 CFR Part 908 Electronic Transmission of Required Family Data for Public Housing, Indian Housing Electronic Transmission of Required Family Data for Public Housing, Indian Housing, and the Section 8 Rental Certificate, Rental Voucher, and Moderate Rehabilitation Programs 

24 CFR Part 970 – Public Housing Program; Demolition or Disposition of Public Housing Projects 

24 CFR Part 990 – The Public Housing Operating Fund Program

42 U.S. Code § 5121 - Congressional findings and Declarations - Provides tenant information to FEMA on affordable housing assistance being provided by HUD for FEMA to meet its statutory requirements under Robert. T. Stafford Disaster and Emergency Assistance Act 

47 C.F.R. § 54.409 - Consumer qualification for Lifeline - Provide tenant information to VA on affordable housing assistance being provided by HUD for VA. 

42 U.S.C. §1437f(o)(19) — Voucher Program: Rental Vouchers for Veterans Affairs Supported Housing Program - Provide tenant information to VA on affordable housing assistance being provided by HUD for VA

Fiscal Year 2016 Appropriations Act, Section 239, Public Law 114-113 - MTW Expansion

Examples of types of PII collected include and are not limited to; Full Name, Address, SSN, DOB, & Income information. 
	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Yes4
	Check Box14: Yes10
	Check Box223: Yes3
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: The PII collected is used by HUD and entities that administer HUD assisted housing programs to perform the following:

Verification and data matching using Social Security Numbers and income information in order to deter and detect abuses and to increase the effective distribution of rental assistance to individuals that meet the requirements of federal rental assistance programs

Authentication of employment and income of tenants at the time of annual and interim reexaminations of family income and composition via the PIH Enterprise Income Verification (EIV) system to support in the prevention of improper payments

Updating tenant building and unit information to improve the integrity of IMS/PIC data 

Processing administrative or legal actions to resolve past and current abuses of assisted housing programs
 
Monitoring compliance with HUD program requirements, evaluating program effectiveness and controlling fund

	Click here to objection information: Individuals who do not consent to the collection of their PII via HUD form 9866 Authorization for the Release of Information/Privacy Act Notice, are subject to denial of their eligibility or termination of assisted housing benefits, or both; however denial is subject to grievance and hearing procedures. 

The form states:
Failure to Sign Consent Form: Your failure to sign the consent form may result in the denial of eligibility or termination of assisted housing benefits, or both. Denial of eligibility or termination of benefits is subject to the HA’s grievance procedures and Section 8 informal hearing procedures.

	Specify3: Social Security Administration and Federal Emergency Management Agency
	Click here to enter Privacy Act / Privacy Advisory wording: Purpose:  EVIS/PIC serves as a national repository of information related to Public Housing Authorities (PHA5), Tribally Designated Housing Entities (TDHE), HUD-assisted families, HUD-assisted properties, and other HUD programs, for the purpose of monitoring and evaluating the effectiveness of PIH rental housing assistance programs. IMS/PIC allows PHAs, TDHEs, and their-hired management agents to electronically submit information to HUD that is related to the administration of HUD’s Pill programs. It collects data for PIH operations, including data submitted via the Internet from HUDs field offices, and accurately tracks activities and processes. 
Authorities:  The U.S. Housing Act of 1937, as amended, 42 U.S.C. 1437; Title VI of the Civil Rights Act of 1962 (42 U.S.C. 2000d); The Fair Housing Act (42 U.S.C. 3601-3619); The Housing Community Development Act of 1981, Public Law 97-35, 85 stat., 348,408; and The Housing and Community Development Act of 1987, 42 U.S.C. 3543.
Routine Uses:  Please see SORN for all Routine Uses.
Disclosure:  Voluntary.  Refusal to provide information could result in applications not being processed.
SORN ID and URL: PIH/FRN - Inventory Management System (Public and Indian Housing Information Center (IMS/PIC))  https://www.hud.gov/sites/dfiles/OCHCO/documents/IMSsorn.pdf 

	Specify2: See examples above
	Specify5: Strategic Solutions, Cloud Nine Technologies, REAC Inspectors; Federal Acquisition Regulation
52.224-3 Privacy Training.
      (a) Definition. As used in this clause, "personally identifiable information" means information that can be used to distinguish or trace an individual's identity, either alone or when combined with other information that is linked or linkable to a specific individual. (See Office of Management and Budget (OMB) Circular A-130, Managing Federal Information as a Strategic Resource).
      (b) The Contractor shall ensure that initial privacy training, and annual privacy training thereafter, is completed by contractor employees who-
           (1) Have access to a system of records;
           (2) Create, collect, use, process, store, maintain, disseminate, disclose, dispose, or otherwise handle personally identifiable information on behalf of an agency; or
           (3) Design, develop, maintain, or operate a system of records (see also FAR subpart 24.3 and 39.105).
      (c) 
(1) "Privacy training shall address the key elements necessary for ensuring the safeguarding of personally identifiable information or a system of records. The training shall be role-based, provide foundational as well as more advanced levels of training, and have measures in place to test the knowledge level of users. At a minimum, the privacy training shall cover-
                (i) The provisions of the Privacy Act of 1974 (5 U.S.C. 552a), including penalties for violations of the Act;
                (ii) The appropriate handling and safeguarding of personally identifiable information;
                (iii) The authorized and official use of a system of records or any other personally identifiable information;
                (iv) The restriction on the use of unauthorized equipment to create, collect, use, process, store, maintain, disseminate, disclose, dispose or otherwise access personally identifiable information;
                (v) The prohibition against the unauthorized use of a system of records or unauthorized disclosure, access, handling, or use of personally identifiable information; and
                (vi) The procedures to be followed in the event of a suspected or confirmed breach of a system of records or the unauthorized disclosure, access, handling, or use of personally identifiable information (see OMB guidance for Preparing for and Responding to a Breach of Personally Identifiable Information).
           (2) Completion of an agency-developed or agency-conducted training course shall be deemed to satisfy these elements.
      (d) The Contractor shall maintain and, upon request, provide documentation of completion of privacy training to the Contracting Officer.
      (e) The Contractor shall not allow any employee access to a system of records, or permit any employee to create, collect, use, process, store, maintain, disseminate, disclose, dispose or otherwise handle personally identifiable information, or to design, develop, maintain, or operate a system of records unless the employee has completed privacy training, as required by this clause.
      (f) The substance of this clause, including this paragraph (f), shall be included in all subcontracts under this contract, when subcontractor employees will-
           (1) Have access to a system of records;
           (2) Create, collect, use, process, store, maintain, disseminate, disclose, dispose, or otherwise handle personally identifiable information; or
           (3) Design, develop, maintain, or operate a system of records.

	Specify1: PIH Rental Assistance Programs including and not limited to: Office of Public Housing and Voucher Programs, Office of Public Housing Investments, the Real Estate Assessment Center, the Office of the Inspector General, Public Housing Occupancy Division, Office of Policy Development and Research
	Specify6: 
	Specify4: Public Housing Agencies will be able to see the PII data that they submit to validate proper submission.
	Check Box302: Yes15
	Check Box305: Yes16
	Check Box300: yes13
	Check Box301: Yes14
	Check Box306: Yes17
	Check Box18: Yes25
	Check Box91: Yes200
	Click here to enter PII source information: The sources of PII in IMS/PIC are data entry from internal and external HUD users and electronic transmissions from PHAs and their hired management agents using special software. 

Other sources of information are VMS, EIV, HUDCAPS, Department of Labor and Social Security Administration, but the information from these sources is primarily income and wage information, not PII. 
	Check Box1181: Yes3422323
	Click here to enter official form information: HUD-50058, Family Report OMB Approval Number 2577-0083
HUD 50058-MTW, MTW Family Report and MTW Expansion OMB Approval Number 2577-0083
HUD 52723 Operating Fund Calculation of Operating Subsidy OMB Approval No. 2577¬0029
HUD 52722 Operating Fund Calculation of Utilities Expense Level OMB Approval No. 2577-0029
HUD-9886 Authorization for the Release of Information/Privacy Act Notice OMB CONTROL NUMBER: 2501-0014
HUD-52860 Inventory Removals
	Check Box203: Yes203
	Check Box90: Yes201
	Check Box18111133: Yes3623
	Check Box202: Yes202
	Check Box204: Off
	Check Box19222: Off
	Check Box192r43: Yes32r43
	Check Box19111: Yes3111
	Click here to enter consent information: All applicants and annually tenants over the age of 18 are asked to sign form HUD-9886 Authorization for the Release of Information/Privacy Act Notice.

The form states:
Failure to Sign Consent Form: Your failure to sign the consent form may result in the denial of eligibility or termination of assisted housing benefits, or both. Denial of eligibility or termination of benefits is subject to the HA’s grievance procedures and Section 8 informal hearing procedures.

	Check Box19033: Yes303
	Check Box191r: Yes31323r
	Check Box1901: Off
	Checks123: Yessi1221
	Checks12: Yessie
	Check Box1921r134: Off
	Click here to enter NARA / GRS information: NC1-207-96-5
	Click here to enter date: 
	Click here to enter retention instructions: Electronic records are maintained and destroyed in accordance with requirements of the HUD Records Disposition Schedule, 2225-6. In accordance with 24 CFR 908.101 and HUD record retention requirements at 24 CFR 85.42, PHAs are required to retain at least three years’ worth of IMS/PIC data either electronically or in paper form.

	Checks116: Yessie27
	Click to enter HUD SORN information: PIH/FRN - Inventory Management System (Public and Indian Housing Information Center (IMS/PIC)
	Click here to enter OMB Control Number information: HUD-50058, Family Report OMB Approval Number 2577-0083; 5/31/2020
HUD 50058 MTW Family Report 2577-0083; 6/30/2013

MTW Expansion OMB Approval Number 2577-0083; 12/31/2023

HUD 52723 Operating Fund Calculation of Operating Subsidy OMB Approval No. 2577-0029; 10/31/2008; (currently being updated as per info located at: https://www.federalregister.gov/documents/2020/05/15/2020-10452/60-day-notice-of-proposed-information-collection-allocation-of-operating-fund-grant-under-the

HUD 52722 Operating Fund Calculation of Utilities Expense Level OMB Approval No. 2577-0029; 10/31/2008, (currently being updated as per info located at: https://www.federalregister.gov/documents/2020/05/15/2020-10452/60-day-notice-of-proposed-information-collection-allocation-of-operating-fund-grant-under-the

HUD-9886 Authorization for the Release of Information/Privacy Act Notice OMB CONTROL NUMBER: 2501-0014; 1/31/2014

HUD-52860 Inventory Removals 2577-0075; 8/31/2023
	Checks127: Yessie7789
	Click here to enter collection authority information: The U.S. Housing Act of 1937, as amended, 42 U.S.C. 1437; Title VI of the Civil Rights Act of 1962 (42 U.S.C. 2000d); The Fair Housing Act (42 U.S.C. 3601-3619); The Housing Community Development Act of 1981, Public Law 97-35, 85 stat., 348,408; and The Housing and Community Development Act of 1987, 42 U.S.C. 3543.



