
Department of Housing and Urban Development Privacy Impact Assessment (PIA)

 of 

3. CSAM ID:

CSAM ID:

1. HUD INFORMATION SYSTEM:
2. HUD DIVISION NAME:

Section 1: PII   Description   Summary (For Public    Release)
a.

b.
New HUD Information System 
Existing HUD Information System 
Significantly modified HUD Information System (if selected, 
please describe the modification in the box below)

New collection 
Existing collection

c. Describe the purpose of this HUD information system  or project, including the types of personal
information collected within the system.

d. Why is the PII collected and / or what is the intended use of the PII? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)
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Prescribing Authority: Public 
Law 107-347, Section 208(b). 
Complete this form for 
Department of Housing and 
Urban Development (HUD) 
information systems or 
electronic collections 
(referred to as "electronic 
collections" for the purpose 
of this form) of information 
that collect, maintain, use, 
and / or disseminate 
personally identifiable 
information (PII) about 
members of the public, 
Federal employees, and 
contractors. In the case where 
no PII is collected, the PIA 
will serve as a conclusive 
determination that privacy 
requirements do not apply to 
the system. Please be sure to 
use plain language and be as 
concise as possible.
For further information and 
instructions on how to fill out 
the PIA, please see the PIA 
Reference Guide.
HUD’s PIAs describe: (1) the 
legal authority that permits 
the collection of information; 
(2) the specific type of 
information used by the 
system; (3) how and why the 
system uses the information; 
(4) whether the system 
provides notice to individuals 
that their information is used 
by the system; (5) the length 
of time the system retains 
information; (6) whether and 
with whom the system 
disseminates information; (7) 
procedures individuals may 
use to access or amend 
information used by the 
system; and (8) physical, 
technical, and administrative 
safeguards applied to the 
system to secure the 
information.

The PII is in a / an: (Check one)

The PII is: (Check all that apply)
From members of the general public
From Federal employees and / or Federal contractors 
From vendors

From a third-party source
No PII (Fill out 1c &1l, then go to Section 4)
Other (Please specify in the box below)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban 
Development (HUD) information systems or electronic collections (referred to as "electronic collections" for the purpose of 
this form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about 
members of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a 
conclusive determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as 
concise as possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information 
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals 
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom 
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system; 
and (8) physical, technical, and administrative safeguards applied to the system to secure the information.

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to 
conduct a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use CSAM ID P209 whereas 
the PIA for PII storage in SharePoint will use the CSAM ID D100. After completion of all required information in the PIA, 
PIA are required to be routed to the Shared Drive Administrator and/or SharePoint Administrator for signature approval in 
addition to all the required signatures. For further information and instructions on how to fill out the PIA, please see the PIA 
Reference Guide. Please submit all completed PIAs using the submission feature located at the bottom of page 7.

https://www.hud.gov/sites/dfiles/OCHCO/documents/PIAReferenceGuide.pdf
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e. Do individuals have the opportunity to object to the collection of their PII?
If “Yes,” describe the method by which individuals can object to the PII collection. 
If “No,” state the reason why individuals cannot object to the PII collection.

f. Do individuals have the opportunity to consent to the specific uses of their PII?
If “Yes,” describe the method by which individuals can give or withhold their consent. 
If “No,” state the reason why individuals cannot give or withhold their consent.

Yes      No

Yes      No

g. When an individual is asked to provide PII, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
☐ Privacy Act Statement ☐ Privacy Advisory ☐ Not Applicable

h. With whom will the PII be shared through data exchange, both within your HUD Division and outside
your Division? (Check all that apply)

☐ Within the HUD Office / Division
☐ Other HUD Office(s) / Division(s)
☐ Other federal agencies
☐ State & local agencies
☐ Contractors (Include name of contractor and
describe the language in the contract that safeguards
PII in the box below.)
☐ Other

i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable)
☐ Individuals
☐ Existing HUD information systems
☐ Other Federal information systems

☐ Databases
☐ Publicly available data (e.g., obtained from

internet, news feeds, court records)

☐ Email
☐ Face-to-face contact
☐ Fax
☐ Information sharing /system-to-system
☐ Official form

☐ Telephone interview
☐ Website / e-form
☐ Paper
☐ Other (if selected, enter information in the box )
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j. How will the information be collected? (Check all that apply & list all Official Form Numbers if applicable)
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k. Does this HUD information system require a Privacy Act System of Records Notice (SORN)?
A SORN is required if the information system contains information about U.S. citizens or lawful permanent
U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

Yes     No

If “Yes” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No" explain why the SORN is not required.

l. What is the National Archive and Records Administration (NARA) approved, pending, or General
Records Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority:
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

n. Does this Information System or E-Collection have an active and approved Office of
Management and Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

Yes     No     Pending
If “Yes,” list all applicable OMB Control Numbers, collection titles, and expiration dates.
If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.
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m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.


	Please enter CSAM ID: 1289
	Please enter HUD Division: P323I - HONA Native Advantage (NTV) 
	Please enter HUD Information System: PIH - Office of Native American Program (ONAP)  
	Click here to enter purpose information: The primary purpose of the HUD Native Advantage system is to receive, track, report and process Section 184 Indian Home Loan Guarantee Program loan applications, appraisals and mortgage insurance claims submitted by the HUD-approved mortgagees. The system is used by the Office of Native American Program which administers housing and community development programs specifically designed for American Indian and Alaska Native families, Alaska villages, Tribes, or Tribally Designated Housing Entities. The system allows lenders and HUD officials to access to near real-time case and claim payment status.

Types of PII:  Full Name, Age, Alias, Certificates (e.g. birth, death, marriage), Citizenship(s), Credit Card Number, Criminal records information, Date of Birth, Device identifiers (e.g. mobile, devices), Drivers License/State ID number, Email Address(es), Employment Status, History or Information (e.g. title, position), Fax Number, Financial Information (e.g. credit report, account number), Gender, Geolocation Information, Home Address, Legal Documents, Records, Military status or other information, Mother's Maiden Name, Passport Information, Phone Numbers(s), Photographic identifiers (e.g., photograph, video, x-ray), Place of Birth, Race/Ethnicity, Religion, Salary, Sex, Social Security Number (SSN), Taxpayer ID, and Work Address.
	Click here to enter PII information: Lenders (Native Advantage Approved Mortgagees) will submit borrower loan application details that includes PII
from 3rd Party sources (Credit Reporting Providers, Appraisal Management Companies) that support the vendors will submit Borrower information.
	Click here to enter collection information: 
	Check Box224: Yes4
	Check Box14: Yes9
	Check Box223: Yes3
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: PII is collected for verification of borrower Native Advantage Section 184 program eligibility; borrower payment and other financial account data such as unpaid loan balances, interest accrued, service fees, expenses; provide automated assistance in mortgage credit evaluation; mission-related use for Native Advantage loan application ingestion through insurance/endorsement of loan for a borrower; administrative use to Appraisers, Underwriters and Loan Officers involved in appraising, underwriting or servicing the mortgage; and HUD Employees that are involved in the loan review process.
	Click here to objection information: Native Advantage lenders and borrowers have the opportunity to object when they are provided the notice during the loan application intake form process. All forms that collect PII, include Privacy Act statements that inform all form applicants of the uses made of their information. 
	Click here to enter Privacy Act / Privacy Advisory wording: The Privacy Act Statement is provided on the Section 184-A Addendum to URLA Form HUD-50111-A. "Privacy Act Statement. This statement is provided pursuant to the Privacy Act of 1974, 5 USC § 552a. The authority for collecting personally identifiable information (PII) in the Regulatory Consistency Communication Board (RCCB) Electronic Feedback Form is based in Section 313 of Public Law 112-95."

Authority:  Section 203 of the National Housing Act (12 U.S.C. §§ 1701l-1, 1708(a), 1709(r), and 1715(u)); 42 U.S.C. § 3543 “Preventing fraud and abuse in Department of Housing and Urban Development programs” (enacted as part of the Housing and Community Development Act of 1987); and 31 U.S.C. § 7701 (The Debt Collection Improvement Act of 1986).
Purpose:  A cloud-based system that allows mortgagees to upload single family mortgage loan data and process single family mortgage insurance applications from initial receipt through endorsement.
Routine Uses:  (1) General Service Administration Information Disclosure; Congressional Inquiries Disclosure; Health and Safety Prevention Disclosure; Consumer Reporting Agency Disclosure; Computer Matching Program Disclosure; Prevention of Fraud, Waste, and Abuse Disclosure; Research and Statistical Analysis Disclosure; Information Sharing Environment Disclosure; Data Testing for Technology Implementation; Data Breach Remediation Purposes; Breach Remediation Assistance; Disclosures for Law Enforcement Investigations; Court or Law Enforcement Proceedings Disclosure; Department of Justice for Litigation Disclosure; Contracting; Mortgagee Routine Use; Underwriting Routine Use; (a) a federal or state agency, its employees, agents (including contractors of its agents) or contractors; (b) a fiscal or financial agent designated by the Fiscal Service or other Department of the Treasury bureau or office, including employees, agents or contractors of such agent; or (c) a contractor of the Fiscal Service, for the purpose of identifying, preventing, or recouping improper payments to an applicant for, or recipient of, federal funds, including funds disbursed by a state in a state-administered, federally-funded program; disclosure may be made to conduct computerized comparisons for this purpose; Policy Development and Research (PD &R) and its researchers for mortgage credit evaluations and statistical analysis.
Disclosure:  Voluntary

	Specify6: Credco, Factual Data (Credit Reporting Agencies) and other Credit Reporting Agencies
	Specify1: 
	Specify2: OCIO
	Specify3: 
	Specify4: 
	Specify5: 
	Check Box18: Yes18
	Check Box300: Off
	Check Box301: Yes14
	Check Box302: Off
	Check Box305: Off
	Check Box306: Off
	Check Box91: Off
	Click here to enter PII source information: Lenders (Native Advantage Approved Mortgagees) obtain borrower loan application details that includes PII from borrowers. Also, PII is obtained from 3rd Party sources (Credit Reporting Providers, Appraisal Management Companies). Lenders will manually enter claims and upload documents into the system.  ONAP Catalyst Case Binder Module. 
	Check Box202: Off
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: - HUD 27011 Single Family Application for Insurance Benefits
- HUD 52739, ONAP-Loan Origination System
- Uniform Residential Loan Application (URLA) Form 1003 via Lender LOS Systems, Connect to Credit Reporting 
  agencies for Borrower detailed credit report, Uniform Appraisal Dataset (UAD) 1004D, 1004, 1004C, 1073, 1025. 
- Lender/Servicer and HUD employees provide data to the system and also in form of uploaded documents
	Check Box18111133: Yes3623
	Check Box1181: Off
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Off
	Click here to enter consent information: Native Advantage approved lenders and borrowers have the opportunity to consent when they are provided the notice during the application intake form process.  All forms that collect PII, include Privacy Act statements that inform all form applicants of the uses made of their information.
	Check Box19033: Off
	Check Box191r: Yes31323r
	Check Box192r43: Yes32r43
	Check Box1921r134: Yes32r33r13
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: DAA-GRS2013-0005-003
	Click here to enter date: N/A
	Click here to enter retention instructions: Temporary.  Destroy 5 years after the project/activity/transaction is completed or superseded, or the associated system is terminated, or the associated data is migrated to a successor system, but longer retention is authorized if required for business use. 
	Click here to enter OMB Control Number information: OMB Approved No. 2502-0429, Single Family Application for Insurance Benefits, expiration date: 01/31/2024


	Click here to enter collection authority information: Section 203 of the National Housing Act (12 U.S.C. §§ 1701l-1, 1708(a), 1709(r), and 1715(u)); 42 U.S.C. § 3543 “Preventing fraud and abuse in Department of Housing and Urban Development programs” (enacted as part of the Housing and Community Development Act of 1987); 31 U.S.C. § 7701 (The Debt Collection Improvement Act of 1986), Section 184 of the Housing and Community Development Act of 1992, Public Law 114-113 - December 18, 2015. Indian Housing Loan Guarantee Fund Account, (12 U.S.C. 1715z-13a(i)).
	Click to enter HUD SORN information: NTV does not require a SORN as records in the system are retrieved by case number and other unique loan identifiers which are not PII.
	Checks127: Yessie778
	Checks116: Yessie27


