PRIVACY IMPACT ASSESSMENT (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing
and Urban Development (HUD) information systems or electronic collections (referred to as "electronic
collections' for the purpose of this form) of information that collect, maintain, use, and / or disseminate
personally identifiable information (PIl) about members of the public, Federal employees, and contractors. In the
case where no Pl is collected, the PIA will serve as a conclusive determination that privacy requirements do not
apply to the system. Please be sure to use plain language and be as concise as possible.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of
information used by the system; (3) how and why the system uses the information; (4) whether the system
provides notice to individuals that their information is used by the system; (5) the length of time the system
retainsinformation; (6) whether and with whom the system disseminates information; (7) procedures individuals
may use to access or amend information used by the system; and (8) physical, technical, and administrative
safeguards applied to the system to secure the information.

1. HUD INFORMATION SYSTEM :HR End to End Talent Management/Cornerstone OnDemand

2. HUD DIVISON NAME: Office of Chief Human Capital Officer

3._CSAM ID: P1276D
Section 1:PliDescription Summary (For Public Release)

a. ThePll is: (Checkall that apply)

O From members of the general public O From athird-party source
[l From Federal employees and / or Federal contractors L1 Not Collected (Please proceed to Section 4)
CJFrom vendors O Other (Please specify in the box below)

b. ThePllisin a/an: (Checkone)
[0 New HUD information system [0 New collection
O Existing HUD information system O Existing collection
O Significantly modified HUD information system
(if selected, please describe the modification in
the box below)

HR End to End/ Cornerstone on Demand/inCompass (HR E2E) is a new HUD system (previously managed by
Treasury and now scheduled to be transitioned to HUD) and contains human resources information for HUD

fadaral amnlnvaanc

c. Describethe purpose of this HUD information systemor project, including the types of personal
information collected in the system.

The purpose of the HR End to End Talent Management System/Cornerstone on Demand (CSOD)/inCompass (HR
E2E) provides an enterprise human capital system that is compliant with OPM's HR Line-of-Business (HRLOB)
Reference Model. The commercial name for this product is Cornerstone on Demand (CSOD). HUD's name for the
software is HR E2E. This software is owned by CSOD and hosted through Amazon Web Services. The software
is made available to customers throuah a licensina subscription model via the internet (a distribution model known

d. Why isthePII collected and / or what isthe intended use of the PI1? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)

Pl Data collected and maintained in the HR End to End Talent Management System/CSOD (HR E2E) is used to
support the human resources functions for the Department of Housing and Urban Development (HUD) and the
Department of Treasury as part of a shared services initiative to reduce federal government expenditures. The Pl
is derived from the Department of Treasury’s HR Connect system (HUD's System of Record) through a
bi-directional data feed.



https://www.plainlanguage.gov/guidelines/

e. Doindividuals havethe opportunity to object to the collection of their PI1? [ElYes [INo
If “Yes,” describe the method by which individuals can object to the PII collection.
If “No,” state the reason why individuals cannot object to the PIl collection.

Individuals do have the opportunity to consent to the specific uses of their PIl according to The Privacy Act of 1974.

f. Do individuals have the opportunity to consent to the specific uses of their PI1? [EYes [INo
If “Yes,” describe the method by which individuals can give or withhold their consent.

If “No,” state the reason why individuals cannot give or withhold their consent.
Individuals do have the opportunity to object to the collection of their PIl according to The Privacy Act of 1974.

g. When an individual isasked to provide PII, a Privacy Act Statement (PAS) and / or a Privacy
Advisory must be provided. (Check as appropriate and provide the actual wording)

[0 Privacy Act Statement [ Privacy Advisory [J Not Applicable

Authority: 5 U.S.C. 1302, 2951, 3301, 3372, 4118, 8347, and Executive Orders 9397, as amended by
13478 9830 and 12107

~ra —~a

h. With whom will the P11 be shared through data exchange both W|th|n your HUD D|V|S|on and
outside your Division? (Checkall that apply)

0 Within the HUD Office/ Division HQ and Field
0O Other HUD Office(s) / Division(s)
[0 Other federal agencies Dept of Treasury [ HIR Cennect, Office of Personnel

O State & local agencies

O Contractors (Include name of contractor and
describe the language in the contract that safeguards
PI1 in the box below.)

O Other
i. Source(s) of thePII collected is/ are: (Checkall that apply & list all information systemsif applicable)
O Individuals [ Databases
O] Existing HUD information systems O Publicly available data (e.g., obtained from
O Other Federal information systems internet, news feeds, court records)

Sources of PII collected include: Department of Treasury/HR Connect System, and Office of Personnel
Management/ Electronic Human Resources Information (EHRI) System, and HUD Employees

j. How will the information be collected? (Check all that apply & list all Official Form Numbers if applicable)

[J Email O Telephone interview

[ Face-to-face contact [ Website/ e-form

0 Fax [ Paper

O Information sharing /system-to-system [0 Other (if selected, enter information in the box)

1 Official form

N/A, There are no associated form numbers




k. Does thisHUD information system or project require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system or project contains information about U.S. citizens or lawful
permanent U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

Elyes[INo

If “Yes,” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.

If "No," explain why the SORN is not required.
OPM/GOVT-1 SORN.

I. What isthe National Archive and Records Administration (NARA) approved, pending, or general
records schedule (GRYS) disposition authority for the system or for the records maintained in the system?
(Please consult Officeof Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: GRS 2.6/item 030; GRS 2.2/ item 020,070-073; GRS 2.1 item/ 140-

(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

The system will comply with federal records retention standards as determined by NARA. The applicable NARA
GRS include GRS XX.

Learning records generally: GRS 2.6,
httns:/www_.archives.aov/files/records-mamt/ars/ars02-6.ndf

m. What isthe authority to collect information? A Federal law or Executive Order must authorizethe
collection and maintenance of a system of records. For PII not collected or maintained in a system of

recor ds, the collection or maintenance of the PI1 must be necessary to dischar ge the requirements of a statue
or Executive Order.

5U.S.C. 1302, 2951, 3301, 3372, 4118, 8347, and Executive Orders 9397, as amended by
13478, 9830, and 12107.

n. Doesthisinformation system or project have an active and approved Office of M anagement and
Budget (OMB) Control Number?

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

[JYes[E1No[] Pending

If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.

If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.

Information is not collected from members of the public




	Please enter CSAM ID: P1276D
	Please enter HUD Division: Office of Chief Human Capital Officer
	Please enter HUD Information System: HR End to End Talent Management/Cornerstone OnDemand(CSOD)/inCompass (HR E2E)
	Click here to enter purpose information: The purpose of the HR End to End Talent Management System/Cornerstone on Demand (CSOD)/inCompass (HR E2E) provides an enterprise human capital system that is compliant with OPM's HR Line-of-Business (HRLOB) Reference Model.  The commercial name for this product is Cornerstone on Demand (CSOD). HUD's name for the software is HR E2E. This software is owned by CSOD and hosted through  Amazon Web Services.  The software is made available to customers through a licensing subscription model via the internet (a distribution model known as “Software-as-a-Service”).  CSOD is a commercial off-the-shelf (i.e., ready to use) product that Treasury and other agencies use to support their Human Resource (HR) functions. CSOD is a comprehensive talent management system that supports automation and cross-program collaboration for HR programs.  It covers the processing of HR data (for the purposes described below) for participating agencies from the time an employee is hired by the agency through retirement.  This product suite incorporates the following functional modules that are closely aligned with both established and emerging federal agency HR programs:

Compensation Management (“CSOD Award”):CSOD Award streamlines award programs to better motivate employees to focus on achieving strategic objectives and mission. It promotes accountability, productivity, and retention by simplifying compensation planning, incentive management, budgeting, and reporting. 

Key Features & Functions: Integrated Salary and Performance Data for Performance Awards Processing


Learning Management "CSOD Learning": CSOD Learning empowers individuals with personalized training programs and certification paths which develop their specific competencies and skills needs. It serves as a single point of access to deliver robust e-Learning experiences, mobile learning, and administer instructor-led training (ILT) and virtual classroom sessions. CSOD Learning enhances employee performance, supports compliance, and fosters collaboration within your organization.
Key Features & Functions: Offline Player, Course Publisher, Mobile Learning, Video Streaming, Groups & Communities, Document Management, Automated Registration & Roster Administration.


Performance Management "CSOD Performance" CSOD Performance aligns individual, departmental, and agency goals to translate workforce activities into positive business results. It delivers goal management, competency tracking, and career management functionality to optimize organizational operations and effectively reward talent.
Key Features & Functions: Goal/Element Setting, Custom Performance Reviews, 360-Degree Reviews, Configurable Competency Models, Managerial Comments & Feedback, Career Development Plans 
  
Workforce and Succession Management " CSOD Succession": CSOD Succession applies organizational metrics and results to build and cultivate candidates for at-risk, mission-critical, and executive positions. It streamlines every aspect of workforce succession planning. Succession serves both the employee and executive team with easy to build organizational models and develop.Key Features & Functions: 9-Box Grid, Succession Scenarios, Internal Candidate Search.

Types of PII information collected in system include: 
1. Training attendance / completion tracking
2. Performance goals and assessment of progress toward those goals and year end ratings
3. Individual goals aligned with organizational goals or strategies
4. Individual Development Plan data
5. Competency assessment results
6. Limited resume data provided voluntarily by the employee
7. Annual award amounts
8. Certification tracking and progress toward maintaining / acquiring certification
9. Current and previous held positions
10. Self-disclosed career interests

	Click here to enter PII information: .
	Click here to enter collection information: HR End to End/ Cornerstone on Demand/inCompass (HR E2E) is a new HUD system (previously managed by Treasury and now scheduled to be transitioned to HUD) and contains human resources information for HUD federal employees.
	Check Box224: Off
	Check Box14: Yes9
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Off
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: PII Data collected and maintained in the HR End to End Talent Management System/CSOD (HR E2E) is used to support the human resources functions for the Department of Housing and Urban Development (HUD) and the Department of Treasury as part of a shared services initiative to reduce federal government expenditures.  The PII is derived from the Department of Treasury’s HR Connect system (HUD's System of Record) through a bi-directional data feed.  
	Click here to objection information: Individuals do have the opportunity to consent to the specific uses of their PII according to The Privacy Act of 1974. 
	Click here to enter Privacy Act / Privacy Advisory wording: Authority:  5 U.S.C. 1302, 2951, 3301, 3372, 4118, 8347, and Executive Orders 9397, as amended by
13478, 9830, and 12107. 
Purpose:  These files and records are maintained by OPM and agencies in accordance with OPM
regulations and instructions. They provide the basic source of factual data about a person's
Federal employment while in the service and after his or her separation. Records in this system
have various uses by agency personnel offices, including screening qualifications of employees;
determining status, eligibility, and employee's rights and benefits under pertinent laws and
regulations governing Federal employment; computing length of service; and other information
needed to provide personnel services. These records may also be used to locate individuals for
personnel research. 
Routine Use:  https://www.opm.gov/information-management/privacy-policy/sorn/opm-sorn-govt-1-general-personnel-records.pdf
Disclosure:  Voluntary.  Failure to provide required information could result in a delay or not being approved for employment to HUD.
SORN:  https://www.opm.gov/information-management/privacy-policy/sorn/opm-sorn-govt-1-general-personnel-records.pdf
	Specify6: 
	Specify1: HQ and Field
	Specify2: 
	Specify3: Dept of Treasury / HR Connect, Office of Personnel Management (MOU/ISA for interconnection is in process)
	Specify4: 
	Specify5: 
	Check Box18: Yes25
	Check Box300: yes13
	Check Box301: Off
	Check Box302: Yes15
	Check Box305: Off
	Check Box306: Off
	Check Box91: Yes200
	Click here to enter PII source information: Sources of PII collected include: Department of Treasury/HR Connect System, and Office of Personnel Management/ Electronic Human Resources Information (EHRI) System, and  HUD Employees 


	Check Box202: Yes202
	Check Box203: Off
	Check Box90: Off
	Check Box204: Off
	Click here to enter official form information: N/A, There are no associated form numbers
	Check Box18111133: Off
	Check Box1181: Yes3422323
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Off
	Click here to enter consent information: Individuals do have the opportunity to object to the collection of their PII according to The Privacy Act of 1974. 
	Check Box19033: Off
	Check Box191r: Off
	Check Box192r43: Off
	Check Box1921r134: Off
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	Click here to enter NARA / GRS information: GRS 2.6/item 030; GRS 2.2/ item 020,070-073; GRS 2.1 item/ 140-143
	Click here to enter date: 
	Click here to enter retention instructions: The system will comply with federal records retention standards as determined by NARA. The applicable NARA
GRS include GRS XX.

Learning records generally: GRS 2.6,
https://www.archives.gov/files/records-mgmt/grs/grs02-6.pdf
Learning records (specifically individual development plans): GRS 2.6, item no. 030

Workforce and succession planning records, GRS 2.2, item no. 020
https://www.archives.gov/files/records-mgmt/grs/grs02-2.pdf

Employee performance records, GRS 2.2, item nos. 070-073
Hiring records generally: GRS 2.1,
https://www.archives.gov/files/records-mgmt/grs/grs02-1.pdf

Pre-employment (including vetting and background investigation) records: GRS 2.1, item nos. 140-143

Employee awards records, GRS 2.2, item 030
https://www.archives.gov/files/records-mgmt/grs/grs02-2.pdf



	Click here to enter OMB Control Number information: 
Information is not collected from members of the public
	Click here to enter collection authority information: 5 U.S.C. 1302, 2951, 3301, 3372, 4118, 8347, and Executive Orders 9397, as amended by
13478, 9830, and 12107. 
	Click to enter HUD SORN information:  OPM/GOVT-1 SORN. 
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