PRIVACY IMPACT ASSESSMENT (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing
and Urban Development (HUD) information systems or electronic collections (referred to as "electronic
collections' for the purpose of this form) of information that collect, maintain, use, and / or disseminate
personally identifiable information (PIl) about members of the public, Federal employees, and contractors. In the
case where no Pl is collected, the PIA will serve as a conclusive determination that privacy requirements do not
apply to the system. Please be sure to use plain language and be as concise as possible.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of
information used by the system; (3) how and why the system uses the information; (4) whether the system
provides notice to individuals that their information is used by the system; (5) the length of time the system
retainsinformation; (6) whether and with whom the system disseminates information; (7) procedures individuals
may use to access or amend information used by the system; and (8) physical, technical, and administrative
safeguards applied to the system to secure the information.

1. HUD INFORMATION SYSTEM: P-331E-Case

2. HUD DIVISON NAME: Office of Infrastructure and Operations (I00)

3._CSAM ID: _ 1099 _
Section 1:PliDescription Summary (For Public Release)

a. ThePll is: (Checkall that apply)

O From members of the general public O From athird-party source
[l From Federal employees and / or Federal contractors L1 Not Collected (Please proceed to Section 4)
CJFrom vendors O Other (Please specify in the box below)

b. ThePllisin a/an: (Checkone)
O New HUD information system [0 New collection
O Existing HUD information system O Existing collection
O Significantly modified HUD information system
(if selected, please describe the modification in
the box below)

c. Describethe purpose of this HUD information systemor project, including the types of personal

information collected in the system.

eCASE is a robust Platform as a Service /Software as a Service architecture layer for implementing multiple,
coexisting adaptive case management SaaS solutions including eCASE correspondence, eCASE-HR, eCASE
Audit and FOIAXpress. eCASE provides a dynamic case management framework with the capability to power a
wide range of workflow driven processes and core case management functions, tracking and reporting around a
wide range of business process verticals and help agencies manage their business information efficiently and
automate workflow processes, gaining a valuable competitive advantage.

d. Why isthePII collected and / or what isthe intended use of the PI1? (e.g. verification, identification,

authentication, data matching, mission-related use, administrative use)

Types of information in the records include requesters’ and their attorneys’ or representatives’ names, addresses,
e-mail, telephone numbers, and FOIA case numbers; office telephone numbers, and office routing symbols of
employees and contractors; names, telephone numbers, and addresses of the submitter of the information
requested; unique case identifier; social security number (if provided by the requesting party).

* Requester details

0 Requester’'s name (First Name*, Middle Name, Last Name*)

n Raniiactar’e nrnanizatinn



https://www.plainlanguage.gov/guidelines/

e. Doindividuals havethe opportunity to object to the collection of their PI1? [JYes [ZINo
If “Yes,” describe the method by which individuals can object to the PII collection.

If “No,” state the reason why individuals cannot object to the PIl collection.
This information is needed to grant access to HUD users

f. Do individuals have the opportunity to consent to the specific uses of their PI1? CdYes[E]No
If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.

g. When an individual isasked to provide PII, a Privacy Act Statement (PAS) and / or a Privacy
Advisory must be provided. (Check as appropriate and provide the actual wording)

[0 Privacy Act Statement ] Privacy Advisory I Not Applicable
Privacy Act Statement

The information collected on this form is needed for processmg requests for Personal Identity Ver|f|cat|on (PIV)
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h. With whom will the Pl be shared through data exchange, both within your HUD Division and
outside your Division? (Checkall that apply)
[0 Within the HUD Office/ Division oclo
0 Other HUD Office(s) / Division(s)
O Other federal agencies
O State & local agencies
O Contractors (Include name of contractor and

describe the language in the contract that safeguards
PI1 in the box below.)

O Other
i. Source(s) of thePII collected is/ are: (Checkall that apply & list all information systemsif applicable)
O Individuals [ Databases
O] Existing HUD information systems O Publicly available data (e.g., obtained from
U Other Federal information systems internet, news feeds, court records)

The Persist system Physical security system

j. How will the information be collected? (Check all that apply & list all Official Form Numbers if applicable)

[J Email O Telephone interview

[ Face-to-face contact 0 Website/ e-form

0 Fax [ Paper

O Information sharing /system-to-system [0 Other (if selected, enter information in the box)

O Official form
The E-Qip system, Persist system




k. Does thisHUD information system or project require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system or project contains information about U.S. citizens or lawful
permanent U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

Elyes[INo

If “Yes,” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No," explain why the SORN is not required.

P-315 Persist

I. What isthe National Archive and Records Administration (NARA) approved, pending, or general
records schedule (GRYS) disposition authority for the system or for the records maintained in the system?
(Please consult Officeof Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: DAA-GRS-2013-0005-0006
(2) If pending, provide the date the SF-115 was submitted to NARA: N/A
(3) Retention instructions:

GRS 3.1: item 10 Temporary. Destroy 5 years after project is terminated, but longer retention is authorized if required for
business use.

m. What isthe authority to collect information? A Federal law or Executive Order must authorizethe
collection and maintenance of a system of records. For PII not collected or maintained in a system of

recor ds, the collection or maintenance of the PI1 must be necessary to dischar ge the requirements of a statue
or Executive Order.

Public Law 104-106
HUD Handbook 3260.1

n. Doesthisinformation system or project have an active and approved Office of M anagement and
Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

[JYes[E1No[] Pending

If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.

If “No,” explain why OMB approval is not required in accordance with proper HUD authority.

If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.

N/A -Does not apply the data is being collected by HUD employees and contractors.




	Please enter CSAM ID: 1099
	Please enter HUD Division: Office of Infrastructure and Operations (IOO)
	Please enter HUD Information System:   P-331 E-Case
	Click here to enter purpose information: eCASE is a robust Platform as a Service /Software as a Service architecture layer for implementing multiple, coexisting adaptive case management SaaS solutions including eCASE correspondence, eCASE-HR, eCASE Audit and FOIAXpress.  eCASE provides a dynamic case management framework with the capability to power a wide range of workflow driven processes and core case management functions, tracking and reporting  around a wide range of business process verticals and help agencies manage their business information efficiently and automate workflow processes, gaining a valuable competitive advantage.

Executive Secretariat 
 1. Correspondence Tracking System (CTS)
 2. FOIA Management System (FMS2)
 3. Public Access Link (PAL)
Office of Chief Human Capital Officer (OCHCO) - HR Case Management
 4. Employee Relations
 5. Labor Relations
 6. Consultations
 5. Benefits Tracking
 6. Reasonable Accommodation
 7. Telework
 8. HIHRTS connector
 9. Portal (in process)
Office of Chief Financial Officer (OCFO) and Office of Inspector General (OIG)
 10. Audit Resolution and Corrective Action Tracking System (ARCATS)
 11. Prepared By Client (PBC)

 Office of Departmental Equal Employment Opportunity (ODEEO)
 12. EEO Management Information System (EEOMIS)  
 *This is a HUD sponsored ATO approved FedRamp implementation *
 The Cloud Service Provider is AINS, Inc
	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Off
	Check Box14: Yes10
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Off
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: Types of information in the records include requesters’ and their attorneys’ or representatives’ names, addresses, e-mail, telephone numbers, and FOIA case numbers; office telephone numbers, and office routing symbols of employees and contractors; names, telephone numbers, and addresses of the submitter of the information requested; unique case identifier; social security number (if provided by the requesting party).
• Requester details
o Requester’s name (First Name*, Middle Name, Last Name*)
o Requester’s organization
o Requester’s category* (e.g. Commercial Use, Educational Institution, News Media, Non-commercial Scientific Institution, Other
o Requester’s address (Street, City, State, Zip, Country*)
o Requester’s phone numbers (home, work, mobile, fax)
o Requester’s email
• Request details
o Requester’s name (First Name*, Last Name*)
o Shipping address (Street, City, State, Zip, Country*)
o Other address (Street, City, State, Zip, Country)-if different from shipping address
o Billing address (Street, City, State, Zip, Country)-if different from shipping address
o Request description (e.g. what the requester is asking for in their FOIA/PA request)
o If fees/invoices and payment applies to a request, then the system may track the ‘amount due’, ‘check#’, ‘bank name’, credit card details(‘card type’, ‘card#’, ‘name on card’, ‘expiration month'
Additionally, eCase applications and FOIAXpress stores ‘files’ within the correspondence log for a request AND within the document management module (for responsive records), which may include but are not limited to the following:
• Correspondence from the requester (which may contain their name, address, phone#, etc.)
o Incoming request letter
o Clarification letter
o Fee agreement letter
• Correspondence to the requester (which may contain their name, address, phone #, etc.)
o Acknowledgement letter
o Final response letter
o Redacted responsive records
• Document management files
o Original (un-redacted) responsive records
o Redacted responsive records

	Click here to objection information: This information is needed to grant access to HUD users 
	Click here to enter Privacy Act / Privacy Advisory wording: Privacy Act Statement

The information collected on this form is needed for processing requests for Personal Identity Verification (PIV) credentials (ID badges) for Federal employees and Federal contractors. The resulting PIV credential is required for access to federally controlled facilities and information systems. Personally identifiable information is protected by the Privacy Act of 1974, as amended (5 U.S. Code 552a). This information will only be used by Federal staff who hold positions of trust and who are specifically authorized to process PIV credentials. For questions, contact HUD's Departmental Privacy Act Officer in the Office of Chief Information Officer.
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	Click here to enter retention instructions: GRS 3.1: item 10 Temporary. Destroy 5 years after project is terminated, but longer retention is authorized if required for business use.
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N/A -Does not apply the data is being collected by HUD employees and contractors.
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Public Law 104-106
HUD Handbook 3260.1
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