
Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing
and Urban Development (HUD) information systems or electronic collections (referred to as "electronic
collections" for the purpose of this form) of information that collect, maintain, use, and / or disseminate
personally identifiable information (PII) about members of the public, Federal employees, and contractors. In the
case where no PII is collected, the PIA will serve as a conclusive determination that privacy requirements do not
apply to the system. Please be sure to use plain language and be as concise as possible.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of
information used by the system; (3) how and why the system uses the information; (4) whether the system
provides notice to individuals that their information is used by the system; (5) the length of time the system
retains information; (6) whether and with whom the system disseminates information; (7) procedures individuals
may use to access or amend information used by the system; and (8) physical, technical, and administrative
safeguards applied to the system to secure the information.
1.

2.

3.
Section 1: PII Description Summary (For Public  Release)

a.
From a third-party sourceFrom members of the general public

Not Collected (Please proceed to Section 4)From Federal employees and / or Federal contractors
Other (Please specify in the box below)From vendors

b.
New HUD information system New collection
Existing HUD information system Existing collection
Significantly modified HUD information system
(if selected, please describe the modification in
the box below)

c.
information collected in the system.

d.
authentication, data matching, mission-related use, administrative use)
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HUD INFORMATION SYSTEM:

HUD DIVISON NAME:

CSAM ID:

The PII is: (Check all that apply)

The PII is in a / an: (Check one)

Describe the purpose of this HUD information system or project, including the types of personal

Why is the PII collected and / or what is the intended use of the PII? (e.g. verification, identification,

PRIVACY IMPACT ASSESSMENT (PIA)

https://www.plainlanguage.gov/guidelines/
H54397
Sticky Note
Accepted set by H54397



e. Do individuals have the opportunity to object to the collection of their PII? Yes      No
If “Yes,” describe the method by which individuals can object to the PII collection.
If “No,” state the reason why individuals cannot object to the PII collection.

Yes      Nof. Do individuals have the opportunity to consent to the specific uses of their PII?
If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.

g. When an individual is asked to provide PII, a Privacy Act Statement (PAS) and / or a Privacy
Advisory must be provided. (Check as appropriate and provide the actual wording)
☐ Privacy Act Statement 

h. With whom will the PII be shared through data exchange, both within your HUD Division and
outside your Division? (Check all that apply)

☐ Within the HUD Office / Division
☐ Other HUD Office(s) / Division(s)
☐ Other federal agencies
☐ State & local agencies
☐ Contractors (Include name of contractor and
describe the language in the contract that safeguards
PII in the box below.)
☐ Other

i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable)
☐ Databases☐ Individuals
☐ Publicly available data (e.g., obtained from☐ Existing HUD information systems

internet, news feeds, court records)☐ Other Federal information systems

j. How will the information be collected? (Check all that apply & list all Official Form Numbers if applicable)
☐ Email ☐ Telephone interview
☐ Face-to-face contact ☐ Website / e-form
☐ Fax ☐ Paper
☐ Information sharing /system-to-system ☐ Other (if selected, enter information in the box )
☐ Official form
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☐ Privacy Advisory ☐ Not Applicable



k. Does this HUD information system or project require a Privacy Act System of Records Notice (SORN)?
A SORN is required if the information system or project contains information about U.S. citizens or lawful 
permanent U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN 
information must be consistent.

Yes     No

If “Yes,” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No," explain why the SORN is not required.

l. What is the National Archive and Records Administration (NARA) approved, pending, or general 
records schedule (GRS) disposition authority for the system or for the records maintained in the system? 
(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority:
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

m. What is the authority to collect information? A Federal law or Executive Order must authorize the 
collection and maintenance of a system of records. For PII not collected or maintained in a system of 
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a statue 
or Executive Order.

n. Does this information system or project have an active and approved Office of Management and
Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

Yes     No     Pending
If “Yes,” list all applicable OMB Control Numbers, collection titles, and expiration dates.
If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.
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	Please enter CSAM ID: 1295
	Please enter HUD Division: OCIO - Infrastructure Operation Office (IOO) 
	Please enter HUD Information System: P343 - DocuSign eSignature Cloud Application (DeCA)
	Click here to enter purpose information: OCIO continues to mature its infrastructure, automate processes, and invest in technology that improves and transforms how HUD supports customers, federation between agencies, and secure external partner transactions by standardizing the digital signature process. The OCIO modernized the digital signature process flows by introducing DocuSign eSignature Platform Edition.  DocuSign accelerates agreements, eliminates manual tasks, and makes it easy to connect with legacy tools and systems and empowers HUD employees by digitizing the stages of the business process and allow for automated management workflow features that provides greater control, visibility, and reduced risk to the Department.

DocuSign Federal is a FedRAMP approved Cloud Service Provider, Software as a Service (SaaS) application oriented towards federal government entities. Operated and managed as a government community cloud, DocuSign Federal provides government customers with an enterprise signing service to facilitate paperless workflow management. More information about DocuSign Federal can be found here: http://www.docusign.com/federal.

The improved efforts of using digital signatures comply with FIPS 201-2 to increase accountability and streamlines the approval process for workflows throughout HUD. In addition, the use of digital signatures pursuant with the Electronic Signature (ESIGN) Act of 2000, Digital Signature Request For Comments (RFC) 5126 Advanced Electronic Signatures, FIPS 201-2, and leverages Homeland Security Presidential Directive-12 (HSPD-12) capabilities of the Personal Identification Verification (PIV) and PIV-Alternate (PIV-A) cards issued by HUD. 

Type of PII Collected:  Name and work email address from PIV and PIV-A cards for electronic signature.  Additional PII will vary based on the use case(s) by program office(s) and what is in the system but will not exceed what has been selected in section 2 of this PIA.

	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Off
	Check Box14: Yes9
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: DocuSign is utilized for mission-related use as an electronic signature technology and Digital Transaction Management services to facilitate electronic exchanges of contracts and signed documents. PII is validated within the documents created for electronic signature.

Additional PII collected will vary based on the program office(s) use case(s) for mission-related and administrative use.
	Click here to objection information: Per the HUD Privacy Act Statement individuals have the opportunity to object as the information requested is voluntary. Before granting access, the system displays user notifications for privacy and security statements consistent with federal laws, Executive Orders, directives, policies, regulations, standards, and guidance. 
	Click here to enter Privacy Act / Privacy Advisory wording: DocuSign has a Privacy Policy that can be found at https://www.docusign.com/company/privacy-policy where the the individual consents to the collection and use of their information. 

The HUD forms vary in type of PII (if any) it contains depending on the program office(s) use cases. The program office is responsible for ensuring forms containing PII are covered by an existing PIA or SORN for the system where the form containing the PII originates. 
	Specify6: B. Requirements
1. Contractor shall comply with all applicable records management laws and regulations, as well as National Archives and Records Administration (NARA) records policies, including but not limited to the Federal Records Act (44 U.S.C. chs. 21, 29, 31, 33), NARA regulations at 36 CFR Chapter XII Subchapter B, and those policies associated with the safeguarding of records covered by the Privacy Act of 1974 (5 U.S.C. 552a). These policies include the preservation of all records created or received, regardless of form (paper, electronic, etc.) or characteristics, mode of transmission (email, fax, etc.), or state of completion (draft, final, etc.). 

2. In accordance with 36 CFR 1222.32, all data created for Government use and delivered to, or falling under the legal control of, the Government are Federal records subject to the provisions of 44 U.S.C. chapters 21, 29, 31, and 33, the Freedom of Information Act (FOIA) (5 U.S.C. 552), as amended, and the Privacy Act of 1974 (5 U.S.C. 552a), as amended and must be managed and scheduled for disposition only as permitted by statute or regulation.”

	Specify1: HUD Offices, it will vary by collection based on use case(s) by the program office(s).
	Specify2: 
	Specify3: 
	Specify4: 
	Specify5: Leidos 
	Check Box18: Yes26
	Check Box300: yes13
	Check Box301: Off
	Check Box302: Off
	Check Box305: Off
	Check Box306: Yes17
	Check Box91: Off
	Click here to enter PII source information: 
	Check Box202: Off
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: Official Forms will vary per use case(s) by the program office(s).
	Check Box18111133: Yes3623
	Check Box1181: Off
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Yes30wd
	Click here to enter consent information: Per the HUD Privacy Act Statement individuals have the opportunity to object as the information requested is voluntary. Before granting access, the system displays user notifications for privacy and security statements consistent with federal laws, Executive Orders, directives, policies, regulations, standards, and guidance. 
	Check Box19033: Off
	Check Box191r: Yes31323r
	Check Box192r43: Off
	Check Box1921r134: Off
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: DAA-GRS-2017-0003-0002
	Click here to enter date: 
	Click here to enter retention instructions: Temporary. Destroy upon verification of successful creation of the final document or file, or when no longer needed for business use, whichever is later.
	Click here to enter OMB Control Number information: 
If applicable, the program office(s) will be responsible for the OMB control number(s) of their use case(s).  DocuSign is an enterprise signing service to facilitate paperless workflow management. 
	Click here to enter collection authority information: The use of digital signatures will be compliant with the Electronic Signature (ESIGN) Act of 2000, Digital Signature Request For Comments (RFC) 5126 Advanced Electronic Signatures, and leverages Homeland Security Presidential Directive-12 (HSPD-12) Policy for a Common Identification Standard for Federal Employees and Contractors, and Public Law 106-229 Electronic Signatures in Global National Commerce Act.
	Click to enter HUD SORN information: This is a major application that does not require a SORN but program office(s) using the application to eSign forms produced/stored in their systems/applications may require their individual SORN.

HUD DocuSign does not retrieve U.S. citizen(s) or lawful permanent U.S. residents by name of another unique identifier.  At minimum, the user's name and work email address are necessary for DocuSign to function properly. DocuSign is utilized as an electronic signature technology and Digital Transaction Management service to facilitate electronic exchanges of contracts and signed documents. The DocuSign Federal system acts as a data processer with any PII documented within their Privacy Policy being populated by HUD.  The HUD forms vary in type of PII (if any) it contains depending on the program office's use purpose. The program office is responsible for ensuring forms containing PII are covered by an existing SORN for the system where the form originated. 
	Checks127: Yessie778
	Checks116: Yessie27


