PRIVACY IMPACT ASSESSMENT (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing
and Urban Development (HUD) information systems or electronic collections (referred to as "electronic
collections' for the purpose of this form) of information that collect, maintain, use, and / or disseminate
personally identifiable information (PIl) about members of the public, Federal employees, and contractors. In the
case where no Pl is collected, the PIA will serve as a conclusive determination that privacy requirements do not
apply to the system. Please be sure to use plain language and be as concise as possible.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of
information used by the system; (3) how and why the system uses the information; (4) whether the system
provides notice to individuals that their information is used by the system; (5) the length of time the system
retainsinformation; (6) whether and with whom the system disseminates information; (7) procedures individuals
may use to access or amend information used by the system; and (8) physical, technical, and administrative
safeguards applied to the system to secure the information.

1. HUD INFORMATION SY STEM :P323J, HUDCentral CRM
2. HUD DIVISON NAME: Office of the Chief Technology Officer (OCIO)

3._CSAM ID: _ 1292 _
Section 1:PliDescription Summary (For Public Release)

a. ThePll is: (Checkall that apply)

[ From members of the general public O From athird-party source
LIFrom Federal employees and / or Federal contractors L1 Not Collected (Please proceed to Section 4)
CJFrom vendors O Other (Please specify in the box below)

b. ThePllisin a/an: (Checkone)
[0 New HUD information system [0 New collection
O Existing HUD information system O Existing collection
O Significantly modified HUD information system
(if selected, please describe the modification in
the box below)

c. Describethe purpose of this HUD information systemor project, including the types of personal
information collected in the system.

The HUDCentral Customer Relationship Management (CRM) system is intended to provide guidance and
assistance to the public and certain housing industry groups concerning all aspects of Federal Housing
Administration (FHA) mortgage insurance processes, and provide responses to inquiries by the public regarding a
HUD program or policy. The system is used by HUD staff and contractors and provides a centralized portal to
capture. store. manaae and respond to inauiries received from the public. Customers who contact the Department

d. Why isthePII collected and / or what isthe intended use of the PI1? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)

HUD collects information about customers for mission-related use that contact the Agency with questions and/or
comments. The HUDCentral solution is leveraged by HUD staff and contractors when a citizen calls a 1-800

number, comes to a HUD office, or emails HUD with a question and/or comment. (Customer Support
Representatives (CSRs) collect PII (e.g. FHA case numbers, names and addresses) to track in the CRM system 1
and access other HUD systems followina a standard verification process. Information is collected to facilitate
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e. Doindividuals havethe opportunity to object to the collection of their PI1? [ElYes [INo
If “Yes,” describe the method by which individuals can object to the PII collection.
If “No,” state the reason why individuals cannot object to the PIl collection.

Per the Privacy Act Statement individuals have the opportunity to object as the information requested is voluntary.
Customers are provided notice via the Call Center Interactive Voice Response (IVR) System that PIl may be

f. Do individuals have the opportunity to consent to the specific uses of their PI1? [EYes [INo
If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.

Per the Privacy Act Statement individuals have the opportunity to consent as the information requested is voluntary.
Customers are provided notice via the Call Center IVR System that PIl may be collected during the call.

g. When an individual isasked to provide PII, a Privacy Act Statement (PAS) and / or a Privacy
Advisory must be provided. (Check as appropriate and provide the actual wording)

[0 Privacy Act Statement ] Privacy Advisory I Not Applicable
Authority: Housing and Community Development Act of 1974, Pub. L. 93-383. Section 2 of The Department of
Holug_ing a’nd LIJrlban Der\I/eIop_mer]t A(.:,t of. 196&:), 42. U.S.C.. 3531, Ivyhich es'fal)rlisrjef thel Departmept “to encourage the
h. With whom will the Pl be shared through data exchange, both within your HUD Division and
outside your Division? (Checkall that apply)

0 Within the HUD Office/ Division Single Family Housing

0O Other HUD Office(s) / Division(s)

O Other federal agencies

O State & local agencies

0 Contractors (Include name of contractor and Leidos Resource Center

describe the language in the contract that safeguards

PI1 in the box below.)
00 Other Leidos has implemented security safeguards in

i. Source(s) of thePII collected is/ are: (Checkall that apply & list all information systemsif applicable)

O Individuals [ Databases
[] Existing HUD information systems O Publicly available data (e.g., obtained from
U Other Federal information systems internet, news feeds, court records)

j. How will the information be collected? (Check all that apply & list all Official Form Numbers if applicable)

0 Email O Telephone interview

O Face-to-face contact [ Website/ e-form

0 Fax [ Paper

[ Information sharing /system-to-system [0 Other (if selected, enter information in the box)

1 Official form
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k. Does thisHUD information system or project require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system or project contains information about U.S. citizens or lawful
permanent U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN

information must be consistent.

Elyes[INo

If “Yes,” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.

If "No," explain why the SORN is not required.
SORN initial submission to the Privacy Office 4 April 2021.

I. What isthe National Archive and Records Administration (NARA) approved, pending, or general
records schedule (GRYS) disposition authority for the system or for the records maintained in the system?
(Please consult Officeof Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: GRS 3.2, Items 40, 41, 50 & 51 DAA-GRS-2013-0006-0005, DAA-C
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

GRS 3.2 Item-40 Temporary. Destroy when superseded by a full backup, or when no longer needed for system
restoration, whichever is later. Item 41 Temporary. Destroy when second subsequent backup is verified as successful or
when no longer needed for system restoration, whichever is later. Item-50 Temporary. Destroy immediately after the

R U (P [R5 R DU R RPN O PR R [ - [P PIN Y ORI RPN RIS Y SR PR R S

m. What isthe authority to collect information? A Federal law or Executive Order must authorizethe
collection and maintenance of a system of records. For PII not collected or maintained in a system of
recor ds, the collection or maintenance of the PI1 must be necessary to dischar ge the requirements of a statue

or Executive Order.

Housing and Community Development Act of 1974, Pub. L. 93-383. Section 2 of The Department of Housing and Urban
Development Act of 1965, 42 U.S.C. 3531, which establishes the Department “to encourage the solution of problems of
housing [and] urban development... and to provide for full and appropriate consideration, at the national level, of the
needs and interests of the Nation’s communities and of the people who live and work in them. This system is also
authorized by Executive Order 12160, Providing for enhancement and coordination of Federal consumer programs.

n. Doesthisinformation system or project have an active and approved Office of M anagement and
Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

Y esINo[Z] Pending

If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.

If “No,” explain why OMB approval is not required in accordance with proper HUD authority.

If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.

60-day Federal Notice date is June 15, 2021.
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	Please enter CSAM ID: 1292
	Please enter HUD Division: Office of the Chief Technology Officer (OCIO)
	Please enter HUD Information System: P323J, HUDCentral CRM
	Click here to enter purpose information: The HUDCentral Customer Relationship Management (CRM) system is intended to provide guidance and assistance to the public and certain housing industry groups concerning all aspects of Federal Housing Administration (FHA) mortgage insurance processes, and provide responses to inquiries by the public regarding a HUD program or policy.  The system is used by HUD staff and contractors and provides a centralized portal to capture, store, manage and respond to inquiries received from the public.  Customers who contact the Department may provide personal information during their interaction.  If an individual opts to provide their contact information, the system captures limited contact information such as individual's name, address, phone number and email address. HUDCentral supports the mission of the Department by providing a system which HUD staff use for the creation and dissemination of consistent responses to inquiries.  Some clients also provide FHA Case numbers and the property address to obtain assistance with case specific inquiries.  In addition, on Mail Fulfillment service requests the clients address is collected in the CRM in order to mail literature to the client upon their request.  The only other collection of PII is related to lender Case Processing submissions.  The lenders are required to encrypt any sensitive PII in their attachments.  

Types of PII:  Full Name, Home Address, Work Address, Email Address(es), Phone Number(s), Fax Number and Taxpayer ID. 

In certain cases, the following information could potentially be collected via email attachments sent to answers@hud.gov: NAID, Appraiser ID, FHA Case ID, CHUMS ID, State, ZIP Code, and Financial Information.

	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Off
	Check Box14: Yes9
	Check Box223: Off
	Check Box222: Off
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: HUD collects information about customers for mission-related use that contact the Agency with questions and/or comments.  The HUDCentral solution is leveraged by HUD staff and contractors when a citizen calls a 1-800 number, comes to a HUD office, or emails HUD with a question and/or comment.  (Customer Support Representatives (CSRs) collect PII (e.g. FHA case numbers, names and addresses) to track in the CRM system and access other HUD systems following a standard verification process.  Information is collected to facilitate recording the interaction history between the individual and HUD.
	Click here to objection information: Per the Privacy Act Statement individuals have the opportunity to object as the information requested is voluntary.  Customers are provided notice via the Call Center Interactive Voice Response (IVR) System that PII may be collected during the call. 
	Click here to enter Privacy Act / Privacy Advisory wording: Authority:  Housing and Community Development Act of 1974, Pub. L. 93-383.  Section 2 of The Department of Housing and Urban Development Act of 1965, 42 U.S.C. 3531, which establishes the Department “to encourage the solution of problems of housing [and] urban development… and to provide for full and appropriate consideration, at the national level, of the needs and interests of the Nation’s communities and of the people who live and work in them.  This system is also authorized by Executive Order 12160, Providing for enhancement and coordination of Federal consumer programs.

Principal Purpose:  The system was established as one of the priorities of HUD and provides customers with a consistent delivery of policy. The collection of the information from the inquiries benefits the organization’s objective of documenting the client inquiries and responses and future policy decisions.  

Routine Use(s): (1) Data Breach Remediation; (2) Breach Remediation Assistance; (3) General Service Administration Information Disclosure; (4) Congressional Inquiries Disclosure; (5) Court or Law Enforcement Proceedings; (6) Consumer Reporting Agency Disclosure; (7) Prevention of Fraud Waste and Abuse; (8) Research and Statistical Analysis Disclosure; (9) Health and Safety Prevention; (10) Information Sharing Environment Disclosure; (11) Data Testing for Technology Implementation; (12) Law Enforcement Investigations; (13) Department of Justice for Litigation; and (14) Compliant Resolution.  

Disclosure:  Voluntary, callers can opt request to be anonymous.


	Specify6: Leidos has implemented security safeguards in accordance with NIST SP 800-53 Rev4 security requirements to protect the information collected.
	Specify1: Single Family Housing
	Specify2: 
	Specify3: 
	Specify4: 
	Specify5: Leidos Resource Center
	Check Box18: Yes25
	Check Box300: yes13
	Check Box301: Off
	Check Box302: Off
	Check Box305: Off
	Check Box306: Yes17
	Check Box91: Off
	Click here to enter PII source information: 
	Check Box202: Off
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: 
	Check Box18111133: Off
	Check Box1181: Off
	Check Box19222: Off
	Check Box19111: Yes3111
	Check Box1901: Yes30wd
	Click here to enter consent information: Per the Privacy Act Statement individuals have the opportunity to consent as the information requested is voluntary.  Customers are provided notice via the Call Center IVR System that PII may be collected during the call. 
	Check Box19033: Yes303
	Check Box191r: Off
	Check Box192r43: Off
	Check Box1921r134: Off
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: GRS 3.2, Items 40, 41, 50 & 51 DAA-GRS-2013-0006-0005, DAA-GRS-2013-0006-0006, DAA-GRS-2013-0006-0007, DAA-GRS-2013-0006-0008; GRS 5.2, Item 20 DAA-GRS-2017-0003-0002; GRS 3.1, Item 50 & 51 DAA-GRS-2013-0005-0002, DAA-GRS-2013-0005-0003
	Click here to enter date: 
	Click here to enter retention instructions: GRS 3.2 Item-40 Temporary. Destroy when superseded by a full backup, or when no longer needed for system restoration, whichever is later. Item 41 Temporary. Destroy when second subsequent backup is verified as successful or when no longer needed for system restoration, whichever is later. Item-50 Temporary.  Destroy immediately after the identical records have been captured in a subsequent backup file or at any time after the transfer request has been signed by the National Archives, but longer retention is authorized if required for business use. Item 51 Temporary. Destroy immediately after the identical records have been deleted or replaced by a subsequent backup file, but longer retention is authorized if required for business use; GRS 5.2 Item 20 Temporary. Destroy upon verification of successful creation of the final document or file, or when no longer needed for business use, whichever is later; GRS 3.1 Item 50 Permanent. Transfer to the National Archives with the permanent electronic records to which the documentation relates. Item 51 Temporary. Destroy 5 years after the project/activity/ transaction is completed or superseded, or the associated system is terminated, or the associated data is migrated to a successor system, but longer retention.
	Click here to enter OMB Control Number information: 60-day Federal Notice date is June 15, 2021.
	Click here to enter collection authority information: Housing and Community Development Act of 1974, Pub. L. 93-383.  Section 2 of The Department of Housing and Urban Development Act of 1965, 42 U.S.C. 3531, which establishes the Department “to encourage the solution of problems of housing [and] urban development… and to provide for full and appropriate consideration, at the national level, of the needs and interests of the Nation’s communities and of the people who live and work in them.  This system is also authorized by Executive Order 12160, Providing for enhancement and coordination of Federal consumer programs.
	Click to enter HUD SORN information: SORN initial submission to the Privacy Office 4 April 2021.
	Checks127: Yessie7789
	Checks116: Yessie16


