Department of Housing and Urban Development (HUD) Privacy Impact Assessment (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban
Development information systems or electronic collections (referred to as "electronic collections" for the purpose of this
form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about members
of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a conclusive
determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as concise as
possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system;
and (8) physical, technical, and administrative safeguards applied to the system to secure the information.

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to
conduct a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use either CSAM ID P207,
P209, P212 or 1098 whereas the PIA for PII storage in SharePoint will use the CSAM ID D110 SharePoint. After
completion of all required information in the PIA, PIA are required to be routed to the Shared Drive Administrator and/or
SharePoint Administrator for signature approval in addition to all the required signatures.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide. Please submit all
completed PIAs using the submission feature located at the bottom of page 7.

1. HUD INFORMATION SYSTEM: D110 - Project: Storage of Payment Integrity Information Act (PIIA)
2. HUD DIVISION NAME: OCFO Financial Management (FM)
3. CSAM ID: 1095

Section 1: Pll Description Summary (for public Release)
a. The PII is: (Check all that apply)

0 From members of the general public O From a third-party source
O From Federal employees and / or Federal contractors [ No PII (Fill out 1c &11, then go to Section 4)
0 From vendors [0 Other (Please specify in the box below)

Public Housing Agencies (PHAs), Contract Administrators, Tenants, Grantees (state/local level entity/organization)
and End Recipients (property owners, landlords, vendors)

b. The PILis in a / an: (Check one)
O New HUD Information System
O Existing HUD Information System

O Significantly modified HUD Information System (if selected, [J Existing collection
please describe the modification in the box below)

0 New collection

This is a new collection in terms of Payment Integrity Information Act (P1l1A) efforts. OCFO FM is collecting existing
data from other HUD Program Offices and PHAs on the grant recipients and tenants. Program Offices and PHAs

c. Describethe purposeof this HUD information system or project, including the types of personal
information collected within the system.
The Funds Control Assurance Division (FCAD) leads the Payment Integrity Information Act (PIIA) efforts at the

United States Department of Housing and Urban Development (HUD). On an annual basis FCAD is required to
conduct testing over programs that are deemed susceptible to Improper Payments (IPs) and Unknown Payments
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d. Why is the PII collected and / or what is the intended use of the PII?

[O] Verification [] Data Matching
[O] Identification [0] Mission-Related Use 1
[] Authentication [] Administrative Use
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e. Doindividuals have the opportunity to object to the collection of their PI1? MYes CONo
If “Yes,” describe the method by whichindividuals can object to the PIl collection.
If “No,” state the reason why individuals cannot object to the PII collection.

Individuals have the opportunity to object by not providing their information when applying for a grant/housing.
Hnwever thev wniild nnt he elinihle far a arant if thev dn nnt nrovide the reniiected infarmatinn Tenante will have

f. Do individuals have the opportunity to consent to the specific uses of their PI17? [EYes [INo
If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.
Individuals have the opportunity to withhold their consent by not providing their information when applying for a
grant/hous.ip:q:Hic)\f\/’e\ilrtrairr, theywould not R?,?Iigipl? for‘agrantn‘they do not provide the requested information.
0. When an individual isasked to provide Pl 1, is a Privacy Act Statement (PAS) and / or a Privacy

Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
[ Privacy Act Statement [ Privacy Advisory LI Not Applicable

The Privacy Act Statement is provided at the time of the initial collection on the HUD Form 50058 and grant
agreements.

HUD Form 50058: This collection is authorized by the U. S. Housing Act of 1937 (42 U. S. C. 1437 et seq.), Title
VI of the Civil Rights Act of 1964 (42 U. S. C. 2000d) and by the Fair Housing Act (42 U. S. C. 3601-19). Each
affected agency must submit information to assist HUD in managing and monitoring HUD assisted housing

nronrame tn nrntacrt tha (Gnvarnmeaent'c intaract and tn varifiu the acciirary nf the infarmatinn raraiviad HI 1D wiill

h. With whom will the Pl be shared through electronic data exchange, both within your HUD Division
and outside your Division? (Checkall that apply)

0 Within the HUD Office/ Division OCFO FM Funds Control Assurance Division

O Other HUD Office(s) / Division(s)

O Other federal agencies

O State & local agencies

[0 Contractors (Include name of contractor and OCFO FM contractors (currently, E&Y) will have
describe the language in the contract that safeguards Pl1 in the box below.)

O Other “Sensitive information” means any information of

i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable)

O Individuas O Databases
O Existing HUD information systems [ Publicly available data if applicable)(e.g., obtained from
[ Other Federal information systems internet, news feeds, court records)

Data initially collected from grant recipients and tenants. Depending on the program, the appropriate Public
Housing Agency (PHA) and/or HUD program office(s) collects/maintains the data with PHA's databases and HUD

j. How will theinformation be collected? (Check all that apply & list all Official Forms and Titles if applicable)

[ Encrypted Email O Telephone interview

[[] Face-to-face contact [ Website/ e-form

[ Fax [ Paper

[J Information sharing /system-to system [0 Other (if selected, enter information in the box )

O Official form

OCFO FM will request specific data from the program offices or PHAs. The program office/PHA will gather the data 2
requested and password protect the file. Within SharePoint, there will be a library for each program office and PHA.
The nroaram offices will download data from IMS/PIC. and DRGR. The nroaram office/PHA will then 1inload their
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k. DoesthisHUD information system require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system contains information about U.S. citizens or lawful permanent
U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

[JYes[O]No

If “Yes’ enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No" explain why the SORN is not required.

A SORN is not required as the SharePoint libraries/folders are retrieved by Fiscal Year, Program,
PHA/Grantee/Contractor Administrator (not an individual's name), and Sample Number (e.g. Sample 001).

. What isthe National Archive and Records Administration (NARA) approved, pending, or General
Recor ds Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: DAA-GRS-2017-0003-0002
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

Temporary. Destroy when no longer needed for business use, or according to agency predetermined time period or
business rule.

m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.

31 USC 3512(b); 31 U.S.C. 3351 et seq - Payment Integrity Information Act (PIIA) of 2019; Executive Order 13478; U.
S. Housing Act of 1937 (42 U. S. C. 1437 et seq.), Title VI of the Civil Rights Act of 1964 (42 U. S. C. 2000d); Fair
Housing Act (42 U. S. C. 3601-19); Housing and Community Development Act of 1987 42 U.S.C.3543 (a);

n. DoesthisInformation System or E-Collection have an active and approved Office of
Management and Budget (omB) Control Number?

This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

[@1Y es_INo[] Pending

If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.

If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.

- OMB Control Number 2506-0193, Closeout Instructions for Community Development Block Grant Programs (CDBG),
expiration date: 1/31/2025

- OMB Control Number 2577-0083, Family Report, MTW Family Report, MTW Expansion Family Report, expiration
date: 12/31/2023
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	Please enter CSAM ID: 1095 
	Please enter HUD Division: D11O - Project: Storage of Payment Integrity Information Act (PIIA) related data - SharePoint Site
	Please enter HUD Information System: OCFO Financial Management (FM)
	Click here to enter purpose information: The Funds Control Assurance Division (FCAD) leads the Payment Integrity Information Act (PIIA) efforts at the United States Department of Housing and Urban Development (HUD).  On an annual basis FCAD is required to conduct testing over programs that are deemed susceptible to Improper Payments (IPs) and Unknown Payments (UPs). This allows HUD to prepare improper payment estimates which are required to comply with the legislation and meet congressional reporting requirements. The documentation that FCAD must review contains Personal Identifiable Information (PII) and Protected Health Information (PHI) and must be stored in a safe and secure location.   Additionally, this information is being provided by sub-recipients and thus requires a secure access point for the information to be transmitted.

Type of PII collected:  Full Name, Age, Certificates, Citizenship, Date of Birth, Driver's License/State ID Number, Email Address(es),  Employment Status, Financial Information, Gender, Home Address, Marital Status, Military Status or other, Phone Number(s), Place of Birth, Protected Health Information, Race/Ethnicity, Salary, Sex, Social Security Number, Taxpayer ID and Work Address.
	Click here to enter PII information: Public Housing Agencies (PHAs), Contract Administrators, Tenants, Grantees (state/local level entity/organization) and End Recipients (property owners, landlords, vendors)
	Click here to enter collection information: This is a new collection in terms of Payment Integrity Information Act (PIIA) efforts.  OCFO FM is collecting existing data from other HUD Program Offices and PHAs on the grant recipients and tenants.  Program Offices and PHAs will have their own restricted folder to upload their password protected files in SharePoint. 
	Check Box224: Yes4
	Check Box14: Yes7
	Check Box223: Yes3
	Check Box222: Off
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Yes6
	Identification: Yes25
	Verification: Yes25
	Authentication chk: Off
	Data Matching Chk: Off
	Mission-Related Use: Yes25
	Administrative Use Chk: Off
	Click here to objection information: Individuals have the opportunity to object by not providing their information when applying for a grant/housing. However, they would not be eligible for a grant if they do not provide the requested information. Tenants will have to provide their information to apply for housing assistance. 
	Click here to enter Privacy Act / Privacy Advisory wording: The Privacy Act Statement is provided at the time of the initial collection on the HUD Form 50058 and grant agreements.

HUD Form 50058: This collection is authorized by the U. S. Housing Act of 1937 (42 U. S. C. 1437 et seq.), Title VI of the Civil Rights Act of 1964 (42 U. S. C. 2000d) and by the Fair Housing Act (42 U. S. C. 3601-19). Each affected agency must submit information to assist HUD in managing and monitoring HUD assisted housing programs, to protect the Government's interest, and to verify the accuracy of the information received. HUD will use the information to: (1) monitor program participants' compliance with requirements, (2) provide demographic information describing tenants' characteristics, (3) participate in income matching, detect fraud, and (4) plan for future use of the housing inventory with emphasis on the housing needs of special groups. The information requested is required to obtain or retain benefits. This collection is mandatory. The information requested is required to obtain and retain benefits. Failure to provide SSN could result in denial of eligibility and/or termination of assistance or tenancy participants. HUD is authorized to collect this information under the Housing and Community Development Act of 1987 42 U.S.C.3543 (a).
	Specify6: “Sensitive information” means any information of which the loss, misuse, or unauthorized access to, or
modification of, could adversely affect the national interest, the conduct of federal programs, or the privacy to
which individuals are entitled under section 552a of title 5, United States Code (the Privacy Act), but which has
not been specifically authorized under criteria established by an Executive Order or an Act of Congress to be kept
secret in the interest of national defense or foreign policy.
	Specify5: OCFO FM contractors (currently, E&Y) will have access to this data for PIIA efforts. 2452.239-70 ACCESS TO HUD SYSTEMS (APR 2019)
	Check Box18: Yes26
	Check Box300: yes13
	Check Box301: Off
	Check Box302: Off
	Check Box305: Off
	Check Box306: Yes17
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	Check Box91: Yes200
	Click here to enter PII source information: Data initially collected from grant recipients and tenants. Depending on the program, the appropriate Public Housing Agency (PHA) and/or HUD program office(s) collects/maintains the data with PHA's databases and HUD information systems. 

HUD Systems
- P113 - Inventory Management System/PIH Information Center
- C08A- Disaster Recovery Grant Reporting System 
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	Check Box203: Yes203
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	Check Box204: Off
	Click here to enter official form information: OCFO FM will request specific data from the program offices or PHAs. The program office/PHA will gather the data requested and password protect the file. Within SharePoint, there will be a library for each program office and PHA.  The program offices will download data from IMS/PIC and DRGR.  The program office/PHA will then upload their file(s) in their designated folder. The folders will be restricted to only the individuals that need to access it. The password to the file(s) will be sent to FM via e-mail. 

The systems that collect the initial data use the following forms:
- HUD Form 40151, State CDBG Program Grant Close-out Certification
- HUD Form 50058, Family Report
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	Check Box1901: Off
	Click here to enter consent information: Individuals have the opportunity to withhold their consent by not providing their information when applying for a grant/housing. However, they would not be eligible for a grant if they do not provide the requested information. Tenants will have to provide their information to apply for housing assistance. 
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	Click here to enter date: 
	Click here to enter retention instructions: Temporary. Destroy when no longer needed for  business use, or according to agency predetermined time period or business rule.
	Click here to enter OMB Control Number information: - OMB Control Number 2506-0193, Closeout Instructions for Community Development Block Grant Programs (CDBG), 
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