PRIVACY IMPACT ASSESSMENT (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing
and Urban Development (HUD) information systems or electronic collections (referred to as "electronic
collections' for the purpose of this form) of information that collect, maintain, use, and / or disseminate
personally identifiable information (PIl) about members of the public, Federal employees, and contractors. In the
case where no Pl is collected, the PIA will serve as a conclusive determination that privacy requirements do not
apply to the system. Please be sure to use plain language and be as concise as possible.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of
information used by the system; (3) how and why the system uses the information; (4) whether the system
provides notice to individuals that their information is used by the system; (5) the length of time the system
retainsinformation; (6) whether and with whom the system disseminates information; (7) procedures individuals
may use to access or amend information used by the system; and (8) physical, technical, and administrative
safeguards applied to the system to secure the information.

1. HUD INFORMATION SYSTEM: Loan Review System (P303)

2. HUD DIVISON NAME: Quality Assurance Division, Office of Lender Activities and Program

3._CSAM ID: _ 1108 _
Section 1: PlIDescription Summary (For Public Release)

a. ThePll is: (Checkall that apply)

O From members of the general public O From athird-party source
[ From Federal employees and / or Federal contractors L1 Not Collected (Please proceed to Section 4)
CJFrom vendors O Other (Please specify in the box below)

b. ThePllisin a/an: (Checkone)
O New HUD information system [0 New collection
O Existing HUD information system O Existing collection
O Significantly modified HUD information system
(if selected, please describe the modification in
the box below)

c. Describethe purpose of this HUD information systemor project, including the types of personal
information collected in the system.

The Loan Review System (LRS) is the electronic platform for most Federal Housing Administration (FHA) Title Il
Single Family quality assurance review processes. The purpose of LRS is to review FHA Single Family Title Il
mortgages, to test case loans, various Title Il post endorsement loan reviews, Title 1l lender monitoring reviews,
and Title 1l loans reported by lenders due to instances of fraud and misrepresentation or other material findings
(commonlv known as “self reports™. LRS meraes and unifies the loan review workload manaaement functions
d. Why isthePII collected and / or what isthe intended use of the PI1? (e.g. verification, identification,

authentication, data matching, mission-related use, administrative use)

Pll records are used for a mission related use and verification and identification purposes.



https://www.plainlanguage.gov/guidelines/

e. Doindividuals havethe opportunity to object to the collection of their PI1? [ElYes [INo

If “Yes,” describe the method by which individuals can object to the PII collection.
If “No,” state the reason why individuals cannot object to the PIl collection.

The information requested per the Privacy Act Statement (PAS) states its voluntary. Per the PAS individuals have
the opportunity to object.

f. Do individuals have the opportunity to consent to the specific uses of their PI1? [EYes [INo

i.

If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.
The Privacy Act Statement provides the individuals the opportunity to consent.

When an individual isasked to providePIl, a Privacy Act Statement (PAS) and / or a Privacy
Advisory must be provided. (Check as appropriate and provide the actual wording)

[0 Privacy Act Statement ] Privacy Advisory I Not Applicable
Ladonne will update.

With whom will the Pl be shared through data exchange, both within your HUD Division and
outside your Division? (Checkall that apply)
O Within the HUD Office/ Division Single Family Program Development
0 Other HUD Office(s) / Division(s) Office of the Chief Information Officer, Office of
O Other federal agencies
O State & local agencies
O Contractors (Include name of contractor and KPMG, Perspecta; FAR Clause: Privacy
describe the language in the contract that safeguards
PI1 in the box below.)

O Other
Sour ce(s) of the Pl collected is/ are: (Checkall that apply & list all information systemsif applicable)
O Individuals [0 Databases
O] Existing HUD information systems O Publicly available data (e.g., obtained from
U Other Federal information systems internet, news feeds, court records)

Enterprise Data Management (EDM)/P302, Computerized Home Underwriting Management System (CHUMS)/F17,
Lender Electronic Assessment Portal (LEAP)/P278, Federal Housing Administration Connection (FHAC)/F17C.

How will the infor mation be collected? (Check all that apply & list all Official Form Numbers if applicable)

[J Email O Telephone interview

[ Face-to-face contact [ Website/ e-form

0 Fax O Paper

O Information sharing /system-to-system [0 Other (if selected, enter information in the box)

1 Official form

Mortgagors, appraisers, mortgagee staff, underwriters, and HUD employees provide data to the originating source

systems. The originating source systems then pass select data onto the Enterprise Data Management (EDM). LRS

includes direct interfaces to EDM and these systems: 2
* P302 - Enterprise Data Management (EDM)




k. Does thisHUD information system or project require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system or project contains information about U.S. citizens or lawful
permanent U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN

information must be consistent.

Elyes[INo

If “Yes,” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.

If "No," explain why the SORN is not required.
HUD.HSNG/SF.001: Published in the Federal Register at 82 FR 26705-26708 on June 8, 2017.

I. What isthe National Archive and Records Administration (NARA) approved, pending, or general
records schedule (GRYS) disposition authority for the system or for the records maintained in the system?
(Please consult Officeof Records Management to assure that the following information is accurate)
(1) NARA Job Number or GRS Authority: N1-207-93-01,item 21;DAA-GRS-2013-0005-0002,item 50;DAA-GR
(2) If pending, provide the date the SF-115 was submitted to NARA:

(3) Retention instructions:
N1-207-93-01,item 21_Temporary-Destroy when 5 years old. DAA-GRS-2013-0005-0002,item 50_Permanent-Transfer
to the National Archives with the permanent electronic records to which the documentation relates. DAA-GRS-

2013-0005-0003,item 51_Temporary-Destroy 5 years after the project/activity/ transaction is completed or superseded,
or the associated svstem is terminafed. ar the associated data is miarated ta a successar svstem. hut lonaer retention

m. What isthe authority to collect information? A Federal law or Executive Order must authorizethe
collection and maintenance of a system of records. For PII not collected or maintained in a system of
recor ds, the collection or maintenance of the PI1 must be necessary to dischar ge the requirements of a statue

or Executive Order.

Section 203 of the National Housing Act (12 U.S.C. 8810711-1, 1708(a), 1709(r), and 1715(u))); 42 U.S.C. § 3543
"Preventing fraud and abuse in Department of Housing and Urban Development programs" (enacted as part of the
Housing and Community Development Act of 1987); and 31 U.S.C. § 7701 (The Debt Collection Improvement Act of

1986). Handbook 4000.1, Section V.A

n. Doesthisinformation system or project have an active and approved Office of M anagement and

Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month

period regardless of form or format.
[E]Y esCINo[] Pending
If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.
If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.
Sources covering information transmitted to LRS include OMB Control Numbers:

Loan Review System approval to collect data: OMB Control Number 2502-0600 OMB Expiration Date 12/31/2020:

Quality Control Requirements for Direct Endorsement Lenders.
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	Please enter CSAM ID: 1108
	Please enter HUD Division: Quality Assurance Division, Office of Lender Activities and Program Compliance (OLAP) 
	Please enter HUD Information System:  Loan Review System (P303)
	Click here to enter purpose information: The Loan Review System (LRS) is the electronic platform for most Federal Housing Administration (FHA) Title II Single Family quality assurance review processes.  The purpose of LRS is to review FHA Single Family Title II mortgages, to test case loans, various Title II post endorsement loan reviews, Title II lender monitoring reviews, and Title II loans reported by lenders due to instances of fraud and misrepresentation or other material findings (commonly known as ‘‘self reports’’).  LRS merges and unifies the loan review workload management functions and lender reporting functions into a single integrated application.  The system ensures compliance to FHA insurance loan regulations and Mortgagee Letters and also helps HUD staff and HUD approved counterparties examine holistic risk management characteristics through monitoring performance and policy compliance of FHA approved lenders.

LRS also includes individuals PII that focuses on both underwriting and servicing activities:  Mortgagor (Borrowers): Full Name, Social Security number, Date of Birth, Income, Credit Score; Non-Borrowing Spouse Social Security number; Mortgagee: Full Name, Lender ID Number; HUD employee: Full Name, HUD ID.  
 
A typical transaction – A case is selected either automatically after calculations are performed by LRS Selection Models, or manually by an FHA reviewer. Mortgagees are required to report instances of fraud which could also result in a review called a “self-report”.   A binder request for a case binder is sent though the CHUMS application to either the lender or the records center (otherwise none as the National Archives and Records Administration).  During the review process, FHA uses a case binder to compare and contrast with loan information to create findings. The lender is then given several opportunities to respond and mitigate material findings.  When a review is completed in LRS, it can be closed as a Management Decision, MRB Referral, completed with no remaining unacceptable findings, Deficient, Conforming, Remediated, or an e-signed Indemnification Agreement between the Mortgagee and FHA. All Indemnification Agreements signed through LRS are shared with the CHUMS and FHAC applications.

	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Off
	Check Box14: Yes10
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: PII records are used for a mission related use and verification and identification purposes. 
	Click here to objection information: The information requested per the Privacy Act Statement (PAS) states its voluntary.  Per the PAS individuals have the opportunity to object.    
	Click here to enter Privacy Act / Privacy Advisory wording: Ladonne will update.  

FHA borrowers are provided PAS during the loan application intake form process.  LRS is preparing to post PAS  notice to its application.  

Authority:   Section 203 of the National Housing Act (12 U.S.C. §§10711-1, 1708(a), 1709(r), and 1715(u))); 42 U.S.C. § 3543 "Preventing fraud and abuse in Department of Housing and Urban Development programs" (enacted as part of the Housing and Community Development Act of 1987); and 31 U.S.C. § 7701; The Housing and Community Act of 1987, 42 U.S.C. 3543(a) authorizes HUD to collect the Social Security Number (SSN).  

Purpose:  The mission of the Office of Lender Activities and Program Compliance is to provide business partner monitoring, reviews, of Mortgagees’ that have been granted the authority to issue Federal Housing Administration (FHA) loans to ensure compliance with FHA requirements. The Loan Review System supports these efforts by providing an electronic platform for most FHA Title II Single Family quality assurance reviewer processes, including: Various Post-Endorsement Loan Reviews; Unconditional Direct Endorsement Authority Test Cases; Mortgagee Monitoring Reviews; and Lender Self-Reporting of Fraud and Other Material Findings.  

Routine Use:  All information collected is used by FHA to monitor Mortgagee compliance with FHA Title II loan requirements, and to detect fraud.  Information will not be otherwise disclosed or released outside of HUD, except as permitted or required by law to appropriate Federal or law enforcement agencies when relevant; to the FHA approved lender that collected the information to verify its accuracy and compliance; to appropriate agencies, entities, and persons to mitigate any breach incident. 
Disclosure:  Responses to Material Findings as a result of a Loan Level or Mortgagee Monitoring Review by FHA are mandatory. If no response is provided by the Mortgagee or if the response does not mitigate the unacceptable finding(s), FHA may refer any finding for administrative or other enforcement action in its discretion. Referrals may be made to any appropriate body, including: HUD’s Mortgagee Review Board; HUD’s Office of Fair Housing and Equal Opportunity; HUD’s Departmental Enforcement Center; HUD’s Office of Inspector General; the Consumer Financial Protection Bureau; the Department of Justice; and/or state regulatory agencies.
SORN URL:  HUD.HSNG/SF.001/Loan Review System published at https://www.govinfo.gov/content/pkg/FR-2017-06-08/pdf/2017-11935.pdf
 
	Specify6: 
	Specify1: Single Family Program Development
	Specify2: Office of the Chief Information Officer, Office of OIG, Homeownership Program(s)
	Specify3: 
	Specify4: 
	Specify5: KPMG, Perspecta; FAR Clause:  Privacy Safeguards are maintained in accordance with Federal Acquisition Regulation (FAR) 52.239-1 Privacy or Security Safeguards
	Check Box18: Yes25
	Check Box300: yes13
	Check Box301: Yes14
	Check Box302: Off
	Check Box305: Off
	Check Box306: Yes17
	Check Box91: Yes200
	Click here to enter PII source information: Enterprise Data Management (EDM)/P302, Computerized Home Underwriting Management System (CHUMS)/F17, Lender Electronic Assessment Portal (LEAP)/P278, Federal Housing Administration Connection (FHAC)/F17C.
	Check Box202: Off
	Check Box203: Yes203
	Check Box90: Off
	Check Box204: Off
	Click here to enter official form information: Mortgagors, appraisers, mortgagee staff, underwriters, and HUD employees provide data to the originating source systems. The originating source systems then pass select data onto the Enterprise  Data  Management (EDM). LRS includes direct interfaces to EDM and these systems:
   • P302 -  Enterprise Data Management (EDM)
  • F17  -  Computerized  Homes  Underwriting  Management System (CHUMS)
  • F17C - FHA Connection (FHAC)
  • P178 -  Lender Electronic Assessment Portal (LEAP)
  
  The LRS collects no PII directly from individuals. LRS only solicits information relative to data discrepancies in case data, which is updated within LRS to help ensure the correct questions (LRS uses the case data to determine which questions to ask reviewers) are asked of the reviewer. These data updates will not be reflected in the source system and will only be tied to the review in which the updates were made in LRS.
	Check Box18111133: Off
	Check Box1181: Yes3422323
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Off
	Click here to enter consent information: The Privacy Act Statement provides the individuals the opportunity to consent.  
	Check Box19033: Off
	Check Box191r: Off
	Check Box192r43: Yes32r43
	Check Box1921r134: Yes32r33r13
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: N1-207-93-01,item 21;DAA-GRS-2013-0005-0002,item 50;DAA-GRS-2013-0005-0003,item 51; DAA-GRS-2017-0003-0002,item 20;DAA-GRS-2013-0006-0005,item 40;DAA-GRS-2013-0006-0006,item 41;DAA-GRS-2013-0006-0007,item 50;DAA-GRS-2013-0006-0008.item 51           
	Click here to enter date: 
	Click here to enter retention instructions: 
N1-207-93-01,item 21_Temporary-Destroy when 5 years old. DAA-GRS-2013-0005-0002,item 50_Permanent-Transfer to the National Archives with the permanent electronic records to which the documentation relates. DAA-GRS-
2013-0005-0003,item 51_Temporary-Destroy 5 years after the project/activity/ transaction is completed or superseded, or the associated system is terminated, or the associated data is migrated to a successor system, but longer retention authorized for business use. DAA-GRS-2017-0003-0002,item 20_Temporary-Destroy upon verification of successful creation of the final document or file, or when no longer needed for business use, whichever is later. DAA-GRS-
2013-0006-0005,item 40_Temporary-Destroy when superseded by a full backup, or when no longer needed for system restoration, whichever is later. DAA-GRS-2013-0006-0007,item 50_Temporary-Destroy immediately after the identical records have been captured in a subsequent backup file or at any time after the transfer request has been signed by the National Archives, but longer retention is authorized if required for business use. DAA-GRS-2013-0006-0008,item 51_Temporary-Destroy immediately after the identical records have been deleted or replaced by a subsequent backup file, but longer retention is authorized if required for business use. 




 
	Click here to enter OMB Control Number information: Sources covering information transmitted to LRS include OMB Control Numbers:

Loan Review System approval to collect data: 0MB Control Number 2502-0600 OMB Expiration Date 12/31/2020: Quality Control Requirements for Direct Endorsement Lenders.

Source system approval to collect data: 0MB Control Number 2502-0005 OMB Expiration Date 10/31/2022: FHA Lender Approval, Annual Renewal, Periodic Updates and Required Reports from FHA Approved Lenders.
 
Source system approval to collect data: 0MB Control Number 2502-0059 OMB Expiration Date 9/30/2019: Application for HUD/FHA Insured Mortgage - Forms HUD 92900-A, HUD-92900-B, HUD-92900-LT, HUD 92544, HUD-92561, Model Notice Informed Consumer Choice Disclosure, Model Pre-Insurance Review Checklist for Lender  Insurance.
	Click here to enter collection authority information: Section 203 of the National Housing Act (12 U.S.C. §§10711-1, 1708(a), 1709(r), and 1715(u))); 42 U.S.C. § 3543 "Preventing fraud and abuse in Department of Housing and Urban Development programs" (enacted as part of the Housing and Community Development Act of 1987); and 31 U.S.C. § 7701 (The Debt Collection Improvement Act of 1986). Handbook 4000.1, Section V.A
	Click to enter HUD SORN information: HUD.HSNG/SF.001:  Published in the Federal Register at 82 FR 26705-26708 on June 8, 2017.
	Checks127: Yessie7789
	Checks116: Yessie27


