
Department of Housing and Urban Development Privacy Impact Assessment (PIA)

 of 

3. CSAM ID:

CSAM ID:

1. HUD INFORMATION SYSTEM:
2. HUD DIVISION NAME:

Section 1: PII   Description   Summary (For Public    Release)
a.

b.
New HUD information system 
Existing HUD information system Significantly modified 
HUD information system (if selected, please describe the 
modification in the box below)

New collection 
Existing collection

c. Describe the purpose of this HUD information system  or project, including the types of personal
information collected within the system.

d. Why is the PII collected and / or what is the intended use of the PII? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)
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Prescribing Authority: Public 
Law 107-347, Section 208(b). 
Complete this form for 
Department of Housing and 
Urban Development (HUD) 
information systems or 
electronic collections 
(referred to as "electronic 
collections" for the purpose 
of this form) of information 
that collect, maintain, use, 
and / or disseminate 
personally identifiable 
information (PII) about 
members of the public, 
Federal employees, and 
contractors. In the case where 
no PII is collected, the PIA 
will serve as a conclusive 
determination that privacy 
requirements do not apply to 
the system. Please be sure to 
use plain language and be as 
concise as possible.
For further information and 
instructions on how to fill out 
the PIA, please see the PIA 
Reference Guide.
HUD’s PIAs describe: (1) the 
legal authority that permits 
the collection of information; 
(2) the specific type of 
information used by the 
system; (3) how and why the 
system uses the information; 
(4) whether the system 
provides notice to individuals 
that their information is used 
by the system; (5) the length 
of time the system retains 
information; (6) whether and 
with whom the system 
disseminates information; (7) 
procedures individuals may 
use to access or amend 
information used by the 
system; and (8) physical, 
technical, and administrative 
safeguards applied to the 
system to secure the 
information.

The PII is in a / an: (Check one)

The PII is: (Check all that apply)
From members of the general public
From Federal employees and / or Federal contractors 
From vendors

From a third-party source
Not Collected (Please proceed to Section 4) 
Other (Please specify in the box below)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban 
Development (HUD) information systems or electronic collections (referred to as "electronic collections" for the purpose of 
this form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about 
members of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a 
conclusive determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as 
concise as possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information 
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals 
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom 
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system; 
and (8) physical, technical, and administrative safeguards applied to the system to secure the information.

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to 
conduct a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use CSAM ID P209 whereas 
the PIA for PII storage in SharePoint will use the CSAM ID D100. After completion of all required information in the PIA, 
PIA are required to be routed to the Shared Drive Administrator and/or SharePoint Administrator for signature approval in 
addition to all the required signatures. For further information and instructions on how to fill out the PIA, please see the PIA 
Reference Guide. Please submit all completed PIAs using the submission feature located at the bottom of page 7.

https://www.hud.gov/sites/dfiles/OCHCO/documents/PIAReferenceGuide.pdf


e. Do individuals have the opportunity to object to the collection of their PII?
If “Yes,” describe the method by which individuals can object to the PII collection. 
If “No,” state the reason why individuals cannot object to the PII collection.

f. Do individuals have the opportunity to consent to the specific uses of their PII?
If “Yes,” describe the method by which individuals can give or withhold their consent. 
If “No,” state the reason why individuals cannot give or withhold their consent.

Yes      No

Yes      No

g. When an individual is asked to provide PII, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
☐ Privacy Act Statement ☐ Privacy Advisory ☐ Not Applicable

h. With whom will the PII be shared through data exchange, both within your HUD Division and outside 
your Division? (Check all that apply)

☐ Within the HUD Office / Division
☐ Other HUD Office(s) / Division(s)
☐ Other federal agencies
☐ State & local agencies
☐ Contractors (Include name of contractor and
describe the language in the contract that safeguards
PII in the box below.)
☐ Other

i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable)
☐ Individuals
☐ Existing HUD information systems
☐ Other Federal information systems

☐ Databases
☐ Publicly available data (e.g., obtained from

internet, news feeds, court records)

☐ Email
☐ Face-to-face contact
☐ Fax
☐ Information sharing /system-to-system
☐ Official form

☐ Telephone interview
☐ Website / e-form
☐ Paper
☐ Other (if selected, enter information in the box )
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j. How will the information be collected? (Check all that apply & list all Official Form Numbers if applicable)



k. Does this HUD information system require a Privacy Act System of Records Notice (SORN)?
A SORN is required if the information system contains information about U.S. citizens or lawful permanent
U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

Yes     No

If “Yes” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No" explain why the SORN is not required.

l. What is the National Archive and Records Administration (NARA) approved, pending, or General
Records Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority:
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

n. Does this Information System or E-Collection have an active and approved Office of
Management and Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

Yes     No     Pending
If “Yes,” list all applicable OMB Control Numbers, collection titles, and expiration dates.
If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.
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m. What is the authority to collect information? A Federal law or Executive Order must authorize the 
collection and maintenance of a system of records. For PII not collected or maintained in a system of 
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a 
statue or Executive Order.


	Please enter CSAM ID: 1074
	Please enter HUD Division: Lender Electronic Assessment Portal (P278)
	Please enter HUD Information System: Office of Lender Activities and Program Compliance
	Click here to enter purpose information: LEAP is the Lender Electronic Assessment Portal for Lenders to seek approval to become an FHA Lender. LEAP's purpose is to obtain information from lending institutions and the principals or officers of those institutions seeking approval or already approved to originate, service or hold single family and/or multifamily FHA-insured mortgages, or Title I and Title II insured loans. LEAP system alters the HUD lender approval status based on the Lender Data and Institution Profiles with all required documentation for the OLA Analyst to perform the workflow required in the approval assessment process.  LEAP interfaces with current HUD downstream systems which require approval status changes and  Lender data changes on a daily basis.

LEAP collects the following information about lender institution's principals or officers who are seeking lender approvals:
Email Addresses,Employment Status/History,Financial Information,Full Name,Legal Documents & Records,Phone Number,Salary,Social Security Number(SSN),Taxpayer ID and User IDs.



	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Off
	Check Box14: Yes10
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: PII records are used for the mission related use of verification and identification purposes. 
The information in this record system enables HUD/FHA to process applications for (1) suitability and verification purposes (including institution creditworthiness, prior lending history with FHA, outstanding legal, regulatory or compliance issues, outstanding federal debts or penalties and similar individual experience with corporate officers); (2) to ensure conformance to FHA Title I and Title II authorities (including documented instances of deviations from or violations of FHA lending policy on FHA-insured loans and the existence and amount of indemnifications and loan loss offsets to FHA); (3) to identify specific individuals and roles at lending institutions, for communication, outreach, planning and previous FHA lending experience. 

The PII collected in LEAP is used to gather eligibility data for applicant’s as well as verifying the identity of the individual with the legal authority to bind the institution.

For example, PII gathered during the application process allows approval analysts to determine whether the officers/management of the applicant institution has met the creditworthiness requirements for approval and to further research those individuals for potentially undisclosed items effecting eligibility.  

The information is also used during the recertification process.  All LEAP users gain access to the system through FHA Connection.  When registering as an FHA Connection user the SSN is required. During recertification, LEAP compares the social security numbers of the corporate officer linked to the institution, to the user designated the certifying official in FHA Connection.

	Click here to objection information: The information requested per the Privacy Act Statement (PAS) states its voluntary.  Per the PAS individuals have the opportunity to object.    
	Click here to enter Privacy Act / Privacy Advisory wording: FHA mortgagees are provided PAS during the Become an FHA Institution Process.  

Authority:   Section 203 of the National Housing Act (12 U.S.C. §§10711-1, 1708(a), 1709(r), and 1715(u))); 42 U.S.C. § 3543 "Preventing fraud and abuse in Department of Housing and Urban Development programs" (enacted as part of the Housing and Community Development Act of 1987); and 31 U.S.C. § 7701; The Housing and Community Act of 1987, 42 U.S.C. 3543(a) authorizes HUD to collect the Social Security Number (SSN).  

Purpose:  LEAP's purpose is to obtain information from lending institutions and the principals or officers of those institutions seeking approval or already approved to originate, service or hold single family and/or multifamily FHA-insured mortgages, or Title I and Title II insured loans. The information in this record system enables HUD/FHA to process applications for (1) suitability and verification purposes (including institution creditworthiness, prior lending history with FHA, outstanding legal, regulatory or compliance issues, outstanding federal debts or penalties and similar individual experience with corporate officers); (2) to ensure conformance to FHA Title I and Title II authorities (including documented instances of deviations from or violations of FHA lending policy on FHA-insured loans and the existence and amount of indemnifications and loan loss offsets to FHA); (3) to identify specific individuals and roles at lending institutions, for communication, outreach, planning and previous FHA lending experience. The system contains all documents and related data required for a lender's application and for ongoing operational management of lender's relationship with FHA. LEAP is utilized by HUD as a single system, built on the Siebel Partner Relationship Manager platform. LEAP is maintained over HUD's internal network. The system provides different “views” into data tables, and is more flexible and customizable than many legacy systems. “Tabs” are used in Siebel as shortcuts to specific data tables or to accelerate specific actions within the system. There are no separate “modules” for this system, and tabs should not be confused with modules. The Siebel PRM is a robust system that can host many different actions for different sets of users simultaneously across the agency.
While LEAP is expanding to cover this new functionality, this functionality currently exists within other systems in the Office of Lender Activities and Program Compliance. No functionality new to the Government is contained in this system. The consolidation onto LEAP provides greater efficiency and cost savings to the Government. LEAP does not contain any loan level data about an individual. It only contains information about the FHA lender.
Routine Use:  In addition to those disclosures generally permitted under 5 U.S.C. 552 a(b) of the Privacy Act of 1974, other routine uses include:
(a) To the FBI during the course of investigating possible fraud in the FHA mortgage insurance, underwriting insuring, or monitoring process, to the extent necessary to obtain information pertinent to the investigation;
(b) To the Department of Justice (DOJ) when seeking legal advice for a HUD initiative or in response to DOJ's request for the information, after either HUD or DOJ determine that such information is relevant to DOJ's representatives of the United States or any other components in legal proceedings before a court or adjudicative body, provided that, in each case, the agency also determines prior to disclosure that disclosure of the records to the DOJ is a use of the information contained in the records that is compatible with the purpose for which HUD collected the records;
(c) HUD on its own may disclose records in this system of records in legal proceeding before a court or administrative body after determining that the disclosure of the records to the court of administrative body is a use of the information contained in the records that is compatible with the purpose for which HUD collected the records;
(d) To HUD contractors, lenders and financial institutions for the purpose of conducting oversight and monitoring of program operations to determine compliance with applicable laws and regulations, and financial reporting requirements;
(e) Additional disclosure for purposes of facilitating responses and remediation efforts in the event of a data breach. A record from a System Of Records maintained by HUD may be disclosed to appropriate agencies, entities and persons when: a) HUD suspects or has confirmed that the security or confidentiality of information in a system of records has been compromised; b) HUD has determined that as a result of the Start Printed Page 22828suspected or confirmed compromise there is a risk of harm to economic or property interests, identity theft or fraud, or harm to the security or integrity of systems or programs (whether maintained by HUD or another agency or entity) that rely upon the compromised information; and c) the disclosure made to such agencies, entities, and persons is reasonably necessary to assist in connection with HUD's efforts to respond to the suspected or confirmed compromise and prevent, minimize, or remedy such harm for purposes of facilitating responses and remediation efforts in the event of a data breach;
(f) To a commercial or consumer reporting agency to use in obtaining credit reports on individuals and credit and background reports on entities;
(g) To a recipient who has provided the agency with advance adequate written assurance that the record will be used solely as a statistical research or reporting record, and the record is to be transferred in a form that is not individually identifiable; and
(h) To contractors, grantees, experts, consultants, Federal agencies, and non-Federal entities including but not limited to state and local governments, and other research institutions or their parties entities and their agents with whom HUD has a contract, service agreement, grant, cooperative agreement with HUD, when necessary to accomplish an agency function related to a system of records for the purposes of statistical analysis and research in support of program operations, management, performance monitoring, evaluation, risk management, and policy development, or to otherwise support the Department's mission. Records under this routine use may not be used in whole or in part to make decisions that affect the rights, benefits or privileges of specific individuals. The results of the matched information may not be disclosed in identifiable form.

Disclosure:  Responses to Material Findings as a result of a Loan Level or Mortgagee Monitoring Review by FHA are mandatory. If no response is provided by the Mortgagee or if the response does not mitigate the unacceptable finding(s), FHA may refer any finding for administrative or other enforcement action in its discretion. Referrals may be made to any appropriate body, including: HUD’s Mortgagee Review Board; HUD’s Office of Fair Housing and Equal Opportunity; HUD’s Departmental Enforcement Center; HUD’s Office of Inspector General; the Consumer Financial Protection Bureau; the Department of Justice; and/or state regulatory agencies.
LEAP SORN is located: https://www.federalregister.gov/documents/2014/04/24/2014-09433/implementation-of-the-privacy-act-of-1974-as-amended-republication-to-terminate-and-modify-privacy
	Specify6: 
	Specify1: Single Family Program Development (Office of Program Compliance and Lender Activities), Quality Assurance Division HOCs,Office of Evaluation,Single Family Acquired Assets Branch,Office of Housing FHA Comptroller,Single Family Insurance Operations Division ,Single Family Post Insurance Division and office of finance
	Specify2: Office of the Chief Information Office, Office of OIG,Geocoding Servicing Center and EPMD
	Specify3: 
	Specify4: 
	Specify5: KPMG, Perspecta; FAR Clause:  Privacy Safeguards are maintained in accordance with Federal Acquisition Regulation (FAR) 52.239-1 Privacy or Security Safeguards
	Check Box18plopop: Yes25
	Check Box300: yes13
	Check Box301: Yes14
	Check Box302: Off
	Check Box305: Off
	Check Box306: Yes17
	Check Box18: Off
	Check Box91: Yes200
	Click here to enter PII source information: Computerized Home Underwriting Management System (CHUMS)/F17, 
Federal Housing Administration Connection (FHAC)/F17C.
FHA Lender (LEAP P278)
External LEAP (LEAP P278)
Internal LEAP (LEAP 278)
	Check Box202: Off
	Check Box203: Yes203
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: Computerized Home Underwriting Management System (CHUMS)/F17, 
Federal Housing Administration Connection (FHAC)/F17C.
FHA Lender (LEAP P278)
External LEAP (LEAP P278)
Internal LEAP (LEAP 278)
	Check Box18111133: Off
	Check Box1181: Yes3422323
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Off
	Click here to enter consent information: The Privacy Act Statement provides the individuals the opportunity to consent. 
	Check Box19033: Off
	Check Box191r: Yes31323r
	Check Box192r43: Off
	Check Box1921r134: Off
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: GRS 3.2, item 40_DAA-GRS-2013-0006-0005;GRS 3.2,item41_DAA-GRS-2013-0006-0006;GRS 3.2,item50_DAA-GRS-2013-0006-0007;GRS 3.2,Item 51_DAA-GRS-2013-0006-0008;Appendix 20,item 21_N1-207-93-1;GRS 5.2,item20_DAA-GRS-2017-0003-0002;GRS3.1,item50_DAA-GRS-2013-0005-0002;GRS3.1,item51_DAA-GRS-2013-0005-0003          
	Click here to enter date: 
	Click here to enter retention instructions: GRS 3.2 item 40-DAA-GRS-2013-0006-0005_Temporary_Destroy when superseded by a full backup, or when no longer needed for system restoration, whichever is later;GRS 3.2 DAA-GRS-2013-0006-0006 item 41;Temporary_Destroy when second subsequent backup is verified as successful or when no longer needed for system restoration, whichever is later;GRS 3.2,item 50-DAA-GRS-2013-0006-0007_Temporary. Destroy immediately after the identical records have been captured in a subsequent backup file or at any time after the transfer request has been signed by the National Archives, but longer retention is authorized if required for business use;GRS 3.2,Item 51-DAA-GRS-2013-0006-0008_Temporary. Destroy immediately after the identical records have been deleted or replaced by a subsequent backup file, but longer retention is authorized if required for business use;Appendix 20,item 21-N1-207-93-1_Temporary. Destrot when 5 years old;GRS 5.2,item 20-DAA-GRS-2017-0003-0002_Temporary. Destroy upon verification of successful creation of the final document or file, or when no longer needed for business use, whichever is later;GRS3.1,item 50_DAA-GRS-2013-0005-0002_Permanent.Transfer to the National Archives with the permanent electronic records to which the documentation relates;GRS3.1,item 51_DAA-GRS-2013-0005-0003_Temporary. Destroy 5 years after the project/activity/ transaction is completed or superseded, or the associated system is terminated, or the associated data is migrated to a successor system, but longer retention is authorized if required for business use.
 
  
   
	Click here to enter OMB Control Number information: OMB Control Number 2502-0005 OMB Expiration Date 10/31/2022: FHA Lender Approval, Annual Renewal, Periodic Updates and Required Reports from FHA Approved Lenders.
 
Source system approval to collect data: 0MB Control Number 2502-0059 OMB Expiration Date 9/30/2022: Application for HUD/FHA Insured Mortgage - Forms HUD 92900-A, HUD-92900-B, HUD-92900-LT, HUD 92544, HUD-92561, Model Notice Informed Consumer Choice Disclosure, Model Pre-Insurance Review Checklist for Lender  Insurance.
	Click here to enter collection authority information: Section 203 of the National Housing Act (12 U.S.C. §§10711-1, 1708(a), 1709(r), and 1715(u))); 
https://www.hud.gov/program_offices/administration/hudclips/acts/nah-act

42 U.S.C. § 3543 "Preventing fraud and abuse in Department of Housing and Urban Development programs" (enacted as part of the Housing and Community Development Act of 1987); 
https://www.govinfo.gov/app/details/USCODE-2011-title42/USCODE-2011-title42-chap44-sec3544

and 31 U.S.C. § 7701 (The Debt Collection Improvement Act of 1986). Handbook 4000.1, Section V.A
https://www.govinfo.gov/app/details/USCODE-2011-title42/USCODE-2011-title42-chap44-sec3543


*Information pulled from the federal registry.


	Click to enter HUD SORN information: HSNG.SF/HUL.01 Lender Electronic Assessment Portal (LEAP), Published in the Federal Register at 79 22826 on May 27, 2014.
	Checks127: Yessie7789
	Checks116: Yessie27


