
PRIVACY IMPACT ASSESSMENT (PIA)

 of 

3. CSAM ID:

CSAM ID:

1. HUD INFORMATION SYSTEM:
2. HUD DIVISION NAME:

Section 1: PII Description Summary (For Public    Release)
a.

b.
New HUD information system 
Existing HUD information system Significantly modified 
HUD information system (if selected, please describe the 
modification in the box below)

New collection 
Existing collection

c. Describe the purpose of this HUD information system or project, including the types of personal
information collected in the system.

d. Why is the PII collected and / or what is the intended use of the PII? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)
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Prescribing Authority: Public 
Law 107-347, Section 208(b). 
Complete this form for 
Department of Housing and 
Urban Development (HUD) 
information systems or 
electronic collections 
(referred to as "electronic 
collections" for the purpose 
of this form) of information 
that collect, maintain, use, 
and / or disseminate 
personally identifiable 
information (PII) about 
members of the public, 
Federal employees, and 
contractors. In the case where 
no PII is collected, the PIA 
will serve as a conclusive 
determination that privacy 
requirements do not apply to 
the system. Please be sure to 
use plain language and be as 
concise as possible.
For further information and 
instructions on how to fill out 
the PIA, please see the PIA 
Reference Guide.
HUD’s PIAs describe: (1) the 
legal authority that permits 
the collection of information; 
(2) the specific type of 
information used by the 
system; (3) how and why the 
system uses the information; 
(4) whether the system 
provides notice to individuals 
that their information is used 
by the system; (5) the length 
of time the system retains 
information; (6) whether and 
with whom the system 
disseminates information; (7) 
procedures individuals may 
use to access or amend 
information used by the 
system; and (8) physical, 
technical, and administrative 
safeguards applied to the 
system to secure the 
information.

The PII is in a / an: (Check one)

The PII is: (Check all that apply)
From members of the general public
From Federal employees and / or Federal contractors 
From vendors

From a third-party source
Not Collected (Please proceed to Section 4) 
Other (Please specify in the box below)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban 
Development (HUD) information systems or electronic collections (referred to as "electronic collections" for the purpose of 
this form) of information that collect, maintain, use, and / or disseminate personally identifiable information (PII) about 
members of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a 
conclusive determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as 
concise as possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information 
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals 
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom 
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system; 
and (8) physical, technical, and administrative safeguards applied to the system to secure the information.

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to 
conduct a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use CSAM ID P209 whereas 
the PIA for PII storage in SharePoint will use the CSAM ID D100. After completion of all required information in the PIA, 
PIA are required to be routed to the Shared Drive Administrator and/or SharePoint Administrator for signature approval in 
addition to all the required signatures. Additional details are outlined in Section 4.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide.



e. Do individuals have the opportunity to object to the collection of their PII?
If “Yes,” describe the method by which individuals can object to the PII collection. 
If “No,” state the reason why individuals cannot object to the PII collection.

f. Do individuals have the opportunity to consent to the specific uses of their PII?
If “Yes,” describe the method by which individuals can give or withhold their consent. 
If “No,” state the reason why individuals cannot give or withhold their consent.

Yes      No

Yes      No

g. When an individual is asked to provide PII, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
☐ Privacy Act Statement ☐ Privacy Advisory ☐ Not Applicable

h. With whom will the PII be shared through data exchange, both within your HUD Division and
outside your Division? (Check all that apply)

☐ Within the HUD Office / Division
☐ Other HUD Office(s) / Division(s)
☐ Other federal agencies
☐ State & local agencies
☐ Contractors (Include name of contractor and
describe the language in the contract that safeguards
PII in the box below.)
☐ Other

i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable)
☐ Individuals
☐ Existing HUD information systems
☐ Other Federal information systems

☐ Databases
☐ Publicly available data (e.g., obtained from

internet, news feeds, court records)

j. How will the information be collected? (Check all that apply & list all Official Form Numbers if applicable)
☐ Email
☐ Face-to-face contact
☐ Fax
☐ Information sharing /system-to-system
☐ Official form

☐ Telephone interview
☐ Website / e-form
☐ Paper
☐ Other (if selected, enter information in the box )
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k. Does this HUD information system or project require a Privacy Act System of Records Notice (SORN)?
A SORN is required if the information system or project contains information about U.S. citizens or lawful
permanent U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

Yes     No

If “Yes,” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No," explain why the SORN is not required.

l. What is the National Archive and Records Administration (NARA) approved, pending, or general
records schedule (GRS) disposition authority for the system or for the records maintained in the system?
(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority:
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a statue
or Executive Order.

n. Does this information system or project have an active and approved Office of Management and
Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

Yes     No     Pending
If “Yes,” list all applicable OMB Control Numbers, collection titles, and expiration dates.
If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.
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	Please enter CSAM ID: 1037
	Please enter HUD Division: Single Family Mortgage Asset Recover Technology (SMART - A80H) & EVARS Module 
	Please enter HUD Information System: Office of Single Family Asset Management
	Click here to enter purpose information: The SMART-A80H System’s purpose is a loan servicing system used to provide various levels of service for the following Secretary Held loan programs:  Partial Claims, Good Neighbor Next Door, Secretary Held (old assignment program), 235 Insured, Nehemiah, ACA Enforcement/Compliance, ACA Purchase Money Mortgages, Hope for Homeowners, and Emergency Homeowners Loan Program.  SMART system contains the EVARS (Extensions and Variances Automated Requests System) module and the ECLASS module.  EVARS is used for foreclosure deadline extensions and variances.  ECLASS is used for HUD and Mortgagee Loan Servicing training.  Types of PII contained include: Borrower’s name, Co-borrower’s name, Social Security Number, FHA Case Number, Loan Number, Property Address, Phone numbers and Email Address.  A typical transaction in SMART includes establishing a loan balance through a daily automated file from A43C, posting payments received either mail or from the pay.gov website, and posting any terminations and/or write-offs.
	Click here to enter PII information: Two sources from which PII is collected: 1- HUD Claims system (A43C) to manage program activity related to Partial Claims loans occurring on a daily basis. 2- The loan wizard found in the SMART UI which allows the loan servicing contractor to manually enter a non-partial claim loan into the system. 
	Click here to enter collection information: 
	Check Box224: Off
	Check Box14: Yes10
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Off
	Check Box225: Off
	Check Box226: Yes6
	Click here to enter collection and use information: It is used to perform a wide range of FHA Insured and Secretary-held first, second and subordinate note and mortgage loan servicing functions. The SMART System is a comprehensive loan servicing system thatprocesses the mortgage transactions for Secretary Held 1st and Subordinate mortgage, including interest, appreciation, and other agreed calculations for the Secretary-Owned Title II Portfolio.  For the EVARS module, PII is used to review requests to extend the First Legal Deadline (Extensions of Time) and Variances to HUD published policy related to FHA insured loans Title II forward loans. PII is collected for validation and identification and use for various loan servicing activities for single family FHA loans. 
	Click here to objection information: Providing all information is voluntary.  Insurance benefits may not be disbursed if all information is not provided. Per the PAS individuals have the opportunity to object. 
	Click here to enter Privacy Act / Privacy Advisory wording: The National Housing Act 12U.S.C 1710(A) of the Department of Housing and Urban Development Act, section 204; Public Law 89-174; 24 CFR 5.210; 24 CFR 200.1101; 24 CFR 203.35. The Debt Collection Act of 1982, Public Law 365; The Housing Community and Development Act of 1987, 42 U.S.C. 3548(a) authorized HUD to collect Social Security Number. Data initially collected by form HUD 92900-A and refilled by form HUD-27011 for use by the Office of SFAM to carryout responsibilities needed to obtain FHA mortgage insurance benefits payment on an endorsed single-family mortgage.  In carrying out these responsibilities, information is stored by the Single Family Mortgage Notes Recovery Technology and used to perform a wide range of FHA Insured and Secretary-held first, second and subordinate note and mortgage loan servicing functions, including processing the mortgage transactions for Secretary-held first and Subordinate mortgage, and interest, appreciation, and other agreed calculations for the Secretary-Owned Title II Portfolio.  The data collected is evaluated to ensure program compliance.  Information will not be disclosed outside HUD, except as required by law when relevant to lender to verify its accuracy and reporting; to appropriate agencies, entities, and persons when it is necessary to mitigate a breach or related incident; to authorized federal agencies for disbursement of funds or authorized inquiries; to law enforcement agencies when relevant to civil, criminal, or regulatory investigations and prosecutions. Additional disclosures may be used for computer matching purposes. Providing all information is voluntary.  Insurance benefits may not be disbursed if all information is not provided.  Transmitting this information certifies you are consenting to the fact that the information provided and any accompanying documentation is true, correct, accurate and complete to the best of their knowledge and belief, and authorize evaluation and use of the records associated with the application, including their disclosure in conformance with Federal law.SORN ID/URL: https://www.hud.gov/sites/documents/DOC_15175.PDF
	Specify6: 
	Specify1: Office of Single Family Asset Management
	Specify2: Single Family Post Insurance Division
	Specify3: US Department of Treasury- Bureau of Fiscal
	Specify4: 
	Specify5: AcisTek-SMART BSP and NOVAD Consulting LLC. The Contractor shall transfer the data from all business service providers and/or systems according to HUD's approved IT policies and procedures on data transfer protocol. Any such data transfer shall be coordinated with HUD to ensure adequate safeguards are taken to protect HUD's system integrity.  
	Check Box18: Yes25
	Check Box300: yes13
	Check Box301: Yes14
	Check Box302: Yes15
	Check Box305: Off
	Check Box306: Yes17
	Check Box91: Yes200
	Click here to enter PII source information: A43C-SF Insurance Claims Subsystem, P260-Asset Disposition and Management System, P295-Customer Relationship Managment System.  
	Check Box202: Yes202
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: The SMART System is a comprehensive loan servicing system. Two sources of information are fed into theSMART UI: (1) SMART interfaces with the HUD Claims system (A43C) to manage program activity related to Partial Claims loans occurring on a daily basis. (2) The loan wizard found in the SMART UI. This feature allows the loan servicing contractor to manually enter a non-partial claim loan into the system.
	Check Box18111133: Off
	Check Box1181: Yes3422323
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Off
	Click here to enter consent information: Per the PAS, transmitting this information certifies the individual is consenting that the information provided and any accompanying documentation is true, correct, accurate and complete to the best of their knowledge and belief, and authorize evaluation and use of the records associated with the application, including their disclosure in conformance with Federal law. Consent is provided by individuals submitting the form.  
	Check Box19033: Off
	Check Box191r: Off
	Check Box192r43: Off
	Check Box1921r134: Yes32r33r13
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: DAA-GRS2017-0003-0002, Item 20
	Click here to enter date: N/A
	Click here to enter retention instructions: Temporary. Destroy upon verification of successful creation of the final document or file, or when no longer needed for business use, whichever is later.
	Click here to enter OMB Control Number information: OMB 2502-0589 Approval to Participate Preforeclosure Sale Procedure Property Sales Information PropertyOccupancy & Maintenance  EXP 08/31/2023
	Click here to enter collection authority information: 5 U.S.C. 552a 88 Stat. 1896; 342 U.S.C. 3535(d).
	Click to enter HUD SORN information: HUD/HS-59: Single Family Mortgage Notes Recovery Technology SystemSORN ID/URL:  https://www.hud.gov/sites/documents/DOC_15175.PDF 
	Checks127: Yessie7789
	Checks116: Yessie27


