PRIVACY IMPACT ASSESSMENT (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban
Development (HUD) information systems or electronic collections (referred to as "electronic collections" for the purpose of
this form) of information that collect, maintain, use, and / or disseminate personally identifiable information (PII) about
members of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a
conclusive determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as
concise as possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system;
and (8) physical, technical, and administrative safeguards applied to the system to secure the information.

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to
conduct a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use CSAM ID P209 whereas
the PIA for PII storage in SharePoint will use the CSAM ID D100. After completion of all required information in the PIA,
PIA are required to be routed to the Shared Drive Administrator and/or SharePoint Administrator for signature approval in
addition to all the required signatures. Additional details are outlined in Section 4.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide.

1. HUD INFORMATION SYSTEM: P007 - Albany Financial Operations Center System (AFOCS)
2. HUD DIVISION NAME: Housing, Finance and Budget, Financial Operations Center

3. CSAM ID: 1169

Section 1:PlIDescriptionSummary (For Public Release)
a. The PII is: (Check all that apply)

O From members of the general public O From a third-party source
O From Federal employees and / or Federal contractors [1 Not Collected (Please proceed to Section 4)
O From vendors O Other (Please specify in the box below)

Names, User IDs, and HUD email addresses of HUD employees and contractors who have user accounts to the
system.

b. The PIlis in a/ an: (Check one)
1 New HUD information system
[] Existing HUD information system Significantly modified
0 HUD information system (if selected, please describe the

modification in the box below)
Modifications to remove the names of borrowers and debtors from the system were implemented in May 2021.

O New collection
O Exigting collection

c. Describethe purposeof this HUD information systemor project, including the types of personal
information collected in the system.

The purpose of the system is to support efficient tracking and monitoring of critical work assignments for HUD’s
debt collection and Title | insurance functions. Work assignments include requests made to adjust debt balances,
tracking responses to appeals of indebtedness, managlng self |mposed deadlines for reviewing debt settlement
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d. Why isthePII collected and / or what |sthe|ntended use of the Pl I’?(eg verification, identification,
authentication, data matching, mission-related use, administrative use)

PII collected is used for identification and authentication of system users.
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e. Doindividuals have the opportunity to object to the collection of their PI1? [ElYes [INo
If “Yes,” describe the method by which individuals can object to the PII collection.
If “No,” state the reason why individuals cannot object to the PIl collection.

Obijection is handled by the Digital Identity and Access Management System (DIAMS). AFOCS/P007 does not
collect name and HUD ID directly from the user. This information is maintained in DIAMS and transmitted to the

f. Do individuals have the opportunity to consent to the specific uses of their PI1? [EYes [INo
If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.

Consent is handled by the Digital Identity and Access Management System (DIAMS). AFOCS/P007 does not
coIIect name and HUD ID d|rectly from the user. Th|s mformatlon is malntalned in DIAMS and transmitted to the

g. When an |nd|V|duaI is asked to prowde PII is a Prlvacy Act Statement (PAS) and /ora Prlvacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)

[ Privacy Act Statement [ Privacy Advisory O Not Applicable

Individuals do not provide PII directly into this system, Pll comes from the source system DIAMS. DIAMS is
responsible for providing the individual the PAS and/or Privacy Advisory.”

h. With whom will the Pl be shared through data exchange, both within your HUD Division and
outside your Division? (Checkall that apply)
O Within the HUD Office/ Division Office of Housing/Office of Finance and Budget
O Other HUD Office(s) / Division(s) Officer of the Chief Information Officer
O Other federal agencies
O State & local agencies
O Contractors (Include name of contractor and Pyramid Systems, Inc.
describe the language in the contract that safeguards

PII in the box below.)
O Other Security Requirements.

i. Source(s) of thePII collected is/ are: (Checkall that apply & list all information systemsif applicable)

O Individuals [ Databases
O] Existing HUD information systems O Publicly available data (e.g., obtained from
U Other Federal information systems internet, news feeds, court records)

P281 - Digital Access and Identity Management System (DIAMS) - The PO07 manager logs into DIAMS to view the
user access request to the system to upload the user request for approval by the PO07 System Security
Administrator (SSA) manuallv.

j. How will theinformation be collected? (Check all that apply & list all Official Form Numbersif applicable)

0 Email O Telephone interview

[] Face-to-face contact [] Website/ e-form

0 Fax [ Paper

[ Information sharing /system-to-system O Other (if selected, enter information in the box)
[ Official form

DIAMS sends an e-mail including prospective user's access details. By manual process, supported by IT
Operations Sybase Database Administrator adds the user to the PO07 user table and the POO7 SSA assigns the
user's access responsibilities within P0O07. 2
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k. Does thisHUD information system or project require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system or project contains information about U.S. citizens or lawful
permanent U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

CYes[ZINo

If “Yes,” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No," explain why the SORN is not required.

The system does not retrieve information by name, email address, or personal identifier. System users generate reports
by date range to find the status of work items, such as case balance adjustments.

I. What isthe National Archive and Records Administration (NARA) approved, pending, or general
records schedule (GRS) disposition authority for the system or for the records maintained in the system?
(Please consult Officeof Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: GRS 3.1: DAA-GRS-2013-0005-0003; GRS 3.2: DAA-GRS-2013-0(
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

a) GRS 3.1, item 051, Temporary: Data administration records. Destroy 5 years after the project/activity/ transaction is
completed or superseded, or the associated system is terminated, or the associated data is migrated to a successor
system, but longer retention is authorized if required for business use.

m. What isthe authority to collect information? A Federal law or Executive Order must authorizethe
collection and maintenance of a system of records. For PII not collected or maintained in a system of

recor ds, the collection or maintenance of the PI1 must be necessary to dischar ge the requirements of a statue
or Executive Order.

Pub. L. 73-479 Section 203, National Housing Act; Pub. L. 100-242 National Housing Act, Section 255; 42 U.S.C. 3543,
Preventing fraud and abuse in Department of Housing and Urban Development programs; 18 USC 1030 - Fraud and
Related Activity with Computers; and HUD Information Technology Security Policy 2400.25.

n. Doesthisinformation system or project have an active and approved Office of Management and
Budget (OMB) Control Number ?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

[JYes[EZ1No[]Pending

If “Yes” list al applicable OMB Control Numbers, collection titles, and expiration dates.

If “No,” explain why OMB approval is not required in accordance with proper HUD authority.

If “Pending,” provide the date for the 60 and / or 30 day notice and the Federa Register citation.

OMB/PRA is not required on this collection as information collected is not on members of the general public, per OCIO
PRA representative.
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	Please enter CSAM ID: 1169
	Please enter HUD Division: P007 - Albany Financial Operations Center System (AFOCS)
	Please enter HUD Information System: Housing, Finance and Budget, Financial Operations Center
	Click here to enter purpose information: The purpose of the system is to support efficient tracking and monitoring of critical work assignments for HUD’s debt collection and Title I insurance functions. Work assignments include requests made to adjust debt balances, tracking responses to appeals of indebtedness, managing self-imposed deadlines for reviewing debt settlement offers, and tracking location of archived case binders.  Accountability measures employed by these functions allow HUD to deliver responsive service to its customers.  

Types of PII collected:  Name (First and Last), User IDs (H/C IDs), and email address(es). 

  �
	Click here to enter PII information: Names, User IDs, and HUD email addresses of HUD employees and contractors who have user accounts to the system.
	Click here to enter collection information: Modifications to remove the names of borrowers and debtors from the system were implemented in May 2021.
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	Click here to objection information: Objection is handled by the Digital Identity and Access Management System (DIAMS).  AFOCS/P007 does not collect name and HUD ID directly from the user.  This information is maintained in DIAMS and transmitted to the system security administrator when the prospective user's sponsor (supervisor or contract officer representative) initiates a request to grant access to the system. 
	Click here to enter Privacy Act / Privacy Advisory wording: Individuals do not provide PII directly into this system, PII comes from the source system DIAMS.  DIAMS is responsible for providing the individual the PAS and/or Privacy Advisory.” 


DIAMS PAS 
 “AUTHORITY: E.O. 9397. PRINCIPAL PURPOSE(S): To collect social security number and other personal identifiers during the certification registration process, to ensure positive identification of the subscriber who signs this form. ROUTINE USES: Information is used in the PIV registration process. DISCLOSURE: Voluntary; however, failure to provide the information may result in denial of issuance of a token containing PKI private keys. You have been authorized to receive one or more digital credentials (PKI certificates) associated with private and public key pairs contained on your PIV card”

	Specify6: Security Requirements.  
All HUD data, which is produced or otherwise available to the contractor during the performance of this task order, is considered confidential and shall not be used for any purpose other than performance of the tasks. 
All data collected shall remain in the HUD office.  Under no circumstances will any data, listings, or lender/debtor/borrower information be taken from the office in hard or soft copy, nor shall any information regarding lenders/debtors/borrowers be communicated verbally to any party outside of the Department without proper justification and authorization.  All data of a personal nature may be subject to Privacy Act protection and penalties.
All contract personnel will be required to pass a background investigation in order to be assigned a HSPD-12 compliant Personal Identity Verification (PIV) card required for accessing the work site.
	Specify1: Office of Housing/Office of Finance and Budget
	Specify2: Officer of the Chief Information Officer
	Specify3: 
	Specify4: 
	Specify5: Pyramid Systems, Inc.
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	Check Box302: Off
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	Click here to enter PII source information: P281 - Digital Access and Identity Management System (DIAMS) - The P007 manager logs into DIAMS to view the user access request to the system to upload the user request for approval by the P007 System Security Administrator (SSA) manually.  
	Check Box202: Off
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: DIAMS sends an e-mail including prospective user's access details.  By manual process, supported by IT Operations Sybase Database Administrator adds the user to the P007 user table and the P007 SSA assigns the user's access responsibilities within P007. �
	Check Box18111133: Off
	Check Box1181: Off
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Yes30wd
	Click here to enter consent information: Consent is handled by the Digital Identity and Access Management System (DIAMS).  AFOCS/P007 does not collect name and HUD ID directly from the user.  This information is maintained in DIAMS and transmitted to the system security administrator when the prospective user's sponsor (supervisor or contract officer representative) initiates a request to grant access to the system. 
	Check Box19033: Off
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	Click here to enter date: 
	Click here to enter retention instructions: a) GRS 3.1, item 051, Temporary: Data administration records. Destroy 5 years after the project/activity/ transaction is completed or superseded, or the associated system is terminated, or the associated data is migrated to a successor system, but longer retention is authorized if required for business use.

b) GRS 3.2, item 031, Temporary:  System Access Files - Systems requiring special accountability for access Destroy 6 years after password is altered or user account is terminated, but longer retention is authorized if required for business use.

c) GRS 3.2, item 040, Temporary: System backups and tape library records - Incremental backup files. Destroy when superseded by a full backup, or when no longer needed for system restoration, whichever is later.

d) GRS 3.2, item 041, Temporary: System backups and tape library records - Full backup files. Destroy when second subsequent backup is verified as successful or when no longer needed for system restoration, whichever is later.

e) GRS 3.2, item 051, Temporary: Backups of master files and databases item. Destroy immediately after the identical records have been deleted or replaced by a subsequent backup file, but longer retention is authorized if required for business use.

f) GRS 5.1, item 051, Temporary: Administrative records maintained in any agency office. Destroy immediately after the identical records have been deleted or replaced by a subsequent backup file, but longer retention is authorized if required for business use.

g) GRS 5.2, items 020, Temporary: Intermediary records Destroy upon verification of successful creation of the final document or file, or when no longer needed for business use, whichever is later.

	Click here to enter OMB Control Number information: OMB/PRA is not required on this collection as information collected is not on members of the general public, per OCIO PRA representative.
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	Click to enter HUD SORN information: The system does not retrieve information by name, email address, or personal identifier.  System users generate reports by date range to find the status of work items, such as case balance adjustments.    
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