Department of Housing and Urban Development Privacy Impact Assessment (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban
Development (HUD) information systems or electronic collections (referred to as "electronic collections" for the purpose of
this form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about
members of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a
conclusive determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as
concise as possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system;
and (8) physical, technical, and administrative safeguards applied to the system to secure the information.

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to
conduct a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use CSAM ID P209 whereas
the PIA for PII storage in SharePoint will use the CSAM ID D100. After completion of all required information in the PIA,
PIA are required to be routed to the Shared Drive Administrator and/or SharePoint Administrator for signature approval in
addition to all the required signatures. For further information and instructions on how to fill out the PIA, please see the PIA
Reference Guide. Please submit all completed PIAs using the submission feature located at the bottom of page 7.

1. HUD INFORMATION SYSTEM: Debt Collection and Asset Management System - Generic Debt
2. HUD DIVISION NAME: Housing, Finance and Budget, Office of Financial Services
3. CSAM ID: 1022

Section 1:PlIDescription Summary (For Public Release)
a. The PII is: (Check all that apply)

0 From members of the general public O From a third-party source
O From Federal employees and / or Federal contractors [ Not Collected (Please proceed to Section 4)
[0 From vendors ] Other (Please specify in the box below)

b. The PIlisin a/ an: (Check one)
1 New HUD information system
[] Existing HUD information system Significantly modified
0 HUD information system (if selected, please describe the

modification in the box below)

HUD developed an interface between the system and HUD's Enterprise Data Management system (EDM/P302).
The interface enables EDM to pull data, including PII, from the system at regularly scheduled intervals.
c¢. Describethe purpose of this HUD information system or project, including the types of personal

information collected within the system.
The purpose of the system is to collect and maintain data to support the collection of debts from individuals and

institutions against whom HUD has established claims stemming from various FHA loan programs and business
activities, including overpayments, defaulted loans, civil fines and penalties, and criminal restitution. Debt collection

O New collection
O Exigting collection

&

Why isthePII collected and / or what isthe intended use of the PI1? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)

The Pll is collected for verification and identification to achieve the mission-related purpose of managing the risk of
the FHA's loan portfolio. The PIl is used in data matching.



https://www.hud.gov/sites/dfiles/OCHCO/documents/PIAReferenceGuide.pdf

e. Doindividuals have the opportunity to object to the collection of their PI1? [ElYes [INo
If “Yes,” describe the method by which individuals can object to the PII collection.

If “No,” state the reason why individuals cannot object to the PIl collection.
The Privacy Act Statement states "Completion of this form is voluntary and not required." and "You may object to
Mthis information reauest bv refusina to comnlete the form. However. the information reauested is reauired to
f. Do individuals have the opportunity to consent to the specific uses of their PI17? [EYes [INo

If “Yes,” describe the method by which individuals can give or withhold their consent.
If “No,” state the reason why individuals cannot give or withhold their consent.

The Privacy Act Statement states "You may withhold your consent to specific uses of your information by
withholding that information."

g. When an individual isasked to provide PI1, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
O Privacy Act Statement L Privacy Advisory LI Not Applicable

Authority: The Debt Collection Improvement Act of 1996 (Pub. L. 104-134, 5 U.S.C. 5514, 31 U.S.C. 3701 et seq.),
as amended; The Federal Claims Collection Act of 1966 (Pub. L. 89-508) and Debt Collection Act of 1982 (Pub. L.
97-365); 31 C.F.R. 285; 24 C.F.R. Part 17, Subpart C; 80 Stat. 309, Section 3(b); The Housing and Community Act
of 1987, 42 U.S.C. 3543(a), authorizes HUD to collect the Social Security Number (SSN); 12 U.S.C. 1703(c)
authorizes the collection, compromise, and sale of debt obligations to HUD in connection with the payment of FHA
loans.

Diirnneca: HI IN’e miccinn ic tn nrnvida affartivia and aoffiriant cansicina tn mavimiza tha rarmvans nf dahte and

h. With whom will the PIl be shared through data exchange, both within your HUD Division and outside
your Division? (Check all that apply)

O Within the HUD Office/ Division Office of Housing/Office of Finance and Budget
O Other HUD Office(s) / Division(s) Office of Housing/Office of Single Family Housing,
00 Other federal agencies The United States Department of the Treasury,

O State & local agencies
0 Contractors (Include name of contractor and Northeast Carrer Planning and Leidos.
describe the language in the contract that safeguards

PIl in the box below.)
0 Other Credit Reporting Agencies and entities purchasing

i. Source(s) of the Pl collected is/ are: (Checkall that apply & list all information systemsif applicable)

O Individuals [ Databases
O] Existing HUD information systems O Publicly available data (e.g., obtained from
U Other Federal information systems internet, news feeds, court records)

HUD systems: Single Family Insurance System - Claims (CLAIMS/A43C), Single Family Neighborhood Watch
(SHNW/A8B0W), Single Family Asset Management System (SAMS/A80S), Single Family Mortgage Asset Recovery

j. How will theinformation be collected? (Check all that apply & list all Official Form Numbers if applicable)

01 Email O] Telephone interview

[] Face-to-face contact ] Website/ e-form

0 Fax 0O Paper

O Information sharing /system-to-system 0 Other (if selected, enter information in the box )

O Official form

Information is collected (i) on forms HUD-56141, HUD-56142, and HUD-56146; (ii) from documents sent by United 2
States Postal Service, or private delivery; (i) from records manually retrieved from HUD systems (see 1-I above);




k. Does this HUD information system require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system contains information about U.S. citizens or lawful permanent
U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

[EYes[INo

If “Yes’ enter SORN System Identifier:

If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No" explain why the SORN is not required.
HUD/HS-55: Debt Collection Asset Management System.

1. What isthe National Archive and Records Administration (NARA) approved, pending, or General
Records Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Officeof Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: GRS 1.1, item 10 DAA-GRS-2013-0003-0001; GRS 3.1, item 51 D/
(2) If pending, provide the date the SF-115 was submitted to NARA: N/A
(3) Retention instructions:

GRS 1.1, item 10 Destroy 6 years after final payment or cancellation. GRS 3.1, item 51 Destroy 5 years after the
project/activity/transaction is completed or superseded, or the associated system is terminated.

m. What is the authority to collect information? A Federal law or Executive Order must authorize the

collection and maintenance of a system of records. For PII not collected or maintained in a system of

records, the collection or maintenance of the PII must be necessary to discharge the requirements of a

statue or Executive Order.
The Debt Collection Improvement Act of 1996 (Pub. L. 104-134, 5 U.S.C. 5514, 31 U.S.C. 3701 et seq.), as amended,
requires federal agencies provide effective and efficient servicing of credit program receivables and authorizes the use
of appropriate collection tools to maximize the recovery of debts and minimize losses arising from credit programs. This
act expanded federal debt collection authorities established under previous public laws, namely, the Federal Claims
Collection Act of 1966 (Pub. L. 89-508) and Debt Collection Act of 1982 (Pub. L. 97-365). Regulatory authorities for the
Debt Collection Improvement Act found at 31 C.F.R. 285 are applicable to all federal agencies; while those found at 24
C.F.R. Part 17, Subpart C establish HUD’s policies for implementing these government-wide debt collection authorities.
12 U.S.C. 1703(c) autharizes the collection. comnromise. and sale of debt oblioations to HUD in connection with the

n. DoesthisInformation System or E-Collection have an active and approved Office of

Management and Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.
[@1Y es[CINo[]Pending
If “Yes” list al applicable OMB Control Numbers, collection titles, and expiration dates.
If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federa Register citation.

Debt Resolution Program Settlement Offer (HUD-56141), OMB Approval No. 2502-0483, exp. 11/30/2022.
Debt Resolution Program Financial Statement (HUD-56142), OMB Approval No. 2502-0483, exp. 11/30/2022.
Debt Resolution Program Repayment Agreement (HUD-56146), OMB Approval No. 2502-0483, exp. 11/30/2022.




	Please enter CSAM ID: 1022
	Please enter HUD Division: Debt Collection and Asset Management System - Generic Debt
	Please enter HUD Information System: Housing, Finance and Budget, Office of Financial Services
	Click here to enter purpose information: The purpose of the system is to collect and maintain data to support the collection of debts from individuals and institutions against whom HUD has established claims stemming from various FHA loan programs and business activities, including overpayments, defaulted loans, civil fines and penalties, and criminal restitution. Debt collection activities encompass sending demand letters and other notices; making official phone calls; reporting to credit bureaus; administering wage garnishments; effecting administrative offset; transferring debts to Department of the Treasury; and referring debts to Department of Justice for civil enforcement; and supporting defensive litigation related to foreclosure and actions to quiet title.   
The system maintains financial and non-financial information about debts and debtors.  Debtor information maintained in the system includes PII elements such as name, date of birth, address, and social security number.
A typical transaction processed in the system is the initial processing of a new debt.  Information contained in the debt referral package received from the FHA program office is manually keyed in the system establishing a new debt and activating the debt collection process, which begins by sending a series of collection notices.  If the debtor agrees to a repayment plan, a billing schedule is established.  If the debtor does not agree to repay or fails to pay as agreed, the system refers the debt to the Department of the Treasury for debt collection, including administrative offset of federal payments, such as tax refunds or social security benefits.  Payments are applied to the outstanding debt balance.

	Click here to enter PII information: 
	Click here to enter collection information: HUD developed an interface between the system and HUD's Enterprise Data Management system (EDM/P302).  The interface enables EDM to pull data, including PII, from the system at regularly scheduled intervals. 
	Check Box224: Off
	Check Box14: Yes11
	Check Box223: Off
	Check Box222: Off
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: The PII is collected for verification and identification to achieve the mission-related purpose of managing the risk of the FHA's loan portfolio.  The PII is used in data matching. 
	Click here to objection information: The Privacy Act Statement states "Completion of this form is voluntary and not required." and "You may object to �this information request by refusing to complete the form.  However, the information requested is required to obtain benefits."  
	Click here to enter Privacy Act / Privacy Advisory wording: Authority:   The Debt Collection Improvement Act of 1996 (Pub. L. 104-134, 5 U.S.C. 5514, 31 U.S.C. 3701 et seq.), as amended; The Federal Claims Collection Act of 1966 (Pub. L. 89-508) and Debt Collection Act of 1982 (Pub. L. 97-365); 31 C.F.R. 285; 24 C.F.R. Part 17, Subpart C; 80 Stat. 309, Section 3(b); The Housing and Community Act of 1987, 42 U.S.C. 3543(a), authorizes HUD to collect the Social Security Number (SSN); 12 U.S.C. 1703(c) authorizes the collection, compromise, and sale of debt obligations to HUD in connection with the payment of FHA loans.  
Purpose:  HUD’s mission is to provide effective and efficient servicing to maximize the recovery of debts and minimize losses arising from FHA loan programs.  The purpose for collecting this information is to support activities related to the collection of debts resulting from defaults on HUD/FHA insured Title I loans and from other HUD/FHA loans.

Routine Use:  The information collected on this form will be used by HUD to collect this debt and assess your ability to repay.  Information will not be otherwise disclosed or released outside of HUD, except as permitted or required by law to appropriate Federal, state, and local agencies when relevant to debt collection, payment offsets, and reporting; to civil, criminal, or regulatory investigations and/or prosecutions; to your employer to issue wage garnishment order; to third party debt purchasers for relevant asset sale transactions; to appropriate agencies, entities, and persons to mitigate a breach or related incident.  Information may also be used by HUD for computer matching for verification purpose. 

Disclosure:  Completion of this form is voluntary and not required.  You may object to this information request by refusing to complete the form.  You may withhold your consent to specific uses of your information by withholding that information.  However, the information requested is required to obtain benefits.  

SORN URL:  https://www.govinfo.gov/content/pkg/FR-2007-11-13/pdf/E7-22077.pdf


	Specify6: Credit Reporting Agencies and entities purchasing debt obligations.
	Specify1: Office of Housing/Office of Finance and Budget
	Specify2: Office of Housing/Office of Single Family Housing, Office of the Chief Financial Officer, Office of the Chief Information Officer, Office of General Counsel, Office of Administrative Law Judges, and Office of the Inspector General.
	Specify3: The United States Department of the Treasury, United States Department of Justice, U.S. Bankruptcy Court, and Government Accountability Office
	Specify4: 
	Specify5: Northeast Carrer Planning and Leidos.
Security Requirements.  
All HUD data, which is produced or otherwise available to the contractor during the performance of this task order, is considered confidential and shall not be used for any purpose other than performance of the tasks. 
All data collected shall remain in the HUD office.  Under no circumstances will any data, listings, or lender/debtor/borrower information be taken from the office in hard or soft copy, nor shall any information regarding lenders/debtors/borrowers be communicated verbally to any party outside of the Department without proper justification and authorization.  All data of a personal nature may be subject to Privacy Act protection and penalties.
All contract personnel will be required to pass a background investigation in order to be assigned a HSPD-12 compliant Personal Identity Verification (PIV) card required for accessing the work site.
	Check Box18plopop: Yes25
	Check Box300: yes13
	Check Box301: Yes14
	Check Box302: Yes15
	Check Box305: Off
	Check Box306: Yes17
	Check Box18: Yes18
	Check Box91: Yes200
	Click here to enter PII source information: HUD systems:  Single Family Insurance System - Claims (CLAIMS/A43C), Single Family Neighborhood Watch (SHNW/A80W), Single Family Asset Management System (SAMS/A80S), Single Family Mortgage Asset Recovery System (SMART/A80H), and Single Family Housing Enterprise Data Warehouse (SFHEDW/D64A).  Public sources:  Public Access to Court Electronic Records (U.S. Bankruptcy Court).  Other:  consumer credit reports.
	Check Box202: Off
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Yes204
	Click here to enter official form information: Information is collected (i) on forms HUD-56141, HUD-56142, and HUD-56146; (ii) from documents sent by United States Postal Service, or private delivery; (iii) from records manually retrieved from HUD systems (see 1-I above); (iv) data files received from Treasury's Cross-Servicing, TOP, Pay.Gov, and Lockbox Network systems (only financial information, not PII, is collected from these systems); (v) from website of U.S. Bankruptcy Court; and (vi) from payment collection reports received through Treasury's IPAC system from the U.S. Department of Justice (financial information, not PII, is collected).         
	Check Box18111133: Yes3623
	Check Box1181: Yes3422323
	Check Box19222: Yes3222
	Check Box19111: Off
	Check Box1901: Yes30wd
	Click here to enter consent information: The Privacy Act Statement states "You may withhold your consent to specific uses of your information by withholding that information."
	Check Box19033: Yes303
	Check Box191r: Yes31323r
	Check Box192r43: Yes32r43
	Check Box1921r134: Yes32r33r13
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: GRS 1.1, item 10 DAA-GRS-2013-0003-0001; GRS 3.1, item 51 DAA-GRS-2013-0005-0003
	Click here to enter date: N/A
	Click here to enter retention instructions: GRS 1.1, item 10 Destroy 6 years after final payment or cancellation. GRS 3.1, item 51 Destroy 5 years after the project/activity/transaction is completed or superseded, or the associated system is terminated.
	Click here to enter OMB Control Number information: Debt Resolution Program Settlement Offer (HUD-56141), OMB Approval No. 2502-0483, exp. 11/30/2022.
Debt Resolution Program Financial Statement (HUD-56142), OMB Approval No. 2502-0483, exp. 11/30/2022.
Debt Resolution Program Repayment Agreement (HUD-56146), OMB Approval No. 2502-0483, exp. 11/30/2022.
	Click here to enter collection authority information: The Debt Collection Improvement Act of 1996 (Pub. L. 104-134, 5 U.S.C. 5514, 31 U.S.C. 3701 et seq.), as amended, requires federal agencies provide effective and efficient servicing of credit program receivables and authorizes the use of appropriate collection tools to maximize the recovery of debts and minimize losses arising from credit programs.  This act expanded federal debt collection authorities established under previous public laws, namely, the Federal Claims Collection Act of 1966 (Pub. L. 89-508) and Debt Collection Act of 1982 (Pub. L. 97-365).  Regulatory authorities for the Debt Collection Improvement Act found at 31 C.F.R. 285 are applicable to all federal agencies; while those found at 24 C.F.R. Part 17, Subpart C establish HUD’s policies for implementing these government-wide debt collection authorities.  12 U.S.C. 1703(c) authorizes the collection, compromise, and sale of debt obligations to HUD in connection with the payment of FHA loans.
	Click to enter HUD SORN information: HUD/HS-55: Debt Collection Asset Management System. 
	Checks127: Yessie7789
	Checks116: Yessie27


