
Department of Housing and Urban Development (HUD) Privacy Impact Assessment (PIA)

 of 

3. CSAM ID:

CSAM ID:

1. HUD INFORMATION SYSTEM:
2. HUD DIVISION NAME:

Section 1: PII Description Summary (For Public Release)

a. The PII is: (Check all that apply)

b. The PII is in a / an: (Check one)

New HUD Information System 
Existing HUD Information System 
Significantly modified HUD Information System (if selected, 
please describe the modification in the box below) 

New collection 
Existing collection

c. Describe the purpose of this HUD information system  or project, including the types of personal
information collected within the system.

d. Why is the PII collected and / or what is the intended use of the PII? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)
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Prescribing Authority: Public 
Law 107-347, Section 208(b). 
Complete this form for 
Department of Housing and 
Urban Development (HUD) 
information systems or 
electronic collections 
(referred to as "electronic 
collections" for the purpose 
of this form) of information 
that collect, maintain, use, 
and / or disseminate 
personally identifiable 
information (PII) about 
members of the public, 
Federal employees, and 
contractors. In the case where 
no PII is collected, the PIA 
will serve as a conclusive 
determination that privacy 
requirements do not apply to 
the system. Please be sure to 
use plain language and be as 
concise as possible.
For further information and 
instructions on how to fill out 
the PIA, please see the PIA 
Reference Guide.
HUD’s PIAs describe: (1) the 
legal authority that permits 
the collection of information; 
(2) the specific type of 
information used by the 
system; (3) how and why the 
system uses the information; 
(4) whether the system 
provides notice to individuals 
that their information is used 
by the system; (5) the length 
of time the system retains 
information; (6) whether and 
with whom the system 
disseminates information; (7) 
procedures individuals may 
use to access or amend 
information used by the 
system; and (8) physical, 
technical, and administrative 
safeguards applied to the 
system to secure the 
information.

From members of the general public
From Federal employees and / or Federal contractors 
From vendors

From a third-party source 
No PII (Fill out 1c &1l, then go to Section 4) 

Other (Please specify in the box below) 

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban 
Development information systems or electronic collections (referred to as "electronic collections" for the purpose of this 
form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about members 
of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a conclusive 
determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as concise as 
possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information 
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals 
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom 
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system; 
and (8) physical, technical, and administrative safeguards applied to the system to secure the information. 

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to 
conduct a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use will use either CSAM 
ID P207, P209, P212 or 1098 whereas the PIA for PII storage in SharePoint will use the CSAM ID D100. After completion 
of all required information in the PIA, PIA are required to be routed to the Shared Drive Administrator and/or SharePoint 
Administrator for signature approval in addition to all the required signatures.

 For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide. Please submit all 
completed PIAs using the submission feature located at the bottom of page 7.

https://www.hud.gov/sites/dfiles/OCHCO/documents/PIAReferenceGuide.pdf


e. Do individuals have the opportunity to object to the collection of their PII? 
If “Yes,” describe the method by which individuals can object to the PII collection. 
If “No,”  state the reason why individuals cannot object to the PII collection. 

f. Do individuals have the opportunity to consent to the specific uses of their PII?
If “Yes,” describe the method by which individuals can give or withhold their consent. 
If “No,” state the reason why individuals cannot give or withhold their consent.

Yes      No

Yes      No 

g. When an individual is asked to provide PII, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
☐ Privacy Act Statement ☐ Privacy Advisory ☐ Not Applicable

h. With whom will the PII be shared through data exchange, both within your HUD Division and outside
your Division? (Check all that apply) 

☐ Within the HUD Office / Division 
☐ Other HUD Office(s) / Division(s) 
☐ Other federal agencies 
☐ State & local agencies 
☐ Contractors (Include name of contractor and 

describe the language in the contract that safeguards PII in the box below.) 

☐ Other 
 

i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable) 
☐ Databases
☐ Publicly available data (e.g., obtained from

internet, news feeds, court records)

☐ Telephone interview
☐ Website / e-form
☐ Paper
☐ Other (if selected, enter information in the box )

☐ Individuals
☐ Existing HUD information systems
☐ Other Federal information systems

☐ Encrypted Email
☐ Face-to-face contact
☐ Fax
☐ Information sharing /system-to system
☐ Official form
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j. How will the information be collected? (Check all that apply & list all Official Form Numbers if applicable)



k. Does this HUD information system require a Privacy Act System of Records Notice (SORN)? 
A SORN is required if the information system contains information about U.S. citizens or lawful permanent 

U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN 
information must be consistent. 

Yes     No 

If “Yes” enter SORN System Identifier: 
If a SORN has not yet been published in the Federal Register, enter date of submission for approval. 
If "No" explain why the SORN is not required. 

l. What is the National Archive and Records Administration (NARA) approved, pending, or General
Records Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority:
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

n. Does this Information System or E-Collection have an active and approved Office of
Management and Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

Yes     No     Pending 
If “Yes,” list all applicable OMB Control Numbers, collection titles, and expiration dates. 
If “No,” explain why OMB approval is not required in accordance  with proper HUD authority. 
If “Pending,”  provide the date for the 60 and / or 30 day notice and the Federal Register citation. 
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m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.


	Please enter CSAM ID: 1156
	Please enter HUD Division: F11M - Agency Reporting Module (ARM)
	Please enter HUD Information System: Office of Housing Counseling
	Click here to enter purpose information: Agency Reporting Module (ARM), is an interface module that was created and integrated into HCS as middleware to receive the HUD 9902 form, agency profile, counselor, and client-level data from the counseling agencies’ Client Management Systems (CMS). The data is transferred directly from the CMS to the HCS database through ARM. This reduces the agency burden for meeting reporting requirements in that the data can be automatically transferred instead of manual entry on the HCS site.

The PII collected by the Housing Counseling System through the ARM module includes:  Full name, date of birth, email address(es), employment status, fax number, financial information, gender, home address, marital status, mother's maiden name, phone number(s), race/ethnicity, salary, sex, social security number (SSN), Tax payer ID, User ID, Work Address.
	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Off
	Check Box14: Yes10
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information:  PII is collected for mission-related and administrative use.
	Click here to objection information: The information requested is per the Privacy Act Statement (PAS) is voluntary.  Per the PAS individuals have the opportunity to object
	Click here to enter Privacy Act / Privacy Advisory wording: Per Appendix 3 of the HUD Housing Counseling Handbook 7610, the referenced website address for "HUD Client Management System (CMS) Main Page" posts the following disclosure statement:

The Housing Counseling Program is required the program applicants and participants to submit their full Social Security Numbers and/or the last 5 digits of Social Security Numbers as a condition of eligibility and persons doing business with a federal agency. This Social Security Number request is on a voluntary basis and authorized under the Housing and Community Development Act of 1987 42 U.S.C. 3543(a) and Debt Collection Improvement Act of 1996 31 U.S.C. 7701(c). Not supplying the information may delay HUD’s identification verification process. This information is considered sensitive and is protected by the Privacy Act which requires the records to be maintained with appropriate administrative, technical and physical safeguards to ensure their security and confidentially. It will not otherwise be disclosed or released outside of HUD, except as permitted by law.

Additionally, a draft Privacy Act Statement for users of F11/HCS (and by extension, F11M/ARM)  will read as follows:

Authority: The Office of Housing Counseling was established as a standing office within HUD's Office of Housing by the Dodd-Frank Wall Street Reform and Consumer Protection Act of 2008, and is fully described in 42 U.S.C. § 3533(g); Section 106(a) of the 1968 Housing Act; 12 U.S.C. § 1701x.  The Housing and Community Development Act of 1987, 42 U.S.C. § 3543(a), and Debt Collection Improvement Act of 1996, 31 U.S.C. § 7701(c), authorize the submission of the SSN.  HUD is authorized to collect this information by Title 1, Section 1 of the National Housing Act (Pub. L. 479, 48 Stat. 1246, 12 U.S.C. § 1701 et seq.)  
Purpose: The mission of the Office of Housing Counseling (OHC) is to manage and oversee the HUD Housing Counseling Program to provide individuals and families with the knowledge they need to obtain, sustain, and improve their housing. OHC will accomplish this mission by supporting and overseeing the counseling services administrated by a strong national network of HUD approved housing counseling agencies and counselors.  

Routine Use: The information collected by the Housing Counseling Agencies will be used by OHC to generate required reports to the Secretary and Congress and to conduct analysis to monitor and provide  guidance to program participants.  The information collected by the Agencies and transmitted to HUD will not be disclosed to any third-party  outside of the Agency and HUD.  All measures will be taken to safeguard the client data collected and appropriate protocols will be followed when transmitting data to HUD.
Agencies will post updated information as needed and at a minimum post their activity reports using HUD-9902 format every 90 days.  Client data will be reported with their HUD-9902 reports for the purpose to conduct analysis and to generate the HUD-9902 report directly from the client data.
The Application for Approval as a Housing Counseling Agency uses the Form HUD-9900 to collect agency information.  This is manually entered into HCS, and thus creates the agency profile.

Disclosure: Information required for new Agency application is voluntary.  Failure to provide complete application data as described by HUD-9900 will affect application from approval denying Agency to participate in the HUD’s Housing Counseling program.
Information reported such as HUD-9902, client and Agency profile by Housing Counseling agencies is required on a continuous basis.  Failure to submit required information in a timely manner to the Housing Counseling System will negatively affect NOFA grant awards and jeopardize agency’s status in the HUD’s Housing Counseling program.


SORN ID/URL HUD/HS-22: Currently published in the Federal Register at:  https://www.federalregister.gov/documents/2008/10/21/E8-24938/privacy-act-notification-of-an-amendment-to-an-existing-privacy-act-system-of-records-housing 
	Specify6: Within the Housing Counseling Agencies that collect the PII.
	Specify1: Office of Housing/Office of Housing Counseling
	Specify2: 
	Specify3: 
	Specify4: 
	Specify5: Salient CRTG / FAR-52.239-1 Privacy security to safeguard 
	Check Box18: Yes25
	Check Box300: yes13
	Check Box301: Off
	Check Box302: Off
	Check Box305: Off
	Check Box306: Yes17
	Check Box18444: Yes18
	Check Box91: Yes200
	Click here to enter PII source information: F11 HCS, F17 Computerized Homes Underwriting Mgmt (CHUMS),  F17C FHA-Connection
	Check Box202: Off
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: - HUD Form 9902 
- Data transmitted by the HUD-approved Housing Counseling Agencies are first collected in face-to-face counseling 
  sessions by counselors employed by HUD's partners and telephone interviews scheduling counseling sessions, 
  and in this period of national pandemic and quarantine, web-based remote gathering and training tools and "other" 
  similar types of functionalities.  
	Check Box18111133: Yes3623
	Check Box1181: Yes3422323
	Check Box19222: Off
	Check Box19111: Yes3111
	Check Box1901: Off
	Click here to enter consent information: The PAS provides the individuals the opportunity to consent to the collection of their PII.
	Check Box19033: Yes303
	Check Box191r: Yes31323r
	Check Box192r43: Off
	Check Box1921r134: Yes32r33r13
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: GRS 1.2, item 10 DAA-GRS-2013-0008-0007
	Click here to enter date: N/A
	Click here to enter retention instructions: Destroy 3 years after final action is taken on the file, but longer retention is authorized if required for business use.
	Click here to enter OMB Control Number information: OMB Control Number 2502-0261, Housing Counseling Agency Activity Report, expiration date: 8/31/2023.  

OMB Control Number 2502-0573, Housing Counseling Program—Application for Approval as a Housing Counseling Agency, expiration date: 4/30/2024.
	Click here to enter collection authority information: 42 U.S. Code § 3533 (g); Section 106(a) of the 1968 Housing Act; 12 U.S.C. § 1701x.  The Housing and Community Development Act of 1987, 42 U.S.C. § 3543(a), and Debt Collection Improvement Act of 1996, 31 U.S.C. § 7701(c), authorizes the submission of the SSN. 
	Click to enter HUD SORN information: Housing Counseling System/Counseling Activity Reporting System, HUD/HS-22 submitted to the Privacy Office and is considered "good faith".

	Checks127: Yessie7789
	Checks116: Yessie27


