
PRIVACY IMPACT ASSESSMENT (PIA)
Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing 
and Urban Development (HUD) information systems or electronic collections (referred to as "electronic 
collections" for the purpose of this form) of information that collect, maintain, use, and / or disseminate 
personally identifiable information (PII) about members of the public, Federal employees, and contractors. In the 
case where no PII is collected, the PIA will serve as a conclusive determination that privacy requirements do not 
apply to the system. Please be sure to use plain language and be as concise as possible.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of 
information used by the system; (3) how and why the system uses the information; (4) whether the system 
provides notice to individuals that their information is used by the system; (5) the length of time the system 
retains information; (6) whether and with whom the system disseminates information; (7) procedures individuals 
may use to access or amend information used by the system; and (8) physical, technical, and administrative 
safeguards applied to the system to secure the information.
1. HUD INFORMATION SYSTEM:

2. HUD DIVISON NAME:

3. CSAM ID:
Section 1: PII Description Summary (For Public  Release)

a. The PII is: (Check all that apply)

From members of the general public
From Federal employees and / or Federal contractors 
From vendors

b. The PII is in a / an: (Check one)
New HUD information system 
Existing HUD information system
Significantly modified HUD information system
(if selected, please describe the modification in 
the box below)

From a third-party source
Not Collected (Please proceed to Section 4) 
Other (Please specify in the box below)

New collection
Existing collection

c. Describe the purpose of this HUD information system or project, including the types of personal 
information collected in the system.

d. Why is the PII collected and / or what is the intended use of the PII? (e.g. verification, identification, 
authentication, data matching, mission-related use, administrative use)
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e. Do individuals have the opportunity to object to the collection of their PII?
If “Yes,” describe the method by which individuals can object to the PII collection. 
If “No,” state the reason why individuals cannot object to the PII collection.

f. Do individuals have the opportunity to consent to the specific uses of their PII?
If “Yes,” describe the method by which individuals can give or withhold their consent. 
If “No,” state the reason why individuals cannot give or withhold their consent.

Yes      No

Yes      No

g. When an individual is asked to provide PII, a Privacy Act Statement (PAS) and / or a Privacy 
Advisory must be provided. (Check as appropriate and provide the actual wording)
☐ Privacy Act Statement ☐ Privacy Advisory ☐ Not Applicable

h. With whom will the PII be shared through data exchange, both within your HUD Division and 
outside your Division? (Check all that apply)

☐ Within the HUD Office / Division
☐ Other HUD Office(s) / Division(s)
☐ Other federal agencies
☐ State & local agencies
☐ Contractors (Include name of contractor and
describe the language in the contract that safeguards
PII in the box below.)
☐ Other

i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable)
☐ Individuals
☐ Existing HUD information systems 
☐ Other Federal information systems

☐ Databases
☐ Publicly available data (e.g., obtained from

internet, news feeds, court records)

j. How will the information be collected? (Check all that apply & list all Official Form Numbers if applicable)
☐ Email
☐ Face-to-face contact
☐ Fax
☐ Information sharing /system-to-system 
☐ Official form

☐ Telephone interview
☐ Website / e-form
☐ Paper
☐ Other (if selected, enter information in the box )
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k. Does this HUD information system or project require a Privacy Act System of Records Notice (SORN)?
A SORN is required if the information system or project contains information about U.S. citizens or lawful 
permanent U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN 
information must be consistent.

Yes     No

If “Yes,” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.
If "No," explain why the SORN is not required.

l. What is the National Archive and Records Administration (NARA) approved, pending, or general 
records schedule (GRS) disposition authority for the system or for the records maintained in the system? 
(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority:
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

m. What is the authority to collect information? A Federal law or Executive Order must authorize the 
collection and maintenance of a system of records. For PII not collected or maintained in a system of 
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a statue 
or Executive Order.

n. Does this information system or project have an active and approved Office of Management and 
Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

Yes     No     Pending
If “Yes,” list all applicable OMB Control Numbers, collection titles, and expiration dates.
If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.
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	Please enter CSAM ID: 1084
	Please enter HUD Division: Office of Fair Housing and Equal Opportunity (FHEO)
	Please enter HUD Information System: V05 - HUD Enforcement Management System (HEMS)
	Click here to enter purpose information: HEMS serves as a repository for case data on housing discrimination complaints and case files during the investigation process and to automates the enforcement lines of business for FHEO.

HEMS automates the enforcement lines of business for FHEO.  When complaints are made to HUD’s Office of Fair Housing and Equal Opportunity concerning housing discrimination, HEMS is the system that maintains the case file data.  During the evaluation and investigation process, complainants, respondents and witnesses are interviewed and documents are collected.  

Types of PII collected:  Full Name, Email Address, Fax Number, Phone Number(s), Mailing Address and Date of Birth.
	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Off
	Check Box14: Yes10
	Check Box223: Off
	Check Box222: Off
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: PII is collected for identification and mission-related use.  
	Click here to objection information: Due to the nature of the investigations done by FHEO, respondents may refuse to provide contact information to impede the investigation.  As respondents are generally associated with businesses, a business address and/or phone number may be used.  Complainants or witnesses may refuse to provide some or all contact information, but for a complainant’s complaint to be investigated, there will be a need to contact them for information.  If a complainant cannot be contacted due to lack of contact information or their failing to respond at the contact locations they provided, their case may be closed for lack of cooperation or failure to locate complainant.
	Click here to enter Privacy Act / Privacy Advisory wording: Authorities:  The Department of Housing and Urban Development (HUD) is authorized to collect this information by Title VIII of the Civil Rights Act of 1968, as amended by the Fair Housing Act of 1988 (42 U.S.C. §§ 3601 et seq.); Title VI of the Civil Rights Act of 1964 (42 U.S.C. §§ 2000d - 2000d-7).  Section 504 of the Rehabilitation Act of 1973 (29 U.S.C. § 794).  Section 109 of Title I of the Housing and Community Development Act of 1974 (42 U.S.C. § 5309); Title II of the American Disabilities Act of 1990 (42 U.S.C. §§ 12101 et seq.).  Age Discrimination Act of 1975 (42 U.S.C. Sections §§ 6101-6107); Title IX of the Education Amendments Act of 1972 (20 U.S.C. §§ 1681-1688), and the Architectural Barriers Act of 1968 (42 U.S.C. §§ 4151 et seq.); Title 2, Code of Federal Regulations (CFR), Parts 180 and 2424.  Title 31 U.S.C § 6101; Title 41 U.S.C.; Title 42 U.S.C. § 3533 and § 3535; and Executive Orders 12549 and 12689.
Principal Purpose:  To serve as a repository for case data on housing discrimination complaints and case files during the investigation process and to automates the enforcement lines of business for FHEO.

Routine Use:  In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) of the Privacy Act, all or a portion of the records or information contained in this system may be disclosed outside of HUD as a routine use pursuant to 5 U.S.C. 552a(b)(3) as follows: 
(1) Housing and Discrimination Complaint Case Management Records Disclosure Routine Use: 
(a)  To individuals under contract to HUD or under contract to another agency with funds provided by HUD, for the purpose of conducting oversight and monitoring of program
operations to determine compliance with applicable laws and regulations, and FHEO reporting requirements (information disclosed under this routine use is subject to Privacy Act requirements and limitations on disclosures are applicable to HUD officials and employees).
(b)  To State and local agencies certified by HUD to investigate and adjudicate Title VIII housing discrimination complaints; State and local agencies also use HEMS to record investigation information.
(c)  To a party to an investigation once the investigation is closed, upon the party’s request, information derived from an investigation and any final investigative report relating to that investigation, including the names of witnesses, except when requesting anonymity pursuant to 24 C.F.R. § 103.230(a)(1).  
(2) Research and Statistical Analysis Disclosure Routine Uses:
To contractors, grantees, experts, consultants, Federal agencies, and non-Federal entities, including, but not limited to, State and local governments and other research institutions or their parties, and entities and their agents with whom HUD has a contract, service agreement, grant, or cooperative agreement, when necessary to accomplish an agency function, related to a system of records, for the purposes of statistical analysis and research in support of program operations, management, performance monitoring, evaluation, risk management, and policy development, or to otherwise support the Department's mission. Records under this routine use may not be used in whole or in part to make decisions that affect the rights, benefits, or privileges of specific individuals. The results of the matched information may not be disclosed in identifiable form.
(4) Data Breach Remediation Purposes Routine Use:
(a)  To appropriate agencies, entities, and persons when: (1) HUD suspects or has confirmed that there has been a breach of the system of records; (2) HUD has determined that as a result of the suspected or confirmed breach there is a risk of harm to individuals, HUD, the Federal Government, or national security; and (3) The disclosure made to such agencies, entities, and persons is reasonably necessary to assist in connection with HUD’s efforts to respond to the suspected or confirmed breach or to prevent, minimize, or remedy such harm.
(b)  To another Federal agency or Federal entity, when HUD determines that information from this system of records is reasonably necessary to assist the recipient agency or entity in (1) responding to suspected or confirmed breach, or (2) preventing, minimizing, or remedying the risk of harm to individuals, the recipient agency or entity (including its information systems, programs, and operations), the Federal Government, or national security, resulting from a suspected or confirmed breach.
(5) Disclosures for Law Enforcement Investigations Routine Uses:
To appropriate Federal, State, local, tribal, or governmental agencies or multilateral governmental organizations responsible for investigating or prosecuting the violations of, or for enforcing or implementing, a statute, rule, regulation, order, or license, where HUD determines that the information would assist in the enforcement of civil or criminal laws when such records, either alone or in conjunction with other information, indicate a violation or potential violation of law.
(6) Court or Law Enforcement Proceedings Disclosure Routine Uses:
(a) To a court, magistrate, administrative tribunal, or arbitrator in the course of presenting evidence, including disclosures to opposing counsel or witnesses in the course of civil discovery, litigation, mediation, or settlement negotiations; or in connection with criminal law proceedings. Disclosures made pursuant to this routine use are limited to when HUD determines that use of such records is relevant and necessary to the litigation, provided, however, that in each case, HUD determines that the disclosure of the records is a use of the information contained in the records that is compatible with the purpose for which the records were collected.
(b) To appropriate Federal, State, local, tribal, or governmental agencies or multilateral governmental organizations responsible for investigating or prosecuting the violations of, or for enforcing or implementing, a statute, rule, regulation, order, or license, where HUD determines that the information would assist in the enforcement of civil or criminal laws. Disclosures made pursuant to this routine use are limited to when HUD determines that use of such records is relevant and necessary to the litigation, provided, however, that in each case, HUD determines that the disclosure of the records is a use of the information contained in the records that is compatible with the purpose for which the records were collected.
(7) Department of Justice for Litigation Disclosure Routine Use:
To disclose the records to the Department of Justice when: (a) The agency or any component thereof; or (b) any employee of the agency in his or her official capacity; or (c) the United States Government, is a party to litigation or has an interest in such litigation, and by careful review, the agency determines that the records are both relevant and necessary to the litigation, and the use of such records by the Department of Justice is for a purpose that is compatible with the purpose for which the agency collected the records.

Disclosures:  Providing all information is voluntary.  Failure to provide information by a complainant may result in HUD not receiving/reviewing their complaint.

SORN ID/URL: SYSTEM OF RECORDS NO.:  FHEO/EGID.01 Federal Register Notice No.: 79 FR 62658 published 10/20/14

	Specify6: 
	Specify1: FHEO, OGC
	Specify2: 
	Specify3: USDA, FFIEC Agencies
	Specify4: State Fair Housing Assistance Programs
	Specify5: 
	Check Box18: Yes25
	Check Box300: yes13
	Check Box301: Off
	Check Box302: Yes15
	Check Box305: Yes16
	Check Box306: Off
	Check Box91: Off
	Click here to enter PII source information: Property ownership records
	Check Box202: Off
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Yes204
	Click here to enter official form information: Housing Discrimination Complaint Form 903 OMB Control Number 2529-0011
	Check Box18111133: Yes3623
	Check Box1181: Off
	Check Box19222: Yes3222
	Check Box19111: Yes3111
	Check Box1901: Yes30wd
	Click here to enter consent information: PII is used to contact parties and witnesses and to identify them in investigations.  There are instances where people do not want to be identified, in which case they are either not used as witnesses, or their information is identified as anonymous.
	Check Box19033: Yes303
	Check Box191r: Yes31323r
	Check Box192r43: Yes32r43
	Check Box1921r134: Off
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: N1-207-03-2, item 1a
	Click here to enter date: 
	Click here to enter retention instructions: Permanent.  The retention period for the information in HEMS is maintained for the life of the case to support the activity and other enforcement activities that may become related to the case. When the life of the case is closed the case is no longer needed for administrative or reference use, or to satisfy preservation requirements, and a final determination has been made of the case records, records in the system are maintained in accordance with the approved records schedule. Files Transfers are made to the National Archives and Records Administration every 5 years, when applicable including a listing of restricted data fields, which remain in place 30 years after which a final appraisal is conducted. 
	Click here to enter OMB Control Number information:  OMB Control Number 2529-0011, Housing Discrimination Compliant Form, PENDING 60 day notice date: 8/25/2021
	Click here to enter collection authority information: Title VIII of the Civil Rights Act of 1968, as amended by the Fair Housing Act of 1988 (42 U.S.C. §§ 3601 et seq.); Title VI of the Civil Rights Act of 1964 (42 U.S.C. §§ 2000d - 2000d-7).  Section 504 of the Rehabilitation Act of 1973 (29 U.S.C. § 794).  Section 109 of Title I of the Housing and Community Development Act of 1974 (42 U.S.C. § 5309); Title II of the American Disabilities Act of 1990 (42 U.S.C. §§ 12101 et seq.).  Age Discrimination Act of 1975 (42 U.S.C. Sections §§ 6101-6107); Title IX of the Education Amendments Act of 1972 (20 U.S.C. §§ 1681-1688), and the Architectural Barriers Act of 1968 (42 U.S.C. §§ 4151 et seq.); Title 2, Code of Federal Regulations (CFR), Parts 180 and 2424.  Title 31 U.S.C § 6101; Title 41 U.S.C.; Title 42 U.S.C. § 3533 and § 3535; and Executive Orders 12549 and 12689.
	Click to enter HUD SORN information: FHEO/EGID.02 SORN submitted to the Privacy Office and is considered good faith.

	Checks127: Yessie7789
	Checks116: Yessie16


