
Department of Housing and Urban Development (HUD) Privacy Impact Assessment (PIA)

 of 

3. CSAM ID:

CSAM ID:

1. HUD INFORMATION SYSTEM:
2. HUD DIVISION NAME:

Section 1: PII Description Summary (For Public Release)

a. The PII is: (Check all that apply)

b. The PII is in a / an: (Check one)

New HUD Information System 
Existing HUD Information System 
Significantly modified HUD Information System (if selected, 
please describe the modification in the box below) 

New collection 
Existing collection

c. Describe the purpose of this HUD information system  or project, including the types of personal
information collected within the system.

d. Why is the PII collected and / or what is the intended use of the PII? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)
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Prescribing Authority: Public 
Law 107-347, Section 208(b). 
Complete this form for 
Department of Housing and 
Urban Development (HUD) 
information systems or 
electronic collections 
(referred to as "electronic 
collections" for the purpose 
of this form) of information 
that collect, maintain, use, 
and / or disseminate 
personally identifiable 
information (PII) about 
members of the public, 
Federal employees, and 
contractors. In the case where 
no PII is collected, the PIA 
will serve as a conclusive 
determination that privacy 
requirements do not apply to 
the system. Please be sure to 
use plain language and be as 
concise as possible.
For further information and 
instructions on how to fill out 
the PIA, please see the PIA 
Reference Guide.
HUD’s PIAs describe: (1) the 
legal authority that permits 
the collection of information; 
(2) the specific type of 
information used by the 
system; (3) how and why the 
system uses the information; 
(4) whether the system 
provides notice to individuals 
that their information is used 
by the system; (5) the length 
of time the system retains 
information; (6) whether and 
with whom the system 
disseminates information; (7) 
procedures individuals may 
use to access or amend 
information used by the 
system; and (8) physical, 
technical, and administrative 
safeguards applied to the 
system to secure the 
information.

From members of the general public
From Federal employees and / or Federal contractors 
From vendors

From a third-party source 
No PII (Fill out 1c &1l, then go to Section 4) 

Other (Please specify in the box below) 

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and Urban 
Development information systems or electronic collections (referred to as "electronic collections" for the purpose of this 
form) of information that collect, maintain, use, and / or disseminate Personally Identifiable Information (PII) about members 
of the public, Federal employees, and contractors. In the case where no PII is collected, the PIA will serve as a conclusive 
determination that privacy requirements do not apply to the system. Please be sure to use plain language and be as concise as 
possible.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of information 
used by the system; (3) how and why the system uses the information; (4) whether the system provides notice to individuals 
that their information is used by the system; (5) the length of time the system retains information; (6) whether and with whom 
the system disseminates information; (7) procedures individuals may use to access or amend information used by the system; 
and (8) physical, technical, and administrative safeguards applied to the system to secure the information. 

Note: Program Offices utilizing Shared Drive and SharePoint locations to store information such as PII are required to 
conduct a PIA. Program Offices completing a PIA for PII storage in the HUD Shared Drive will use will use either CSAM 
ID P207, P209, P212 or 1098 whereas the PIA for PII storage in SharePoint will use the CSAM ID D100. After completion 
of all required information in the PIA, PIA are required to be routed to the Shared Drive Administrator and/or SharePoint 
Administrator for signature approval in addition to all the required signatures.

 For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide. Please submit all 
completed PIAs using the submission feature located at the bottom of page 7.

https://www.hud.gov/sites/dfiles/OCHCO/documents/PIAReferenceGuide.pdf


e. Do individuals have the opportunity to object to the collection of their PII? 
If “Yes,” describe the method by which individuals can object to the PII collection. 
If “No,”  state the reason why individuals cannot object to the PII collection. 

f. Do individuals have the opportunity to consent to the specific uses of their PII?
If “Yes,” describe the method by which individuals can give or withhold their consent. 
If “No,” state the reason why individuals cannot give or withhold their consent.

Yes      No

Yes      No 

g. When an individual is asked to provide PII, is a Privacy Act Statement (PAS) and / or a Privacy
Advisory provided? (Please provide the actual wording in the box below and check as appropriate)
☐ Privacy Act Statement ☐ Privacy Advisory ☐ Not Applicable

h. With whom will the PII be shared through data exchange, both within your HUD Division and outside
your Division? (Check all that apply) 

☐ Within the HUD Office / Division 
☐ Other HUD Office(s) / Division(s) 
☐ Other federal agencies 
☐ State & local agencies 
☐ Contractors (Include name of contractor and 

describe the language in the contract that safeguards PII in the box below.) 

☐ Other 
 

i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable) 
☐ Databases
☐ Publicly available data (e.g., obtained from

internet, news feeds, court records)

☐ Telephone interview
☐ Website / e-form
☐ Paper
☐ Other (if selected, enter information in the box )

☐ Individuals
☐ Existing HUD information systems
☐ Other Federal information systems

☐ Encrypted Email
☐ Face-to-face contact
☐ Fax
☐ Information sharing /system-to system
☐ Official form
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j. How will the information be collected? (Check all that apply & list all Official Form Numbers if applicable)



k. Does this HUD information system require a Privacy Act System of Records Notice (SORN)? 
A SORN is required if the information system contains information about U.S. citizens or lawful permanent 

U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN 
information must be consistent. 

Yes     No 

If “Yes” enter SORN System Identifier: 
If a SORN has not yet been published in the Federal Register, enter date of submission for approval. 
If "No" explain why the SORN is not required. 

l. What is the National Archive and Records Administration (NARA) approved, pending, or General
Records Schedule (GRS) disposition authority for the system or for the records maintained in the
system?(Please consult Office of Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority:
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

n. Does this Information System or E-Collection have an active and approved Office of
Management and Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

Yes     No     Pending 
If “Yes,” list all applicable OMB Control Numbers, collection titles, and expiration dates. 
If “No,” explain why OMB approval is not required in accordance  with proper HUD authority. 
If “Pending,”  provide the date for the 60 and / or 30 day notice and the Federal Register citation. 
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m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.


	Please enter CSAM ID: 1117
	Please enter HUD Division: P315 - Personnel Security Integrated System for Tracking (PERSIST)
	Please enter HUD Information System: Office of the Chief Human Capital Officer
	Click here to enter purpose information: Personnel Security Integrated System for Tracking (PerSIST) is a personnel security case management system.
Records in the system are used to document and support decisions regarding the suitability, eligibility, and fitness for services of applicants for federal employment and contract positions to include students, interns, or volunteers to the extent that their duties require access to federal facilities, information, systems, or applications. Additionally, records may be used to document security violations, and supervisory actions taken.

Types of PII collected: Full Name, former names, date of birth, birth place, Social Security number, Home address, phone numbers, employment history, residential history, education and degrees earned, names of associates, references and their contact information, citizenship, relatives (names, birth dates, birth place, and citizenship), names of relatives who work for the Federal government, criminal history, mental health history, history of drug use, financial information, fingerprints, summary report of investigation, results of suitability decisions, level of security clearance(s) held, date of issuance of security clearance, requests for appeal, witness statements, investigator's notes, tax return information, credit reports, security violations, circumstances of violation, and agency action taken.

	Click here to enter PII information: 
	Click here to enter collection information: 
	Check Box224: Off
	Check Box14: Yes10
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Off
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: PII is collected and maintained in the system by HUD adjudicators for mission-related use, verification, identification, authentication to determine an individual’s suitability and fitness for employment and /or a position of trust, and /or access to HUD facilities or systems.  
	Click here to objection information: Individuals do have an opportunity to object to the collections of their PII, however; if individuals do not provide the requested information in whole or in part, HUD will not be able to complete their identity proofing and registration process. If an individual does not have a PIV card, they will be treated as a visitor when entering the HUD building. They will not have access to certain resources. If holding a PIV card is a condition of employment or obtaining a contract, failure to provide the requested information will adversely affect the individual’s placement or employment prospects.
	Click here to enter Privacy Act / Privacy Advisory wording: No “commercial databases or data” are used in the PIV process, however, agencies do have an automated link to the Office of Personnel Management’s (OPM) Personnel Investigations Processing System (PIPS). OPM maintains the PAS that individuals must sign, in order to continue the process of having a background investigation initiated on their behalf. Upon signing and submitting the security forms, the employees or contractors subsequently, signs the Privacy Act Statement, as well. 
Authority:
Relative to the purpose of your investigation, the U.S. government is authorized to request this information
under Executive Orders: 10865, 12333, 12356, and 13764. Sections 3301 and 9101, of title 5, U.S. Code; section 2165 of title 42, U.S. Code; sections 781 to 887 of title 50, U.S. Code; parts 5, 732, and 736 of title 5, Code of Federal Regulations; and Homeland Security Presidential Directive (HSPD) 12, Policy for a Common Identification Standard for Federal Employees and Contractors, August 21, 2004. Forms: SF–85, SF–85P, SF–86, SF–87. Amending the civil service rules, Executive Order 13488, and Executive Order 13467 to Modernize the Executive Branch governance structure and processes for security clearances, suitability and fitness for employment, and
credentialing and related matters.
Purposes:
Records in the system are used to document and support decisions regarding the suitability, eligibility, and fitness for services of applicants for federal employment and contract positions to include students, interns, or volunteers to the extent that their duties require access to federal facilities, information, systems, or applications. Additionally, records may be used to document security violations, and supervisory actions taken.
Routine Uses:
In addition to those disclosures generally permitted under 5 U.S.C. 552a(b) and to appropriate agencies, entities, and persons for disclosures compatible with the purpose for which the records in this system were collected as set forth by Appendix I— HUD’s Routine Use Inventory Notice, 80 FR 81837 (December 31, 2015), all or a portion of the records or information contained in this system may be disclosed outside HUD as a routine use pursuant to 5 U.S.C. 552a(b)(3) as follows: 1. To the National Archives and Records Administration, Office of Government Information Services (OGIS), to the extent necessary to fulfill its responsibilities in 5 U.S.C. 552(h), to review administrative agency policies, procedures and compliance with the Freedom of Information Act (FOIA), and to facilitate OGIS’ offering of mediation services to resolve disputes between persons making FOIA requests and administrative agencies. 2. To the Department of Justice when: (a) The agency or any component thereof; or (b) Any employee of the agency in his or her official capacity; (c) Any employee of the agency in his or her individual capacity where agency or the Department of Justice has agreed to represent the employee; or (d) The United States Government, is a party to litigation or has an interest in such litigation, and by careful review, the agency determines that the records are both relevant and necessary to the litigation and the use of such records by DOJ is therefore deemed by the agency to be for a purpose compatible with the purpose for which the agency collected the records. 3. To the court or adjudicative body in proceedings when: (a) The agency or any component thereof; (b) Any employee of the agency in his or her official capacity; (c) Any employee of the agency in his or her individual capacity where agency or the Department of Justice has agreed to represent the employee; or (d) The United States Government, is a party to litigation or has an interest in such litigation, and by careful review, the agency determines that the records are both relevant and necessary to the  litigation and the use of such records is therefore deemed by the agency to be for a purpose that is compatible with the purpose for which the agency collected the records. 4. Except as noted on Forms SF–85, 85–P, and 86, when a record on its face, or in conjunction with other records, made to the appropriate public authority, whether Federal, foreign, State, local, or tribal, or otherwise, enforcing or implementing the statute, or rule, regulation, or order issued pursuant thereto, if the information disclosed is relevant to any enforcement, regulatory, investigative or prosecutorial responsibility of the receiving entity.


	Specify6: 
	Specify1: OCHCO
	Specify2: 
	Specify3: OPM 
	Specify4: 
	Specify5: 
	Check Box18: Yes25
	Check Box300: yes13
	Check Box301: Off
	Check Box302: Yes15
	Check Box305: Off
	Check Box306: Off
	Check Box18444: Off
	Check Box91: Off
	Click here to enter PII source information: OPM e-QIP-OMP, General Services Administration (GSA) USAccess
	Check Box202: Yes202
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: - HUD Fair Credit Reporting Act
- HUD Form 22109, PIV Pre-Security Form 
- SF-85 Questionnaire for Non-Sensitive Positions 
- SF-85P Questionnaire for Public Trust Positions 
- SF-86 Questionnaire for National Security Positions 
- OF-306, Declaration for Federal Employment

	Check Box18111133: Yes3623
	Check Box1181: Off
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Off
	Click here to enter consent information: Individuals do have an opportunity to consent to the specific use of their PII, however; the PII data used on the SF-85 etc. for the Federal background investigation is a condition of working for the Federal employment (as a Federal employee or contractor). None of the information on the security forms is optional. By signing and submitting the SF-85 etc., the employee or contractor consents to using the information to conduct the Federal background investigation. The individual cannot “opt-out” of the use of the information.
	Check Box19033: Off
	Check Box191r: Yes31323r
	Check Box192r43: Off
	Check Box1921r134: Off
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: Disposition Authority GRS-2017-0006-0024/25
	Click here to enter date: 
	Click here to enter retention instructions: HUD personnel security records are retained and disposed of in accordance with General Records Schedule 5.6 items: 180,181 under Disposition Authority GRS-2017-0006-0024/25 and approved by the National Archives and Records Administration (NARA). Records regarding individuals with security clearances and other clearances for access to Government facilities or to sensitive data, created to support initial favorable eligibility determinations, periodic reinvestigations, or to implement a continuous evaluation program will be destroyed 5 years after the employee or contractor relationship ends, however longer retention is authorized if required for business use. 
	Click here to enter OMB Control Number information: HUD Form 22019, HUD PIV Pre-Security Form, Pending & New OMB review and number - 30 day notice, 8/17/2021
OMB Control Number 3206-0261, SF-85 Questionnaire for Non-Sensitive Positions, Pending - 60 day notice, 6/25/2021 
OMB Control Number 3206 0258, SF-85P Questionnaire for Public Trust Positions (no expiration date)
OMB Control Number 3206-0005, SF-86 Questionnaire for National Security Positions (no expiration date)
OMB Control Number 3206-0182, OF-306, Declaration for Federal Employment (no expiration date)


	Click here to enter collection authority information: Executive Orders: 10865, 12333, 12356, and 13764. Sections 3301 and 9101, of title 5, U.S. Code; section 2165 of title 42, U.S. Code; sections 781 to 887 of title 50, U.S. Code; parts 5, 732, and 736 of title 5, Code of Federal Regulations; and Homeland Security Presidential Directive (HSPD) 12, Policy for a Common Identification Standard for Federal Employees and Contractors, August 21, 2004. Forms: SF-85, SF-85P, SF-86, SF-87. Amending the civil service rules, Executive Order 13488, and Executive Order 13467 to Modernize the Executive Branch governance structure and processes for security clearances, suitability and fitness for employment, and credentialing and related matters.
	Click to enter HUD SORN information: HUD/OCIO/03, Personnel Security Integrated System For Tracking (PerSIST) (83 FR 22094)
	Checks127: Yessie7789
	Checks116: Yessie16


