PRIVACY IMPACT ASSESSMENT (PIA)

Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing
and Urban Development (HUD) information systems or electronic collections (referred to as "electronic
collections' for the purpose of this form) of information that collect, maintain, use, and / or disseminate
personally identifiable information (PIl) about members of the public, Federal employees, and contractors. In the
case where no Pl is collected, the PIA will serve as a conclusive determination that privacy requirements do not
apply to the system. Please be sure to use plain language and be as concise as possible.

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide.

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of
information used by the system; (3) how and why the system uses the information; (4) whether the system
provides notice to individuals that their information is used by the system; (5) the length of time the system
retainsinformation; (6) whether and with whom the system disseminates information; (7) procedures individuals
may use to access or amend information used by the system; and (8) physical, technical, and administrative
safeguards applied to the system to secure the information.

1. HUD INFORMATION SYSTEM :C38 - Electronic Special Needs Assistance Programs System (eSNAPS)

2. HUD DIVISON NAME: Office Of Community Planning and Development / Office Of Technical

3. _CSAM ID: _ %89 :
Section 1:PliDescription Summary (For Public Release)

a. ThePll is: (Checkall that apply)

O From members of the general public O From athird-party source
[l From Federal employees and / or Federal contractors L1 Not Collected (Please proceed to Section 4)
CJFrom vendors O Other (Please specify in the box below)

Grantee applicants to CPD's competitive CoC programs enter some instances of PIl into eSNAPS. HUD staff enter
some instances of Pll into eSNAPS.

b. ThePllisin a/an: (Checkone)
O New HUD information system [0 New collection
O Existing HUD information system O Existing collection
O Significantly modified HUD information system
(if selected, please describe the modification in
the box below)

The existing HUD system is C38 - Electronic Special Needs Assistance Programs System (eSNAPS)

c. Describethe purpose of this HUD information systemor project, including the types of personal
information collected in the system.

e-snaps is a password protected system. All e-snaps users must create a Profile to receive a login to the eSNAPS
system. In this process, the CPD Office of Special Needs Assistance Programs (OSNAP) collects the full name,
business email, and user ID from an individual to serve basic system and security authentication requirements.

From arant applicants. OSNAP collects onlv that PIl which is necessarv to identifv an individual who has the leaal
d. Why isthePII collected and / or what isthe intended use of the PI1? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)

For system security administration of users, the PIl data is used for authentication.
Pll is collected from grant applicants so that: 1) an organization can be identified and notified if they are awarded a

grant; and 2) grant agreements can be printed with the grant recipient's legal representative's name and address
on them as reauired by law. The data is reauired for leaal and financial authentication. If an oraanization applvina
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https://www.plainlanguage.gov/guidelines/

e. Doindividuals havethe opportunity to object to the collection of their PI1? [ElYes [INo

If “Yes,” describe the method by which individuals can object to the PII collection.
If “No,” state the reason why individuals cannot object to the PIl collection.

HUD uses the PII data collected on individual users for system security administration. Requesting access to the
eSNAPS system and applying for a grant is completely voluntary.

f. Do individuals have the opportunity to consent to the specific uses of their PI1? [EYes [INo

i.

If “Yes,” describe the method by which individuals can give or withhold their consent.

If “No,” state the reason why individuals cannot give or withhold their consent.
The collection of Pll is a condition of permitting an individual access to the system or applying for a grant.
Requesting access to the e-snaps system or applying for a grant is completely voluntary. HUD does not explicitly

When an individual isasked to providePIl, a Privacy Act Statement (PAS) and / or a Privacy
Advisory must be provided. (Check as appropriate and provide the actual wording)

(7 Privacy Act Statement [O] Privacy Advisory [J Not Applicable

The Electronic Special Needs Assistance Program System (eSNAPS) records information that is necessary to
provide you with system access while adhering to Federal Information System security requirements. For example:

A A~

With whom will the Pl be shared through data exchange, both within your HUD Division and
outside your Division? (Checkall that apply)

O Within the HUD Office/ Division Office of Special Needs Assistance Programs
0 Other HUD Office(s) / Division(s) Office of the Chief Financial Officer (OCFO)
O Other federal agencies

0 State & local agencies Available via HUD Exchange

O Contractors (Include name of contractor and
describe the language in the contract that safeguards

PI1 in the box below.)
00 Other Awardee contact information included in

Sour ce(s) of the Pl collected is/ are: (Checkall that apply & list all information systemsif applicable)

O Individuals [ Databases
[] Existing HUD information systems O Publicly available data (e.g., obtained from
U Other Federal information systems internet, news feeds, court records)

How will the infor mation be collected? (Check all that apply & list all Official Form Numbers if applicable)

[J Email O Telephone interview

[ Face-to-face contact 0 Website/ e-form

0 Fax [ Paper

[ Information sharing /system-to-system [0 Other (if selected, enter information in the box)

1 Official form

The form is C38 - Electronic Special Needs Assistance Programs System (eSNAPS).




k. Does thisHUD information system or project require a Privacy Act System of Records Notice (SORN)?
A SORN isrequired if the information system or project contains information about U.S. citizens or lawful
permanent U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

Olyes[EINo

If “Yes,” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval.

If "No," explain why the SORN is not required.
Information retrieved is business related and not related to an individual

I. What isthe National Archive and Records Administration (NARA) approved, pending, or general
records schedule (GRYS) disposition authority for the system or for the records maintained in the system?
(Please consult Officeof Records Management to assure that the following information is accurate)

(1) NARA Job Number or GRS Authority: DAA-GRS-2013-0008-0001
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

General Records Schedule 1.2: Grant and Cooperative Agreement Records. This schedule covers records created by
Federal agency program offices responsible for managing grants and cooperative agreements. Temporary. Destroy 10
years after final action is taken on file, but longer retention is authorized if required for business use.

m. What isthe authority to collect information? A Federal law or Executive Order must authorizethe
collection and maintenance of a system of records. For PII not collected or maintained in a system of
recor ds, the collection or maintenance of the PI1 must be necessary to dischar ge the requirements of a statue

or Executive Order.

The ESG regulations at 24 CFR 576.407(c) make 2 CFR part 200 applicable and the CoC regulations at 24 CFR 578.99
(e) make 2 CFR part 200 applicable. 2 CFR part 200, subpart C sets forth the pre-Federal award requirements and

contents of Federal awards.

n. Doesthisinformation system or project have an active and approved Office of M anagement and
Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month

period regardless of form or format.
[E]Y esCINo[] Pending
If “Yes,” list @l applicable OMB Control Numbers, collection titles, and expiration dates.
If “No,” explain why OMB approval is not required in accordance with proper HUD authority.
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.

30-Day Notice of Proposed Information Collection: Continuum of Care Homeless Assistance Grant
Application-Continuum of Care Registration - OMB Approval 2506-0182 (exp. 02/28/2022)

60-Day Notice of Proposed Information Collection: Paperwork Reduction Act Submission-Proposed Information
Collection Revision for Housing Opportunities for Persons With AIDS (HOPWA) Program - OMB Approval 2506-0112 3
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	Please enter CSAM ID: 989
	Please enter HUD Division: Office Of Community Planning and Development / Office Of Technical Assistance and Management / Systems Development & Evaluation Division 
	Please enter HUD Information System: C38 - Electronic Special Needs Assistance Programs System (eSNAPS) 
	Click here to enter purpose information: e-snaps is a password protected system. All e-snaps users must create a Profile to receive a login to the eSNAPS system. In this process, the CPD Office of Special Needs Assistance Programs (OSNAP) collects the full name, business email, and user ID from an individual to serve basic system and security authentication requirements. 

From grant applicants, OSNAP collects only that PII which is necessary to identify an individual who has the legal authority to enter into a grant agreement with HUD, on behalf of a homeless assistance / service providing organization. That data is limited to: full name, business title; business address; business e-mail; business phone number; and business fax number. In most or all cases these data may be considered public information. No information on persons served or beneficiaries is collected in eSNAPS.

	Click here to enter PII information: Grantee applicants to CPD's competitive CoC programs enter some instances of PII into eSNAPS. HUD staff enter some instances of PII into eSNAPS. 
	Click here to enter collection information: The existing HUD system is C38 - Electronic Special Needs Assistance Programs System (eSNAPS) 
	Check Box224: Off
	Check Box14: Yes10
	Check Box223: Off
	Check Box222: Yes2
	Check Box1: Off
	Check Box225: Off
	Check Box226: Off
	Click here to enter collection and use information: For system security administration of users, the PII data is used for authentication.

PII is collected from grant applicants so that: 1) an organization can be identified and notified if they are awarded a grant; and 2) grant agreements can be printed with the grant recipient's legal representative's name and address on them as required by law. The data is required for legal and financial authentication. If an organization applying for federal grant funds does not provide the name and contact information of a representative of the organization, HUD cannot enter into a grant agreement with that organization. Applying for a grant is completely voluntary. 
	Click here to objection information: HUD uses the PII data collected on individual users for system security administration. Requesting access to the eSNAPS system and applying for a grant is completely voluntary.
 
For grant awards, PII is required to enter into a grant agreement with HUD and receive awarded grant funds. This information originates from the Application for Federal Assistance SF-424, which is standard form required of any applicant for grant funds from a Federal agency. Applying for a grant is completely voluntary.
 
In both cases, the collection of PII is a condition of permitting an individual access to the system or applying for a grant.
	Click here to enter Privacy Act / Privacy Advisory wording: The Electronic Special Needs Assistance Program System (eSNAPS) records information that is necessary to provide you with system access while adhering to Federal Information System security requirements. For example: Full name, user ID, business email address. eSNAPS also records information necessary to transact business with HUD grantee organizations. For example: full name, organization address, e-mail address, fax and phone numbers, as well as business title. The information collected is not used for any other purpose. The authority for this information collection is the Emergency Solutions Grants regulations at 24 CFR 576.407(c), which make 2 CFR part 200 applicable; and the Contiuum of Care regulations at 24 CFR 578.99(e), which make 2 CFR part 200 applicable.  2 CFR part 200, subpart C sets forth the pre-Federal award requirements and contents of Federal awards as well as: OMB Approval 2506-0182 (exp. 02/28/2022); OMB Approval 2506-0112 (exp. 02/28/2022) and OMB Approval 2506-0183 (exp. 04/20/2023).




	Specify6: Awardee contact information included in Congressional Report
	Specify1: Office of Special Needs Assistance Programs (OSNAP)
	Specify2: Office of the Chief Financial Officer (OCFO)
	Specify3: 
	Specify4: Available via HUD Exchange
	Specify5: 
	Check Box18: Yes26
	Check Box300: yes13
	Check Box301: Yes14
	Check Box302: Off
	Check Box305: Yes16
	Check Box306: Off
	Check Box91: Off
	Click here to enter PII source information: 
	Check Box202: Off
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: The form is C38 - Electronic Special Needs Assistance Programs System (eSNAPS).
	Check Box18111133: Off
	Check Box1181: Off
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Off
	Click here to enter consent information: The collection of PII is a condition of permitting an individual access to the system or applying for a grant. 
Requesting access to the e-snaps system or applying for a grant is completely voluntary. HUD does not explicitly require consent as consent is an implied condition of voluntary application. 

	Check Box19033: Off
	Check Box191r: Yes31323r
	Check Box192r43: Off
	Check Box1921r134: Off
	Checks12: Yessie
	Checks123: Yessi1221
	Click here to enter NARA / GRS information: DAA-GRS-2013-0008-0001
	Click here to enter date: 
	Click here to enter retention instructions: General Records Schedule 1.2: Grant and Cooperative Agreement Records. This schedule covers records created by Federal agency program offices responsible for managing grants and cooperative agreements. Temporary. Destroy 10 years after final action is taken on file, but longer retention is authorized if required for business use.
	Click here to enter OMB Control Number information: 30-Day Notice of Proposed Information Collection: Continuum of Care Homeless Assistance Grant Application-Continuum of Care Registration - OMB Approval 2506-0182 (exp. 02/28/2022)

60-Day Notice of Proposed Information Collection: Paperwork Reduction Act Submission-Proposed Information Collection Revision for Housing Opportunities for Persons With AIDS (HOPWA) Program - OMB Approval 2506-0112 (exp. 02/28/2022)

Notice of Proposed Information Collection for Public Comment: Continuum of Care Homeless Assistance-Technical Submission - OMB Approval 2506-0183 (exp. 04/20/2023)
	Click here to enter collection authority information: The ESG regulations at 24 CFR 576.407(c) make 2 CFR part 200 applicable and the CoC regulations at 24 CFR 578.99(e) make 2 CFR part 200 applicable.  2 CFR part 200, subpart C sets forth the pre-Federal award requirements and contents of Federal awards.
	Click to enter HUD SORN information: Information retrieved is business related and not related to an individual
	Checks127: Yessie778
	Checks116: Yessie27


