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PRIVACY IMPACT ASSESSMENT (PIA) 
Prescribing Authority: Public Law 107-347, Section 208(b). Complete this form for Department of Housing and 
Urban Development (HUD) information systems or electronic collections (referred to as "electronic collections" 
for the purpose of this form) of information that collect, maintain, use, and / or disseminate personally identifiable 
information (PII) about members of the public, Federal employees, and contractors. In the case where no PII is 
collected, the PIA will serve as a conclusive determination that privacy requirements do not apply to the system. 
Please be sure to use plain language and be as concise as possible. 

For further information and instructions on how to fill out the PIA, please see the PIA Reference Guide. 

HUD’s PIAs describe: (1) the legal authority that permits the collection of information; (2) the specific type of 
information used by the system; (3) how and why the system uses the information; (4) whether the system provides 
notice to individuals that their information is used by the system; (5) the length of time the system retains 
information; (6) whether and with whom the system disseminates information; (7) procedures individuals may use 
to access or amend information used by the system; and (8) physical, technical, and administrative safeguards 
applied to the system to secure the information. 
1. HUD INFORMATION SYSTEM:

2. HUD DIVISON NAME:

3. CSAM ID:
Section 1: PII Description Summary (For Public      Release) 

a. The PII is: (Check all that apply)

 From members of the general public
From Federal employees and / or Federal contractors
From vendors

b. The PII is in a / an: (Check one)
New HUD information system 
Existing HUD information system
Significantly modified HUD information system 
(if selected, please describe the modification in 
the box below)

c. Describe the purpose of this HUD information system or project, including the types of personal
information collected in the system.

 From a third-party source
Not Collected (Please proceed to Section 4)
Other (Please specify in the box below)

New collection
Existing collection

d. Why is the PII collected and / or what is the intended use of the PII? (e.g. verification, identification,
authentication, data matching, mission-related use, administrative use)

https://www.plainlanguage.gov/guidelines/
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e. Do individuals have the opportunity to object to the collection of their PII?
If “Yes,” describe the method by which individuals can object to the PII collection. 
If “No,” state the reason why individuals cannot object to the PII collection.

f. Do individuals have the opportunity to consent to the specific uses of their PII?
If “Yes,” describe the method by which individuals can give or withhold their consent. 
If “No,” state the reason why individuals cannot give or withhold their consent.

g. When an individual is asked to provide PII, a Privacy Act Statement (PAS) and / or a Privacy
Advisory must be provided. (Check as appropriate and provide the actual wording)
☐ Privacy Act Statement ☐ Privacy Advisory ☐ Not Applicable

☐ Individuals
☐ Existing HUD information systems
☐ Other Federal information systems

h. With whom will the PII be shared through data exchange, both within your HUD Division and
outside your Division? (Check all that apply)

☐ Within the HUD Office / Division
☐ Other HUD Office(s) / Division(s)
☐ Other federal agencies
☐ State & local agencies
☐ Contractors (Include name of contractor and
describe the language in the contract that safeguards
PII in the box below.)
☐ Other

i. Source(s) of the PII collected is / are: (Check all that apply & list all information systems if applicable)
☐ Databases
☐ Publicly available data (e.g., obtained from

internet, news feeds, court records)

j. How will the information be collected? (Check all that apply & list all Official Form Numbers if applicable)
☐ Email
☐ Face-to-face contact
☐ Fax
☐ Information sharing /system-to-system
☐ Official form

☐ Telephone interview
☐ Website / e-form
☐ Paper
☐ Other (if selected, enter information in the box )

Yes      No

Yes      No
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k. Does this HUD information system or project require a Privacy Act System of Records Notice (SORN)?
A SORN is required if the information system or project contains information about U.S. citizens or lawful
permanent U.S. residents that is retrieved by name of another unique identifier. PIA and Privacy Act SORN
information must be consistent.

    Yes     No

If “Yes,” enter SORN System Identifier:
If a SORN has not yet been published in the Federal Register, enter date of submission for approval. 
If "No," explain why the SORN is not required.

1. What is the National Archive and Records Administration (NARA) approved, pending, or general
records schedule (GRS) disposition authority for the system or for the records maintained in the
system? (Please consult Office of Records Management to assure that the following information is
accurate)

(1) NARA Job Number or GRS Authority:
(2) If pending, provide the date the SF-115 was submitted to NARA:
(3) Retention instructions:

m. What is the authority to collect information? A Federal law or Executive Order must authorize the
collection and maintenance of a system of records. For PII not collected or maintained in a system of
records, the collection or maintenance of the PII must be necessary to discharge the requirements of a
statue or Executive Order.

n. Does this information system or project have an active and approved Office of Management and
Budget (OMB) Control Number?
This number indicates OMB approval to collect data from 10 or more members of the public in a 12-month
period regardless of form or format.

 Yes    No     Pending
If “Yes,” list all applicable OMB Control Numbers, collection titles, and expiration dates.
If “No,” explain why OMB approval is not required in accordance with proper HUD authority. 
If “Pending,” provide the date for the 60 and / or 30 day notice and the Federal Register citation.
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	Please enter CSAM ID: 1028
	Please enter HUD Division: Office of Multifamily Housing
	Please enter HUD Information System: TRACS (F87) - Tenant Subsystem
	Click here to enter purpose information: Tenant Internet/Intranet Queries/On-Line provides access to current tenant and tenant address data for those contracts and projects they are authorized to review, and process some update requests (e.g., move-outs.) Modifications are made as needed, per feedback from HUD, policy and the industry. There is a tenant batch cycle, as well. Tenant is a subsystem of TRACS, its PII maintained is consistent with PII data  that is maintained by TRACS.
	Click here to enter PII information: Authorized industry partners (i.e., Contract Administrators (CAs) and Owner/Agents (OAs)) 
	Click here to enter collection information: The TRACS 203A release - originally implemented in 2017, but the industry is not submitting the data, yet- introduces the collection of the race and ethnicity data, additional repayment agreement data collection, and policy changes related to RAD and other programs.
	Check Box224: Yes4
	Check Box14: Yes11
	Check Box223: Yes3
	Check Box222: Yes2
	Check Box1: Yes
	Check Box225: Off
	Check Box226: Yes6
	Click here to enter collection and use information: Verification, identification, mission-related, administrative useThis includes TRACS participation in computer matching; used for detecting of improper payments. 
	Click here to objection information: Per the Privacy Act Statement individuals have the opportunity to object.
	Click here to enter Privacy Act / Privacy Advisory wording: Authorities:  The Department of Housing and Urban Development (HUD) is authorized to collect this information by the U.S. Housing Act of 1937, as amended (42 U.S.C. 1437 et. seq.); the Housing and Urban-Rural Recovery Act of 1983 (P.L. 98-181); the Housing and Community Development Technical Amendments of 1984 (P.L. 98-479); and by the Housing and Community Development Act of 1987 (42 U.S.C. 3543).Principal Purpose:  The information is being collected by HUD to determine an applicant's eligibility, the recommended unit size, and the amount the tenant(s) must pay toward rent and utilities. HUD uses this information to assist in managing certain HUD properties, to protect the Government's financial interest, and to verify the accuracy of the information furnished. HUD or a Public Housing Authority (PHA) may conduct a computer match to verify the information you provide. This information may be released in accordance with HUD’s Computer Matching Agreement (CMA) between the Social Security Administration and the Department of Health and Human Services.  Read this before you complete and sign this form HUD-50059Routine Use:  The Information collected by HUD 50059 will be used by Multifamily Housing to determine an applicant's eligibility, the recommended unit size, and the amount the tenant(s) must pay toward rent and utilities; to prevent improper payments, waste, fraud and abuse in HUD programs.Disclosures:  This information may be released in accordance with HUD’s Computer Matching Agreement (CMA) between the Social Security Administration and the Department of Health and Human Services. May be shared with state, local entities and other Federal agencies for reporting purposes (e.g. to IRS).  You must provide all of the information requested, including the Social Security Numbers (SSNs), unless exempted by 24 CFR 5.216, you, and all other household members, have and use.  Giving the SSNs of all household members, unless exempted by 24 CFR 5.216, is mandatory; not providing the SSNs will affect your eligibility approval. Failure to provide any information may result in a delay or rejection of your eligibility approval.SORN ID/URL: HSNG.MF.HTS.02:  https://www.govinfo.gov/content/pkg/FR-2016-08-22/pdf/2016-20005.pdf
	Specify6: Service Bureaus, Performance Based Contract Administrators, Traditional Contract Administrators, Project Owners and Management Agents
	Specify1: Authorized TRACS System Users
	Specify2: MFH, CFO, OCIO, REAC, OIG
	Specify3: SSA/HHS via EIV, NARA, GAO, GSA, congressional, IRS - preventing fraud, preventing improper payments
	Specify4: Agencies/employees/agents required for verifying information, preventing fraud and improper payments
	Specify5: Pyramid Systems, Inc. - Privacy Safeguards are maintained in accordance with Federal Acquisition Regulation (FAR) 52.239-1 Privacy or Security Safeguards, 44 USC §3541 et seq. Federal Information Security Management Act (FISMA, supersedes the Computer Security Act of 1987), 52.204-21 BASIC SAFEGUARDING OF COVERED CONTRACTOR INFORMATION SYSTEMS (JUN 2016), and 2452.239-70 ACCESS TO HUD SYSTEMS (MAR 2016).
	Check Box300: yes13
	Check Box301: Yes14
	Check Box302: Yes15
	Check Box305: Yes16
	Check Box306: Yes17
	Check Box18: Yes25
	Check Box91: Yes200
	Click here to enter PII source information: Web Access Security System (WASS), Geocode Service Center (GSC), Line of Credit Control System (LOCCS), Program Accounting System (PAS), Integrated Real Estate Management System (iREMS), HUD's Central Accounting and Program System (HUDCAPS), Housing Enterprise Real Estate Management System (HEREMS), Enterprise Income Verification (EIV), Multifamily Data Warehouse (MFH) Data Mart
	Check Box202: Off
	Check Box203: Off
	Check Box90: Yes201
	Check Box204: Off
	Click here to enter official form information: Records in the system are obtained from property owners and management agents/Housing Authorities and/or Contract administrators on behalf of the assisted tenants. The basis for these electronic submissions to TRACS is the form HUD–50059, Owner’s Certification of Compliance with HUD’s Tenant Eligibility and Rent Procedures, and the form HUD–52670. TRACS categories of records include, records reported to HUD for everyone receiving housing assistance from HUD under the following programs: Section 8, Section 236 (including Section 236 RAP), Rent Supplement, Section 221(d)3 BMIR, Section 811, and Section 202.  All participants of certain HUD Rental Housing Assistance Programs); records for each owner or management agents who receives payments for these assisted housing programs (e.g., sole proprietors who administer these programs).
	Check Box18111133: Off
	Check Box1181: Yes3422323
	Check Box19222: Off
	Check Box19111: Off
	Check Box1901: Off
	Click here to enter consent information: Individuals are given the opportunity to consent, per the Privacy Act Statement.
	Check Box19033: Off
	Check Box191r: Yes31323r
	Check Box192r43: Off
	Check Box1921r134: Yes32r33r13
	Groupeaxdcfgvb: Yesweweweq
	Group17eefwqx: Yesee
	RadioButton1: Off
	RadioButton2: Off
	Click here to enter NARA / GRS information: N1-207-06-2-Item 14 B a2
	Click here to enter date: 
	Click here to enter retention instructions: Permanent, transfer current year electronic data to the National Archives annually at end of calendar year (in electronic format with appropriate metadata, in accordance with NARA regulations and transfer guidance.) The initial transfer must include historic (1995-2006) and current electronic data.   
	Group1923: Off
	Group20: Choice3
	Click here to enter OMB Control Number information: ICR 2502-0204, Owner's Certification of Compliance with HUD's Tenant Eligibility and Rent Procedure.  The update is pending. The new OMB Collections 2502-0204 (60-day notice) should be Federal Register Publication 05/01/2020.
	Click here to enter collection authority information: United States Housing Act of 1937, as amended, 42 U.S.C. 1437 et seq., The Housing and Community Development Act, 42 U.S.C § 3543, Section 165. The Housing and Community Development Amendments of 1981, Public Law 97–35, 95 Stat. 408. Housing and Community Development Act of 1987, Public Law 100–242, title I, § 165, Feb. 5, 1988, 101 Stat. 1864. Stewart B. McKinney Homeless Assistance Amendments Act of 1988 Section 904 as amended by the Housing and Community Development Act of 1992 Section 903, and the Omnibus Budget Reconciliation Act of 1993 Section 3003, 42 U.S.C. 3544.  United States Housing and Community Development Act of 1987, 42 U.S.C. 3543(a), permits the participants to submit their SSNs as a condition of eligibility.
	Click to enter HUD SORN information: “HSNG/MF.HTS.02: Tenant Rental Assistance Certification System (TRACS)—F87
	Group19231234: Choice2
	Group20fgs: Choice2


