Socure Identity Verification Process

After receiving an FHA Connection user ID, a multifactor authenticator (Okta Verify or FIDO2) must be set up for accessing the FHA Connection
and the user’s identity must be verified by Socure. The following items must be submitted through a smartphone during the Socure process:

e State driver’s license/ID card or passport

e Photo of user (selfie)

Note: You must have a fairly quick internet connection and must process the information before the allotted time elapses. Otherwise, you will
have to restart the Socure identity verification process again.

When signing on to the FHA Connection (https://entp.hud.gov/clas/index.cfm) for the first time, if the user’s identity has not yet been verified, the
Socure identity verification process begins. Steps are outlined below.
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https://entp.hud.gov/clas/index.cfm

Step

Description

Socure screen capture image

Variation to screen capture on left

On the FHA Connection Sign In page, enter
your assigned user ID in the Username field

and click Next.

Sign In

Username

MO0000

‘ Signin with PIV | CAC card
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s
Verify your identity with Socure

(G) M0000O

th Socure to continue
ur verification results with Okta.

Verify your identity w
and share

You may

By clicking "Continue igree that Socure will

Step Description Socure screen capture image Variation to screen capture on left
#
9 e The Socure screen, Verify your Identity
with Socure, is displayed.
i
e Click Continue. 'ﬂi
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e The Let’s get you verified screenis
displayed.
e Enteryour personal information.

Note: If you are a new employee, it may be
necessary to enter a personal email address
for greater success at verification.

e C(Click Continue.

M o™

Let's get you verified

Please verify your information to continue

Email

First Mame

JAME

Last Name

Phone

(123) 4A56-7880

Dale Of Birth

MM.DD. Y Y Y'Y B

Social Security Number

2R HOK, ]

If any of the above information is incomect, please contact
your provider 1o update it

o W

L
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Step

Description

Socure screen capture image

Variation to screen capture on left

The Address Verification screenis
displayed.

Enter your address in the fields
displayed.

Click Continue.

9W\E '\ITO{:
i )
s~ | %
s 0
=1 (2]
5 Il
L
-@

G"‘N Dt\teL

Address Verification

Provide your current or most recent address. Please
do not add a PO box or business address.

Country

United States v

Street Address

Enter your street address

City or Town

Enter your city

State
Select state %
Zip

Enter your zip code

<_ Back

If any of the above information is incorrect, please contact
your provider to update it.

© Your information is encrypted and secure
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Step

Description

Socure screen capture image

Variation to screen capture on left

The Verify your Identity screen is
displayed.

You have a choice to proceed using Text
Message (SMS) communication, or QR
Code.

Verify your identity

Choose how you'd like to start the verification of your
government-issued 1D using a device with a camera.

Text Message (SMS)
Send a link to (X00) XXX-8214

QR Code

Scan a QR code with your device camera
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Variation to screen capture on left

Verify your identity

Choose how you'd like to start the verification of your
government-issued ID using a device with a camera.

Text Message (SMS)
Send a link to (X00C) XXX-8214

QR Code

Scan a QR code with your device camera

Msg & data rates may apply. One text per attempt

Step Description Socure screen capture image
#
6. * ane a selgctlon IS madg, the‘scr.een Text message example: QR code example:
displays with your selection highlighted.
A . o FWENTO A, ?w'zmok
e Click Continue. 5« |||' || Z & “' ooq
&L’V "L\t\ ‘5'4~ DEVE“O

Verify your identity

Choose how you'd like to start the verification of your
government-issued ID using a device with a camera.

Text Message (SMS)
Send a link to (X)) XXX-8214

QR Code
Scan a QR code with your device camera
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Step

Description

Socure screen capture image

Variation to screen capture on left

The We’ve sent a message to your
phone page is displayed for the text
message option.

Or the Scan the QR code to verify your
ID page is displayed for the QR code
option.

If you selected QR code, aim your
smartphone’s camera at the QR code on
the computer and click to open in your
smartphone’s browser when prompted.

Text message example:

We've sent a message to your
phone
We've sent a text to XXK-XXX-8214

Please complete the process on your device

Send a new text message

QR code example:

Scan the QR code to verify your ID

Use your device camera to scan the code below and
complete the verification

Waiting for verification to complete
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Step

Description

Socure screen capture image

Variation to screen capture on left

If you selected the text message option
and clicked the displayed link, the Let’s
continue your verification screen is
displayed on your smartphone. Click
Continue.

If you selected the QR code option and
scanned the QR code, the Let’s continue
your verification screen is displayed on
your smartphone. Click Continue.

Text message example:

{ D -

G022
Today I OTPW

For verification
PUFEROEEE, Wi b &
bt rsore micemation
about you,. https: )
Wi S, L e
iSbedab=1g1 /=4 /0=
BEOD-107Zcad 1407

Let's continue your
verification

You will need your State-lssued ID or
Passport.

QR code example:

Let's continue your
verification

You will need your State-Issued ID or
Passpart.
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Step

Description

Socure screen capture image

Variation to screen capture on left

The Consent to Verify ID screen is
displayed on your smartphone for both
the text message and QR code options.

Read the conditions and click Consent.

310

- Mlessages

all = E

(i} © verify.socure.us C

Consent to Verify ID

We will verify your identity for ongoing fraud
prevention purposes using our service
provider Socure to analyze your selfie and
document images captured via photo or
video with automated technology, including
facial recognition.

You have read, understood, and agree to
Socure's Terms of Use, including class action
waiver and arbitration agreement, and
Privacy Notice, which explains how they
collect, use, retain, transfer, and secure your
facial biometrics and other personal
infaormation, their use of service providers,
and your data rights.

[ Decline J

povered by @ Socure
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Step Description Socure screen capture image Variation to screen capture on left
#
The Which Government Issued ID do
10. . 3n T 3
you want to use? screen is displayed on « Massages =
your smartphone. . ; =
Click your desired identification option, e @ verify.socure.us
either Driver License / ID Card or
Passport. Which Government
Issued ID do you want to
use?
Driver License / ID Card >
Passport >
poveared by g Socure
11 A pop-up window is displayed on your

smartphone asking for permission to
access your camera.

Click Allow to allow verify.socure.us to
use the camera.

Allow “verify.socure.us"
to use your camera?

Don't Allow Allow

b _ 4
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Step Description Socure screen capture image Variation to screen capture on left
#
19. The smartphone is checked for

compatibility and once verified, the
smartphone’s camerais opened.

Make sure you have your driver’s license /
ID or passport readily available.

Driver license / ID example:

& © verify.socure.us C
[ ]
Checking device compatibility for capture

Front of ID

Opening the camera. Please wait.

Passport example:

) e verify.socure.us C
[ 2]
Checking device compatibility for capture

Passport

Opening the camera. Please wait.
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Step Description Socure screen capture image Variation to screen capture on left
#
13. User is instructed to align the Driver license / ID example: Passport example:

identification document with the
displayed image and take the
photograph.

The smartphone will attempt to scan the
ID image automatically.

However, if no photo is taken within a
short time, then the user is prompted to
take the photo manually.

Follow the prompts on your phone to
capture the photo.

Front of ID

To Get Started

ace and hold
ne |0

Try taking the photo manually
Align Document, then press the capture
button

Florida oriveruicense L[;’USA

PCLASS

+aDLN

1 SAMPLE
:NAME
«ADDRESS
3 DoB 15SEX
EXP GHOT
2 REST 3a END

2
Cignalare  Opuration of a mator vehicle consiltutos
consent ta any sobrioty test required by faw:

Open Passport book and positio
Passport photo page ir

Try taking the photo manually
Align Document, then press the capture
button

INTERNATIONAL PASSPORT

P ABC

DOE AMO00O11123
JANE F
v
7.1
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Step Description Socure screen capture image Variation to screen capture on left
#
14. e Usethe smartphone S camgra tocapture | priverlicense / ID example: Passport example:
the front of the ID (driver’s license or
passport) and CliCk Submit. [u] ® verify.socure.us ] u] © verify.socure.us c
e Or, ifyou are not satisfied with the image,
click Retake and repeat.
Front side captured Passport Captured
Florida opriverLicense 9“.
S -f;:;:::_m.,.. = o
Submit Image for Validation Submit Image for Validation
Is all the information on the ID, including the & ::Ltr": '"fotr ’."am”h“’” df‘“Tm' 'r:'”dt'"g
headshot, visible, readable, and glare-free? = alasrlp.vl:llu:;ﬁ?are skl
BT
[ Retake J [ Retake ]
e Once the image is submitted, itis
15. g Passport Captured

validated by Socure.

Front side captured

F!'Of'fdd DRIVER LICENSE Qm

FCLASS
e LN

' EAMPLE

*NAME

+ADDRESS

El: - ] 150X
wEXP WHOT
12 REST b END

s 158

00

‘:f#ﬁ Oparation of & mobor whiclk conistuten
sanusnd to any sobristy sk requined by lew,

Validating Image...

Validating Image...
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Step

Description

Socure screen capture image

Variation to screen capture on left

Front side captured

F!orida DRIVER LICENSE @w

SCLASS
MDLN

1 EAMPY
L
LT
1EEX
s WHGT
11 RE % END
88
500
Ciguiire  parstien of a motes vebichs sanatieies
consen o sny scbriety test requised by Lew.

Image Validated!

Passport Captured

Image Validated!

16.

The above steps are similar for the back
side of the selected Driver License / ID.
Follow the instructions and repeat for
validation of the back side of the

identification.

Back side captured

Florida orveruicense @m

#CLASS
LN

1 SAMPLE

1NAME

" ADDRE,

3 DOE LS
b EXP T
12 REST

4a 188
00

Siguilire  gpautencha mots vabce sonsin
Coniai 8 afy bty il reguised by lew,

Image Validated!
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Step Description Socure screen capture image Variation to screen capture on left
#
17. You now need to use your smartphone to

take a picture of yourself, a.k.a. a selfie.
A pop-up window is displayed on your
smartphone prompting you to align a
headshot of yourself for your selfie.
Use the smartphone’s camera to take a
photo of yourself as prompted by your
camera.

If you are not satisfied with the photo,
click Retake to take another selfie;
otherwise, if you are satisfied with the
photo, click Submit.

[u] © verify.socure.us o]

Selfie

& © verify.socure.us tef

Selfie

Selfie Captured

Submit Image for Validation

Is your face in frame and clearly visible?

[ )
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Step Description Socure screen capture image Variation to screen capture on left
#
18 When the Socure identity verification

process is successfully completed, the Your
verification is complete screen is
displayed.

Your verification is complete

Please wait a moment

If you're not redirected automatically, click here
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Variation to screen capture on left

Step Description Socure screen capture image
#
19. If you have not already set up your

multifactor authenticator (MFA), you are
prompted to do so upon completion of the
Socure validation.

Set up security methods

=) MO0000

Required now

0 Okta Verify
inst

Setup
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