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Section 1: General Privacy Program Requirements

1a. Has the head of the agency designated a Senior Agency Official for Privacy (SAOP), as required by Executive Order 13719 and
OMB guidance?[1]
Yes
1b. Has the agency reported the name, title, and contact information of the current SAOP to OMB on the MAX website of the Federal
Privacy Council?[2] (Indicate “N/A” if the head of the agency has not designated an SAOP. Only indicate “N/A” if the answer to
question 1a is “No.”)
Yes
1c. Does the SAOP have the necessary position, expertise, and authority to serve in the role of SAOP?[3] (Select all that apply or
indicate “N/A” if the head of the agency has not designated an SAOP. Only indicate “N/A” if the answer to question 1a is “No.”)
* Position
» Expertise
* Authority
1d. Does the SAOP have the necessary role and responsibilities within the agency for each of the following?[4] (Select all that apply or
indicate “N/A” if the head of the agency has not designated an SAOP. Only indicate “N/A” if the answer to question 1a is “No.”)
* Policy making
» Compliance
* Risk management activities
le. Has the agency developed and maintained a privacy program plan?[5]
Yes
1f. Does the agency’s privacy program plan include a description of each of the following?[6] (Select all that apply or indicate “N/A” if
the agency has not developed and maintained a privacy program plan. Only indicate “N/A” if the answer to question 1e is “No.”)
« Structure of the privacy program
* Resources dedicated to the privacy program
* Role of the SAOP and other privacy officials and staff
» Strategic goals and objectives of the privacy program
* Program management and common controls in place or planned for meeting applicable privacy requirements and management
privacy risks
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Section 1: General Privacy Program Requirements

Note:

If "No" is selected for metric 1a, then metrics 1b, 1c, 1d, and 14k will be set to "N/A".If "No" is selected for metric 1e,

then metric 1f and metric 8a will be set to "N/A".

[1] See Executive Order 13719, § 3; see also OMB M-16-24, Role and Designation of Senior Agency Officials for Privacy (Sept. 15, 2016).
[2] See OMB M-16-24, at 4. [3] The role and requirements for the SAOP are described in OMB guidance. See OMB M-16-24. [4] See id. at
3-4. [5] Agencies are required to develop and maintain a privacy program plan that provides an overview of the agency's privacy program,
including a description of the structure of the privacy program, the resources dedicated to the privacy program, the role of the SAOP and
other privacy officials and staff, the strategic goals and objectives of the privacy program, the program management controls and common
controls in place or planned for meeting applicable privacy requirements and managing privacy risks, and any other information determined
necessary by the agency's privacy program. See OMB Circular A-130, app. I § 4(c)(2), 4(e)(1). [6] See id. at app. I § 4(c)(2).

Section 2A: Information Systems

2a. Does the agency maintain an inventory of the agency's information systems[7] that create, collect, use, process, store, maintain,
disseminate, disclose, or dispose of personally identifiable information (PI1)?[8]

Yes

Note:

If "No" is selected for metric 2a, then metric 6b will be set to "N/A"

[7] The term ‘information system” means a discrete set of information resources organized for the collection, processing, maintenance,
use, sharing, dissemination, or disposition of information. 44 U.S.C. § 3502(8). The term ‘information resources” means information and
related resources, such as personnel, equipment, funds, and information technology. Id. § 3502(6). The term ‘“Federal information system”
means an information system used or operated by an agency or by a contractor of an agency or by another organization on behalf of an
agency. OMB Circular A-130, § 10(a)(23). [8] See id. § 5(a)(7)(a)(ii), 5(F)(1)(e). The term “personally identifiable information” means
information that can be used to distinguish or trace an individual's identity, either alone or when combined with other information that is
linked or linkable to a specific individual. OMB Circular A-130, § 10(a)(57).

Section 2B: Information Systems

2b. Number of information systems reported in response to question 1.1 of the FY 2023 Chief Information Officer FISMA Metrics that
are used to create, collect, use, process, store, maintain, disseminate, disclose, or dispose of PlII.
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Section 2B: Information Systems

2b. 2c. 2d. 2e. 2f. 2g.
Number of information Number of Number of Number of Number of information Number of information
systems reported in information systems information systems information systems systems reported in systems reported in
response to question reported in question reported in question reported in question question 2c where the question 2c where the
1.1 of the FY 2019 2b that the agency 2c where the SAOP 2c where the SAOP SAOP conducted and SAOP reviewed the
Chief Information authorized or reviewed and reviewed and documented the results of information system’s
Officer FISMA Metrics reauthorized to approved the approved a system privacy control authorization package to
that are used to create, operate during the categorization of the privacy plan for the assessments to verify the ensure compliance with
collect, use, process, reporting period. information system information system continued effectiveness of applicable privacy
store, maintain, in accordance with prior to the information all privacy controls requirements and
disseminate, disclose, NIST FIPS system’s authorization selected and implemented manage privacy risks,
or dispose of Publication 199 and or reauthorization. for the information system prior to the authorizing
personally identifiable NIST Special prior to the information official making a risk
information (PII). Publication 800-60. system’s authorization or determination and
reauthorization. acceptance decision.
Bureau/ Component Submission Agency  Contractor Total Agency Contractor Total Agency  Contractor Total Agency  Contractor Total Agency Contractor Total Agency Contractor Total
Status Systems  Systems Systems  Systems Systems Systems ~ Systems  Systems  Systems Systems  Systems Systems  Systems Systems Systems  Systems Systems Systems
ADMIN In Progress 1 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 )
CFO In Progress 4 0 4 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1
CPD In Progress 3 2 5 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
CcPO In Progress 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0oDoC In Progress 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 ) 0
ENFC In Progress 0 0 0 0 0 0 0 0 0 0 0 ) 0 0 0 0 0 0
FHEO In Progress 1 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
GNMA In Progress 3 3 0 2 2 0 2 2 0 2 2 0 2 2 0 2 2
HSG In Progress 18 9 27 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1
ocIo In Progress 4 13 17 0 4 4 0 4 4 0 4 4 0 4 4 0 4 4
0GC In Progress 1 0 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
0IG In Progress 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1 0 1 1
PDR In Progress 1 1 2 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
PIH In Progress 1 0 " 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
REAC In Progress 3 2 5 1 2 3 1 2 3 1 2 3 1 2 3 1 2 3
ODEEO In Progress 0 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
FPM In Progress 0 1 1 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
OPA In Progress 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0 0
Agency Totals & B E0 2 LC flz 2 e 12 2 10 12 2 10 12 2 10 12
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Section 2B: Information Systems

Note: /9] “Authorization to operate” is the official management decision given by a senior Federal official or officials toauthorize operation

of an information system and to explicitly accept the risk to agency operations (including mission, functions, image, or reputation),agency
assets, individuals, other organizations, and the Nation based on the implementation of an agreed-upon set of security and privacy
controls.OMB Circular A-130, app. | § 4(d). [10] See id. app. | § 4(a)(2), 4(e)(7). [11] Agencies shall develop and maintain a privacy plan that
details the privacy controls selected for an information system that are in place or plannedfor meeting applicable privacy requirements and
managing privacy risks, details how the controls have been implemented, and describes themethodologies and metrics that will be used fo

assess the controls. See OMB Circular A-130, app. | § 4(c)(9), (e)(8). [12] See id. app. | § 4(e)(3). [13] See OMB Circular A-130, app. | §
4(e)(9).

Section 3A: Information Technology Systems and Privacy Impact Assessments

3a. Does the agency maintain an inventory of the agency's information technology[14] (IT) systems that create, collect, use, process,
store, maintain, disseminate, disclose, or dispose of PII?

Yes

Note: [74] The term ‘information technology” means any services or equipment, or interconnected system(s) or subsystem(s) of
equipment, that are used in the automatic acquisition, storage, analysis, evaluation, manipulation, management, movement, control,
display, switching, interchange, transmission, or reception of data or information by the agency. See OMB Circular A-130, Managing
Information as a Strategic Resource, § 10(a)(45) (Sept. 26, 2003).

Section 3B: Information Technology Systems and Privacy Impact Assessments

3b. Number of IT systems maintained, operated, or used by the agency (or by another entity on behalf of the agency) during the

reporting period for which the agency is required to conduct a privacy impact assessment (PIA) under the E-Government Act of
2002.

3b. 3c.
Number of IT systems maintained, operated, or used by Number of IT systems reported in question 3b that are
the agency (or by another entity on behalf of the agency) covered by an up-to-date PIA.
during the reporting period for which the agency is
required to conduct a privacy impact assessment (PIA)
under the E-Government Act of 2002.

Bureau/ Submission Agency Contractor Total Agency Systems Contractor
Component Status Systems Systems Systems Systems
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Section 3B: Information Technology Systems and Privacy Impact Assessments

3b. 3c.
Number of IT systems maintained, operated, or used by Number of IT systems reported in question 3b that are
the agency (or by another entity on behalf of the agency) covered by an up-to-date PIA.
during the reporting period for which the agency is

required to conduct a privacy impact assessment (PIA)
under the E-Government Act of 2002.

Bureau/ Submission Agency Contractor Total Agency Systems Contractor Total
Component Status Systems Systems Systems Systems Systems
ADMIN In Progress 1 0 1 0 0 0
CFO In Progress 4 0 4 4 0 4
CPD In Progress 3 2 5 3 2 5
CPO In Progress 0 0 (] 0 0 0
oboc In Progress 0 0 0 0 0 0
ENFC In Progress 0 0 0 0 0 0
FHEO In Progress 1 0 1 1 0 1
GNMA In Progress 0 3 3 0 0 0
HSG In Progress 18 9 27 14 6 20
ocClo In Progress 5 12 17 2 9 "
0GC In Progress 1 0 1 0 0 0
oIG In Progress 0 1 1 0 1 1
PDR In Progress 1 1 2 1 1 2
PIH In Progress 1 0 1 10 0 10
REAC In Progress 3 2 5 3 2 5
ODEEO In Progress 1 1 0 0
FPM In Progress 0 2 0
OPA In Progress 0 0 0
Agency Totals 48 33 81 38 21 59

Note: [75] Agencies are required to update PIAs whenever changes to the information technology, changes to the agency’s practices, or
other factors alter theprivacy risks associated with the use of such information technology. For the purposes of this question, an
up-to-date PIA is a PIA that reflects anychanges to the information technology, changes to the agency's practices, or other factors that
altered the privacy risks associated with the use of suchinformation technology. See id. at Appendix Il § 5(e) (July 28, 2016).
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Section 3C: Information Technology Systems and Privacy Impact Assessments

3d. Does the agency have a written policy for PIAs that includes each of the following? (Select all that apply or indicate "N/A" if the
agency does not have a written policy for PIAs.)

* A requirement that a PIA be conducted and approved prior to the development, procurement, or use of an IT system that requires
a PIA

A requirement that system owners, privacy officials, and IT experts participate in conducting PlAs

* A requirement for PlAs to be updated whenever a change to an IT system, a change in agency practices, or another factor alters
the privacy risks associated with the use of a particular IT system

3e. Does the agency have a process or procedure for each of the following? (Select all that apply.)

* Assessing the quality and thoroughness of each PIA

* Performing reviews to ensure that appropriate standards for PIAs are maintained

» Monitoring the agency’s IT systems and practices to determine when and how PlAs should be updated

» Ensuring that PIAs are updated whenever a change to an IT system, a change in agency practices, or another factor alters the
privacy risks

Section 4: Systems of Records

4a. Number of Privacy Act systems of records[22] maintained by the agency during the reporting period (including those operated by a
service provider or a contractor on behalf of the agency).

86

4b. Number of Privacy Act systems of records reported in question 4a for which an up-to- date system of records notice (SORN) has
been published in the Federal Register.[23]

61

4c. Does the agency have a process for determining whether a new or revised SORN is required when the agency collects or maintains
information about individuals?[24]

Yes

4d. Does the agency have a process for each of the following? (Select all that apply.)

 Ensuring that information collections include a Privacy Act Statement, if required[25]
* Receiving, processing, and responding to individuals' requests for access to and amendment of records in a system of records[26]
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Section 4: Systems of Records

4e. Has the agency selected, implemented, assessed, and monitored privacy controls for information systems that contain information
maintained in a system of records in order to ensure the following? (Select all that apply or indicate "N/A" if the agency does not
maintain any Privacy Act systems of records)

» Systems of records include only information about an individual that is relevant and necessary to accomplish a purpose required by
statute or executive order[27]

+ SORNSs remain accurate, up-to-date, and appropriately scoped[28]

* SORNSs are published in the Federal Register[29]

* SORNs include the information, and are drafted in the format, required by OMB Circular A-108[30]

» Significant changes to SORNs have been reported to OMB and Congress[31]

» Routine uses remain appropriate and the recipient’s use of the records continues to be compatible with the purpose for which the
information was collected[32]

» Each exemption claimed for a system of records pursuant to 5 U.S.C. § 552a(j) and (k) remains appropriate and necessary[33]

» The language of each contract that involves the creation, collection, use, processing, storage, maintenance, dissemination,
disclosure, or disposal of information that identifies and is about individuals, is sufficient and the applicable requirements in the
Privacy Act and OMB policies are enforceable on the contractor and its employees[34]

» The agency's training practices are sufficient to allow agency personnel to understand the requirements of the Privacy Act, OMB
guidance, the agency's implementing regulations and policies, and any job-specific requirements[35]

Note: [22] The term ‘system of records” means a group of any records under the control of any agency from which information is retrieved
by the name of the individual or by some identifying number, symbol, or other identifying particular assigned to the individual. __ 5 U.S.C.

§ 552a(5). [23] Agencies are required to publish a SORN in the Federal Register when establishing a new system of records and must also
publish notice in the Federal Register when making significant changes to an existing system of records. For the purposes of this
question, an up-to-date SORN is a published SORN that reflects any significant changes that have been made to the system of records.

__ OMB Circular A-108, § 6(a). [24] See 5 U.S.C. § 552a(e)(4). [25] See id. at § 552a(e)(3). [26] See id. at § 552a(d). [27] See___ 5 U.S.C.
§552a(e)(1); OMB Circular A-108, § 12(a). [28] See 5 U.S.C. § 552a(e)(4); OMB Circular A-108, § 12(b). [29] See OMB Circular A-108,
$§72(b). [30] See id. [31] See___ 5 U.S.C. § 552a(r); OMB Circular A-108, § 12(b). [32] See __ OMB Circular A-108, __ at§ 12(c). [33] See
id at§ 12(d). [34] See id. at § 12(e). [35] See id. at § 12(7).

Section 5: Considerations for Managing PII

5a. To what extent does the agency ensure that Pll created, collected, used, processed, stored, maintained, disseminated, disclosed,
or disposed of is accurate, relevant, timely, and complete?[36] (Select one of the following.)

Processes are fully documented and implemented and cover all relevant aspects, and reviews are regularly conducted to assess the
effectiveness of the processes and to ensure that documented policies remain current

2023 Annual Report - SAOP
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Section 5: Considerations for Managing PII

5b.

To what extent does the agency limit the creation, collection, use, processing, storage, maintenance, dissemination, and disclosure
of PIl to that which is legally authorized, relevant, and reasonably deemed necessary for the proper performance of agency
functions?[37] (Select one of the following.)

Processes are fully documented and implemented and cover all relevant aspects, and reviews are regularly conducted to assess the
effectiveness of the processes and to ensure that documented policies remain current

Note: /36] See OMB Circular A-130, § 5(f)(1)(e). [37] See id at § 5(0(1)(d).

Section 6: Social Security Numbers

6a.

6b.

6¢.

6d.

6e.

Does the agency have an inventory of the agency's collection and use of Social Security numbers (SSNs)?[38] (Indicate "N/A" if the
agency does not collect, maintain, or use SSNs.)

Yes

Does the agency maintain the inventory of SSNs as part of the agency’s inventory of information systems referred to in question
2a? (Indicate “N/A” if the agency does not collect, maintain, or use SSNs; does not have an inventory of its collection, maintenance
and use of SSNs; or does not maintain an inventory of information systems as described in question 2a. Only indicate “N/A” if the
answer to question 6a is “N/A” or “No,” and/or if the answer to question 2a is “No.”)

Yes

Has the agency developed and implemented a written policy to help ensure that any new collection or use of SSNs is necessary?

Yes

Does the written policy referred to in question 6¢ provide specific criteria to use when determining whether the collection or use of
SSNs is necessary? (Indicate “N/A” if the agency does not have a written policy as described in question 6¢. Only indicate “N/A” if
the answer to question 6¢ is “No.”)

Yes

Does the written policy referred to in question 6¢ establish a process to ensure that any collection or use of SSNs determined to be
necessary remains necessary over time? (Indicate “N/A” if the agency does not have a written policy as described in question 6c¢.
Only indicate “N/A” if the answer to question 6c¢ is “No.”)

Yes

2023 Annual Report - SAOP
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Section 6: Social Security Numbers

6f. Has the agency taken steps during the reporting period to eliminate the unnecessary collection, maintenance, and use of
SSNs?[39] (Indicate “N/A” if the agency does not collect, maintain, or use SSNs. If indicating “N/A” because the agency does not
collect, maintain, or use SSNs, ensure that the answer to question 6a also is “N/A.” Also indicate “N/A” if the agency does collect,
maintain, or use SSNs but had already eliminated all unnecessary collection, maintenance, and use of SSNs by the agency before
the reporting period.)

Yes

Note:

If "No" is selected for metric 2a, then metric 6b will be set to "N/A".If "No" is selected for metric 6¢, then metrics 6d and

6e will be set to "N/A".

[38] Agencies are not required to have an inventory of collection and use of SSNs. However, agencies need fo have a sufficient
evidentiary basis to determine whether they have met the requirement to eliminate unnecessary collection and use of SSNs. See OMB
Circular A-130, § 5()(7)(f). [39] Agencies are required to develop and maintain a privacy program plan that provides an overview of the
agency's privacy program, including to the use of Social Security numbers as a personal identifier. OMB Circular A-130, § 5(f)(1)(?).

Section 7: Digital Services

7a. Does the agency maintain an inventory of the following? (Select all that apply or indicate "N/A" if the agency does not maintained an
inventory of any digital services.)

» The agency’s public websites

» The agency’s public applications (g., mobile applications, web applications)
» The agency'’s public social media accounts

* Other public-facing digital services used by the agency

7b. In accordance with the E-Government Act of 2002 and OMB guidance,[40] does the agency maintain and post privacy policies on
the following? (Select all that apply or indicate "N/A" if the agency does not maintain any of the following)

» The agency’s public websites

» The agency’s public applications (g., mobile applications, web applications)
» The agency'’s public social media pages and profiles

* Other public-facing digital services used by the agency

7c. Does the agency have a process to regularly review and update the privacy policies for each of the following? (Select all that apply
or indicate "N/A" if the agency does not maintained any of the following.)
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Section 7: Digital Services

7d.

7e.

7f.

Note:

» The agency’s public websites
» The agency'’s public applications (g., mobile applications, web applications)
* Other public-facing digital services used by the agency

Has the agency developed and implemented a written policy for the agency's use of social media? (Indicate "N/A" if the agency
does not use social media.)

Yes

During the reporting period, did the agency use web management and customization technologies on any website or mobile
application?[41]

Yes

During the reporting period, did the agency review the use of web management and customization technologies to ensure
compliance with all laws, regulations, and OMB guidance?[42] (Indicate “N/A” if the agency does not use web management and
customization technologies on any website or mobile applications. Only indicate “N/A” if the answer to question 7e is “No.”)

Yes

If "No" is selected for metric 7e, then metric 7f will be set to "N/A".
[40] See OMB Circular A-130, § 5()(1)(j). [41] See OMB M-10-22, Guidance for Online Use of Web Measurement and Customization
Technologies (June 25, 2010). [42] See id.

Section 8: Budget and Acquisition

8a.

8b.

8c.

Does the agency identify and plan for the resources needed to implement the agency’s privacy program?[43]

Yes

Does the agency have a policy that includes explicit criteria for analyzing privacy risks when considering IT investments?[44]

Yes

During the reporting period, did the agency review IT capital investment plans and budgetary requests to ensure that privacy
requirements (and associated privacy controls), as well as any associated costs, were explicitly identified and included, with respect
to any IT resources that will be used to create, collect, use, process, store, maintain, disseminate, disclose, or dispose of PI1?[45]

Yes
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Section 8: Budget and Acquisition

8d. To what extent does the agency plan and budget to upgrade, replace, or retire any information systems that maintain Pl for which
protections commensurate with risk cannot be effectively implemented?[46] (Select one of the following.)

Processes are fully documented and implemented and cover all relevant aspects, and reviews are regularly conducted to assess the
effectiveness of the processes and to ensure that documented policies remain current

8e. Does the agency ensure that, in a timely manner, the SAOP is made aware when information systems and components that create,
collect, use, process, store, maintain, disseminate, disclose, or dispose of Pll cannot be appropriately protected or secured?[47]

Yes

8f. Number of information systems and components used during the reporting period to create, collect, use, process, store, maintain,
disseminate, disclose, or dispose of Pll that were reported to the SAOP because they cannot be appropriately protected or
secured. (Indicate “N/A” if the agency does not ensure that, in a timely manner, the SAOP is made aware when information
systems and components that create, collect, use, process, store, maintain, disseminate, disclose, or dispose of Pll cannot be
appropriately protected or secured. Only indicate “N/A” if the answer to question 8e is “No.”)

]

Note:

If "No" is selected for metric 1e, then metric 8a will be set to "N/A".

[43] See OMB Circular A-130, app. | § 4(b)(1). [44] See id. __ § 5(d)(3). [45] See id. __ § 5(a)(3)(e)(ii). [46] See id. __ app. 1§ 4(b)(3). [47]
Seeid __ app. 1§ 3(b)(10).

Section 9: Contractors and Third Parties

9a. To what extent does the agency ensure that terms and conditions in contracts and other agreements involving the creation,
collection, use, processing, storage, maintenance, dissemination, disclosure, and disposal of Federal information incorporate
privacy requirements and are sufficient to enable agencies to meet Federal and agency-specific requirements pertaining to the
protection of Federal information?[48] (Select one of the following.)

Processes are fully documented and implemented and cover all relevant aspects, and reviews are regularly conducted to assess the
effectiveness of the processes and to ensure that documented policies remain current

9b. To what extent does the agency, consistent with the agency's authority, ensure that the requirements of the Privacy Act apply to a
Privacy Act system of records when a contractor operates the system of records on behalf of the agency to accomplish an agency
function?[49] (Select one of the following.)
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Section 9: Contractors and Third Parties

Processes are fully documented and implemented and cover all relevant aspects, and reviews are regularly conducted to assess the

effectiveness of the processes and to ensure that documented policies remain current
9c. To what extent does the agency ensure appropriate vetting and access control processes for contractors and others with access to

information systems containing Federal information?[50]

Processes are fully documented and implemented and cover all relevant aspects, and reviews are regularly conducted to assess the
effectiveness of the processes and to ensure that documented policies remain current
9d. Does the agency maintain a mandatory agency-wide privacy awareness and training program for all contractors?[51]

Yes

9e. Has the agency established rules of behavior, including consequences for violating rules of behavior, for contractors that have
access to Federal information or information systems, including those that create, collect, use, process, store, maintain,
disseminate, disclose, or dispose of Pl1?[52]

Yes

of. Does the agency ensure that contractors have read and agreed to abide by the rules of behavior for the Federal information and
information systems for which they require access prior to being granted access[53] (Indicate “N/A” if the agency does not have
established rules of behavior as described in question 9e. Only indicate “N/A” if the answer to question 9e is “No.”)

Yes

Note:

If "No is selected for metric 9e, then metric 9f will be set to "N/A".

[48] Seeid. ___ § 5(a)(1)(b)(ii); id. app. I § 4(j)(1). [49] See id. __ app. | § 4()(3). [60] Seeid. __ app. | § 4()(2)(a). [67] See id. __ app. | § 4(h)
(1), (4)-(5). [562] See id. __ app. 1§ 4(h)(6). [53] See id. __ app. | § 4(h)(7).

Section 10: Workforce Management

10a.  Does the agency ensure that the agency's privacy workforce has the appropriate knowledge and skill?[54]
Yes
10b.  Has the agency assessed its hiring, training, and professional development needs with respect to privacy during the reporting
period?[55]
Yes
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Section 10: Workforce Management

10c.  Has the agency developed a workforce planning process to ensure that it accounts for privacy workforce needs?[56]

Yes

10d.  Has the agency developed a set of competency requirements for privacy staff, including program managers and privacy leadership
positions?[57]

Yes

Note:
If "No" is selected for metric 1a, then metrics 10b, 10c, 10d will be set to "N/A".
[54] See id. § 5(c)(2). [55] Seeid. ___ § 5(c)(6). [56] See id. __ § 5(c)(1). [67] See id.

Section 11: Training and Accountability

11a.  Does the agency provide foundational privacy training to its Federal employees (including managers and senior executives)?[58]

Yes

11b.  What percentage of the agency's Federal employees (including managers and senior executives) received foundational privacy
training during the reporting period?[59] (Indicate "N/A" if the agency does not provide foundational privacy training as described in
question 11a. Only indicate "N/A" if the answer to question 11a is "No.")

100%

11c.  Does the agency provide role-based privacy training to Federal employees with assigned privacy roles and responsibilities, including
managers, before authorizing their access to Federal information or information systems?[60]

Yes

11d.  What percentage of the agency’s Federal employees with assigned privacy roles received role-based training before being
authorized to access Federal information or information systems? (Indicate "N/A" if the agency does not provide role-based privacy
training as described in question 11c. Only indicate "N/A" if the answer to question 11c is "No.")

100%

11e.  Has the agency ensured that measures are in place to test the knowledge level of information system users in conjunction with
privacy training?[61]

Yes
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Section 11: Training and Accountability

11f.

11a.

11h.

Note:

To what extent does the agency ensure that all personnel are held accountable for complying with agency-wide privacy
requirements and policies?[62] (Select one of the following.)

* Processes are fully documented and implemented and cover all relevant aspects, and reviews are regularly conducted to assess
the effectiveness of the processes and to ensure that documented policies remain current

Has the agency established rules of behavior, including consequences for violating rules of behavior, for Federal employees that
have access to Federal information or information systems, including those that create, collect, use, process, store, maintain,
disseminate, disclose, or dispose of P11?[63]

Yes

Does the agency ensure that Federal employees have read and agreed to abide by the rules of behavior for the Federal information
and information systems for which they require access prior to being granted access?[64] (Indicate “N/A” if the agency does not
have established rules of behavior as described in question 11g. Only indicate "N/A" if the answer to question 11g is "No.")

Yes

If "No" is selected for metric 11a, then metric 11b will be set to "N/A".If "No" is selected for metric 11¢, then metric 11d
will be set to "N/A".If "No" is selected for metric 11g, then metric 11h will be set to "N/A".

[58] See id. app. 1 § 4(h)(4); see also id. app. | § 4(h)(1). [69] See id. [60] See id. __ app. | § 4(h)(5); see also id. app. | § 4(h)(1). [61] See id.

app. 1§ 4(h)(4). [62] See id. __ app. | § 3(b)(9). [63] See id. __ app. | § 4(h)(6). [64] See id. __ app. 1§ 4(h)(7).

Section 12: Breach Response

12a.

12b.

Does the agency have a breach response plan[65] that includes the agency's policies and procedures for each of the following?
(Select all that apply or "N/A" if the agency does not have a breach response plan.)

* Reporting a breach
* Investigating a breach
* Managing a breach

Did the SAOP review the agency's breach response plan during the reporting period to ensure that the plan is current, accurate,
and reflects any changes in law, guidance, standards, agency policy, procedures, staffing, and/or technology?[66] (Indicate "N/A" if
the agency does not have a breach response plan.)

Yes
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Section 12: Breach Response

12c.

12d.

12e.

12f.

Note:

Does the agency have a breach response team composed of agency officials designated by the head of the agency that can be
convened to lead the agency's response to a breach?[67]

Yes

Did the agency's breach response team participate in at least one tabletop exercise during the reporting period?[68] (Indicate "N/A"

if the agency does not have a breach response team as described in question 12c. Only indicate "N/A" if the answer to question 12¢
is "No.")

Yes

How many breaches, as OMB Memorandum M-17-12 defines the term "breach," were reported within the agency during the
reporting period?[69]

0
How many breaches, as OMB Memorandum M-17-12 defines the term "breach," did the agency report to the DHS Cybersecurity
and Infrastructure Security Agency (CISA) during the reporting period?[70]

0

If "N/A" is selected for metric 12a, then metric 12b will be set to "N/A".If "No" is selected for metric 12c, then metric 12d

will be set to "N/A".

[65] See OMB M-17-12, Preparing for and Responding to a Breach of Personally ldentifiable Information, §§ VII, XI (Jan. 3, 2017). [66]
Seeid __ §§XB XI. [67] Seeid. __ §§ VILA, XI. [68] Seeid. __ §§ XA, XI. [69] See id. __ §§ /ll.C, XI|. As stated in OMB M-17-12,
fejach agency shall require all individuals with access to the agency’s Federal information and information systems fo report a suspected
or confirmed breach to the agency as soon as possible and without unreasonable delay.” Id. § VI. [70] See id. at § VII.D. 1, XI.

Section 13: Risk Management Framework

13a.

Has the agency implemented a risk management framework to guide and inform each of the following? [71] (Select all that apply or
indicate "N/A" if the agency has not implemented a risk management framework.)

» Categorization of Federal information and information systems that process PII
* Selection, implementation, and assessment of privacy controls

* Authorization of information systems and common controls

» Continuous monitoring of information systems that process PI|
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Section 13: Risk Management Framework

13b.  Has the agency designated which privacy controls will be treated as program management, common, information system-specific,
and hybrid privacy controls?[72]

Yes

13c.  Has the agency developed and maintained a written privacy continuous monitoring strategy? [73]

Yes

13d.  Has the agency established and maintained an agency-wide privacy continuous monitoring program? [74]

Yes

Note:

If "No" is selected for metric 1a, then metrics 13b, 13c, 13d will be set to "N/A".

[72] Seeid. __ app. 1§ 4(e)(5) See alsoid. __ § 10(a)(14), (26), (66), (86). [73] The SAOP shall develop and maintain a privacy continuous
monitoring strategy, a formal document that catalogs the available privacy controls implemented at the agency across the agency risk
management tiers and ensures that the privacy controls are effectively monitored on an ongoing basis by assigning an agency-defined
assessment frequency to each control that is sufficient to ensure compliance with applicable privacy requirements and to manage privacy
risks. See id. app. 1 § 4(d)(9), (e)(2). [74] The SAOP shall establish and maintain an agency-wide privacy continuous monitoring program
that implements the agency's privacy continuous monitoring strategy and maintains ongoing awareness of threats and vulnerabilities that
may pose privacy risks; monitors changes to information systems and environments of operation that create, collect, use, process, store,
maintain, disseminate, disclose, or dispose of Pll; and conducts privacy control assessments to verify the continued effectiveness of all
privacy controls selected and implemented at the agency across the agency risk management tiers to ensure continued compliance with
applicable privacy requirements and manage privacy risks. See id. app. 1 § 4(d)(10)(117), (e)(2).

Section 14: Privacy Program Website

14a.  Does the agency have a Privacy Program Page located at (or redirected from) www.[agency].gov/privacy?[75]

Yes

14b.  Does the agency's Privacy Program Page include a list and provide links to complete, up-to-date versions of all agency SORNs?[76]
(Indicate "N/A" if the agency does not maintain any Privacy Act systems of records. Only indicate "N/A" if the answer to question 4a
is "Zero.")

Yes
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Section 14: Privacy Program Website

14c.  Does the agency's Privacy Program Page include a list and provide links to all PIAs?[77] (Indicate “N/A” if the agency does not
maintain, operate, or use any IT systems that require a PIA. Only indicate "N/A" if the answer to question 3b is "Zero.")

Yes

14d.  Does the agency's Privacy Program Page include a list and provide links to up-to-date matching notices and agreements for all
active matching programs in which the agency participates?[78] (Indicate "N/A" if the agency does not participate in any matching
programs.)

Yes

14e.  Does the agency's Privacy Program Page include citations and provide links to the final rules published in the Federal Registerthat
promulgate each Privacy Act exemption claimed for their systems of records?[79] (Indicate "N/A" if the agency has not claimed any
Privacy Act exemptions for their systems of records.)

Yes

14f. Does the agency's Privacy Program Page include a list and provide links to all Privacy Act implementation rules promulgated
pursuant to 5 U.S.C. § 552a(f)?[80] (Indicate “N/A” if the agency does not maintain any Privacy Act systems of records. Only
indicate “N/A” if the answer to question 4a is "No".)

Yes

14a.  Does the agency's Privacy Program Page include a list and provide links to all publicly available agency policies on privacy, including
any directives, instructions, handbooks, manuals, or other guidance?[81] (Indicate “N/A” if the agency does not have any publicly
available agency policies on privacy.)

Yes

14h.  Does the agency's Privacy Program Page include a list and provide links to all publicly available agency reports on privacy?[82]
(Indicate “N/A” if the agency does not have any publicly available agency reports on privacy. If indicating "N/A," ensure the answer to
question 14g also is "N/A".)

Yes

14i. Does the agency's Privacy Program Page include instructions in clear and plain language for individuals who wish to request access
to or amendment of their records pursuant to 5 U.S.C. § 552a(d)?[83] (Indicate "N/A" if the agency does not maintain any Privacy
Act systems of records. Only indicate "N/A" if the answer to question 4a is "Zero.")

Yes
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Section 14: Privacy Program Website

14i. Does the agency's Privacy Program Page include appropriate agency contact information for individuals who wish to submit a
privacy-related question or complaint? [84]

Yes

14k.  Does the agency's Privacy Program Page identify the agency's SAOP and include appropriate contact information for the SAOP's
office? [85] (Indicate "N/A" if the head of the agency has not designated an SAOP. Only indicate "N/A" if the answer to question 1a
is "No.")
Yes

Note:

If "No is selected for metric 14a, then metrics 14b, 14c, 14d, 14e, 14f, 14i, and 14k will be set to "N/A".If "No is selected
for metric 14a, then metrics 14g, 14h, and 14j will be set to "No".

[75] See OMB M-17-06, § 6(A). [76] See id. __ § 6(A)(1)(a). [77] See id. __ § 6(A)(1)(b). [78] See id. __ § 6(A)\(1)(c). [79] See id. __ § 6(A)(1)

(d). [80] See id. __ § 6(A)(1)(e). [81] See id. __ § 6(A)T)(0. [82] See id. __ § 6(A)(1)(g). [83] See id. __ § 6(A)(1)(h). [84] See id. __ § 6(A)(1).
[85] See id.__ § 6(A)(1)()).
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1.0 INTRODUCTION

The U.S. Department of Housing and Urban Development (HUD) relies extensively on
information systems to execute its mission and provide services to the American public and
HUD’s business partners. Given the prevalence of cyber threats today, HUD must manage its
information system assets with due diligence and take the necessary steps to safeguard them
while complying with federal mandates, guidance and HUD security policies and procedures.

Information security policies are designed to preserve the confidentiality, integrity, availability,
and value of assets, as well as ensure the continued delivery of services. They also establish the
appropriate focus and standards for acceptable security practices across an organization. This
policy is based on federal security regulations and highlights HUD’s goals and requirements for
protecting its information and information system assets.

All HUD components must comply with the basic requirements of this policy and its associated
operational standards and technical documentation. Also, for each component, it must be
determined if there is any need for additional safeguards that exceed beyond this baseline level.
Additional safeguards should be based on an assessment of risk and local conditions and then
implemented appropriately.

1.1. Purpose

This document establishes the information security policy for HUD. The policy prescribes
responsibilities, practices, and conditions that directly or indirectly promote security in the
development, operation, maintenance, and support of all HUD information technology (IT)
resources.

The policy identifies security practices that align with HUD’s mission, provide cost-effective
protection of HUD’s information and information systems, respond to security issues associated
with contemporary technologies and risks, and are consistent with current applicable federal
security laws, policies, and regulations.

1.2. Scope

This policy provides a comprehensive view of information security considerations. It addresses
technical security services, as well as the management and operational requirements for
information security. It identifies all relevant security roles and responsibilities and affected
organizations. It also reflects the increasing requirements needed for internal and external
security oversight from the HUD Office of Inspector General (OI1G) and for responding to the
requirements of the Federal Information Security Management Act (FISMA).

This policy is intended to provide a set of basic protection goals and standards; however, the
procedural details normally found in operational and technical documentation are not within the
scope of this document. Procedures supporting the HUD information security policies are
defined in the document, HUD Information Technology Security Procedures.

Information security policies conventionally require systems to provide various technical
security services (e.g., authentication, access control, and intrusion detection); however, a
comprehensive policy also identifies managerial and operational requirements, which recent
regulations have emphasized. For example, federal departments are required to integrate security
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planning into their Capital Planning and Investment Control (CPIC) process. Also, the Office of
Management and Budget (OMB) requires reports on the posture of information security activities
at all federal departments, and these reports have implications for acquiring and maintaining such
information.

As a result, this policy has implications for more than Security Specialists and will affect System
Owners, developers, practitioners of non-IT security disciplines, operations personnel (e.g.,
security training and awareness personnel, contract managers), and personnel interacting with the
HUD Privacy Officer, Office of the Inspector General, external auditors, HUD Enterprise
Architecture organization, developers, and other agencies.

The policy applies to all HUD employees, contractors, and service providers and requires
compliance with day-to-day provisions of HUD policy (e.g. proper password choice and
management, security awareness maintenance, incident reporting, and prompt system upgrades).

As important, this information security policy applies to HUD Program Offices that have
security-specific or security-relevant roles and responsibilities, such as system security planning,
security assessment and authorization, security audit, configuration management, continuity of
operations activities, and security incident response.

1.3. Authority for Policy

The authority for the issuance of this policy rests with the HUD Chief Information Officer (C10)
and is assigned to the Office of Information Technology Security (OITS).

1.4. Policy Basis

The HUD information security policies are based on recent federal laws, regulations, and
guidance on information security (e.g., the rapidly growing series of the National Institute of
Standards and Technology [NIST] Special Publications [SP] on information security). In areas
where federal guidelines are lacking or still evolving, the policy reflects established best security
practices within the security community.

This document integrates security requirements from the Federal Information Processing
Standard (FIPS) 200, Minimum Security Requirements for Federal Information and Information
Systems, and controls that are documented in the NIST Special Publication (SP) 800-53,
Recommended Security Controls for Federal Information Systems, as amended, with HUD-
specific requirements.

1.5. NIST Framework

To simplify compliance with FIPS 200 and NIST SP 800-53, as amended, the HUD policies are
organized by “NIST class and family.” This format facilitates preparing security documentation,
as required in the HUD Project Planning and Management (PPM) Life Cycle v. 2.0, and
establishing the security assessment criteria used during the security authorization and
accreditation process.

As each new class begins, there is an overview and description of the class and associated
controls. At the beginning of each family, the FIPS 200 requirement is documented to establish
the framework, followed by the associated NIST SP 800-53, as amended, security control. Each
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control is labeled with the NIST control number; the two letters indicate the control family
followed by the sequential number within the family. For example, PE-7 is the seventh control in
the Physical Security family.

The numbering scheme in the document relates to the order of controls within NIST SP 800-53,
as amended. For example, Section Number 3.1.1 represents the Management class, Risk
Assessment family, and the first control within the family, the Risk Assessment Policy and
Procedures control. The first number always represents the class associated with the specific
control; the second number represents the family associated with the specific control; and the
third number represents the specific control in the family. Additional enhancements within a
control are denoted with an E and a sequential number. Enhancements are used when greater
protection is required (see Figure 1- Policy Organization Framework) by NIST or through an
assessment of risk to individual information systems.

X.0 Class

A brief overview of the class — management, operational, and technical

X.1  Family

A brief description of each of the seventeen FIPS 200 requirements and supporting NIST SP
800-53 families

FIPS 200 Requirement

Text of FIPS 200 requirement

X.1.2  Specific NIST SP 800-53 Control

NIST SP 800-53 Control: XX-2
XX-2: Text of NIST SP 800-53 Control and required baseline

Security Baseline: Low, Moderate, and High

E-1: Text of Control Enhancement, if provided by NIST and required baseline

Security Baseline: Low, Moderate, and High
HUD Policy: 3.1.2
Text of HUD security policy requirement that is related to the NIST SP 800-53 control

Figure 1. Policy Organization Framework

When a HUD-specific policy is not addressed in NIST SP 800-53 Rev 4 security controls, the
HUD-specific requirement is placed within a NIST class and control family. These additional
controls are inserted at the end of the control family. HUD-specific policy requirements are

labeled with HUD, followed by the two letters that indicate the control family, followed by a
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sequential letter within the family. For example, HUD-PL-B is the second HUD-specific
requirements within the planning family, and is included at the end of the planning family (see
Figure 2 - HUD-Specific Policy Sample).

3.2.8 ISSO

HUD Policy: HUD-PL-B

HUD Policy: 3.2.8

Program Offices shall designate an ISSO as well as an alternate ISSO for every HUD
information system under their purview.

Security Baseline: Low, Moderate, and High

Figure 2. HUD-Specific Policy Sample

The first control within each family is a requirement to develop policies and procedures for that
family. These controls are satisfied by this document, the HUD Information Technology Security
Policy Handbook 2400.25 Rev. 4 and the supporting HUD Information Technology Security
Procedures. Therefore, the Supporting Procedures section is replaced with an Implementation
section as seen in Figure 3 — Initial Policy and Procedure Control Sample.

NIST SP 800-53 Control: MP-1

MP-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A MediaProtection Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the media protection policy and associated media protection
controls.

b. Reviews and updates the current:
1. Media Protection Policy [Assignment: organization-defined frequency]; and

2. Media protection procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD s formal security policies and the HUD Information Technology Security Procedures that defines
HUDs formal security procedures. HUD reviews the policies and procedures minimallv everv vear or when
impacted by a significant change or underlving standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD s users to access.

Figure 3. Initial Policy and Procedure Control Sample
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1.6. Relationship to Other Documents and Processes

As the primary information source for fundamental requirements for maintaining the
confidentiality, integrity, and availability of IT resources, the policy identifies and characterizes
a comprehensive set of basic protection goals without stipulating how the goals should be met
(i.e., the specific technologies, mechanisms, or procedures involved). Procedural details are
documented separately.

The information security policy will be updated annually. For example, the potential use of some
newer technologies (e.g., wireless communications) can give rise to additional policy
requirements. In such cases, the policy will outline the basic relevant security policy
requirements; however, in general, the policy is free from low-level procedural and technical
detail.

The requirements of this policy complement other agency measures for effective management of
assets and regulatory compliance (e.g., with the federal privacy laws). References are made to
those sources throughout this document (latest version published shall be sought regarding all
references).

Guidance on HUD information security standards, methodologies, procedures, and adaptations to
ongoing legislation and federal regulations and standards is expanded in the Information
Technology Security Procedures document. The procedures document provides guidance on how
to implement information security policies with examples that include password enforcement
mechanisms, auditing procedures, and incident-response procedures.

Where necessary, the most detailed, procedure-intensive or volatile information security
guidance will be issued in topic-specific guidelines. Generally, technical specialists are the
principal users of such guidelines (e.g., specifications of product version-specific configuration
settings, detailed security assessment and authorization guidance, or business continuity
procedures).

This Handbook becomes the foundation for secure HUD information system design, operation,
and maintenance.

Information security policy makes certain assumptions about protection measures that respond to
other HUD security policies and practices (e.g., physical security and personnel security). For
example, this policy presupposes reliable processes for confirming the credentials of prospective
system users. Information security policy also presumes the enforcement of suitable physical
protection from the means of access to facilities housing HUD IT resources. However, since
physical and personnel security policies are not exclusively or primarily concerned with IT
resource protection, documents in the information security Handbook refer to separate policies or
makes assumptions about their provisions, as appropriate.

1.7. Laws and Regulations

HUD established a department-wide information security policy based on the following
Executive Orders (EO), public laws, and national policies: (latest version published shall be
sought regarding all references).

e Electronic Government Act (includes FISMA) (Public Law [P.L.] 107-347), December
2002
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Federal Information Security Management Act (FISMA) (P.L. 107-347), December 2002
Paperwork Reduction Act (P.L. 104-13), May 1995

Section 508 of the Rehabilitation Act of 1973

Government Paperwork Elimination Act (P.L. 105-277), October 1998

Privacy Act of 1974, as amended, (P.L. 93-579), December 1974

Clinger-Cohen Act (P.L. 104-106), February 1996

USA Patriot Act (P.L. 107-56), October 2001

Electronic Signatures in Global and National Commerce Act (P.L. 106-229), June 2000
Health Insurance Portability and Accountability Act (P.L. 104-191), 1996

Office of Management and Budget, Circular A-130, Appendix Il1, Transmittal
Memorandum #4, Management of Federal Information Resources, November 2000

Office of Management and Budget Memorandum M-03-19, Reporting Instructions for
the Federal Information Security Management Act and Updated Guidance on Quarterly
IT Security Reporting, August 2003

Office of Management and Budget Memorandum M-03-22, OMB Guidance for
Implementing the Privacy Provisions of the E-Government Act of 2002, September 2003

Office of Management and Budget Memorandum M-04-04, E-Authentication Guidance
for Federal Agencies, December 2003

Office of Management and Budget Memorandum M-05-24, Implementation of Homeland
Security Presidential Directive (HSPD) 12—Policy for a Common Identification
Standard for Federal Employees and Contractors, August 2005

Office of Management and Budget Memorandum M-06-20, FY 2006 Reporting
Instructions for the Federal Information Security Management Act and Agency Privacy
Management, July 2006

Office of Management and Budget Memorandum M-06-16, Protection of Sensitive
Information, June 2006

Office of Management and Budget Memorandum M-06-19, Reporting Incidents
Involving Personally Identifiable Information and Incorporating the Cost for Security in
Agency Information Technology Investments, July 2006

FIPS 140-2, Security Requirements for Cryptographic Modules, May 2001

FIPS 199, Standards for Security Categorization of Federal Information and Information
Systems, February 2004

FIPS 200, Minimum Security Requirements for Federal Information and Information
Systems, March 2006

FIPS 201-1, Personal Identity Verification for Federal Employees and Contractors,
March 2006

NIST Special Publications

General Accounting Office, Federal Information Systems Controls Audit Manual
(FISCAM), January 1999
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1.8. Exceptions

When a Program Office is unable to comply with policy, they may request an Exception for
Approval. Exceptions are generally limited to mission-specific systems that are not part of the
HUD Enterprise Infrastructure. This request is made to the Chief Information Security Officer
(CISO) through the Authorizing Official and must include the operational justification, risk
acceptance, and risk mitigation measures.
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2.0 ROLES AND RESPONSIBILITIES

The responsibility for HUD information and information systems must be integrated into all
aspects of HUD’s business operations and use of technology; therefore, these procedures apply
to all HUD employees and contractors. However, in an effort to enable effective and complete
implementation of this policy, specific duties have been assigned to individuals who will be fully
accountable for fulfilling the associated responsibilities. The roles and responsibilities in this
section focus only on the information security roles and responsibilities for the individuals and
organizations that are involved in HUD’s information security program. These individuals and
organizations often have additional responsibilities.

2.1. Secretary of the Department of Housing and Urban
Development

The Secretary of HUD is responsible for ensuring that HUD information and information
systems are protected in accordance with Congressional and Presidential Directives. To that end,
the Secretary will ensure the Chief Information Officer (CIO), Chief Information Security
Officer (CISO), and Program Offices or System Owners have the support and resources they
need to effectively implement information security throughout HUD.

2.2. Chief Information Officer

The Chief Information Officer (CIO) is responsible for establishing and overseeing the
department-wide Information Security Program and provides information security consulting
assistance to all HUD Program Offices for their individual programs. The CIO appoints, in
writing, the CISO and reviews and evaluates the HUD Information Security Program at least
annually.

2.3. Senior Agency Information Security Officer

The HUD Senior Agency Information Security Officer (SAISO) is the CISO. The CISO directs
the management of HUD’s Information Security Program. The CISO, with the support of the
OITS staff, establishes a strong foundation for HUD security by maintaining the HUD
information security program. The CISO interacts with internal and external resources, sponsors
an Information System Security Forum, and coordinates security compliance across HUD’s
organizational elements. The CISO serves as the CIO’s primary liaison with the HUD’s
authorizing officials, information system owners, and Information Security System Officers
(ISSO’s).

2.4. Risk Executive

A Risk Executive ensures that risks are managed consistently across the organization. The Risk
Executive provides a holistic view of risk beyond that associated with the operation and use of
individual information systems. The Risk Executive inputs are documented and become part of
the security authorization decision. The HUD CIO should be the HUD Risk Executive. (The
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HUD CISO may be designated by the HUD CIO as the Risk Executive.) The Risk Executive
will:

e Ensure that the management of information system-related security risks is consistent
across the HUD organization, reflects organizational risk tolerance, and is performed as
part of a HUD-wide process that considers other organizational risks affecting
mission/business success;

e Ensure that information security considerations for individual information systems,
including the specific authorization decisions for those systems, are viewed from a HUD-
wide perspective with regard to the overall strategic goals and objectives of the
organization;

e Provide visibility into the decisions of Authorizing Officials and a holistic view of risk to
the organization beyond the risk associated with the operation and use of individual
information systems; and

e Facilitate the sharing of security-related and risk-related information among authorizing
officials and other senior leaders within HUD in order to help officials consider all types
of risks that may affect mission and business success and the overall interests of HUD at
large.

2.5. Office of Information Technology Security

The Office of Information Technology Security (OITS) issues department-wide information
security policy, guidance, and architecture requirements for all HUD systems and provides
oversight to ensure the policies are implemented. The office develops and maintains the HUD
Information Security Program serving as the agency-wide principal advisor on information
system security matters. The OITS reviews and approves the processes, techniques, and
methodologies planned for securing information system assets.

2.6. Physical Security/Facilities Group/Security Officer

This generic title is used to identify the person or persons responsible for the physical security of
the facility and the person or persons responsible for issuing badges and conducting required
background checks for employees and contractors. In addition, the title is generic to cover
outsourced computer services and operations.

The Physical Security Officer and security staff will:

e Develop and enforce appropriate physical security controls;

¢ Identify and address the physical security needs of computer installations, office
environments, and backup installations;

e Process and maintain personal background checks and security clearance records; and

e Issue HUD Identification (ID) badges to employees and contractors in accordance with
Homeland Security Presidential Directive 12.
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2.7. Deputy Chief Information Officer for Infrastructure and
Operations (100)

The Deputy CIO for 100 is responsible for the IT infrastructure (e.g., general support systems)
that provides shared services across HUD and ensuring the implementation of security
components to secure these information system assets.

2.8. HUD Computer Incident Response Team

The HUD Computer Incident Response Team (CIRT) administers the incident response program
to include monitoring, tracking, response coordination and reporting of HUD computer security
incidents. HUD-CIRT manages and responds to computer security incidents that involve HUD
systems and data, to help improve the overall security posture of HUD by independently
verifying the security of HUD systems, and to ensure the timely dissemination of security
information to the appropriate stakeholders.

2.9. HUD Chief Privacy Officer

The HUD Privacy Officer assures that service and service arrangement meet privacy policies
regarding the protection, dissemination, and disclosure of information. The Chief Privacy Officer
must review program and system Privacy Threshold Analyses (PTASs), Privacy Impact
Assessments (P1As), and System of Records Notices (SORNS), providing approval as
appropriate. Ultimately, the HUD Chief Privacy Officer is responsible for the HUD Privacy
Policy and its compliance.

2.10. Office of the Chief Procurement Officer (OCPO)

The Office of the Chief Procurement Officer (OCPO) ensures that HUD contracts for IT systems
and services include the appropriate information security requirements. The OCPO, along with
the OITS, other interested stakeholders (e.g., the program office sponsoring the acquisition) and
the Office of General Counsel, develops IT security contract clauses, and other contract terms
and conditions, as appropriate. The contract terminology is based on current federal and HUD
policies, regulations, and guidance for the HUD information systems and services.

2.11. Contracting Officer

The HUD Contracting Officers (COs) have authority to enter into, administer, and terminate
contracts up to the limit of their individual delegations of authority. For the IT systems and
services contracts, the CO will ensure that:

e New contracts include appropriate clauses and other terms and conditions to enforce
HUD IT security policy including the requirements for:

— The contractor to conduct IT security awareness training for its employees and, where
appropriate, role-based training for specific job categories with security
responsibilities;
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— The contractor’s compliance with HUD computer security incident identification and
reporting policy and procedures;

— The contractor and any subcontractors to provide copies of their internal IT security
plans and procedures to the CISO upon request;

— To perform site surveys at non-HUD facilities by qualified HUD security
representatives (e.g., CISO, ISSO, or other designated HUD Program Office
personnel);

e New contracts incorporate IT security functional and assurance requirements in
accordance with the HUD IT Security Policy;

e Al IT security terms and conditions comply with departmental acquisition policy, the
HUD Acquisition Regulation (HUDAR), the Federal Acquisition Regulation (FAR), and
applicable statutes and government-wide policies; and,

e EXxisting contracts are modified, when necessary, to include appropriate terms and
conditions to enforce HUD IT Security Policy (as described above), in the event:

— The contracts did not originally include such terms and conditions at time of award,

— The contract’s requirements have changed subsequent to award to require such terms
and conditions, or

— Such terms and conditions should have been included at time of contract award.

2.12. Contracting Officer Representative

In accordance with the HUD Handbook 2210.3, “Procurement Policies and Procedures,” the
Contracting Officer Representative (COR) acts as the Contracting Officers’ representative in all
matters concerning the technical (i.e., not contractual) aspects of a contract. The COR is often
the department’s primary point of contact with a contractor, giving contractors technical guidance
related to the work required by the contract. The COR is also the principal judge of a contractor's
performance, including the quality and timeliness of work and when appropriate the contractor's
ability to control costs of performance. Typically, the COR is an employee of the HUD Program
Office initiating a contract. Security responsibilities will also be included in the annual
performance plans for CORs assigned to contracts to which IT security requirements are
applicable.

The COR is responsible for overseeing a subdivision of the overall contract (e.g., monitoring the
services provided by a contractor to a specific field office under a nationwide contract) or a
specific aspect of the contract. The COR may be from the program office that initiates a contract
action or from another part of HUD that is associated with the work done under the contract. A
COR may be delegated many duties. Chapters 11 and 12 of the HUD Handbook 2210.3, provide
detailed guidance on the COR’s functions and responsibilities. For most HUD information
technology (IT) contract resources, the COR fulfills the role of the Technical Project Manager
and as such, is responsible for understanding the scope of the contract or task order, its
associated tasks, and deliverables. For the majority of HUD’s IT contracts, the COR function is
delegated to a representative from the OCIO. The following duties and responsibilities are
usually delegated to the COR for IT contracts:

e Developing the statements of work or objectives;
e Initiating Request for Contract Services (RCS) packages;
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e Participating in technical proposal evaluations;

e Monitoring contractor performance, including reviewing schedule, costs, and
deliverables, and providing official feedback to the CO monitoring the contract;

e Serving as the liaison between the contractor, the program sponsor, and the COR; and

e Ensuring on a routine basis that the contractor is providing appropriate, timely and
quality service to the customer and bringing to the attention of the COR any issues with
the contract or any disagreements over scope, deliverables, schedule or cost.

e Ensuring that new IT development and maintenance contracts include deliverables of
system documentation and updates, as required, documenting significant changes. The
system documentation and updates are required for security assessment and
authorization, corrective action plans, audits, etc.

— Therefore, when requested, the OCIO COR is also responsible for providing
technical guidance and information to the system owner to assist in resolving data
calls.

The COR may appoint any individual in the sponsoring office or OCIO who meets HUD’s
qualification and certification requirements for a COR. Security responsibilities will also be
included in the annual performance plans for those CORs assigned to contracts in which IT
security requirements are applicable.

2.13. Office Technical Coordinator

The Office Technical Coordinator (OTC) is a designated HUD staff member that assists Program
Office personnel on a variety of issues that may include obtaining local area network (LAN) and
email access, office space, data security, and computer hardware and software resources. The
OTC interfaces with the 100 staff, as needed, to help resolve IT problems.

2.14. Office of the Chief Human Capital for Services

The Office of the Chief Human Capital Officer, Office of Human Capital for Services (OCHCO)
is responsible for defining position sensitivity levels for government positions and risk levels for
contractor positions, for performing security background investigations when necessary, and for
providing security-related exit procedures when employees leave HUD.

2.15. Office of the Inspector General

The HUD Office of the Inspector General (OIG) is responsible for performing independent
evaluations and audits of internal and external security.

2.16. HUD General Counsel

The HUD Office of General Counsel (OGC) develops security clauses, as appropriate, based on
current federal and HUD policies, regulations, and guidance for HUD information systems and
services in conjunction with the OITS and OCPO.
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2.17. Configuration Control Management Board

The Configuration Control Management Board (CCMB) serves as the decision-making body for
vendor-specific system changes, as well as approving requested changes in accordance with
HUD policies and procedures.

2.18. System Owner

System Owners are dependent on information systems to fulfill the business requirements
necessary to achieve their program area’s mission. They are responsible for the successful
operation of those information systems and ultimately accountable for the security of their
information systems. System Owners are also responsible for implementing management,
operational, and technical security controls to ensure that they are effective in protecting the
information and information systems under their purview. Moreover, System Owners are
responsible for ensuring that System Owners of major and minor applications coordinate with
System Owners of General Support Systems (GSS) that host their applications so they can better
determine the adequacy of those GSS security controls, and identify and implement
compensatory controls when vulnerabilities in the GSS controls exist. Security responsibilities
must be included in the annual performance plans. Additionally, System Owners must ensure
that:

e An ISSO is designated (in writing) for each information system under their purview;

e Security Assessment and Authorization (SA&A) and continuous monitoring activities are
completed; and

e Plan of Action & Milestones (POA&Ms) are maintained and reported.

2.19. Common Control Provider

The Common Control Provider is an organizational official responsible for the planning,
development, implementation, assessment, authorization, and maintenance of common controls. In
most cases, the System Owner is the Common Control Provider. The Common Control Provider
must ensure the Security Plans, Security Assessment Reports (SARs), and POA&Ms for common
controls are accessible to the information system owners inheriting those controls after the
information is reviewed and approved by a senior official.

2.20. Information System Security Officer

The Information System Security Officer (ISSO) is responsible for ensuring that the
management, operational, and technical controls for securing the system(s) belonging to the
program office are in place and effective. The ISSOs are the principal points of contact (POCs)
for information systems security and actively participate in the Information Security System
Forum. They are responsible for all security aspects of their assigned systems from inception
through disposal, as well as for ensuring system availability. An ISSO must be designated for
every information system and serve as the POC for all security matters related to that
information system. Security responsibilities will be included in their annual performance plans.
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2.21. System Administrator

The System Administrator is responsible for implementing and maintaining technical controls
that enforce operational and managerial controls through mechanisms contained in the hardware,
software, or firmware components of the information system. They must maintain an
environment that creates a strong technical foundation for enforcement of information system
security.

2.22. System Security Administrator

The System Security Administrator (SSA) is responsible for approving access to the data in an
application. The SSA grants/modifies/revokes user access via the Centralized HUD Account
Management Process (CHAMP). Security responsibilities will be included in the SSAs annual
performance plans.

2.23. Security Control Assessor

The Security Control Assessor (SCA) is an individual, group, or organization responsible for
conducting a comprehensive assessment of the management, operational, and technical security
controls employed within or inherited by an information system to determine the overall
effectiveness of the controls (i.e., the extent to which the controls are implemented correctly,
operate as intended, and produce the desired outcome with respect to meeting the security
requirements for the system).

2.24. Authorizing Official

The Authorizing Official is a senior government management official with the authority to
formally assume responsibility for operating an information system at an acceptable level of risk.
Authorizing Officials control personnel, operations, maintenance, and budgets for their systems
or field sites. Therefore, controlling the resources necessary to mitigate risks for their
information systems, an Authorizing Official must be a Program Assistant Secretary, Deputy
Assistant Secretary, or equivalent Program Head. Authorizing Officials may designate a
representative to act on their behalf, empowering them to make certain decisions regarding the
planning and resources for security activities, acceptability of security and/or SA&A
documentation, and the determination of risk to agency operations, agency assets, and
individuals. The Authorizing Official cannot delegate the security accreditation decision and
signing of the associated accreditation decision letter.

2.25. Supervisor

Supervisors authorize issuance of information system access for their staff and are directly
responsible for notifying System Owners when staff members are terminated, transferred, or no
longer need access to a system.
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2.26. Users

Users is a broad term used for all personnel that interact with HUD information system resources
either in a support function, by working directly with an information system resource (i.e.,
system user), or as a recipient of HUD information (i.e., information user). For the purposes of
this document, users include all HUD employees and contractors, including vendors and agents
that provide services and resources to HUD.

The User must:

e Comply with the HUD Information Security Policy and apply the defined guidance to
their daily work activities;

e Enforce the Information Security Policy and ensure that employees and contractors
comply with the information security policies and procedures;

e Assume accountability for protecting sensitive information under their control in
accordance with this Policy;

e Attend and/or participate in the annual Information Security Awareness training;

e Attend the required role-based security training pertaining to those having a security-
related role (e.g., system and network administrators);

e Report information security incidents (e.g., virus and malicious code attacks) to HUD-
CIRT according to the established and documented procedures;

e Cooperate with the HUD-CIRT team members in the investigation of security incidents;

e Cooperate with the Information Security Program representatives or other designated
HUD Program Office personnel during security compliance reviews/audits at HUD
Program Office facilities and/or during site surveys at non-HUD facilities;

e Ensure that information security data is collected in accordance with direction from the
CISO and/or ISSO, Managers, or Supervisors; and

e Understand and comply with HUD policies, standards, and procedures regarding the
protection of sensitive HUD information assets.

2.27. Individuals with Key Contingency Roles

Individuals with Key Contingency Roles, as defined in Systems’ Contingency Plans, must
receive training and be prepared to perform the required functions/roles as defined in those plans.

2.28. Service Provider

Service Providers include vendors, contractors, other federal government organizations and
entities that provide IT services, information systems, and facilities housing HUD information
systems. Service Providers are responsible for ensuring and maintaining security controls are
compliant with HUD security policy and procedures.
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2.29. Office of Customer Relations and Performance Management
(OCRPM)

The Office of Customer Relations and Performance Management (OCRPM) Project Leaders and
COR staff are responsible for working with the System Owners to perform as Technical Leads
for the following tasks:

e Application Security Plan initial development in accordance with NIST Special
Publication 800-18, as amended;

e Application Security Plan review and update on an annual basis in accordance with NIST
Special Publication 800-18, as amended;

e Application Security Plan review and update at any point in time that a change is made to
application software or system function which affects security controls in accordance
with NIST Special Publication 800-18, as amended, to be completed prior to the
production status for the changes involved;

e The initial development of a Business Impact Analysis(BIA) in accordance with NIST
Special Publication 800-34;

e Business Impact Analysis review and update on an annual basis in accordance with NIST
Special Publication 800-34;

e Business Impact Analysis update at any point in time that a change is made to application
software which affects system function or infrastructure support configuration;

e The initial development of an Application Risk Assessment in accordance with NIST
Special Publication 800-30, as amended;

e Application Risk Assessment review and update on an annual basis in accordance with
NIST Special Publication 800-30; and

e Application Risk Assessment review and update at any point in time that a change is
made to application software or system function which affects security controls in
accordance with NIST Special Publication 800-30, to be completed prior to production
status for the changes involved.

Security responsibilities of the OCRPM Project Leaders will be included in their annual
performance plans.

2.30. Developers

Developers, under the HUD Program Office/System Owner direction and specifications, are
responsible for developing, maintaining, and implementing information systems that are in
compliance with the HUD security policies and procedures, NIST guidance, and federal
regulations.
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2.31. User Representative

User Representatives are individuals that represent the operational interests of the user
community and serve as liaisons for that community throughout the system development life
cycle of the information system. The User Representative assists in the security assessment and
authorization (SA&A) process, when needed, to ensure mission requirements are satisfied while
meeting the security requirements and employing the security controls defined in the System
Security Plan (SSP).
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3.0 MANAGEMENT POLICIES

Management controls are the security controls (i.e., safeguards or countermeasures) for an
information system that focus on the management of risk and the management of information
system security.

3.1. Risk Assessment

Risk Assessment is a process to identify system security risks, determine the impact if the event
occurred, and select safeguards that protect, mitigate, or eliminate this impact. Risk management
is a process that allows Program Offices to balance the operational and economic costs of
protective measures to achieve gains in mission capability by protecting the information systems
and information that support their organization’s missions.

The following policies ensure that there are mechanisms in place to address the identification,
assessment, and mitigation of risks to information assets.

FIPS 200 Requirement

Organizations must periodically assess the risk to organizational operations (including mission, functions,
image, or reputation), organizational assets, and individuals, resulting from the operation of organizational
information systems and the associated processing, storage, or transmission of organizational information.

3.1.1. Risk Assessment Policy and Procedures

The following policy addresses the requirement for developing, implementing, and maintaining
risk assessment policy and procedures.

NIST SP 800-53 Control: RA-1

The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. Arrisk assessment policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the risk assessment policy and associated risk assessment
controls; and

b. Reviews and updates the current:
1. Risk assessment policy [Assignment: organization-defined frequency]; and
2. Risk assessment procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4 that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews/updates the policies and procedures minimally every year or
when impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.
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3.1.2. Security Categorization

The FIPS Pub 199, Standards for Security Categorization of Federal Information and
Information Systems, provides a common framework and understanding for expressing the
security needs of federal information and information systems.

The framework establishes security categories based on the potential impact on an organization’s
ability to accomplish its mission should its information and information systems experience a
breach of confidentiality, integrity or availability. A loss of confidentiality is the unauthorized
disclosure of information; a loss of integrity is the unauthorized modification or destruction of
information; a loss of availability is the disruption of access to, or use of, information or an
information system. The framework defines three levels of impact: low, moderate, high; the
application of these definitions takes place within the context of each organization’s mission and
interest.

NIST SP 800-60, Guide for Mapping Types of Information and Information Systems to Security
Categories, as amended, provides guidance on assigning sensitivity categories to information
and information systems.

The following policy provides relevant guidance to ensure that there is consistency in the
security categorization.

NIST SP 800-53 Control: RA-2

RA-2: The organization:

a. Categorizes information and the information system in accordance with applicable federal laws, Executive
Orders, directives, policies, regulations, standards, and guidance;

b. Documents the security categorization results (including supporting rationale) in the security plan for the
information system; and

c. Ensures the security categorization decision is reviewed and approved by the authorizing official or
authorizing official designated representative.

Security Baseline: Low, Moderate, and High

HUD Policy: 3.1.2

a. Program Offices/System Owners are responsible for ensuring that all systems and information under their
control have been categorized in accordance with FIPS 199, Standards for Security categorization of
Federal Information and Information Systems, following the guidance in NIST SP 800-60 Rev.2, Guide for
Mapping Types of Information and Information Systems to Security Categories.

b. Program Offices/System Owners review and validate, annually, their categorization decisions and
supporting rationale. This can be accomplished as part of the annual security assessment.

c. Program Offices and System Owners shall maintain an accurate record of the system categorization in
HUD’s centralized information security management tool, CSAM, and the Inventory of Automated Systems
(IAS). Additionally, System Owners must ensure that the Authorizing Official reviews and approves the
security categorization decision.

3.1.3. Risk Assessment

Assessing the risks to HUD information and information systems provides the necessary
information for Program Offices and System Owners to make well-informed risk management
decisions related to acceptable risk levels. The following policy defines how risk assessments are
conducted for HUD information systems and the frequency of the risk assessments.
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NIST SP 800-53 Control RA-3

RA-3: The organization:

a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized
access, use, disclosure, disruption, modification, or destruction of the information system and the
information it processes, stores, or transmits;

b. Documents risk assessment results in [Selection: security plan; risk assessment report; [Assignment;
organization-defined document]];

c. Reviews risk assessment results [Assignment: organization-defined frequency];

Disseminates risk assessment results to [Assignment: organization-defined personnel or roles]; and

e. Updates the risk assessment [Assignment: organization-defined frequency] or whenever there are
significant changes to the information system or environment of operation (including the identification of
new threats and vulnerabilities), or other conditions that may impact the security state of the system.

Security Baseline: Low, Moderate, and High

HUD Policy: 3.1.3

a. System Owners must conduct risk assessments for all systems under their purview, in accordance with the
NIST SP 800-30, Guide for Conducting Risk Assessments, as amended, to support Authorizations to
Operate (ATO).

b. System Owners must document the risks assessment results within CSAM.

Systems Owners monitor and assess the risks annually or whenever there are significant changes to the
information system or environment of operation for all systems to ensure the risk assessment remains
accurate and up-to-date. Acceptable annual assessments can include the annual FISMA self-assessment,
annual validation of the system categorization decision, business impact assessments, and security control
compliance reviews.

d. System Owners shall assess security risks when a significant change is planned for any system under their
control.

e. Any changes or updates must be noted and maintained in the Department’s central security management
tool, CSAM.

3.1.4. Vulnerability Scanning

A vulnerability is a weakness in an information system, system security procedure, internal
control, or implementation that could be exploited or triggered by a threat. HUD must conduct
periodic vulnerability assessments to determine security risks that should be mitigated. The
following policy identifies the needs for vulnerability scans and the frequency of the scans.
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NIST SP 800-53 Control: RA-5

RA-5: The organization:

a. Scans for vulnerabilities in the information system and hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with organization-defined process] and when new
vulnerabilities potentially affecting the system/applications are identified and reported;

b. Employs vulnerability scanning tools and techniques that facilitate interoperability among tools and
automate parts of the vulnerability management process by using standards for:

1. Enumerating platforms, software flaws, and improper configurations;
2. Formatting checklists and test procedures; and
3. Measuring vulnerability impact;

c. Analyzes vulnerability scan reports and results from security control assessments;

d. Remediates legitimate vulnerabilities [Assignment: organization-defined response times] in accordance
with an organizational assessment of risk; and

e.  Shares information obtained from the vulnerability scanning process and security control assessments with
[Assignment: organization-defined personnel or roles] to help eliminate similar vulnerabilities in other
information systems (i.e., systemic weaknesses or deficiencies).

Security Baseline: Low, Moderate and High

E-1: The organization employs vulnerability scanning tools that include the capability to readily update the
information system vulnerabilities to be scanned.

Security Baseline: Moderate and High

E-2:  The organization updates the information system vulnerabilities scanned [Selection (one or more):
[Assignment: organization-defined frequency]; prior to a new scan; when new vulnerabilities are identified and
reported].

Security Baseline: Moderate and High

E-4: The organization determines what information about the information system is discoverable by
adversaries and subsequently takes [Assignment: organization-defined corrective actions].

Security Baseline: High

E-5:The information system implements privileged access authorization to [Assignment: organization-identified
information system components] for selected [Assignment: organization-defined vulnerability scanning
activities].

Security Baseline: Moderate and High

HUD Policy: 3.1.4

a. OCIO ensures HUD’s infrastructure, including the LAN, wide area network (WAN), Internet, Intranet,
Enterprise mainframe(s), etc., is regularly scanned. Vulnerability scans of subnets are conducted weekly
such that the entire network is scanned over a 12 month period. OCIO shall ensure monthly scans for patch
status.

b. Program Offices/System Owners shall ensure applications under their control are scanned for
vulnerabilities, (e.g. code reviews including static, dynamic & web based code), during system
development, prior to new releases, or when there are major changes to the application or at least annually
during the annual self-assessment if no event driven scans have been performed.

c. OCIO uses the National Vulnerability Database (NVD) repository as its vulnerability checklist and stays
current with NVD updates as well as vendor advisories and system vulnerability scanning information to
ensure that significant vulnerabilities impacting HUD information systems are identified and reported.

d. OCIO shall ensure that vulnerabilities with a CVE score of 7.5 or higher are remediated within ninety days
or a remediation task is created in the System’s POA&M.
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3.1.5. E-Authentication Risk Assessment

An E-Authentication risk assessment provides agencies with criteria for determining the level of
e-authentication assurance required for specific electronic transactions and systems, based on the
risks and their likelihood of occurrence. In other words, it helps you figure out the authentication
requirements for each type of transaction. As the consequences of an authentication error
become more serious, the required level of assurance increases. E-authentication security
requirements must be applied to new and existing information systems that allow online
transactions and are connected to the internet or the intranet. The first step in the e-authentication
risk assessment is to determine whether the government e-authentication security requirements
apply to the system. For those systems to which e-authentication security requirements apply,
two additional steps are required:

e Determine the potential impact of authentication errors and the likelihood of their
occurrence; and

e Determine the required assurance level for authentication.

The following policy defines the need to conduct the e-authentication risk assessment and the
approval requirements.

HUD Policy: HUD-RA-A

HUD Policy: 3.1.5

a. Program Offices/System Owners shall conduct an e-authentication risk assessment (E-RA) of the
transactional systems under their control that use the Internet and/or the Intranet. The risk assessment shall
be conducted in accordance with OMB guidance under OMB-04-04, E-Authentication Guidance for
Federal Agencies and E-Authentication Program Management Office guidance, E-Authentication e-RA
Tool Activity Guide, and HUD specific guidance.

b. Program Offices/System Owners shall select the technology appropriate for the assurance level that’s been
identified in the E-RA using NIST SP 800-63, Electronic Authentication Guideline, as amended, and
implement and test the controls.

c. Program Offices/System Owners shall save the e-authentication risk assessment in HUD’s centralized
information security management tool, CSAM.
d. Update the E-RA whenever there are significant changes to the information system, the facilities where the

system resides, or other conditions that may impact the authentication requirements of the system if
necessary.

Security Baseline: Low, Moderate, and High

3.2. Planning

The objective of system security planning is to improve protection of information and
information system resources. All HUD systems have some level of sensitivity and require
protection as part of good management practice. The protection of a system must be documented
in a system security plan.

The following policies define mechanisms in place to address planning for the protection of
information assets to include policies, procedures, rules of behavior, privacy impact assessment,
and inventory.
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FIPS 200 Requirement

Organizations must develop, document, periodically update, and implement security plans for organizational
information systems that describe the security controls in place or planned for the information systems and the
rules of behavior for individuals accessing the information systems.

3.2.1. Security Planning Policy and Procedures

The following policy addresses the requirements for developing, implementing, and maintaining
security planning policies and procedures.

NIST SP 800-53 Control: PL-1

PL-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A security planning policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the security planning policy and associated security
planning controls; and

b. Reviews and updates the current:
1. Security planning policy [Assignment: organization-defined frequency]; and
2. Security planning procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD users to access.

3.2.2. System Security Plan

The purpose of the System Security Plan (SSP) is to provide an overview of the security
requirements of the system and describe the control(s) in place or planned for meeting those
requirements. The plan also delineates responsibilities and expected behaviors of all individuals
who access the system. The following policy provides guidance for the development of SSPs.
Over time, all information systems change or the environments in which they operate change,
resulting in potential new risks to the system. The System Security Plan needs to be reviewed
regularly to validate that the security controls are still appropriate and implemented correctly.
The following policy provides guidance on updating SSPs.
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NIST SP 800-53 Control: PL-2

PL-2: The organization:

a. Develops a Security Plan for the information system that:
1. Is consistent with the organization’s enterprise architecture;
2. Explicitly defines the authorization boundary for the system;

3. Describes the operational context of the information system in terms of missions and business
processes;

4. Provides the security categorization of the information system including supporting rationale;

5. Describes the operational environment for the information system and relationships with or connections
to other information systems;

6. Provides an overview of the security requirements for the system;
7. ldentifies any relevant overlays, if applicable;

8. Describes the security controls in place or planned for meeting those requirements including a rationale
for the tailoring decisions; and

9. Isreviewed and approved by the authorizing official or designated representative prior to plan
implementation;

b. Distributes copies of the security plan and communicates subsequent changes to the plan to [Assignment:
organization-defined personnel or roles];

c. Reviews the security plan for the information system [Assignment: organization-defined frequency];

d. Updates the plan to address changes to the information system/environment of operation or problems
identified during plan implementation or security control assessments; and

e. Protects the security plan from unauthorized disclosure and modification.

Security Baseline: Low, Moderate, and High

E-3: The organization plans and coordinates security-related activities affecting the information system with the
ISSO before conducting such activities in order to reduce the impact on other organizational entities.

Security Baseline: Moderate and High

HUD Policy: 3.2.2

a. Program Offices/System Owners shall prepare and maintain an active and effective Security Plan for each
applicable HUD information system under their purview. The Security Plan is required as part of the system
development methodology and must comply with NIST SP 800-18, as amended.

The Security Plan shall be maintained to satisfy current federal standards.

The Security Plan shall be reviewed at least annually, and updated, as necessary. This review can be
accomplished as part of the annual security assessment.

d. The Security Plan must be made available within CSAM for the Authorizing Official to access.

3.2.3. Rules of Behavior

Rules of behavior clearly delineate responsibilities and expected behavior of all individuals with
access to a system. The rules state the consequences of inconsistent behavior or non-compliance.
The rules of behavior are made available to every user prior to receiving authorization for access
to the system.

The following policy addresses the requirement to establish rules of behavior for HUD
information systems.
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NIST SP 800-53 Control: PL-4

PL-4: The organization:

a. Establishes and makes readily available to individuals requiring access to the information system, the rules
that describe their responsibilities and expected behavior with regard to information and information system
usage; and

b. Receives signed acknowledgment from Users indicating that they have read, understand, and agree to abide
by the Rules of Behavior, before authorizing access to information and the information system;

c. Reviews and updates the rules of behavior [Assignment: organization-defined frequency]; and

d. Requires individuals who have signed a previous version of the Rules of Behavior to read and resign when
the Rules of Behavior are revised/updated.

Security Baseline: Low, Moderate, and High

E-1: The organization includes, in the Rules of Behavior, explicit restrictions on the use of social
media/networking sites and the posting of organizational information on public websites.

Security Baseline: Moderate and High

HUD Policy: 3.2.3

a. The OCIO shall define and maintain enterprise Rules of Behavior that can be used for all information
systems. The Rules of Behavior must identify how personally identifiable information (PII) is protected.
The Rules of Behavior will be reviewed and updated as necessary.

b. Program Offices/System Owners shall define and maintain additional Rules of Behavior for all information
systems under their purview if the generic Rules of Behavior are not sufficient for their system.

c. I1SSOs shall ensure that users of systems sign the Rules of Behavior and are given training regarding the
Rules of Behavior and the disciplinary actions that may result if the rules are violated.

3.2.4. Information Security Architecture

HUD has an obligation to strategically allocate security safeguards (procedural, technical, or
both) in the security architecture so that adversaries have to overcome multiple safeguards to
achieve their objective,

NIST SP 800-53 Control: PL-8

PL-8: The organization:
a. Develops an Information Security Architecture for the information system that:

1. Describes the overall philosophy, requirements, and approach to be taken with regard to protecting the
confidentiality, integrity, and availability of organizational information;

2. Describes how the information security architecture is integrated into and supports the Enterprise
Architecture; and

3. Describes any information security assumptions about, and dependencies on, external services;

b. Reviews and updates the Information Security architecture annually to reflect updates in the Enterprise
Architecture; and

c. Ensures that the planned Information Security Architecture changes are reflected in the Security Plan, the
Security Concept of Operations (CONOPS), and organizational procurements/acquisitions.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: PL-8

HUD Policy: 3.2.4
a. The ISSO must review the Information Security architecture of the information system under their purview on
an annual basis to ensure that the PL-8 (Information Security Architecture) security control is implemented.

Security Baseline: Moderate and High

3.2.5. Information Systems Security Officer

An Information Systems Security Officer (ISSO) is the program office’s principal point of
contact for information security.

The following policy addresses the requirement for the designation of an ISSO and alternate for
every HUD information system.

HUD Policy: HUD-PL-B

HUD Policy: 3.2.5

a. Program Offices shall designate an ISSO and an alternate ISSO for every HUD information system under
their purview.

Security Baseline: Low, Moderate, and High

3.3. System and Services Acquisition

System and services acquisition controls ensure that appropriate technical, administrative,
physical, and personnel security requirements will be included in all specifications for the
acquisition, operation, or maintenance of HUD facilities, equipment, software, and related
services or those operated by external providers of information system services on behalf of
HUD.

FIPS 200 Requirement

Organizations must: (i) allocate sufficient resources to adequately protect organizational information systems;
(ii) employ system development life cycle processes that incorporate information security considerations; (iii)
employ software usage and installation restrictions; and (iv) ensure that third-party providers employ adequate
security measures to protect outsourced organizational information, applications, and/or services.

3.3.1. System and Services Acquisition Policy and Procedures

The following policy addresses the requirement for developing, implementing, and maintaining
policy and procedures for incorporating security considerations into HUD systems and services
acquisitions.
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NIST SP 800-53 Control: SA-1

SA-1: The organization:
a. Develops, documents, and disseminates to [Assignment; organization-defined personnel or roles]:

1. Asystem and services acquisition policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the system and services acquisition policy and associated
system and services acquisition controls; and

b. Reviews and updates the current:
1. System and services acquisition policy [Assignment; organization-defined frequency]; and
2. System and services acquisition procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, which
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

3.3.2. Allocation of Resources

The following policy provides guidance for incorporating security resource requirements into the
capital planning process.

NIST SP 800-53 Control: SA-2

SA-2: The organization:

a. Determines information security requirements for the information system or information system service in
mission/business process planning;

b. Determines, documents, and allocates the resources required to protect the information system or
information system service as part of its capital planning and investment control process; and

c. Establishes a discrete line item for information security in organizational programming and budgeting
documentation.

Security Baseline: Low, Moderate and High

HUD Policy: 3.3.2

a. Program Officials shall include information security requirements in their capital planning and investment
business cases in accordance with HUD CPIC Guidance and NIST SP 800-65 Rev 1, Integrating IT
Security into the Capital Planning and Investment Control Process.

b. Program Officials shall ensure that information security requirements are adequately funded and
documented in accordance with current OMB budgetary guidance, HUD CPIC Guidance, and NIST SP
800-65, Integrating IT Security into the Capital Planning and Investment Control Process.

c. The CIO shall certify in writing that adequate security funding is included for all IT infrastructure projects,
as appropriate, for the projects” System Development Life Cycle (SDLC) and phase.

d. The CIO shall not approve any capital investment in which the information security requirements are not
adequately defined and funded.
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3.3.3. System Development Life Cycle

All federal information systems, including operational systems, systems under development, and
systems undergoing modification or upgrade, are in some phase of what is commonly referred to
as the SDLC. Many activities during a system’s life cycle have cost, schedule, and performance
implications. In addition to the functional requirements levied on an information system, security
requirements must also be considered. When fully implemented, the information system must be
able to meet its functional requirements and do so in a manner that is secure enough to protect
agency operations, assets, and individuals.

In accordance with the provisions of FISMA, agencies are required to have an agency-wide
Information Security Program and that Program must be effectively integrated into the SDLC.
HUD’s system development life cycle is documented in HUD’s Project Planning and
Management Life Cycle v2.0.

NIST SP 800-53 Control: SA-3

SA-3: The organization:

a. Manages the information system using [Assignment: organization-defined system development life cycle]
that incorporates information security considerations;

b. Defines and documents information security roles and responsibilities throughout the system development
life cycle;

c. ldentifies individuals having information security roles and responsibilities; and

d. Integrates the organizational information security risk management process into system development life
cycle activities.

Security Baseline: Low, Moderate, and High
HUD Policy: 3.3.3

a. Program Offices/System Owners shall ensure that security is integrated into the SDLC from system
inception to system disposal through adequate and effective management, personnel, operations, and
technical control mechanisms in accordance with HUD’s Project Planning and Management Life Cycle
v2.0 and NIST SP 800-64, Security Considerations in the Information System Development Life Cycle.

b. The CIO defines and documents information system security roles and responsibilities throughout the
system development life cycle as stated in the HUD Cyber Security Awareness and Training Program
document; and

c. ldentifies individuals having information system security roles and responsibilities, as stated in the HUD
Cyber Security Awareness and Training Program document.

3.3.4. Acquisition Process

The following policy provides guidance to ensure that security is properly and adequately
addressed as part of system acquisition and other contracting activities.
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NIST SP 800-53 Control: SA-4

SA-4: The organization includes the following requirements, descriptions, and criteria, explicitly or by
reference, in the acquisition contract for the information system, system component, or information system
service in accordance with applicable federal laws, Executive Orders, Directives, policies, regulations,
standards, guidelines, and organizational mission/business needs:

Security functional requirements;

Security strength requirements;

Security assurance requirements;

Security-related documentation requirements;

Requirements for protecting security-related documentation;

Description of the information system development environment and environment in which the system is
intended to operate; and

g. Acceptance criteria.

~o o0 T

Security Baseline: Low, Moderate, and High

E-1: The organization requires the developer of the information system, system component, or information
system service to provide a description of the functional properties of the security controls to be employed.

Security Baseline: Moderate and High

E-2: The organization requires the developer of the information system, system component, or information
system service to provide design and implementation information for the security controls to be employed that
includes: [Selection (one or more): security-relevant external system interfaces; high-level design; low-level
design; source code or hardware schematics; [Assignment: organization-defined design/implementation
information]] at [Assignment: organization-defined level of detail].

Security Baseline: Moderate and High

E-9: The organization requires the developer of the information system, system component, or information
system service to identify early in the system development life cycle, the functions, ports, protocols, and
services intended for organizational use.

Security Baseline: Moderate and High

E-10: The organization employs only information technology products on the FIPS 201 approved products list
for Personal Identity Verification (PIV) capability implemented within organizational information systems.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: SA-4

HUD Policy: 3.3.4

a. The Office of the Chief Procurement Officer (OCPO) shall ensure that all applicable solicitation documents
(including work descriptions) and contracts identify and document the specific security requirements for
information systems, services and operations that are required of the contractor.

b. Solicitation documents for moderate- and high-impact systems shall include requirements stating that
appropriate documentation be provided describing the functional properties of the security controls
employed within the information system with sufficient detail to permit analysis and testing of the controls.

c. The security requirements shall include how sensitive information is to be handled and protected at the
contractor’s site. The requirements shall apply to any information stored, processed, or transmitted using
the contractor’s computer systems, as well as background investigations, clearances, and/or required facility
security.

d. Contracts shall require that at the end of the contract, the contractor must return all information and IT
resources HUD provided to the contractor, or which the contractor obtained on HUD’s behalf during the
life of the contract; purge all HUD information from any contractor-owned system used to process or store
it; and certify that all HUD information has been purged from such systems.

e.  The OCPO shall ensure that all applicable solicitation documents and contracts contain a statement
requiring contractors to adhere to HUD’s information security policies.

f.  Program Offices/System Owners ensure that for each information system under their purview, all
information system components are explicitly identified and reflected in the Security Plan and the system’s
Inventory of Automated Systems (1AS) record.

3.3.5. Information System Documentation

Documentation of information systems involves the collection of detailed information, such as
functionality, system mission, unique personnel requirements, type of data processed,
architectural design, system interfaces, system boundaries, hardware and software components,
system and network diagrams, asset costs, and system communications and facilities. This
information is part of the configuration baseline of the system.

NIST SP 800-53 Control: SA-5

SA-5: The organization:

a. Obtains administrator documentation for the information system, system component, or information system
service that describes:

1. Secure configuration, installation, and operation of the system, component, or service;
2. Effective use and maintenance of security functions/mechanisms; and
3. Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions;

b. Obtains user documentation for the information system, system component, or information system service
that describes:

1. User-accessible security functions/mechanisms and how to effectively use those security
functions/mechanisms;

2. Methods for user interaction, which enables individuals to use the system, component, or service in a
more secure manner; and

3. User responsibilities in maintaining the security of the system, component, or service;

c. Documents attempt to obtain information system, system component, or information system service
documentation when such documentation is either unavailable or nonexistent and [Assignment:
organization-defined actions] in response;

Protects documentation as required, in accordance with the risk management strategy; and
e. Distributes documentation to [Assignment: organization-defined personnel or roles].

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: SA-5

HUD Policy: 3.3.5

a. Program Offices/System Owners shall ensure that adequate documentation for the information system is
available, current, protected when required, in compliance with NIST guidance and distributed to authorized
personnel. Documentation includes, but is not limited to:
e  Security Assessment, Authorization to Operate, and SDLC documentation;

Vendor-supplied documentation of purchased software and hardware;

Network diagrams;

Application documentation for in-house applications;

System build and configuration documentation, which includes optimization of system security

settings, when applicable;
e  User manuals;
e  Standard Operating Procedures; and
e Baseline Configuration standards and guidance.

b. For moderate- or high-impact systems, the documentation, if available from the vendor/manufacturer, shall
describe:
e Functional properties of the security controls employed within the information system with sufficient

detail to permit analysis and testing of the controls; and
o High-level design of the information system in terms of subsystems and implementation details of the
security controls employed within the system with sufficient detail to permit analysis and testing.

c. For high-impact systems, vendor/manufacturer documentation is made available to authorized personnel
that describe the security-relevant external interfaces to the information system with sufficient detail to
permit analysis and testing.

3.3.6. Security Engineering Principles

The effectiveness of protective mechanisms in HUD systems depends on having these
mechanisms incorporated into the system during the development process. The following policy
provides guidance to ensure that sound security engineering principles are applied to the
development of HUD information systems.

NIST SP 800-53 Control: SA-8

SA-8: The organization applies information system security engineering principles in the specification, design,
development, implementation, and modification of the information system.

Security Baseline: Moderate and High

HUD Policy: 3.3.6

a. Program Offices/System Owners shall ensure information systems that have been rated moderate or high
are designed and implemented using security engineering principles in accordance with NIST SP 800-27,
Engineering Principles for Information Technology Security (A Baseline for Achieving Security), as
amended.

b. Program Offices/System Owners shall ensure information systems are designed and implemented consistent
with HUD’s Enterprise Architecture (EA) including the Enterprise Security and Network Security
Architectures, and the EA Reference Models.
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3.3.7. External Information System Services

Information security requirements must be incorporated in contractual documents that involve
the acquisition, development, and/or operation and maintenance of computer resources. These
requirements must be applied at the beginning of a project or acquisition and in all follow-on
contracts or purchasing agreements involving the acquisition of computer resources. Computer
resources include hardware, software, maintenance, and other associated IT products and
services.

Contractors fill a vital role in the daily operations of the Department and they too have a
responsibility to protect the HUD information they process. To ensure the security of the
information in their charge, contractors must adhere to the same rules and regulations as
government employees.

The following policy addresses the requirement for service providers to use adequate security
controls and monitor security control compliance.

NIST SP 800-53 Control: SA-9

SA-9: The organization:

a. Requires that providers of external information system services comply with organizational information
security requirements and employ [Assignment: organization-defined security controls] in accordance with
applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance;

b. Defines and documents government oversight and user roles and responsibilities with regard to external
information system services; and

c. Employs [Assignment: organization-defined processes, methods, and techniques] to monitor security
control compliance by external service providers on an ongoing basis.

Security Baseline: Low, Moderate, and High

E-2: The organization requires providers of [Assignment: organization-defined external information
system services] to identify the functions, ports, protocols, and other services required for the use of such
services.

Security Baseline: Moderate and High
HUD Policy: 3.3.7

a.  All security policies set forth in this document apply to external information systems operated on behalf of
the Department by contractors, vendors, and agents of HUD.

b. Program Offices/System Owners shall ensure that external information systems operated on behalf of the
Department comply with federal information security standards.

c. HUD Contract Officer Representatives (CORs) shall review contracts for external information systems
(e.g., commercial telecommunications services, network services, manned security services, or application
services) to validate that adequate security requirements have been included.

d. Program Offices/System Owners shall determine that an acceptable chain of trust has been established
with external service providers. A chain of trust requires that HUD establish and retain a level of
confidence that each participating service provider deliver adequate protection. Where a sufficient level of
trust cannot be established in the external services and/or service providers, the Program Office/System
Owners shall establish compensating security controls or document the acceptance of a greater degree of
risk.

e. Providers of external information systems shall not prohibit qualified government security representatives
(e.g., CISO, ISSO, Inspector General, Physical/Facilities Security or other designated HUD Program
Office personnel) from conducting independent site surveys at non-HUD facilities as a part of the
Department’s regular oversight capability.
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3.3.8. Developer Configuration Management

The following policy addresses the requirement for developers of HUD information systems to
implement a configuration management plan to ensure that changes to the system are tracked
during the development process.

NIST SP 800-53 Control: SA-10

SA-10: The organization requires the developer of the information system, system component, or information

system service to:

a. Perform configuration management during system, component, or service [Selection (one or more): design;
development; implementation; operation];

b. Document, manage, and control the integrity of changes to [Assignment: organization-defined
configuration items under configuration management];

c. Implement only organization-approved changes to the system, component, or service;

d. Document approved changes to the system, component, or service and the potential security impacts of
such changes; and

e. Track security flaws and flaw resolution within the system, component, or service and report findings to
[Assignment: organization-defined personnel].

Security Baseline: Moderate and High

HUD Policy: 3.3.8

a. Program Offices/System Owners of moderate and high-impact systems under development shall require
that the system developer create and implement a Configuration Management Plan (CMP) that controls
changes to the system during development, tracks security flaws, requires authorization of changes, and
provides documentation of the plan and its implementation.

3.3.9. Developer Security Testing and Evaluation

The following policy addresses the requirement for developers of HUD information systems to
create security test plans.

NIST SP 800-53 Control: SA-11

SA-11: The organization requires the developer of the information system, system component, or information

system service to:

a. Create and implement a Security Assessment Plan;

b. Perform [Selection (one or more): unit; integration; system; regression] testing/evaluation at [Assignment:
organization-defined depth and coverage];

c. Produce evidence of the execution of the Security Assessment Plan and the results of the security
testing/evaluation;
Implement a verifiable flaw remediation process; and

e. Correct flaws identified during security testing/evaluation.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SA-11

HUD Policy: 3.3.9

a. Program Offices/System Owners of moderate- or high-impact systems under development shall require
that the system developer create a Security Test and Evaluation (ST&E) Plan, implement the plan, and
document the results. Developmental security test results may also be used in support of the system’s
authorization to operate for the delivered information system. Developmental security test results are
used to the greatest extent feasible after verification of the results and recognizing that these results are
impacted whenever there have been security relevant modifications to the information system subsequent
to developer testing.

3.3.10.  Supply Chain Protection

HUD maintains a comprehensive defense strategy to protect the organization’s information
systems against supply chain threats. The following is a list of standard practices HUD has in
place to protect information systems and technology products that compose those systems
throughout the system development life cycle against supply chain threats.

NIST SP 800-53 Control: SA-12

SA-12 The organization protects against supply chain threats to the information system, system component, or
information system service by employing [Assignment: organization-defined security safeguards] as part of a
comprehensive, defense-in-breadth information security strategy.

Security Baseline: High

HUD Policy: 3.3.10

HUD protects against supply chain threats by employing and implementing the following measures as part of a

comprehensive, defense-in-breadth information security strategy:

a. HUD relies on USCERT to identify threats targeted at US Government information technology assets;
and

b. Program Offices/System Owners manage threats of all levels at each phase of the system development
life cycle by employing standards and baselines, continuous monitoring and testing of systems and audits
all systems routinely to reinforce strategies to mitigate risk.

Information systems categorized as “High” must use the acquisition/procurement processes to require supply

chain entities to implement necessary security safeguards to: (i) reduce the likelihood of unauthorized

modifications at each stage in the supply chain; and (ii) protect information systems and information system

components, prior to taking delivery of such systems/components.

Security Baseline: High

3.3.11. Development Process, Standards, and Tools

HUD information system categorized as ‘High’ must maintain the integrity of changes to
development tools (i.e., programming languages and computer-aided design [CAD] systems) and
processes to enable accurate supply chain risk assessment and mitigation. Also, must maintain a
robust configuration control throughout the life cycle (including design, development, transport,
delivery, integration, and maintenance) to track authorized changes and prevent unauthorized
changes.
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NIST SP 800-53 Control: SA-15

SA-15 The organization:

a. Requires the developer of the information system, system component, or information system service to
follow a documented development process that:
1. Explicitly addresses security requirements;
2. ldentifies the standards and tools used in the development process;
3. Documents the specific tool options and tool configurations used in the development process; and
4. Documents, manages, and ensures the integrity of changes to the process and/or tools used in
development; and

b. Reviews the development process, standards, tools, and tool options/configurations on an annual basis to
determine if the process, standards, tools, and tool options/configurations selected and employed can
satisfy HUD’s information system security requirements.

Security Baseline: High
HUD Policy: 3.3.11

The system owner and/or ISSO must ensure that developers for their respective information system categorized

as “High” document a process that:

a. Explicitly addresses security requirements;

b. Identifies the standards and tools used in the development process;

c. Documents the specific tool options and tool configurations used in the development process; and

d. Documents, manages, and ensures the integrity of changes to the process and/or tools used in
development.

Furthermore, the system owner must review the development process, standards, tools, and tool

options/configurations on an annual basis to determine if the process, standards, tools, and tool

options/configurations selected and employed can satisfy HUD’s information system security requirements.

Security Baseline: High

3.3.12. Developer-Provided Training

Training of external and internal (in-house) developers is an essential element to ensure the
effectiveness of security controls implemented within HUD’s information systems.

NIST SP 800-53 Control: SA-16

SA-16 The organization requires the developer of the information system, system component, or information
system service to provide annual training to the Information System 1SSO on the correct use and operation of
the implemented security functions, controls, and/or mechanisms.

Security Baseline: High

HUD Policy: 3.3.12

a. The developer of the information system, system component, or information system service is to provide
annual training to the information system 1SSO and system owner on the correct use and operation of the
implemented security functions, controls, and/or mechanisms.

Security Baseline: High

3.3.13. Developer-Security Architecture and Design

HUD employs this security control to help ensure that developers for HUD develop information
security architecture and such security architecture is integrated or tightly coupled to the HUD
enterprise architecture.
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NIST SP 800-53 Control: SA-17

SA-17 The organization requires the developer of the information system, system component, or information

system service to produce a design specification and security architecture that:

a. Is consistent with and supportive of the organization’s security architecture which is established within,
and is an integrated part of the organization’s enterprise architecture;

b. Accurately and completely describes the required security functionality, and the allocation of security
controls among physical and logical components; and

c. Expresses how individual security functions, mechanisms, and services work together to provide required
security capabilities and a unified approach to protection.

Security Baseline: High

HUD Policy: 3.3.13

The System Owner/ISSO must ensure that developers for their respective system produce a design

specification and security architecture that:

a. Is consistent with and supportive of the HUD’s security architecture which is established within, and is an
integrated part of the HUD’s enterprise architecture;

b. Accurately and completely describes the required security functionality, and the allocation of security
controls among physical and logical components; and

c. Expresses how individual security functions, mechanisms, and services work together to provide required
security capabilities and a unified approach to protection.

Security Baseline: High

3.4. Security Assessment and Authorization

Security Control Assessment is the final testing and/or evaluation of the management,
operational, and technical security controls in an information system to determine the extent to
which the controls are implemented correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements for the system. By authorizing
operation of an information system, the Authorizing Official assumes responsibility for the
security of the system and explicitly accepts the risk to organizational operations (including
mission, functions, image, or reputation), organizational assets, individuals, other organizations,
and the Nation based on the implementation of an agreed-upon set of security controls.

The following policies ensure that there are mechanisms in place to validate that every
information system connected to the network has met at least a minimal set of security
requirements for configuration and access.

FIPS 200 Requirement

Organizations must: (i) periodically assess the security controls in organizational information systems to
determine if the controls are effective in their application; (ii) develop and implement plans of action designed
to correct deficiencies and reduce or eliminate vulnerabilities in organizational information systems; (iii)
authorize the operation of organizational information systems and any associated information system
connections; and (iv) monitor information system security controls on an ongoing basis to ensure the continued
effectiveness of the controls.

3.4.1. Security Assessment and Authorization Policy and Procedures

Completing a security assessment ensures that an information system will be operated with
appropriate management review, that there exists ongoing monitoring of security controls, and
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that reassessment occurs periodically in accordance with federal or HUD policy, including when
there is a significant change to the system or its operational environment.

The following policy addresses the requirement to develop policy and procedures for
certification, accreditation and security assessments.

NIST SP 800-53 Control: CA-1

CA-1: The organization;
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A security assessment and authorization policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the security assessment and authorization policy and
associated security assessment and authorization controls.

b. Reviews and updates the current:
1. Security assessment and authorization policy [Assignment: organization-defined frequency]; and
2. Security assessment and authorization procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

3.4.2. Security Assessments

The results of the security assessment are used to re-evaluate the risks and update the system
security plan, providing the factual basis for a security assessment decision. The following policy
provides guidance to ensure that an assessment is conducted.

NIST SP 800-53 Control: CA-2

CA-2: The organization:

The organization:

a. Develops a Security Assessment Plan that describes the scope of the assessment including:
1. Security controls and control enhancements under assessment;
2. Assessment procedures to be used to determine security control effectiveness; and
3. Assessment environment, assessment team, and assessment roles and responsibilities;

b. Assesses the security controls in the information system and its environment of operation [Assignment:
organization-defined frequency] to determine the extent to which the controls are implemented correctly,
operating as intended, and producing the desired outcome with respect to meeting established security
requirements;

c. Produces a Security Assessment Report that documents the results of the assessment; and

d. Provides the results of the security control assessment to [Assignment: organization-defined individuals or
roles].

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: CA-2

E-1: The organization employs assessors or assessment teams with [Assignment: organization-defined level of
independence] to conduct security control assessments.

Security Baseline: Moderate and High

E-2: The organization includes as part of security control assessments, [Assignment: organization-defined
frequency], [Selection: announced; unannounced], [Selection (one or more): in-depth monitoring; vulnerability
scanning; malicious user testing; insider threat assessment; performance/load testing; [Assignment:
organization-defined other forms of security assessment]].

Security Baseline: High

HUD Policy: 3.4.2

a. Program Offices/System Owners shall conduct a security assessment for all systems under their purview
every three years in accordance with NIST SP 800-53, Recommended Security Controls for Federal
Information Systems, as amended, and NIST SP 800-53A, Guide for Assessing the Security Controls in
Federal Information Systems, as amended.

b. Program Offices/System Owners shall follow the guidelines contained in NIST SP 800-37, Guide for
Applying the Risk Management Framework to Federal Information Systems, as amended, and the HUD
authorization to operate methodology, in assessing their information systems.

c. Program Offices/ System Owners shall ensure that the security assessment of moderate- and high-impact
systems is conducted independently.

d. Program Offices/System Owners shall ensure that whenever changes are made to information systems,
networks, or to their physical environment, interfaces, or user-community makeup, the impact on the
security of the information processed is reviewed via a documented security impact analysis as required by
NIST SP 800-37, Guide for Applying the Risk Management Framework to Federal Information Systems, as
amended.

3.4.3. System Connections

To protect HUD information assets, systems that are connected to or share data with the HUD
systems must have an agreement that describes the rules governing the interconnection. The
following policy provides guidance to ensure that formal agreements governing connections are
instituted.

NIST SP 800-53 Control: CA-3

CA-3: The organization:

a. Authorizes connections from the information system to other information systems through the use of
Interconnection Security Agreements;

b. Documents, for each interconnection, the interface characteristics, security requirements, and the nature of
the information communicated; and

c. Reviews and updates Interconnection Security Agreements [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

E-5: The organization employs [Selection: allow-all, deny-by-exception; deny-all, permit-by-exception] policy
for allowing [Assignment: organization-defined information systems] to connect to external information
systems.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: CA-3

HUD Policy: 3.4.3

a. Program Offices/System Owners shall authorize, document, and monitor all (internal and external)
interconnections outside of the system’s accreditation boundary. Information systems that require an
external connection (interconnection outside of the agency’s infrastructure) shall be documented in a
Memorandum of Agreement/Understanding (MOA/U) and Interconnection Security Agreement (ISA) in
accordance with NIST SP 800-47, Security Guide for Interconnecting Information Technology Systems.

3.4.4. Plan of Action and Milestones

The Plan of Action and Milestones (POA&MSs) provides a listing of identified weaknesses in an
information system as determined by the security assessments and testing during the process. It
also includes a plan and timeframe for addressing each weakness. The following policy provides
guidance for developing and updating a POA&M.

NIST SP 800-53 Control: CA-5

CA-5: The organization:

a. Develops a Plan of Action and Milestones for the information system to document the organization’s
planned remedial actions to correct weaknesses or deficiencies noted during the assessment of the security
controls and to reduce or eliminate known vulnerabilities in the system; and

b. Updates existing Plan of Action and Milestones [Assignment: organization-defined frequency] based on the
findings from security controls assessments, security impact analyses, and continuous monitoring activities.

Security Baseline: Low, Moderate, and High

HUD Policy: 3.4.4

a. Program Offices/System Owners shall develop POA&Ms to correct weaknesses identified during any
evaluation or assessment of security controls immediately upon the identification of the weaknesses.

b. Program Offices/System Owners shall capture all POA&MSs in the HUD’s central security management
repository, CSAM.

c. Program Offices shall update their POA&Ms quarterly, at a minimum for systems under their purview.

3.4.5. Security Authorization

Security Authorization is the risk-based decision that determines whether a HUD information
system should be allowed to operate under a particular security configuration. The following
policy provides guidance for authorizing HUD information systems to operate.

NIST SP 800-53 Control: CA-6

CA-6: The organization:
a. Assigns a senior-level executive or manager to the role of authorizing official for the information system;

b. Ensures that the authorizing official authorizes the information system for processing before commencing
operations; and

c. Updates the security authorization [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: CA-6

HUD Policy: 3.4.5

a. The Deputy Secretary appoints senior management officials within the program and administrative offices
to be Authorizing Officials.

b. Program Offices/System Owners shall ensure that systems are assessed at their initial operating capability,
every three years thereafter, and whenever a significant change occurs in accordance with NIST 800-
37Rev1.

c. Program Offices/System Owners shall review results obtained during the continuous monitoring process to
evaluate the security posture of the information system and make modifications as necessary to ensure the
system remains adequately secured.

d. Existing assessments completed before the issuance of this policy shall remain in effect if the assessment
complied fully with the policy in effect at the time of assessment, no significant deficiencies have been
identified, and the system configuration has not changed since the assessment.

3.4.6. Continuous Monitoring

By regularly reviewing the effectiveness of security controls within HUD information systems,
Program Offices and System Owners will be able to quickly detect and respond to new
vulnerabilities. The following policy provides guidance to ensure that continuous monitoring of
the security controls occurs.

NIST SP 800-53 Control: CA-7

CA-7: The organization develops a continuous monitoring strategy and implements a continuous monitoring

program that includes:

a. Establishment of [Assignment: organization-defined metrics] to be monitored,;

b. Establishment of [Assignment: organization-defined frequencies] for monitoring and [Assignment:
organization-defined frequencies] for assessments supporting such monitoring;

c. Ongoing security control assessments in accordance with the organizational continuous monitoring
strategy;

d. Ongoing security status monitoring of organization-defined metrics in accordance with the organizational
continuous monitoring strategy;

e. Correlation and analysis of security-related information generated by assessments and monitoring;

Response actions to address results of the analysis of security-related information; and

Reporting the security status of organization and the information system to [Assignment: organization-

defined personnel or roles] [Assignment: organization-defined frequency].

«Q

Security Baseline: Low, Moderate, and High

E-1: The organization employs assessors or assessment teams with [Assignment: organization-defined level of
independence] to monitor the security controls in the information system on an ongoing basis.

Security Baseline: Moderate and High

HUD Policy: 3.4.6

a. The OCIO shall develop and establish a department-level continuous monitoring strategy for all
information systems. The plan should include the configuration management process, determination of the
security impact of changes to the information system, and ongoing security control assessments.

b. Program Offices/System Owners shall implement the OCIO’s continuous monitoring strategy to their
information systems.

40 March 2016



HUD Handbook 2400.25 REV-4.1

3.4.7. Penetration Testing

Penetration testing is a specialized type of assessment conducted on information systems or
individual system components to identify vulnerabilities. The following penetration testing
policy is for HUD information systems categorized as ‘High’ to ensure that identified
vulnerabilities are not exploited by adversaries.

NIST SP 800-53 Control: CA-8

CA-8: The organization conducts penetration testing [Assignment: organization-defined frequency] on
[Assignment: organization-defined information systems or system components].

Security Baseline: High

HUD Policy: 3.4.7
The 1ISSO must ensure that their respective system meet the CA-8 Penetration Testing security control
requirement.

Security Baseline: High

3.4.8. Internal System Connections

The following security control applies to connections between HUD information systems and
(separate) constituent system components (i.e., intra-system connections) including, for example,
system connections with mobile devices, notebook/desktop computers, printers, copiers,
facsimile machines, scanners, sensors, and servers. Instead of authorizing each individual
internal connection, organizations can authorize internal connections for a class of components
with common characteristics and/or configurations, for example, all digital printers, scanners,
and copiers with a specified processing, storage, and transmission capability or all smart phones
with a specific baseline configuration.

NIST SP 800-53 Control: CA-9

CA-9: The organization:
a. Authorizes internal connections of [Assignment: organization-defined information system components or
classes of components] to the information system; and
b. Documents, for each internal connection, the interface characteristics, security requirements, and the
nature of the information communicated.

Security Baseline: High

HUD Policy: 3.4.8

The 1SSO must ensure that respective information system(s) under their purview meet the CA-9 Internal System
Connections security control requirement.

Security Baseline: High
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4.0 OPERATIONAL POLICIES

Operational controls are the security controls (i.e., safeguards or countermeasures) for an
information system that are primarily implemented and executed by people (as opposed to
systems).

4.1. Personnel Security

The Housing and Urban Development (HUD) information systems face threats from many
sources, including the actions of people (e.g., employees, external users, and contractor
personnel). The intentional and unintentional actions of these individuals can potentially harm or
disrupt information systems and their facilities. These actions can result in the destruction or
modification of the data being processed, denial of service to the end users, and unauthorized
disclosure of data, potentially jeopardizing HUD’s mission.

The following policies ensure that there are mechanisms in place to address user activities,
responsibilities, and consequences for inappropriate actions.

FIPS 200 Requirement

Organizations must: (i) ensure that managers and users of organizational information systems are made aware
of the security risks associated with their activities and of the applicable laws, Executive Orders, Directives,
policies, standards, instructions, regulations, or procedures related to the security of organizational information
systems; and (ii) ensure that organizational personnel are adequately trained to carry out their assigned
information security-related duties and responsibilities (see FIPS PUB 200, Federal Information Processing
Standards Publication).

4.1.1. Personnel Security Policy and Procedures

The Personnel Security Policy and Procedures must be consistent with HUD personnel policies,
applicable laws, Executive Orders, Directives, policies, regulations, standards, and guidance.
Where applicable, the Personnel Security Policy and Procedures will refer to the references by
the associated reference description or number, so that these policies are not repeating the
reference. This may prevent the need to change the personnel security policy whenever
modifications are made to the external references.

NIST SP 800-53 Control: PS-1

PS-1. The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A personnel security policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the personnel security policy and associated personnel
security controls.

b. Reviews and updates the current:
1. Personnel security policy [Assignment: organization-defined frequency]; and
2. Personnel security procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: PS-1

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD?’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.1.2. Position Risk Designation

Position risk categorizations or designations must be assigned to all positions within an
organization that have access to information technology resources and must be consistent with
5CFR 731 and Office of Personnel Management (OPM) policy and guidance. These
designations will be used to determine the level of investigation required for access to systems.

NIST SP 800-53 Control: PS-2

PS-2: The organization:

a. Assigns a risk designation to all organizational positions;

b. Establishes screening criteria for individuals filling those positions; and

c. Reviews and updates position risk designations [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.1.2

a. Program Offices/Human Resources Staff/System Owners shall designate the position sensitivity level for all
government positions that use, develop, operate, or maintain information systems under their purview and
shall determine risk levels for each position in accordance with the Office of Personnel Management (OPM)
policy and guidance. Position sensitivity levels and risk levels shall be reviewed annually in accordance
with OPM guidance.

4.1.3. Personnel Screening

To ensure the protection of information systems, it is essential that users are screened prior to
gaining access to the information assets. Many security incidents are related to individuals
within an organization.

NIST SP 800-53 Control: PS-3

PS-3: The organization:
a. Screens individuals prior to authorizing access to the information system; and
b. Rescreens individuals according to the Personnel Security/Suitability Handbook 732.3 Rev2.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: PS-3

HUD Policy: 4.1.3

Personnel Security and System Owners shall:

a. Screen individuals prior to receiving access to information systems. Ensure that no Federal employee or
contractor employee has access to systems unless they have completed the required personnel security
forms and submitted them through the System Security Administrator. The Investigation shall be
consistent with: (i) OPM policy, regulations, and guidance; (ii) organizational policy, regulations, and
guidance as identified by Personnel Security.

b. Ensure that all Federal employees or contractor employees be re-screened every 5 years.

4.1.4. Personnel Termination

Critical to the protection of information assets is ensuring that all applicable access is terminated
when an individual is terminated (whether voluntarily or involuntarily) to prevent misuse of
privileges granted to an individual. The following policy provides guidance for an employee and
contractor who terminate their employment with HUD.

NIST SP 800-53 Control: PS-4

PS-4 The organization, upon termination of individual employment;

a. Disables information system access within [Assignment: organization-defined time period];

b. Terminates/revokes any authenticators/credentials associated with the individual;

¢. Conducts exit interviews that include a discussion of [Assignment: organization-defined information
security topics];
Retrieves all security-related organizational information system-related property;

Retains access to organizational information and information systems formerly controlled by the
terminated individual; and

f.  Notifies [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined
time period].

Security Baseline: Low, Moderate, and High

E-2: The organization employs automated mechanisms to notify [Assignment: organization-defined personnel
or roles] upon termination of an individual.

Security Baseline: High

HUD Policy: 4.1.4

Program Offices/System Owners shall implement procedures to ensure that system accesses are revoked when
HUD or contractor employees terminate their employment with HUD or the contractor organization working
for HUD. The procedures shall include:

a. Exitinterviews.
b. A process for returning all organizational information and system-related property (e.g., keys, ID cards).

c. Access to official records created by the terminated employee/contractor that are stored on organizational
information systems be revoked.

Formal notification within 24 hours to the facilities group or Security Officer/ISSO.

Completion of the Form HUD-58-A, Clearance for Separation of Employee for Headquarters employees
and Form HUD-58, Clearance for Separation of Employee for Field Office employees.
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4.1.5. Personnel Transfer

When personnel transfer within an organization, access to information resources must be
reviewed to ensure that personnel access privileges are still applicable to the new role and
responsibilities to prevent either accidental or intentional misuse.

NIST SP 800-53 Control: PS-5

PS-5: The organization:

a. Reviews and confirms the ongoing operational need for current logical and physical access authorizations
to information systems/facilities when individuals are reassigned or transferred to other positions within
the organization;

b. Initiates [Assignment: organization-defined transfer or reassignment actions] within [Assignment:
organization-defined time period following the formal transfer action];

c. Modifies access authorization as needed to correspond with any changes in the operational need due to
reassignment or transfer; and

d. Notifies [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined
time period].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.1.5
Program Offices/System Owners shall:

a. Implement procedures to ensure that system access privileges are reviewed and are modified as needed
when HUD or contractor employees are reassigned to other duties.

b. Ensure any personnel access privilege modifications are completed within 30 days of the reassignment.

4.1.6. Access Agreements

Access agreements are necessary so that individuals and entities understand their responsibility
in the protection of information and information assets. The acknowledgment of these
responsibilities is achieved by having the individuals review and sign appropriate access
agreements associated with the information or information asset. Individuals must acknowledge
their understanding on a regular basis.

The following policy addresses the requirement for users to sign agreements prior to accessing
HUD information assets.

NIST SP 800-53 Control: PS-6

PS-6: The organization:

a. Develops and documents access agreements for organizational information systems;

b. Reviews and updates the access agreements [Assignment: organization-defined frequency]; and

c. Ensures that individuals requiring access to organizational information and information systems:
1. Sign appropriate access agreements prior to being granted access; and

2. Re-sign access agreements to maintain access to organizational information systems when access
agreements have been updated or [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.1.6

a. Program Offices/System Owners shall require all individuals that access HUD information and information
systems complete appropriate access agreements (e.g., Non-Disclosure Agreements, Acceptable Use

45 March 2016



HUD Handbook 2400.25 REV-4.1

NIST SP 800-53 Control: PS-6

Agreements, Rules of Behavior, Conflict-of-Interest Agreements) prior to gaining access to HUD
information and information systems. The access agreements must be updated and resigned every three
years or when an individual changes HUD organizations.

4.1.7. Third-Party Personnel Security

Third-party personnel must acknowledge and confirm their understanding and accountability for
maintaining the security of the information assets for which they are responsible. The following
policy addresses the requirement for establishing and monitoring personnel security requirements
for third-party providers.

NIST SP 800-53 Control: PS-7

PS-7: The organization:

a. Establishes personnel security requirements including security roles and responsibilities for third-party
providers;

b. Requires third-party providers to comply with personnel security policies and procedures established by the
organization;
c. Documents personnel security requirements;

d. Requires third-party providers to notify [Assignment: organization-defined personnel or roles] of any
personnel transfers or terminations of third-party personnel who possess organizational credentials and/or
badges, or who have information system privileges within [Assignment: organization-defined time period];
and

e. Monitors provider compliance.

Security Baseline: Low, Moderate, and High

HUD Policy: 4.1.7

a. HUD contracting officers shall include personnel security requirements in all solicitation documents and
contracts for IT services and systems.

4.1.8. Personnel Sanctions

To assist in the enforcement of security policies and to maintain accountability for individual
actions, personnel sanctions must be employed. So that the sanctions are understood and
acknowledged, personnel sanctions should be incorporated into all access agreements.

The following policy addresses the implementation of a formal sanctions process in the event
personnel fail to comply with agreed-upon information security policies.

NIST SP 800-53 Control: PS-8

PS-8. The organization:

a. Employs a formal sanctions process for individuals failing to comply with established information security
policies and procedures; and

b. Notifies [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined
time period] when a formal employee sanctions process is initiated, the individual sanctioned is identified,
and the reason for the sanction is determined.

Security Baseline: Low, Moderate, and High
HUD Policy: 4.1.8
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NIST SP 800-53 Control: PS-8

a. HUD employees may be subject to disciplinary action for failure to comply with HUD security policies,
whether or not the failure results in criminal prosecution. For further information regarding disciplinable
offenses see HUD Handbook 752.2, Adverse Actions or Standards of Ethical Conduct for Employees of
the Executive Branch, 5 C.F.R, section 2635.704, “Use of Government Property.”

b. HUD contractors and external users who fail to comply with department security policies shall be subject
to having their access to HUD information systems and facilities terminated, whether or not the failure
results in criminal prosecution.

c. Any person who improperly discloses sensitive information shall be subject to criminal and civil penalties
and sanctions under a variety of laws (e.g., the Privacy Act).

4.2. Physical and Environmental Protection

Physical security represents the first line of defense against intruders and adversaries attempting
to gain access to HUD facilities and or information systems. General physical access controls
restrict the entry and exit of personnel from a protected area, such as an office building, data
center, or room containing IT equipment. They include the protection of sensitive data and
systems while in rest, as well as while away from the protection of departmental facilities.

The following policies ensure that there are mechanisms in place to protect against threats
associated with the physical environment to include physical access control as well as the
physical plant controls.

FIPS 200 Requirement

Organizations must: (i) limit physical access to information systems, equipment, and respective operating
environments to authorized individuals; (ii) protect the physical plant and supporting infrastructure for
information systems; (iii) provide supporting utilities for information systems; (iv) protect information systems
against environmental hazards; and (v) provide appropriate environmental controls in facilities containing
information systems.

4.2.1. Physical and Environmental Protection Policy and Procedures

The physical and environmental protection policy and procedures are consistent with all other
HUD policies, applicable laws, Executive Orders, Directives, policies, regulations, standards,
and guidance. Where applicable, the physical and environmental protection security policy and
procedures will refer to the references by the associated reference description or number to avoid
repetition of references.
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NIST SP 800-53 Control: PE-1

PE-1. The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A physical and environmental protection policy that addresses the purpose, scope, roles,
responsibilities, management commitment, coordination among organizational entities, and
compliance; and

2. Procedures to facilitate the implementation of the physical and environmental protection policy and
associated physical and environmental protection controls.

b. Reviews and updates the current:
1. Physical and environmental protection policy [Assignment: organization-defined frequency]; and
2. Physical and environmental protection procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.2.2. Physical Access Authorizations

Controlling physical access to facilities housing information assets to only authorized individuals
requires HUD to follow an authorization process and maintain a list of authorized individuals.
This control is one of the controls implemented to protect the physical access to the facility;
physical access is one layer of defense in protecting the information assets.

The following policy addresses the requirement for organizations to maintain and monitor access
control lists that identify individuals authorized to access facilities housing HUD information
assets.
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NIST SP 800-53 Control: PE-2

PE-2: The organization:

a. Enforces physical access authorizations at [Assignment: organization-defined entry/exit points to the
facility where the information system resides] by:
1. Verifying individual access authorizations before granting access to the facility; and
2. Controlling ingress/egress to the facility using [Selection (one or more): [Assignment: organization-

defined physical access control systems/devices]; guards];

Maintains physical access audit logs for [Assignment: organization-defined entry/exit points];
Provides [Assignment: organization-defined security safeguards] to control access to areas within the
facility officially designated as publicly accessible;

d. Escorts visitors and monitors visitor activity [Assignment: organization-defined circumstances requiring
visitor escorts and monitoring];
Secures keys, combinations, and other physical access devices;

f.  Inventories [Assignment: organization-defined physical access devices] every [Assignment: organization-
defined frequency]; and

g. Changes combinations and keys [Assignment: organization-defined frequency] and/or when keys are lost,
combinations are compromised, or individuals are transferred or terminated.

Security Baseline: Low, Moderate, and High

HUD Policy: 4.2.2

a. For information systems managed by the Deputy CIO for 100 ensures that the management of
infrastructure service provider facilities that house HUD information systems develops and maintains a
current list of personnel with authorized access to the facility, issues appropriate authorization credentials,
and reviews and approves the access list and authorization credentials at least annually.

b. For information systems managed by the Deputy CIO for 100 ensures that the management of
infrastructure service provider facilities removes from the access list personnel no longer requiring access.

c. Forinformation systems not hosted/managed in an infrastructure service providers facility, the Authorizing
Official for the information system ensures that the management of the facility housing the information
system develops and maintains a current list of personnel with authorized access to the facility, issues
appropriate authorization credentials, and reviews and approves the access list and authorization credentials
at least annually.

d. For information systems not hosted/managed in an infrastructure service provider’s facility, the Authorizing
Official for the information system ensures that the management of the facility housing the information
system removes from the access list personnel no longer requiring access.

4.2.3. Physical Access Control

General physical access controls restrict the entry and exit of personnel from a protected area,
such as an office building, data center, or room containing IT equipment. They include the
protection of sensitive data and systems while at rest, as well as while away from the protection
of HUD facilities. These controls protect against threats associated with the physical
environment. It is important to review the effectiveness of general physical access controls in
each area during business hours and at other times. Effectiveness depends not only on the
characteristics of the controls used but also on their implementation and operation.

The Homeland Security Presidential Directive 12 (HSPD-12) mandates a government-wide
standard for secure and reliable forms of identification issued by the federal government to its
employees and contractors (including contractor employees).
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It is important to ensure that physical access to a facility is based on the list of authorized
individuals. This control is one of the controls implemented to protect the physical access to the
facility; physical access is one layer of defense in protecting the information assets.

The following policy addresses the requirement for the HUD facilities group or Security Officer
to maintain control over all physical access point to facilities housing HUD information systems.

NIST SP 800-53 Control: PE-3

PE-3: The organization:

a. Enforces physical access authorizations for all physical access points (including designated entry/exit
points) to the facility where the information system resides (excluding those areas within the facility
officially designated as publicly accessible);

b. Verifies individual access authorizations before granting access to the facility;

Controls entry to the facility containing the information system using physical access devices and/or guards;

d. Controls access to areas officially designated as publicly accessible in accordance with the organizations
assessment of risk;

e. Secures keys, combinations, and other physical access devices;

Inventories physical access devices [Assignment: organization-defined frequency]; and

Changes combinations and keys [Assignment: organization-defined frequency] and when keys are lost,

combinations are compromised, or individuals are transferred or terminated.

o
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Security Baseline: Low, Moderate, and High

E-1: The organization enforces physical access authorizations to the information system in addition to the
physical access controls for the facility at [Assignment: organization-defined physical spaces containing one or
more components of the information system].

Security Baseline: High

HUD Policy: 4.2.3

a. The Deputy CIO for 100 enforces the physical access authorizations to infrastructure service provider
facilities housing HUD systems and limits access to authorized personnel. Controls shall be in place for
deterring, detecting, monitoring, restricting, and regulating access to specific areas at all times.

b. For information systems not hosted/managed in an infrastructure service provider’s facility, the Authorizing
Official enforces the access to facilities limiting access to authorized personnel. Controls shall be in place
for deterring, detecting, monitoring, restricting, and regulating access to specific areas at all times.

c. The Deputy CIO of 100 ensures control of all access points to infrastructure service provider facilities
housing HUD systems with physical access devices and/or guards. Keys, combinations, and other access
devices shall be secured and inventoried every six months and changed any time the keys are lost,
combinations are compromised, or individuals are terminated or transferred.

d. For information systems not hosted/managed in an infrastructure service provider’s facility, the Authorizing
Official controls all access points to facilities with physical access devices and/or guards. Keys,
combinations, and other access devices shall be secured and inventoried every six months and changed any
time the keys are lost, combinations are compromised, or individuals are terminated or transferred.

e. The facilities group or security officer shall ensure that all visitors sign in and out when entering and
leaving HUD facilities.

f. The Deputy CIO for 100 ensures that infrastructure service provider facilities housing HUD information
systems manages and controls physical access by authenticating visitors before authorizing access.

g. For information systems not hosted/managed in an infrastructure service provider’s facility, the Authorizing
Official ensures that physical access is controlled by authenticating visitors before authorizing access.

h. Contractors’ access shall be limited to those work areas requiring their presence.

i. For HUD facilities housing moderate- or high-impact systems, the facilities group or Security Officer shall
ensure that all visitors are escorted.
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4.2.4. Access Control for Transmission Medium

Protecting system distribution and transmission lines is important to protect the information from
being intercepted during transmission. It is necessary to secure access to the transmission lines.
The following policy addresses the requirement for organizations to maintain control of access to
high-impact system transmission lines.

NIST SP 800-53 Control: PE-4

PE-4: The organization controls physical access to information system distribution and transmission lines within
organizational facilities using [Assignment: organization-defined security safeguards].

Security Baseline: Moderate and High

HUD Policy: 4.2.4

a. For infrastructure service provider facilities housing HUD systems, the Deputy CIO for 100 shall control
physical access to high-impact system’s distribution and transmission lines by locking wire cabinets,
disconnecting or locking spare jacks, protecting cabling by conduit or cable trays.

b. For information systems not hosted in an infrastructure service provider’s facility, the Authorizing Official
shall control physical access to high-impact system’s distribution and transmission lines by locking wire
cabinets, disconnecting or locking spare jacks, protecting cabling by conduit or cable trays.

4.2.5. Access Control for Output Devices

Physical access to devices displaying information must be controlled. When sensitive
information is displayed, it is important that the information not be visible to those that should
not have access. The following policy addresses the requirement for organizations to maintain
control of access to devices displaying information on high-impact systems.

NIST SP 800-53 Control: PE-5

PE-5: The organization controls physical access to information system output devices to prevent unauthorized
individuals from obtaining the output.

Security Baseline: Moderate and High

HUD Policy: 4.2.5

a. For moderate- or high-impact systems, the Program Offices/System Owners shall ensure that physical
access to devices displaying information is controlled to prevent unauthorized disclosure.

4.2.6. Monitoring Physical Access

In order to ensure that physical access to facilities is secure, violations and suspicious activities
must be responded to accordingly. The following policy addresses the requirement for
organizations to monitor physical access to HUD information systems and respond to incidents.
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NIST SP 800-53 Control: PE-6

PE-6: The organization:

a. Monitors physical access to the facility where the information system resides to detect and respond to physical
security incidents;

b. Reviews physical access logs [Assignment: organization-defined frequency] and upon occurrence of
[Assignment: organization-defined events or potential indications of events]; and

c. Coordinates results of reviews and investigations with the organizational incident response capability.

Security Baseline: Low, Moderate, and High

E-1: The organization monitors real-time physical intrusion alarms and surveillance equipment.

Security Baseline: Moderate and High

E-4: The organization monitors physical access to the information system in addition to the physical access
monitoring of the facility as [Assignment: organization-defined physical spaces containing one or more
components of the information system].

Security Baseline: High

HUD Policy: 4.2.6

a. The Deputy CIO for 100 ensures that physical access to infrastructure service provider facilities is monitored
to detect and respond to incidents. Logs shall be reviewed daily for apparent security violations or suspicious
activities and responded to accordingly. For moderate- or high-impact systems, the monitoring shall be in real-
time for intrusion alarms and surveillance equipment. For high-impact systems, the monitoring shall use
automated mechanisms to recognize intrusions and to take appropriate action.

b. For information systems not hosted/managed in an infrastructure service provider’s facility, the Authorizing
Official for the information system shall ensure that physical access is monitored to detect and respond to
incidents. Logs shall be reviewed daily for apparent security violations or suspicious activities and responded
to accordingly. For moderate- or high-impact systems, the monitoring shall be in real-time for intrusion alarms
and surveillance equipment. For high-impact systems, the monitoring shall use automated mechanisms to
recognize intrusions and to take appropriate action.

c. For infrastructure service provider’s facilities, the facility security officer coordinates results of reviews and
investigations with the organization’s incident response capability.

d. For information systems not managed by the OCIO, the Authorizing Official for the information system
coordinates results of reviews and investigations with the organization’s incident response capability.

4.2.7. Visitor Access Records

One of the mechanisms to ensure the physical security controls are being employed is to review
the visitor access records to the facilities on a regular basis. The following policy addresses the
requirement for organizations to maintain visitor access records for facilities where HUD
information assets are housed. The following policy addresses the requirement for organizations
to maintain and review visitor access records.

NIST SP 800-53 Control: PE-8

PE-8: The organization:

a. Maintains visitor access records to the facility where the information system resides for [Assignment:
organization-defined time period]; and

b. Reviews visitor access records [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: PE-8

E-1: The organization employs automated mechanisms to facilitate the maintenance and review of visitor access
records.

Security Baseline: High

HUD Policy: 4.2.7

a. The Deputy CIO for 100 ensures that infrastructure service provider facilities security Officer shall review
visitor records monthly, maintain them on file, and have the access records available for further review for
one year. For high-impact systems, the maintenance and review of access records shall use automated
mechanisms.

b. For information systems not hosted in an infrastructure service provider’s facility, the Authorizing Official
for the information system develops and maintains a current list of personnel with authorized access to the
facility, issues appropriate authorization credentials, and reviews and approves the access list and
authorization credentials at least annually.

c. Forinformation systems not managed by the OCIO, the Authorizing Official for the information system

ensures that the management of the facility housing the information system removes from the access list
personnel no longer requiring access.

4.2.8. Power Equipment and Power Cabling

Power equipment and power cabling require protection from damage and destruction to
safeguard the availability of the information assets. The following policy addresses the
requirement for organizations to protect power equipment and cabling for HUD information
systems.

NIST SP 800-53 Control: PE-9

PE-9: The organization protects power equipment and power cabling for the information system from damage
and destruction.

Security Baseline: Moderate and High

HUD Policy: 4.2.8

a. For moderate- or high-impact systems, the facilities group or Security Officer at facilities housing HUD
information systems shall ensure that power equipment and cabling are protected from damage and
destruction.

4.3. Emergency Shutoff

The emergency shutoff is important in the protection of the personnel working in facilities and
for the facility. The following policy addresses the requirement for organizations to have the
capability of shutting off power to HUD information systems in the event of an emergency.

NIST SP 800-53 Control: PE-10

PE-10: The organization:

a. Provides the capability of shutting off power to the information system or individual system components in
emergency situations;

b. Places emergency shutoff switches or devices in [Assignment: organization-defined location by information
system or system component] to facilitate safe and easy access for personnel; and

c. Protects emergency power shutoff capability from unauthorized activation.
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NIST SP 800-53 Control: PE-10

Security Baseline: Moderate and High

HUD Policy: 4.3

a. For specific locations within a facility containing concentrations of information system resources (e.g., data
centers, server rooms, or mainframe rooms), the facilities group or Security Officer at facilities housing
HUD information systems shall provide for the capability of shutting off power to any IT component that
may be malfunctioning or threatened without endangering personnel by requiring them to approach the
equipment.

43.1. Emergency Power

Emergency power provides personnel with the ability to shutdown information systems in an
orderly manner protecting possible compromise of the information assets in the event of a
primary power source failing. This may provide support staff a means to prevent major system
problems. The following policy addresses the requirement for organizations to provide
uninterruptible power supplies to be used to allow for the proper shutdown of HUD information
systems during an emergency.

NIST SP 800-53 Control: PE-11

PE-11: The organization provides a short-term uninterruptible power supply to facilitate an orderly shutdown of
the information system in the event of a primary power source 10ss.

Security Baseline: Moderate and High

E-1: The organization provides a long-term alternate power supply for the information system that is capable of
maintaining minimally required operational capability in the event of an extended loss of the primary power
source.

Security Baseline: High

HUD Policy: 4.31

a. The facilities group or Security Officer at facilities housing HUD information systems shall provide a short-
term uninterrupted power supply (UPS) to facilitate an orderly shutdown in the event of a primary power
source loss.

b. The facilities group or Security Officer at facilities housing HUD information systems shall provide a long-
term alternate power supply to maintain minimal operational capability for moderate- or high-impact
systems in the event of an extended loss of the primary power source.

4.3.2. Emergency Lighting

Automatic emergency lighting systems that activate in the event of a power outage or disruption
are a physical control that will provide safety to support staff. The following policy addresses the
requirement to provide automatic emergency lighting in facilities that house HUD information
systems.

NIST SP 800-53 Control: PE-12

PE-12: The organization employs and maintains automatic emergency lighting for the information systems that
activate in the event of a power outage or disruption and that covers emergency exits and evacuation routes
within the facility.
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NIST SP 800-53 Control: PE-12
Security Baseline: Low, Moderate, and High

HUD Policy: 4.3.2

a. The facilities group or Security Officer at facilities housing HUD information systems shall provide
automatic emergency lighting systems that activate in the event of a power outage or disruption and cover
emergency exits and evacuation routes.

4.3.3. Fire Protection

Fire protection is a physical control that will provide safeguard to the information assets. The
following policy addresses the requirement to provide fire detection and suppression
mechanisms in facilities that house HUD information systems.

NIST SP 800-53 Control: PE-13

PE-13: The organization employs and maintains fire suppression and detection devices/systems for the
information systems that are supported by an independent energy source.

Security Baseline: Low, Moderate, and High

E-1: The organization employs fire detection devices/systems for the information systems that activate
automatically and notify [Assignment: organization-defined personnel or roles] and [Assignment: organization-
defined emergency responders] in the event of a fire.

Security Baseline: High

E-2: The organization employs fire suppression devices/systems for the information systems that provide
automatic notification of any activation to [Assignment: organization-defined personnel or roles] and
[Assignment: organization-defined emergency responders].

Security Baseline: High

E-3: The organization employs an automatic fire suppression capability for the information systems when the
facility is not staffed on a continuous basis.

Security Baseline: Moderate and High

HUD Policy: 4.3.3

a. The facilities group or Security Officer at facilities housing HUD information systems shall provide for fire
suppression and detection devices/systems that can be activated in the event of fire. The devices/systems
shall include, but are not limited to:

e  Sprinkler systems;

e Handheld fire extinguishers;
e  Fixed fire hoses; and

e Smoke detectors.

b. For moderate- or high-impact systems, the facilities group or Security Officer at facilities housing HUD
information systems shall provide fire suppression devices/systems that activate automatically in the event
of fire.

c. For high-impact systems, the facilities group or Security Officer at facilities housing HUD information
systems shall provide fire suppression devices/systems that automatically notify any activation to the
organization and emergency responders in the event of fire.

d. For high-impact systems housed in facilities that are not continuously monitored shall include an automatic
fire suppression capability.
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434, Temperature and Humidity Controls

System components are susceptible to damage based on temperature levels and humidity.
Therefore, it is important to monitor these environmental controls to ensure the availability of
HUD information systems. The following policy addresses the requirement to monitor and
maintain acceptable temperature and humidity levels in facilities that house HUD information
systems.

NIST SP 800-53 Control: PE-14

PE-14: The organization:

a. Maintains temperature and humidity levels within the facility where the information system resides at
[Assignment: organization-defined acceptable levels]; and

b. Monitors temperature and humidity levels [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.3.4

a. The facilities group or Security Officer at facilities housing HUD information systems shall ensure that
facilities containing information systems monitor and maintain acceptable levels of temperature and
humidity in accordance with industry standards (e.g., American Society of Heating, Refrigerating and Air-
Conditioning Engineers (ASHRAE), and hardware manufacturer recommendations.

b. The facilities group or Security Officer at facilities housing HUD information systems shall ensure that
facilities containing information systems monitor temperature and humidity levels constantly.

4.3.5. Water Damage Protection

System components are susceptible to damage based on water leakage, so protections must be in
place to prevent the occurrence of damage due to water. The following policy addresses the
requirement to maintain mechanisms to protect HUD information systems from water damage in
the event of faulty plumbing.

NIST SP 800-53 Control: PE-15

PE-15: The organization protects the information system from damage resulting from water leakage by
providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to detect the presence of water in the vicinity of the
information system and alerts [Assignment: organization-defined personnel or roles].

Security Baseline: High

HUD Policy: 4.3.5

a. The facilities group or Security Officer at facilities housing HUD information systems shall ensure that the
information systems contained in the facility are protected from water damage resulting from broken
plumbing lines or other sources of water leakage by ensuring that master shutoff valves are accessible,
working properly, and known to key personnel.

b. For high-impact systems, the shutoff shall employ mechanisms that prevent water damage in the event of a
significant water leak without manual intervention.

56 March 2016


http://www.ashrae.org/
http://www.ashrae.org/

HUD Handbook 2400.25 REV-4.1

4.3.6. Delivery and Removal

Control procedures need to be followed and records maintained in order to monitor system-
related items entering and exiting the facility. The following policy addresses the requirement for
organizations to control the delivery and removal of information system-related items, as well as
maintain documentation of these activities.

NIST SP 800-53 Control: PE-16

PE-16: The organization authorizes, monitors, and controls [Assignment: organization-defined types of
information system components] entering and exiting the facility and maintains records of those items.

Security Baseline: Low, Moderate, and High

HUD Policy: 4.3.6

a. The facilities group or Security Officer at facilities housing HUD information systems shall ensure that the
facility has procedures to control the entering and exiting of information system-related items and maintains
appropriate records. Delivery and removal of these items shall be authorized by a designated representative.
If possible, the delivery area shall be separate from the system and media library area.

4.3.7. Alternate Work Site

In order to maintain security at alternate work sites, the level of security that exists at the primary
work site must exist at the alternate work sites. The following policy addresses the requirement
to maintain appropriate security controls at alternate work locations.

NIST SP 800-53 Control: PE-17

PE-17: The organization:

a. Employs [Assignment: organization-defined security controls] at alternate work sites;

b. Assesses the feasibility and the effectiveness of security controls at alternate work sites; and

c. Provides a means for employees to communicate with information security personnel in case of security
incidents or problems.

Security Baseline: Moderate and High

HUD Policy: 4.3.7

a. For moderate- or high-impact systems, individuals within HUD shall employ appropriate security controls
at alternate work sites in accordance with NIST SP 800-46, Security for Telecommuting and Broadband
Communications. These individuals shall report security problems to the HUD’s Computer Incident
Response Team (HUD-CIRT).

4.3.8. Location of Information System Components

The placement of system components within a facility can prove an additional layer of physical
security to minimize potential damage from physical and environmental hazards and to minimize
the opportunity for unauthorized access. The following policy addresses the requirement to
consider the placement of HUD information system components within facilities to minimize
potential physical damage to the components.
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NIST SP 800-53 Control: PE-18

PE-18: The organization positions information system components within the facility to minimize potential
damage from physical and environmental hazards and to minimize the opportunity for unauthorized access.

Security Baseline: High

HUD Policy: 4.3.8

a. The Deputy CIO for 100 ensures that information system components hosted at infrastructure service
provider facilities shall be stored to minimize potential damage from physical and environmental hazards
Consideration shall be given to the location or site of the facility with regard to physical and environmental
hazards.

b. For information systems not hosted in an infrastructure service provider’s facility, the Authorizing Official
shall ensure that information system components shall be stored to minimize potential damage from
physical and environmental hazards. Consideration shall be given to the location or site of the facility with
regard to physical and environmental hazards.

4.4. Contingency Planning

Contingency planning relates to the establishment, maintainenance, and effective implementation
of plans for emergency response, backup operations, and post-disaster recovery for
organizational information systems to ensure the availability of critical information resources
and continuity of operations in emergency situations.

The following policies ensure that there are mechanisms in place to protect information assets
and restore services with minimal disruption during an emergency.

FIPS 200 Requirement

Organizations must establish, maintain, and effectively implement plans for emergency response, backup
operations, and post-disaster recovery for organizational information systems to ensure the availability of
critical information resources and continuity of operations in emergency situations.

4.4.1. Contingency Planning Policy and Procedures

The contingency planning policy and procedures must be consistent with all other HUD policies,
applicable laws, Executive Orders, Directives, policies, regulations, standards, and guidance.
Where applicable, these policies and procedures will reference related HUD documents, either
by name or document number, rather than repeating the requirements herein.
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NIST SP 800-53 Control: CP-1

CP-1: The organization;
a. Develops, documents, and disseminates to [Assignment; organization-defined personnel or roles]:

1. A contingency planning policy that addresses the purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the Contingency Planning Policy and associated
contingency planning controls.
b. Reviews and updates the current:
1. Contingency Planning Policy [Assignment: organization-defined frequency]; and
2. Contingency Planning procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.4.2. Contingency Plan

A Contingency Plan is a set of management policies and procedures designed to maintain or
restore business operations, including computer operations, in the event of emergencies, system
failures, or disaster. The following policy addresses the requirement to develop and maintain
Contingency Plans and Business Impact Assessments for HUD information systems.

NIST SP 800-53 Control: CP-2

CP-2: The organization:

a. Develops a Contingency Plan for the information system that:
1. Identifies essential missions and business functions and associated contingency requirements;
2. Provides recovery objectives, restoration priorities, and metrics;
3. Addresses contingency roles, responsibilities, assigned individuals with contact information;
4

Addresses maintaining essential missions and business functions despite an information system
disruption, compromise, or failure; and

5. Addresses eventual, full information system restoration without deterioration of the security safeguards
originally planned and implemented.

Is reviewed and approved by [Assignment: organization-defined personnel or roles];

Distributes copies of the Contingency Plan to [Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and organizational elements];

d. Coordinates contingency planning activities with incident handling activities;
Reviews the Contingency Plan for the information system [Assignment: organization-defined frequency];

f.  Updates the Contingency Plan to address changes to the organization, information system, or environment
of operation as well as problems encountered during contingency plan implementation, execution, or
testing;

g. Communicates contingency plan changes to [Assignment: organization-defined key contingency personnel
(identified by name and/or by role) and organizational elements]; and

h. Protects the Contingency Plan from unauthorized disclosure and modification.
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NIST SP 800-53 Control: CP-2

Security Baseline: Low, Moderate, and High

E-1: The organization coordinates contingency plan development with organizational elements responsible for
related plans.

Security Baseline: Moderate and High

E-2: The organization conducts capacity planning so that necessary capacity for information processing,
telecommunications, and environmental support exists during contingency operations.

Security Baseline: High

E-3: The organization plans for the resumption of essential missions and business functions within [Assignment:
organization-defined time period] of contingency plan activation.

Security Baseline: Moderate and High

E-4: The organization plans for the resumption of all missions and business functions within [Assignment:
organization-defined time period] of contingency plan activation.

Security Baseline: High

E-5: The organization plans for the continuance of essential missions and business functions with little or no
loss of operational continuity and sustains that continuity until full information system restoration at primary
processing and/or storage sites.

Security Baseline: High
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NIST SP 800-53 Control: CP-2

E-8: The organization identifies critical information system assets supporting essential missions and business
functions.

Security Baseline: Moderate and High

HUD Policy: 4.4.2

a. Program Offices/System Owners shall develop Contingency Plans, including a Business Impact Analysis,
for information systems under their purview in accordance with the HUD Contingency Plan Guidance and
NIST SP 800-34: Contingency Planning Guide for Federal Information Systems.

b. Program Offices/System Owners shall, as part of their Business Impact Analyses, complete a HUD Mission
Critical Questionnaire which becomes part of the system security planning package.

c. For moderate- or high-impact systems, Program Offices/System Owners shall coordinate with the Program
Office(s) responsible for Critical Infrastructure Protection (CIP) and Continuity of Operations (COOP).

d. For high-impact systems, Program Offices/System Owners shall conduct capacity planning so that the
necessary capacity for information processing, telecommunications, and environmental support exists
during crisis situations.

e. Program Offices/System Owners shall develop a list of key individuals with contingency roles and
responsibilities.

f.  Program Offices/System Owners shall make the Contingency Plans, and any updates, available to these key
individuals.

g. The OCIO shall establish and maintain a HUD-CIRT to prevent, detect, track, and respond to information
security incidents and alerts in accordance with NIST SP 800-61, Computer Security Incident Handling
Guide. (See IR-4).

h. Program Offices/System Owners shall review Contingency Plans once a year (generally in conjunction with
the annual contingency plan test), update the plans as necessary, and communicate any changes to the
Program Office(s) responsible for COOP and CIP.

4.4.3. Contingency Training

In the event of an emergency, there is usually less time for planning and reacting, therefore,
personnel with significant contingency planning roles need to be trained on their responsibilities
to ensure that any delay in recovering critical systems is minimal. The following policy
addresses the requirement for all personnel involved in information system contingency planning
to receive training in contingency planning procedures and logistics.

NIST SP 800-53 Control: CP-3

CP-3: The organization provides contingency training to information system users consistent with assigned roles
and responsibilities:

a. Within [Assignment: organization-defined time period] of assuming a contingency role or responsibility;
b. When required by information system changes; and
c. [Assignment: organization-defined frequency] thereafter.

Security Baseline: Low, Moderate and High

E-1: The organization incorporates simulated events into contingency training to facilitate effective response by
personnel in crisis situations.

Security Baseline: High
HUD Policy: 4.4.3
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NIST SP 800-53 Control: CP-3

a. Program Offices/System Owners shall ensure that all personnel involved in information system contingency
planning efforts are identified and trained in the procedures and logistics of information system contingency
planning, and implementation for moderate- and high-impact systems under their purview and in
compliance with the HUD Contingency Planning Guidance and NIST SP 800-34.

b. Refresher training shall be provided annually. For high-impact systems, the training shall include simulated
events.

4.4.4, Contingency Plan Testing and Exercises

Executing Contingency Plans during controlled tests and/or exercises provides a mechanism to
test the effectiveness of the contingency plans, the training provided, and to correct weaknesses
in the plan in a controlled situation. The following policy addresses the requirement to conduct
testing of contingency plans for HUD information systems on a regular basis.

NIST SP 800-53 Control: CP-4

CP-4: The organization:

a. Tests the Contingency Plan for the information system [Assignment: organization-defined frequency] using
[Assignment: organization-defined tests] to determine the effectiveness of the plan and the organizational
readiness to execute the plan;

Reviews the contingency plan test results; and
Initiates corrective actions, if needed.

Security Baseline: Low, Moderate and High

E-1: The organization coordinates contingency plan testing and/or exercises with organizational elements
responsible for related plans.

Security Baseline: Moderate and High

E-2: The organization tests the Contingency Plan at the alternate processing site:
(a) To familiarize contingency personnel with the facility and available resources; and
(b) To evaluate the capabilities of the alternate processing site to support contingency operations.

Security Baseline: High

HUD Policy: 4.4.4

a. Program Offices/System Owners shall ensure that Contingency Plans are tested/exercised at least once
during a federal Fiscal Year (FY) in compliance with the HUD Contingency Planning Guidance and NIST
SP 800-34. Testing should be coordinated with elements responsible for Disaster Recovery, COOP, CIP,
and incident response.

b. Program Offices/System Owners should review the Mission Critical designation as part of the annual
contingency plan test to ensure no change in status. The OCIO shall be notified of any changes in status.
c. For high-impact systems, the Program Offices/System Owners shall ensure annual testing at the alternate

processing site and provide, as part of contingency plan testing, full recovery of the information system to a
known state.

4.4.5. Alternate Storage Site

In order to support events requiring the recovery of information systems, the information
necessary to recover the system must be stored at an alternate site. The following policy
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addresses the requirement for organizations to identify alternate sites for storage of information
system backups.

NIST SP 800-53 Control: CP-6

CP-6: The organization;

a. Establishes an alternate storage site including necessary agreements to permit the storage and retrieval of
information system backup information; and

b. Ensures that the alternate storage site provides information security safeguards equivalent to that of the
primary site.

Security Baseline: Moderate and High

E-1: The organization identifies an alternate storage site that is separated from the primary storage site to reduce
susceptibility to the same threats.

Security Baseline: Moderate and High

E-2: The organization configures the alternate storage site to facilitate recovery operations in accordance with
recovery time and recovery point objectives.

Security Baseline: High

E-3: The organization identifies potential accessibility problems to the alternate storage site in the event of an
area-wide disruption or disaster and outlines explicit mitigation actions.

Security Baseline: Moderate and High

HUD Policy: 4.4.5

a. The OCIO shall provide an alternate site for storing system backup information. The alternate site must be
geographically separated from the primary storage site for backup information of moderate- or high-impact
systems and shall:

e Be configured to facilitate recovery operations in accordance with recovery time and recovery point
objectives for high-impact systems.

o Identify potential accessibility problems in the event of an area-wide disruption or disaster and outline
explicit mitigation actions

4.4.6. Alternate Processing Site

In order to support the recovery of information systems in an emergency, it may be necessary to
recover at an alternate processing site as the primary site might not be accessible. The following
policy addresses the requirement for organizations to identify alternate sites for the resumption
of information system operations in the event of a disaster or major disruption of services.
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NIST SP 800-53 Control: CP-7

CP-7: The organization;

a. Establishes an alternate processing site including necessary agreements to permit the transfer and
resumption of [Assignment: organization-defined information system operations] for essential
missions/business functions within [Assignment: organization-defined time period consistent with recovery
time and recovery point objectives] when the primary processing capabilities are unavailable;

b. Ensures that equipment and supplies required to transfer and resume operations are available at the alternate
processing site or contracts are in place to support delivery to the site within the organization-defined time
period for transfer/resumption; and

c. Ensures that the alternate processing site provides information security safeguards equivalent to that of the
primary site.

Security Baseline: Moderate and High

E-1: The organization identifies an alternate processing site that is separated from the primary processing site to
reduce susceptibility to the same threats.

Security Baseline: Moderate and High

E-2: The organization identifies potential accessibility problems to the alternate processing site in the event of
an area-wide disruption or disaster and outlines explicit mitigation actions.

Security Baseline: Moderate and High

E-3: The organization develops alternate processing site agreements that contain priority-of-service provisions
in accordance with organizational availability requirements (including recovery time objectives).

Security Baseline: Moderate and High

E-4: The organization prepares the alternate processing site so that the site is ready to be used as the operational
site supporting essential missions and business functions.

Security Baseline: High

HUD Policy: 4.4.6

a. The OCIO shall provide an alternate processing site for systems with a moderate- or high-impact
availability rating and ensure that the equipment and supplies required to resume operations are either
available at the alternate site or contracts are in place to support delivery to the site. The alternate site shall:

e Be geographically separated from the primary processing site;

e Be reviewed to identify potential accessibility problems in the event of an area-wide disruption or
disaster and outline explicit mitigation actions;

e Have priority-of-service provisions in accordance with HUD’s availability requirements; and
e Provides information security measures equivalent to the primary site.

b. For high-impact systems, the Program Offices/System Owners shall ensure site is fully configured to
support essential missions and business functions and be ready to use as the operational site.

4.4.7. Telecommunications Services

Telecommunications services are a key in technology operations. As such, the organization
needs to identify both the primary and alternate services that will support the IT operations. The
following policy addresses the requirement for organizations to identify alternate
telecommunications services for the resumption of information system operations in the event of
a disaster or major disruption of services.
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NIST SP 800-53 Control: CP-8

CP-8: The organization establishes alternate telecommunications services including necessary agreements to
permit the resumption of [Assignment: organization-defined information system operations] for essential
missions and business functions within [Assignment: organization-defined time period] when the primary
telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.

Security Baseline: Moderate and High

E-1: The organization:

a. Develops primary and alternate telecommunications service agreements that contain priority-of-service
provisions in accordance with organizational availability requirements (including recovery time objectives);
and

b. Requests Telecommunications Service Priority for all telecommunications services used for national
security emergency preparedness in the event that the primary and/or alternate telecommunications services
are provided by a common carrier.

Security Baseline: Moderate and High

E-2: The organization obtains alternate telecommunications services to reduce the likelihood of sharing a single
point of failure with primary telecommunications services.

Security Baseline: Moderate and High

E-3: The organization obtains alternate telecommunications services from providers that are separated from
primary service providers to reduce susceptibility to the same threats.

Security Baseline: High

E-4: The organization:
a. Requires primary and alternate telecommunications service providers to have Contingency Plans;
b. Reviews provider Contingency Plans to ensure that the plans meet organizational contingency
requirements; and
c. Obtains evidence of contingency testing/training by providers [Assignment: organization-defined
frequency].

Security Baseline: High
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NIST SP 800-53 Control: CP-8

HUD Policy: 4.4.7

a. Inthe event that the primary and/or alternate telecommunications services are provided by a wire line
carrier, the OCIO shall request Telecommunications Service Priority (TSP) for all telecommunications
services used for national security emergency preparedness available within 24 hours.

b. The Deputy CIO for 100 shall provide for primary and alternate telecommunications services to support
moderate- and high-impact systems that reside on HUD’s infrastructure. The Deputy CIO for 100 shall also
initiate the necessary agreement to permit the resumption of system operations for critical business
functions within 24 hours when primary telecommunications are unavailable. The Deputy CIO for 100
shall ensure that:

e  Agreements contain priority-of-service provisions in accordance with HUD’s availability requirements;
and
e Alternate service does not share a single point of failure with the primary service.

e  Providers of alternate sites are sufficiently separated from primary service providers so they are not
susceptible to the same hazards.

c. For information systems not host on the infrastructure platform, the Authorizing Official shall provide for
primary and alternate telecommunications services to support moderate- and high-impact systems. The
Authorizing Official shall also initiate the necessary agreement to permit the resumption of system
operations for critical business functions within 24 hours when primary telecommunications are unavailable

and that:
e  Agreements contain priority-of-service provisions in accordance with HUD’s availability requirements;
and

o Alternate service does not share a single point of failure with the primary service.

e Providers of alternate sites are sufficiently separated from primary service providers so they are not
susceptible to the same hazards.

d. For high-impact systems, the Program Officers/System Owners shall ensure that:
o Providers of primary and alternate services have adequate Contingency Plans;
e Providers of primary and alternate services provide evidence of contingency testing/planning.

4.4.8. Information System Backup

In order to successfully recover an information system, the components of the system and data
must be backed up successfully. For each system, it must be determined what information must
be backed up and necessary for the successful recovery of the system.

The frequency in which the backups are performed will depend on the availability requirement of
the data. It is important that these backups be tested to ensure their usability.

The following policy addresses the requirement for organizations to conduct backups of system-
level and user-level information contained in the information system.
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NIST SP 800-53 Control: CP-9

CP-9: The organization;

a. Conducts backups of user-level information contained in the information system [Assignment:
organization-defined frequency consistent with recovery time and recovery point objectives];

b. Conducts backups of system-level information contained in the information system [Assignment:
organization-defined frequency consistent with recovery time and recovery point objectives];

c. Conducts backups of information system documentation including security-related documentation
[Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];
and

d. Protects the confidentiality, integrity, and availability of backup information at storage locations.

Security Baseline: Low, Moderate, and High

E-1: The organization tests backup information [Assignment: organization-defined frequency] to verify media
reliability and information integrity.

Security Baseline: Moderate and High

E-2: The organization uses a sample of backup information in the restoration of selected information system
functions as part of contingency plan testing.

Security Baseline: High

E-3: The organization stores backup copies of [Assignment: organization-defined critical information system
software and other security-related information] in a separate facility or in a fire-rated container that is not co-
located with the operational system.

Security Baseline: High

E-5: The organization transfers information system backup information to the alternate storage site
[Assignment: organization-defined time period and transfer rate consistent with the recovery time and recovery
point objectives].

Security Baseline: High

HUD Policy: 4.4.8

a. Program Offices/System Owners shall ensure that a backup strategy and procedures are established,
implemented, and tested in accordance with the Contingency Plan.

b. The OCIO shall implement and enforce backup procedures for all sensitive information systems, data, and
information that reside on HUD’s infrastructure. The backups shall include user-level and system-level
information.

c. The OCIO shall store backups at a secure off-site location in accordance with the Contingency Plans.

d. The OCIO shall test backup information quarterly for moderate- and high-impact systems that reside on
HUD’s infrastructure to verify media reliability and information integrity.
e. For high-impact systems, the Program Offices/System Owners shall ensure:
e Test backup information in the restoration of information system functions as part of contingency
planning for high-impact systems;
e  Store backup copies of the operating system and other critical information systems software in a fire-
rated container that is not co-located with the operational software or in a separate facility; and

e  Protect system backup information from unauthorized modification whenever it is removed from a
HUD facility.
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4.4.9. Information System Recovery and Reconstitution

The goal of contingency planning is the successful recovery and reconstitution of the information
system to a secure and usable state. The following policy addresses the requirement for
organizations to implement mechanisms and procedures for the recovery of an information
system after a disruption.

NIST SP 800-53 Control: CP-10

CP-10: The organization provides for the recovery and reconstitution of the information system to a known state
after a disruption, compromise, or failure.

Security Baseline: Low, Moderate, and High

E-2: The information system implements transaction recovery for systems that are transaction-based.

Security Baseline: Moderate and High

E-4: The organization provides the capability to restore information system components within [Assignment:
organization-defined restoration time-periods] from configuration-controlled and integrity-protected information
representing a known, operational state for the components.

Security Baseline: High

HUD Policy: 4.4.9

a. The OCIO shall ensure that HUD has mechanisms with supporting procedures to allow the information
system to be recovered and reconstituted to a known secure state after a disruption or failure.

b. For high-impact systems, the OCIO shall ensure that the systems are fully recovered and reconstituted as
part of the contingency plan test.

4.5. Configuration Maintenance

Configuration management is the act of managing the configuration of all hardware and software
elements of information systems and networks and assessing the security implications when
changes occur. The initial configuration of the system or network must be documented in detail
and all subsequent changes to any components must be controlled through a complete and robust
configuration management process.

Configuration Management has security implications in three areas to ensure:

e The configuration in which the system or network is actually installed and operated is
consistent with the one under which it was accredited for operation;

e Any subsequent changes have been approved, including an analysis of any potential
security implications; and

e All recommended and approved security patches are properly installed.
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The following procedures ensure that there are mechanisms in place to establish and maintain the
configuration baseline and monitor the changes to that configuration, address user activities and
responsibilities, and consequences for inappropriate actions.

FIPS 200 Requirement

Organizations must: (i) establish and maintain baseline configurations and inventories of organizational
information systems; (ii) establish and enforce security configuration settings for information technology
products employed in organizational information systems; and (iii) monitor and control changes to the baseline
configurations and to the constituent components of organizational information systems (including hardware,
software, firmware, and documentation) throughout the respective system development life cycles.

45.1. Configuration Management Policy and Procedures

The configuration management policy and procedures must be consistent with HUD policies,
applicable laws, Executive Orders, Directives, policies, regulations, standards, and guidance.
Where applicable, the configuration management policy and procedures will refer to the
references by the associated reference description or number, so that these policies are not
repeating the reference.

NIST SP 800-53 Control: CM-1

CM-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A Configuration Management Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the Configuration Management Policy and associated
configuration management controls.

b. Reviews and updates the current;
1. Configuration Management Policy [Assignment: organization-defined frequency]; and
2. Configuration Management procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.5.2. Baseline Configuration

Baseline configurations must be developed and documented for the information systems and
serve as a reference point for the system. The baseline should be updated whenever configuration
changes are made to the system and can be changed only through change control procedures.

NIST SP 800-53 Control;: CM-2

CM-2: The organization develops, documents, and maintains under configuration control, a current baseline
configuration of the information system.
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NIST SP 800-53 Control: CM-2
Security Baseline: Low, Moderate, and High

E-1: The organization reviews and updates the baseline configuration of the information system:
a. [Assignment: organization-defined frequencyl;

b. When required due to [Assignment organization-defined circumstances]; and

c. As an integral part of information system component installations and upgrades.

Security Baseline: Moderate and High

E-2: The organization employs automated mechanisms to maintain an up-to-date, complete, accurate, and
readily available baseline configuration of the information system.

Security Baseline: High

E-3: The organization retains [Assignment: organization-defined previous versions of baseline configurations of
the information system] to support rollback.

Security Baseline: Moderate and High

E-7: The organization:

a. Issues [Assignment: organization-defined information systems, system components, or devices] with
[Assignment: organization-defined configurations] to individuals traveling to locations that the organization
deems to be of a significant risk; and

b. Applies [Assignment: organization-defined security safeguards] to the devices when the individuals return.

Security Baseline: Moderate and High

HUD Policy: 4.5.2

a. The OCIO shall develop, document, and maintain current baseline configurations that are consistent with
Federal Directives, the National Institute of Standards and Technology (NIST), the National Security
Agency (NSA), the US Government Configuration Baseline (USGCB), checklists from the Defense
Information Systems Agency (DISA), and the HUD Enterprise Architecture Policy.

b. The OCIO shall review and update baseline configurations of the information systems annually or as
required and retain one previous version to support rollback.

c. The OCIO maintains an inventory of software programs authorized to execute on HUD’s network and uses
a ‘deny-by-exception’ policy to identify unauthorized software on the information system.

4.5.3. Configuration Change Control

Configuration Change Control provides a method for moving a configuration change from an
initial request to a release into the operational environment. In order to maintain change control
of operational information systems, it is important that changes are documented, tested and
approved. All changes made to HUD information systems will be made in a controlled fashion to
preserve the confidentiality, integrity and availability of the system. In order to facilitate the
changes, a configuration change control process must be implemented. The following policy
addresses the establishment of a configuration control process.

NIST SP 800-53 Control: CM-3

CM-3: The organization:
a. Determines the types of changes to the information system that are configuration-controlled;

b. Reviews proposed configuration-controlled changes to the information system and approves or disapproves
such changes with explicit consideration for security impact analyses;
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NIST SP 800-53 Control: CM-3

c. Documents configuration change decisions associated with the information system;
Implements approved configuration-controlled changes to the information system;
Retains records of configuration-controlled changes to the information system for [Assignment:
organization-defined time period];

f.  Audits and reviews activities associated with configuration-controlled changes to the information system;
and

g. Coordinates and provides oversight for configuration change control activities through [Assignment:
organization-defined configuration change control element (e.g., committee, board)] that convenes
[Selection (one or more): [Assignment: organization-defined frequency]; [Assignment: organization-
defined configuration change conditions]].

Security Baseline: Moderate and High

E-1: The organization employs automated mechanisms to:
a. Document proposed changes to the information system;

b. Notify [Assignment: organized-defined approval authorities] of proposed changes to the
information system and request change approval,

¢. Highlight proposed changes to the information system that have not been approved or disapproved
by [Assignment: organization-defined time period];

d. Prohibit changes to the information system until designated approvals are received;
Document all changes to the information system; and

f.  Notify [Assignment: organization-defined personnel] when approved changes to the information
system are completed.

Security Baseline: High

E-2: The organization tests, validates, and documents changes to the information system before implementing
the changes on the operational system.

Security Baseline: Moderate and High

HUD Policy: 4.5.3

a. Program Offices/System Owners shall prepare Configuration Management Plans for all information
systems and networks under their purview.

b. The OCIO infrastructure is subject to a change control process that:
o Determines and reviews types of changes to the infrastructure;
e Reviews audit activities associated with configuration changes to the infrastructure;
e Documents approved changes; and
e  Approves security-related changes to the infrastructure.

c. The OCIO shall establish, implement, and enforce change management and configuration management
controls on all information systems and networks under their control. The security impact of any proposed
change must be analyzed and considered during the change management process. Changes to the
information system must be documented and they must include emergency change procedures.

d. The OCIO established a Software Configuration Control Board (SCCB) that has the authority for managing
the project’s software baselines. Guidelines for the SCCB are provided in the Software Configuration
Management (SCM) procedures document located on the HUD website.

e. For high-impact systems, the system shall use automated mechanisms to:
e Document proposed changes;
o Notify appropriate approval authorities;
e Obtain approval for each proposed change prior to implementation;
e Highlight approvals that have not been received in a timely manner;
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NIST SP 800-53 Control: CM-3

¢ Inhibit change until necessary approvals are received; and
e Document completed changes.

454, Security Impact Analysis

Security Impact Analyses include reviewing information system documentation such as security
plans to understand how specific controls are implemented within the system and how the
changes might affect the controls. It also includes an assessment of risk to understand the impact
of the changes and to determine if additional security controls are required.

NIST SP 800-53 Control: CM-4

CM-4: The organization analyzes changes to the information system to determine potential security impacts
prior to change implementation.

Security Baseline: Low, Moderate and High

E-1: The organization analyzes changes to the information system in a separate test environment before
implementation in an operational environment, looking for security impacts due to flaws, weaknesses,
incompatibility, or intentional malice.

Security Baseline: High

HUD Policy: 4.5.4

a. The OCIO shall monitor and audit changes to the infrastructure under their control and check the security
features of the system to ensure the features are still functioning properly.

4.5.5. Access Restrictions for Change

In order to maintain control of changes to information systems, only authorized personnel based
on their job responsibilities should be able to implement changes to the system. This provides
control over the system and the configuration and ensures that no unplanned changes are made
either accidentally or intentionally. The following policy addresses the requirement for
organizations to approve and restrict individual access to those persons who are responsible for
making changes to HUD information systems.

NIST SP 800-53 Control: CM-5

CM-5: The organization defines documents, approves, and enforces physical and logical access restrictions
associated with changes to the information system.

Security Baseline: Moderate and High

E-1: The information system enforces access restrictions and supports auditing of the enforcement actions.

Security Baseline: High

E-2: The organization reviews information system changes [Assignment: organization-defined frequency] and
[Assignment: organization-defined circumstances] to determine whether unauthorized changes have occurred.

Security Baseline: High
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NIST SP 800-53 Control: CM-5

E-3: The information system prevents the installation of [Assignment: organization-defined software and
firmware components] without verification that the component has been digitally signed using a certificate that
is recognized and approved by the organization.

Security Baseline: High

HUD Policy:4.5.5

a. The OCIO limits personnel authorized to make changes to the infrastructure based on their job
responsibilities and approve individuals (in writing) that are authorized to make changes to the
infrastructure.

b. The OCIO reviews and updates access restrictions based on changes in staff responsibilities, transfers, and
terminations.

c. The OCIO uses automated mechanisms to enforce access restrictions and supports auditing for high-impact
systems.

4.5.6. Configuration Settings

IT products are configured based on organizational requirements. IT products should be
configured to the most restrictive security settings while continuing to allow the product to meet
the organization’s needs. The following policy addresses the requirement to establish and
implement standard configuration settings for HUD information systems.

NIST SP 800-53 Control: CM-6

CM-6: The organization:

a. Establishes and documents configuration settings for information technology products employed within the
information system using [Assignment: organization-defined security configuration checklists] that reflect
the most restrictive mode consistent with operational requirements;

Implements the configuration settings;

Identifies, documents, and approves any deviations from established configuration settings for
[Assignment: organization-defined information system components] based on [Assignment: organization-
defined operational requirements]; and

d. Monitors and controls changes to the configuration settings in accordance with organizational policies and
procedures.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to centrally manage, apply, and verify configuration
settings for [Assignment: organization-defined information system components].

Security Baseline: High

E-2: The organization employs [Assignment: organization-defined security safeguards] to respond to
unauthorized changes to [Assignment: organization-defined configuration settings].

Security Baseline: High

HUD Policy: 4.5.6

a. The OCIO relies on the National Institute of Standards and Technology SP 800-70, Security Configuration
Checklists Program for IT Products and Federal Desktop Core Configurations, the National Security
Agency Guide, and the checklists from the DISA Security Technical Implementation Guide, and configures
the system accordingly.
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NIST SP 800-53 Control: CM-6
b. For high-impact systems, the system shall use automated mechanisms to centrally apply and verify
configuration settings.
c. If there are no configuration checklists, HUD will rely on vendor-specific configurations set to the most
restrictive posture.
d. The OCIO shall ensure detection of unauthorized, security-relevant configuration changes are incorporated
into the HUD’s incident response capability.

4.5.7. Least Functionality

Least functionality helps to minimize the potential for security vulnerabilities. Functionality that
IS not critical to support essential organizational operations may introduce an unnecessary threat
to the system. The following policy addresses the requirement to configure systems/interfaces to
prohibit the use of any unauthorized protocol or service.

NIST SP 800-53 Control: CM-7

CM-7: The organization:
a. Configures the information system to provide only essential capabilities; and

b. Prohibits or restricts the use of the following functions, ports, protocols, and/or services: [Assignment:
organization-defined prohibited or restricted functions, ports, protocols, and/or services].

Security Baseline: Low, Moderate and High

E-1: The organization:

a. Reviews the information system [Assignment: organization-defined frequency] to identify unnecessary
and/or nonsecure functions, ports, protocols, and services; and

b. Disables [Assignment: organization-defined functions, ports, protocols, and services within the information
system deemed to be unnecessary and/or nonsecure].

Security Baseline: Moderate and High

E-2: The information system prevents program execution in accordance with [Selection (one or more):
[Assignment: organization-defined policies regarding software program usage and restrictions]; rules
authorizing the terms and conditions of software program usage].

Security Baseline: Moderate and High

E-4: The organization:

a. ldentifies [Assignment: organization-defined software programs not authorized to execute on the
information system];

b. Employs an allow-all, deny-by-exception policy to prohibit the execution of unauthorized software
programs on the information system; and

c. Reviews and updates the list of unauthorized software programs [Assignment: organization-defined
frequency].

Security Baseline: Moderate
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NIST SP 800-53 Control: CM-7

E-5: The organization:

a. ldentifies [Assignment: organization-defined software programs authorized to execute on the information
system];

b. Employs a deny-all, permit-by-exception policy to allow the execution of authorized software programs on
the information system; and

c. Reviews and updates the list of authorized software programs [Assignment: organization-defined
frequency].

Security Baseline: High

HUD Policy: 4.5.7

a. The OCIO manages HUD’s ports, protocols and services.

b. The OCIO operates in accordance with the principle to “Deny All” except those ports, protocols and
services that are permitted, maintains an inventory of allowed ports, and protocol services.

c. The OCIO actively monitors ports, protocols and services and eliminates as threats and vulnerabilities are
identified.

4.5.8. Information System Component Inventory

In order for HUD to maintain information systems security, it is essential that a current inventory
of system components be maintained. The inventory provides a means of tracking the security
posture of HUD’s IT assets and tracking system responsibility and compliance with security
requirements for those assets. The following policy addresses the requirement to develop and
maintain a current inventory of all HUD information system assets.

NIST SP 800-53 Control: CM-8

CM-8: The organization:

a. Develops and documents an inventory of information system components that:
1. Accurately reflects the current information system;
2. Includes all components within the authorization boundary of the information system; and
3. Isatthe level of granularity deemed necessary for tracking and reporting.

b. Includes [Assignment: organization-defined information deemed necessary to achieve effective information
system component accountability]; and

c. Reviews and updates the information system component inventory [Assignment: organization-defined
frequency].

Security Baseline: Low, Moderate, and High

E-1: The organization updates the inventory of information system components as an integral part of component
installations, removals, and information system updates.

Security Baseline: Moderate and High

E-2: The organization employs automated mechanisms to help maintain an up-to-date, complete, accurate, and
readily available inventory of information system components.

Security Baseline: High
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NIST SP 800-53 Control: CM-8

E-3: The organization:
a. Employs automated mechanisms [Assignment: organization-defined frequency] to detect the presence of
unauthorized hardware, software, and firmware components within the information system; and

b. Takes the following actions when unauthorized components are detected: [Selection (one or more): disables
network access by such components; isolates the components; notifies [Assignment: organization-defined
personnel or roles]].

Security Baseline: Moderate and High

E-4: The organization includes in the information system component inventory information, a means for
identifying by [Selection (one or more): name; position; role], individuals responsible/accountable for
administering those components.

Security Baseline: High

E-5: The organization verifies that all components within the authorization boundary of the information system
are not duplicated in other information system component inventories.

Security Baseline: Moderate and High

HUD Policy: 4.5.8

a. The Office of Administration and Management Services (OAMS) in conjunction with OCIO tracks and
documents the inventory of information system components. The inventory is maintained in a central
repository, (i.e., Facilities Integrated Resource Management System, D67A).

b. The OAMS is accountable for inventorying all systems hardware and micro-computers using HUD’s
Central repository.

c. Program Offices/System Owners record and maintain current information system components in System
Security Plans.

d. The OAMS updates and documents changes that are made to the inventory of system components and
records updates into HUD’s central repository.

e. Program Offices/System Owners verify that all system components are inventoried tri-annually as part of
their information systems Authorization to Operate process.

4.5.9. Configuration Management Plan

A Configuration Management Plan (CMP) is a comprehensive description of the roles,
responsibilities, policies, and procedures that apply when managing the configuration of products
and systems. The purpose of HUD’s Software Configuration Management Plan (SCMP) is to
establish and maintain the integrity of products of software projects throughout the project’s
software life cycle. The following policy addresses the requirement to develop a Configuration
Management Plan.
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NIST SP 800-53 Control: CM-9

CM-9: The organization develops, documents, and implements a Configuration Management Plan for the

information system that:

a. Addresses roles, responsibilities, and configuration management processes and procedures;

b. Establishes a process for identifying configuration items throughout the system development life cycle and
for managing the configuration of the configuration items;

c. Defines the configuration items for the information system and places the configuration items under
configuration management; and

d. Protects the Configuration Management Plan from unauthorized disclosure and modification.

Security Baseline: Moderate and High

HUD Policy: 4.5.9

a. The OCIO develops and maintains HUD’s Software Configuration Management Policy which identifies
roles and responsibilities at the organizational level, as well as a configuration management process, and
procedures in accordance with HUD’s Software Configuration Management Plan and NIST 800-128,
Guide for Security Configuration Management of Information Systems.

b. Program Offices/System Owners create a Configuration Management Plan for the systems under their
control which identifies roles and responsibilities at the system level, as well as a configuration
management process and procedures in accordance with HUD s Software Configuration Management Plan
and NIST 800-128, Guide for Security Configuration Management of Information Systems.

c. The OCIO defines and identifies the configuration items, components, and products that will be placed in
the HUD Software Configuration Management Plan.

d. Program Offices/System Owners ensures that all HUD system releases go through HUD’s formal release
processes.

4.6. Maintenance

Regular maintenance of information systems mitigates some of the threats to the system. The
maintenance control addresses policies to ensure that regular system maintenance and repairs
occur. This policy reflects the predominant business model under which maintenance functions
are generally outsourced to IT service providers. The federal function, assigned to the CIO, is
one of oversight to ensure service providers maintain IT assets consistent with federal standards.
As a result, responsibilities are assigned to designated agents of the Federal CIO which can
include HUD Program Offices, Private Contractor, or other federal agencies.

FIPS 200 Requirement

Organizations must: (i) perform periodic and timely maintenance on organizational information systems; and
(ii) provide effective controls on the tools, techniques, mechanisms, and personnel used to conduct information
system maintenance.

4.6.1. System Maintenance Policy and Procedures

The system maintenance policy and procedures must be consistent with HUD policies,
applicable laws, Executive Orders, Directives, policies, regulations, standards, and guidance.
Where applicable, the system maintenance policy and procedures will refer to the references by
the associated reference description or number, so that these policies are not repeating the
reference.
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NIST SP 800-53 Control: MA-1

MA-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. A System Maintenance Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the System Maintenance Policy and associated system
maintenance controls.
b. Reviews and updates the current:
1. System Maintenance Policy [Assignment: organization-defined frequency]; and
2. System maintenance procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.6.2. Controlled Maintenance

Controlled maintenance of system components will provide some assurance that the component
will not fail or become vulnerable to a security threat. The following policy addresses the
requirement to conduct routine preventive and regular maintenance on HUD owned/leased
hardware and software and equipment operated on HUD’s behalf.

NIST SP 800-53 Control: MA-2

MA-2: The organization:

a. Schedules, performs, documents, and reviews records of maintenance and repairs on information system
components in accordance with manufacturer or vendor specifications and/or organizational requirements;

b. Approves and monitors all maintenance activities, whether performed on site or remotely and whether the
equipment is serviced on site or removed to another location;

c. Requires that [Assignment: organization-defined personnel or roles] explicitly approve the removal of the
information system or system components from organizational facilities for off-site maintenance or
repairs;

d. Sanitizes equipment to remove all information from associated media prior to removal from organizational
facilities for off-site maintenance or repairs;

e. Checks all potentially impacted security controls to verify that the controls are still functioning properly
following maintenance or repair actions; and

f.  Includes [Assignment: organization-defined maintenance-related information] in organizational
maintenance records.

Security Baseline: Low, Moderate, and High

E-2: The organization:
a. Employs automated mechanisms to schedule, conduct, and document maintenance and repairs; and

b. Produces up-to date, accurate, and complete records of all maintenance and repair actions requested,
scheduled, in process, and completed.

Security Baseline: High
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NIST SP 800-53 Control: MA-2

HUD Policy: 4.6.2
The CIO or designated agent shall:

a. Ensure that routine preventive and regular maintenance is performed on software and hardware according
to manufacturer/vendor specifications and/or organizational requirements. For moderate- or high-high
impact systems, a log shall be maintained for such maintenance and include the following:

o Date and time of the maintenance;

. Name of the individual performing the maintenance;

. Name of the escort, if necessary;

. Description of the maintenance performed; and

. A list of the equipment removed or replaced (including identification numbers, if applicable).

b. Ensure that an appropriate organizational official approves the removal of the information system or its
components from the facility when repairs are necessary.

c. Ensure that the security features of the system are checked to ensure proper functioning when it is
returned.
That maintenance ports are disabled by default and enabled only during maintenance.
That the maintenance is scheduled and conducted, as required.

4.6.3. Maintenance Tools

HUD must ensure that all maintenance tools are controlled, monitored and approved for use to
conduct maintenance on system components. The following policy addresses the requirement
that all tools utilized for maintaining HUD information systems be approved and controlled.

NIST SP 800-53 Control: MA-3

MA-3: The organization approves, controls, and monitors information system maintenance tools.

Security Baseline: Moderate and High

E-1: The organization inspects the maintenance tools carried into a facility by maintenance personnel for
improper or unauthorized modifications.

Security Baseline: Moderate and High

E-2: The organization checks media containing diagnostic and test programs for malicious code before the
media are used in the information system.

Security Baseline: Moderate and High

E-3: The organization prevents the unauthorized removal of maintenance equipment containing organizational

information by:

a. Verifying that there is no organizational information contained on the equipment;

b. Sanitizing or destroying the equipment;

c. Retaining the equipment within the facility; or

d. Obtaining an exemption from [Assignment: organization-defined personnel or roles] explicitly authorizing
removal of the equipment from the facility.

Security Baseline: High

HUD Policy: 4.6.3

a. The CIO or designated agent shall ensure that appropriate organization officials approve, control, and
monitor the use of information system maintenance tools and maintain such tools on an ongoing basis.
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46.4. Nonlocal Maintenance

Remote maintenance presents several opportunities for compromising the security of a system;
first, HUD has no control over the security of the maintenance provider’s network and, secondly,
identification and authentication of the provider is challenging. During maintenance of system
components, the provider is modifying the system component while increasing the possibility of
accidental or intentional compromise.

The following policy addresses the requirement that all remote maintenance on HUD
information systems is authorized and controlled by HUD personnel.

NIST SP 800-53 Control: MA-4

MA-4: The organization:
a.
b.

Security Baseline: Low, Moderate, and High

Approves and monitors non-local maintenance and diagnostic activities;

Allows the use of non-local maintenance and diagnostic tools only as consistent with organizational policy
and documented in the Security Plan for the information system;

Employs strong authenticators in the establishment of non-local maintenance and diagnostic sessions;
Maintains records for non-local maintenance and diagnostic activities; and
Terminates session and network connections when non-local maintenance is completed.

E-2: The organization documents in the Security Plan for the information system, the policies and procedures
for the establishment and use of non-local maintenance and diagnostic connections.

Security Baseline: Moderate, and High

E-3: The organization:
a.

Security Baseline: High

Requires that non-local maintenance and diagnostic services be performed from an information system
that implements a security capability comparable to the capability implemented on the system being
serviced; or

Removes the component to be serviced from the information system and prior to non-local maintenance or
diagnostic services, sanitizes the component (with regard to organizational information) before removal
from organizational facilities, and after the service is performed, inspects and sanitizes the component
(with regard to potentially malicious software) before reconnecting the component to the information
system.
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NIST SP 800-53 Control: MA-4

HUD Policy: 4.6.4
The CIO or designated agent ensures that:
a. The appropriate organizational officials approve, control, and monitor remotely executed maintenance and
diagnostic activities.
b. All sessions are terminated when remote maintenance is completed.
. If password-based authentication is used, the passwords are changed following each maintenance service.
d. For high-impact systems, the CIO or designated agent ensures that:

e Remote diagnostic or maintenance services are performed by a service or organization that
implements for its own information system the same level of security as that implemented on the
information system being serviced.

e  The system being serviced is sanitized and physically separated from other information systems prior
to the connection of the remote access line, if remote diagnostic or maintenance services are required
from a service or organization that does not implement security controls at the same level of security
as that implemented on the system being serviced. If the information system cannot be sanitized (e.g.,
due to a system failure), remote maintenance is not allowed.

e Records for such activities are maintained and periodically reviewed.

e. Program Offices/System Owners of high-impact systems addresses the installation and use of remote
diagnostic links in the System Security Plan.

4.6.5. Maintenance Personnel

Since maintenance personnel are making modifications to the system or system components, the
opportunity for accidental or intentional compromises or mistakes exists.

NIST SP 800-53 Control: MA-5

MA-5: The organization:

a. Establishes a process for maintenance personnel authorization and maintains a list of authorized
maintenance organizations or personnel;

b. Ensures that non-escorted personnel performing maintenance on the information system have required
access authorizations; and

c. Designates organizational personnel with required access authorizations and technical competence to
supervise the maintenance activities of personnel who do not possess the required access authorizations.

Security Baseline: Low, Moderate, and High

E-1: The organization:
a. Implements procedures for the use of maintenance personnel that lack appropriate security clearances or
are not U.S. citizens, that include the following requirements:

1. Maintenance personnel who do not have needed access authorizations, clearances, or formal access
approvals are escorted and supervised during the performance of maintenance and diagnostic
activities on the information system by approved organizational personnel who are fully cleared, have
appropriate access authorizations, and are technically qualified; and

2. Prior to initiating maintenance or diagnostic activities by personnel who do not have needed access
authorizations, clearances or formal access approvals, all volatile information storage components
within the information system are sanitized and all non-volatile storage media are removed or
physically disconnected from the system and secured.

b. Develops and implements alternate security safeguards in the event an information system component
cannot be sanitized, removed, or disconnected from the system.

Security Baseline: High
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NIST SP 800-53 Control: MA-5

HUD Policy: 4.6.5

a. The CIO or designated agent ensures that only authorized individuals perform maintenance on information
systems. If maintenance personnel need access to organizational information, they must be supervised by
organizational personnel with authorized access to such information.

4.6.6. Timely Maintenance

If a system or system component is critical for the system to remain available, HUD must ensure
that maintenance can be performed within a pre-determined and agreed time in order to avoid a
greater interruption to the business functions that the system supports.

NIST SP 800-53 Control: MA-6

MA-6: The organization obtains maintenance support and/or spare parts for [Assignment: organization-defined
information system components] within [Assignment: organization-defined time period] of failure.

Security Baseline: Moderate and High

HUD Policy: 4.6.6

a. The Program Offices/System Owners identifies critical components that support their moderate- or high-
impact systems that are hosted on infrastructure services provided platforms and works with the Deputy
CIO for 100 to ensure that maintenance support and parts are provided within 48 hours of failure.

b. For information systems not hosted on the infrastructure platform, the Program Offices/System Owners
identifies critical components that support their moderate- or high-impact systems that are hosted on
infrastructure services provided platforms and ensures that maintenance support and parts are provided
within 48 hours of failure.

4.7. System and Information Integrity

System and information integrity controls ensure that policies and procedures are implemented to
protect information assets from malicious code as well as enable rapid identification, reporting,
and correction of information system flaws.

FIPS 200 Requirement

Organizations must: (i) identify, report, and correct information and information system flaws in a timely
manner; (ii) provide protection from malicious code at appropriate locations within organizational information
systems; and (iii) monitor information system security alerts and advisories and take appropriate actions in
response.

4.7.1. System and Information Integrity Policy and Procedures
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NIST SP 800-53 Control: SI-1

SI-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Asystem and Information Integrity Policy that addresses the purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the system and Information Integrity Policy and
associated system and information integrity controls.
b. Reviews and updates the current:
1. System and Information Integrity Policy [Assignment: organization-defined frequency]; and
2. System and information integrity procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.7.2. Flaw Remediation

Flaws in information systems provide an opportunity for systems to be compromised, therefore,
flaws particularly those related to security, must be remediated. Flaw remediation must follow
the configuration management process.

NIST SP 800-53 Control: SI-2

SI-2: The organization:
a. ldentifies, reports, and corrects information system flaws;

b. Tests software and firmware updates related to flaw remediation for effectiveness and potential side effects
before installation;

c. Installs security-relevant software and firmware updates within [Assignment: organization-defined time
period] of the release of the updates; and

d. Incorporates flaw remediation into the organizational configuration management process.

Security Baseline: Low, Moderate, and High

E-1: The organization centrally manages the flaw remediation process.

Security Baseline: High

E-2: The organization employs automated mechanisms [Assignment: organization-defined frequency] to
determine the state of information system components with regard to flaw remediation.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SI-2

HUD Policy: 4.7.2
The OCIO:
a.

Establishes and maintains a flaw remediation program for HUD’s network infrastructure, testing patches,
service packs, and hot fixes for effectiveness and potential side effects prior to installation in accordance
with NIST SP 800-40, Procedures for Handling Security Patches.

For moderate- and high-impact systems, the Program Offices/System Owners use automated mechanisms to
manage and install updates and to determine monthly, and upon demand, the state of information system
components with regard to flaw remediation.

Ensures Program Offices/System Owners manage software changes and updates for HUD mission/business
applications in accordance with the Software Configuration Management Policy Handbook, 3252.1, which
establishes and maintains integrity of software products throughout a project's software life-cycle.

4.7.3. Malicious Code Protection

Software is vulnerable to malicious code so it is essential that HUD provide protection against
malicious code and ensure that mechanisms and tools are in place to assist in this protection.

NIST SP 800-53 Control: SI-3

SI-3: The organization:
a.

Employs malicious code protection mechanisms at information system entry and exit points to detect and
eradicate malicious code;

Updates malicious code protection mechanisms whenever new releases are available in accordance with

organizational configuration management policy and procedures;

Configures malicious code protection mechanisms to:

1. Perform periodic scans of the information system [Assignment: organization-defined frequency] and
real-time scans of files from external sources at [Selection (one or more); endpoint; network entry/exit
points] as the files are downloaded, opened, or executed in accordance with organizational security
policy; and

2. [Selection (one or more): block malicious code; quarantine malicious code; send alert to administrator;
[Assignment: organization-defined action]] in response to malicious code detection.

Addresses the receipt of false positives during malicious code detection and eradication and the resulting

potential impact on the availability of the information system.

Security Baseline: Low, Moderate, and High

E-1: The organization centrally manages malicious code protection mechanisms.

Security Baseline: Moderate and High

E-2: The information system automatically updates malicious code protection mechanisms.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SI-3

HUD Policy: 4.7.3

a. The Deputy CIO for 100 implements a defense-in-depth strategy for systems hosted on the infrastructure
services platform that:

b. The Deputy CIO for IOO implements appropriate file/protocol/content filtering to protect data and
networks against malicious code in accordance with HUD’s Internet Usage Policy.

c. Forinformation systems not hosted on the infrastructure platform, the Program Office System Owner
implements a defense-in-depth strategy for systems hosted on the infrastructure services platform that:

d. For information systems not hosted on the infrastructure platform, the Program Office System Owner
implements appropriate file/protocol/content filtering to protect data and networks against malicious code in
accordance with HUD’s Internet Usage Policy.

Installs and centrally manages antivirus software at each critical information entry point (e.g., firewalls,
email servers, and remote-access servers) and at each workstation, server, and mobile computing
device. The software shall be configured to check all files automatically on access, downloads, and
email.

Installs updates to antivirus software and signature files at each critical information entry point (e.g.,
firewalls, email servers, and remote-access servers) and at each workstation, server, and mobile
computing device promptly without requiring that end users specifically request the update.

Configures the software to prevent users from disabling or modifying configuration settings.
Installs security patches to servers and desktops promptly.
Automatically forwards alerts generated by anti-virus software to HUD’s intrusion detection system.

Installs and centrally manages antivirus software at each critical information entry point (e.g., firewalls,
email servers, and remote-access servers) and at each workstation, server, and mobile computing
device. The software shall be configured to check all files automatically on access, downloads, and
email.

Installs updates to antivirus software and signature files at each critical information entry point (e.g.,
firewalls, email servers, and remote-access servers) and at each workstation, server, and mobile
computing device promptly without requiring that end users specifically request the update.

Configures the software to prevent users from disabling or modifying configuration settings.
Installs security patches to servers and desktops promptly.
Automatically forwards alerts generated by anti-virus software to HUD’s intrusion detection system.

4.7.4.

Information System Monitoring

Because of the number of attempted attacks against information systems and the amount of data
produced as a result of an event, the use of monitoring tools and techniques is important in the
detection, containment and analysis of attacks.
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NIST SP 800-53 Control: SI-4

Sl-4: The organization:
a.  Monitors the information system to detect:
1. Attacks and indicators of potential attacks in accordance with [Assignment: organization-defined
monitoring objectives]; and
2. Unauthorized local, network, and remote connections.

b. Identifies unauthorized use of the information system through [Assignment: organization-defined
techniques and methods];

c. Deploys monitoring devices: (i) strategically within the information system to collect organization-
determined essential information; and (ii) at ad hoc locations within the system to track specific types of
transactions of interest to the organization;

d. Protects information obtained from intrusion-monitoring tools from unauthorized access, modification, and
deletion;

e. Heightens the level of information system monitoring activity whenever there is an indication of increased
risk to organizational operations and assets, individuals, other organizations, or the Nation based on law
enforcement information, intelligence information, or other credible sources of information;

f.  Obtains legal opinion with regard to information system monitoring activities in accordance with applicable
federal laws, Executive Orders, Directives, policies, or regulations; and

g. Provides [Assignment: organization-defined information system monitoring information] to [Assignment:
organization-defined personnel or roles] [Selection (one or more): as needed; [Assignment: organization-
defined frequency]].

Security Baseline: Moderate and High

E-2: The organization employs automated tools to support near real-time analysis of events.

Security Baseline: Moderate and High

E-4: The information system monitors inbound and outbound communications traffic [Assignment:
organization-defined frequency] for unusual or unauthorized activities or conditions.

Security Baseline: Moderate and High

E-5: The information system alerts [Assignment: organization-defined personnel or roles] when the following
indications of compromise or potential compromise occur: [Assignment: organization-defined compromise
indicators].

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SI-4

HUD Policy: 4.7.4

a. The Deputy CIO for 100 ensures the HUD network infrastructure is monitored for information system
attacks and unauthorized access and use. The Monitoring Program consists of monitoring devices deployed
within the Departmental network boundaries, at the network infrastructure perimeter, and external devices
managed by the US Computer Emergency Readiness Team (US-CERT). The Program monitors inbound
and outbound communications and provides near-real-time alerts based on intrusion detection system (IDS)
signatures maintained by the IDS manufacturer and threat analyses conducted by US CERT. Monitoring
activity is heightened whenever there is an indication of increased risk to organizational operations and
assets.

b. The Deputy CIO for 100 ensures that unprivileged users may not circumvent network infrastructure
intrusion detection and prevent capabilities.

c. The OCIO ensures coordination with the legal, enforcement and oversight on all matters related to
information system monitoring activities.

d. For high-impact systems, the information system provides a real time alert when the following events
occur:

e Access to selected privileged files of applications; and
e Activities inconsistent with the user’s profile or pattern of use.

4.7.5. Security Alerts, Advisories and Directives

External security alerts and advisories provide information to personnel prior to an incident,
providing a possible opportunity to correct system vulnerabilities that might potentiality
compromise a system.

NIST SP 800-53 Control: SI-5

SI-5: The organization:

a. Receives information system security alerts, advisories, and directives from [Assignment: organization-
defined external organizations] on an ongoing basis;
Generates internal security alerts, advisories, and directives as deemed necessary;
Disseminates security alerts, advisories, and directives to: [Selection (one or more): [Assignment:
organization-defined personnel or roles]; [Assignment: organization-defined elements within the
organization]; [Assignment: organization-defined external organizations]]; and

d. Implements security directives in accordance with established time frames, or notifies the issuing
organization of the degree of noncompliance.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to make security alert and advisory information available
throughout the organization.

Security Baseline: High
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NIST SP 800-53 Control: SI-5

HUD Policy: 4.7.5

a.  The OCIO ensures the establishment and maintenance of a Program to receive, analyze applicability, and
provide targeted security alerts to pertinent personnel within the Department and with applicable external
stakeholders. This Program relies on advisories and alerts from the US Computer Emergency Readiness
Team (US-CERT) and vendors for the hardware and software products implemented on the HUD network.

b. This Program disseminates information on current risks, threats, attacks, exploits, and corresponding
mitigation strategies through alerts and advisories.

c. The HUD Computer Incident Response Team (HUD-CIRT) maintains a central repository of security alerts
and advisories applicable to the Department including status of remediation activities.

d. Program Offices/System Owners of moderate- or high-impact systems shall ensure that security alerts,

advisories, Intrusion Detection System (IDS) alerts, and vulnerabilities identified during vulnerability scans
and penetration tests are tracked and responded to as security incidents.

4.7.6. Security Functionality Verification

The system security functions are essential in the protection of information assets, consequently,
it is important that these functions execute appropriately and should be verified during system
startup and restart.

NIST SP 800-53 Control: SI-6

SI-6. The information system:

a. Verifies the correct operation of [Assignment: organization-defined security functions];

b. Performs this verification [Selection (one or more): [Assignment: organization-defined system transitional
states]; upon command by user with appropriate privilege; [Assignment: organization-defined frequency]];

c. Notifies [Assignment: organization-defined personnel or roles] of failed security verification tests; and

d. [Selection (one or more): shuts the information system down; restarts the information system; [Assignment:
organization-defined alternative action(s)]] when anomalies are discovered.

Security Baseline: High

HUD Policy: 4.7.6

a. The Program Offices/System Owners ensures security functions for which automated self-tests can be
executed, the information system verifies the correct operation of the security function at system startup and
restart, and restarts the system when anomalies are discovered.

4.7.7. Software, Firmware, and Information Integrity

Software and Information Integrity refers to the processes and procedures used to control
changes and maintain the integrity of the components for any system, including hardware and
software. HUD’s processes and procedures identify the configuration of software at a given
point in time, control changes to configurations systematically, maintain software integrity,
provide traceability, and establish a software baseline library. This minimizes and manages risks
in developing and maintaining software.

NIST SP 800-53 Control: SI-7

SI-7: The organization employs integrity verification tools to detect unauthorized changes to [Assignment:
organization-defined software, firmware, and information].

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SI-7

E-1: The information system performs an integrity check of [Assignment: organization-defined software,
firmware, and information] [Selection (one or more): at startup; at [Assignment: organization-defined
transitional states or security-relevant events]; [Assignment: organization-defined frequency]].

Security Baseline: Moderate and High

E-2: The organization employs automated tools that provide notification to [Assignment: organization-defined
personnel or roles] upon discovering discrepancies during integrity verification.

Security Baseline: High

E-5: The information system automatically [Selection (one or more): shuts the information system down;
restarts the information system; implements [Assignment: organization-defined security safeguards]] when
integrity violations are discovered.

Security Baseline: High

E-7: The organization incorporates the detection of unauthorized [Assignment: organization-defined security-
relevant changes to the information system] into the organizational incident response capability.

Security Baseline: Moderate and High

E-14: The organization:

a. Prohibits the use of binary or machine-executable code from sources with limited or no warranty and
without the provision of source code; and

b. Provides exceptions to the source code requirement only for compelling mission/operational requirements
and with the approval of the authorizing official.

Security Baseline: High

HUD Policy: 4.7.7

a. The OCIO ensures the establishment and maintenance of a software configuration management program
that ensures the Departmental information and information systems are protected against unauthorized
changes. The Program shall ensure software undergoes integrity assessments prior to initial deployment
into production and periodically thereafter, but no less frequently than annually.

4.7.8. Spam Protection

Spam presents another mechanism to introduce vulnerabilities into a system. Spam is the use of
electronic messaging systems to send unsolicited bulk messages, especially advertising,
indiscriminately. Too often, vulnerabilities may be embedded in the spam in the form of
executable programs, references to Internet addresses where malicious programs might be
downloaded, or requests for personnel data from the recipient. The recipient may or may not
know how to respond to spam which introduces additional vulnerabilities to the system.

NIST SP 800-53 Control: SI-8

SI-8: The organization:
a. Employs spam protection mechanisms at information system entry and exit points to detect and take action
on unsolicited messages; and
b. Updates spam protection mechanisms when new releases are available in accordance with organizational
configuration management policy and procedures.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SI-8

E-1: The organization centrally manages spam protection mechanisms.

Security Baseline: Moderate and High
E-2: The information system automatically updates spam protection mechanisms.

Security Baseline: Moderate and High

HUD Policy: 4.7.8

a. The Deputy CIO for 100 installs and centrally manages spam and spyware protection mechanisms at each
critical information entry point (e.g., firewalls, email servers, and remote-access servers) and at
workstations, servers, and mobile computing devices connected to the network. The mechanism shall have
the capability for automatic updates.

b. The Deputy CIO for OO updates spam protection mechanisms (including signature definitions) when new
releases are available in accordance with organizational configuration management policy and procedures.

4.7.9. Information Input Validation

Information systems are only legitimate if the information in the system is accurate, complete
and has not been compromised.

NIST SP 800-53 Control: SI-10

SI-10: The information system checks the validity of [Assignment: organization-defined information inputs].

Security Baseline: Moderate and High

HUD Policy: 4.7.9

a. For moderate- or high impact systems, the Program Offices/System Owners ensure that the information
system checks information inputs for accuracy, completeness, and validity. Valid syntax and semantics of
information system inputs (e.g., character set, length, numerical range, acceptable values).

4.7.10. Error Handling

Information systems must identify and handle errors by only providing the necessary information
required to handle the error, limiting the information that could be used to possibly compromise
the system.

NIST SP 800-53 Control: SI-11

SI-11. The information system:
a. Generates error messages that provide information necessary for corrective actions without revealing
information that could be exploited by adversaries; and

b. Reveals error messages only to [Assignment: organization-defined personnel or roles].

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SI-11

HUD Policy: 4.7.10

a. For moderate- or high-impact systems, the Program Offices/System Owners ensure the information system
identifies and handles error conditions in an expeditious manner.

b. Program Offices/System Owners ensure the information system generates error messages that provide
information necessary for corrective actions without revealing sensitive information in error logs and
administrative messages that could be exploited by adversaries.

c. Program Offices/System Owners ensure the information system reveals error messages only to authorized
personnel.

4.7.11. Information Handling and Retention

Information system outputs (i.e., reports, files) could be used to compromise the system or
expose information that should be protected.

NIST SP 800-53 Control: SI-12

SI-12: The organization handles and retains information within the information system and information output
from the system in accordance with applicable federal laws, Executive Orders, Directives, policies, regulations,
standards, and operational requirements.

Security Baseline: Low, Moderate and High

HUD Policy: 4.7.11

a. Program Offices/System Owners handle and retain information system output, both paper and digital, in
accordance with federal laws and regulations, HUD policy, and organizational responsibilities.

4.8. Media Protection

Information resides in many forms and can be stored in different ways. Media controls are
protective measures specifically designed to safeguard electronic data and hardcopy information.
This policy addresses the protection, marking, sanitization, production input/output, and disposal
of media containing sensitive information.

FIPS 200 Requirement

Organizations must: (i) protect information contained in organizational information systems in printed form or
on digital media; (ii) limit access to information in printed form or on digital media removed from
organizational information systems to authorized users; and (iii) sanitize or destroy digital media before disposal
or release for reuse.

4.8.1. Media Protection Policy and Procedures

The Media Protection Policy and procedures must be consistent with applicable laws, Executive
Orders, Directives, policies, regulations, standards, and guidance. Where applicable, the Media
Protection Policy and procedures will reference related HUD documents either by the document
name or number, rather than repeating the requirements herein.
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NIST SP 800-53 Control: MP-1

MP-1: The organization:
a. Develops, documents, and disseminates to [Assignment; organization-defined personnel or roles]:

1. A Media Protection Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the media protection policy and associated media
protection controls.

b. Reviews and updates the current:
1. Media Protection Policy [Assignment: organization-defined frequency]; and
2. Media protection procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.8.2. Media Access

In order to protect and secure sensitive information, the media used to store or present the
information must be protected from improper access and properly destroyed when no longer
required.

NIST SP 800-53 Control: MP-2

MP-2: The organization restricts access to [Assignment: organization-defined types of digital and/or non-digital
media] to [Assignment: organization-defined personnel or roles].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.8.2

a. Program Offices/System Owners establish procedures to ensure that moderate and high sensitive
information in printed form or digital media cannot be accessed, removed, or stolen by unauthorized
individuals.

b. HUD implements physical and logical security controls to protect systems, buildings, and related
supporting infrastructures from unauthorized media access.

4.8.3. Media Marking

In order to protect the information on stored media, the media should be appropriately labeled
with its sensitivity so that individuals handling the media or information understand the level of
protection that must be provided.
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NIST SP 800-53 Control: MP-3

a.

MP-3: The organization:

Security Baseline: Moderate and High

Marks information system media indicating the distribution limitations, handling caveats, and applicable
security markings (if any) of the information; and

Exempts [Assignment: organization-defined types of information system media] from marking as long as
the media remain within [Assignment: organization-defined controlled areas].

a.

HUD Policy: 4.8.3

Program Offices/System Owners and Users ensure that all media containing moderate and high-impact
sensitive information is appropriately marked with the sensitivity of the information stored on the media. At
a minimum, printed output that is not otherwise appropriately marked shall have a cover sheet and digital
media shall be labeled with the distribution limitations, handling caveats, and applicable security markings,
if any, of the information.

4.8.4. Media Storage

An additional level of protection of information is provided by securely storing the media based
on the information’s required level of protection.

NIST SP 800-53 Control: MP-4

a.

MP-4: The organization:

Security Baseline: Moderate and High

Physically controls and securely stores [Assignment: organization-defined types of digital and/or non-
digital media] within [Assignment: organization-defined controlled areas]; and

Protects information system media until the media are destroyed or sanitized using approved equipment,
techniques, and procedures.

HUD Policy: 4.8.4
a.

Program Offices/System Owners and Users control access to and securely store all information system
media (i.e., both paper and digital) containing moderate or high-impact sensitive information, including
backup and removable media, in a secure location when not in use.

For high-impact systems, media is stored in locked canisters or encrypted if the information system media
is removed from the primary storage area.

Program Offices and Users ensure that unattended laptops in offices are secured via a locking cable, locked
office, or a locked cabinet or desk.

Program Offices/System Owners maintain records certifying that such destruction was performed.

4.8.5. Media Transport

To prevent a possible compromise to information, the media storing the information must be
protected during transport outside of the controlled area.

NIST SP 800-53 Control: MP-5

MP-5: The organization:
a.

Protects and controls [Assignment: organization-defined types of information system media] during
transport outside of controlled areas using [Assignment: organization-defined security safeguards];

Maintains accountability for information system media during transport outside of controlled areas;
Documents activities associated with the transport of information system media; and
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NIST SP 800-53 Control: MP-5
d. Restricts the activities associated with the transport of information system media to authorized personnel.

Security Baseline: Moderate and High

E-4: The information system implements cryptographic mechanisms to protect the confidentiality and integrity
of information stored on digital media during transport outside of controlled areas.

Security Baseline: Moderate and High

HUD Policy: 4.8.5

a. Program Offices/System Owners establish procedures to ensure that sensitive information in printed form
or digital media can only be picked up, received, transferred, or delivered to authorized individuals.

b. Program Offices/System Owners maintain records documenting any transportation of sensitive printed or
digital media.

4.8.6. Media Sanitization

When media is disposed of, it is necessary to properly sanitize the media to prevent
compromising the data by destroying the data or destroying the media.

NIST SP 800-53 Control: MP-6

MP-6: The organization:

a. Sanitizes [Assignment: organization-defined information system media] prior to disposal, release out of
organizational control, or release for reuse using [Assignment: organization-defined sanitization techniques
and procedures] in accordance with applicable federal and organizational standards and policies; and

b. Employs sanitization mechanisms with the strength and integrity commensurate with the security category
or classification of the information.

Security Baseline: Low, Moderate, and High

E-1: The organization reviews, approves, tracks, documents, and verifies media sanitization and disposal
actions.

Security Baseline: High

E-2: The organization tests sanitization equipment and procedures [Assignment: organization-defined
frequency] to verify that the intended sanitization is being achieved.

Security Baseline: High

E-3: The organization applies nondestructive sanitization techniques to portable storage devices prior to
connecting such devices to the information system under the following circumstances: [Assignment:
organization-defined circumstances requiring sanitization of portable storage devices].

Security Baseline: High
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NIST SP 800-53 Control: MP-6

HUD Policy: 4.8.6
a. Program Offices/System Owners shall ensure that any sensitive information stored on media surplus or
returned to the manufacturer shall be purged from the media before disposal.

Disposal shall be performed following the guidance in NIST SP 800-88, Guidelines for Media Sanitation.
Program Offices/System Owners shall maintain records certifying that such sanitization was performed.

d. Program Offices/System Owners shall ensure that sensitive information is purged from the hard drives of
any workstation or server returned to the equipment surplus pool or transferred to another individual.

e. Program Offices/System Owners shall ensure that media (e.g., paper, diskettes, and removable disk drives)
containing sensitive information is destroyed in such a manner that all sensitive information on that media
cannot be recovered by ordinary means. Examples of appropriate methods are crosscut shredders,
degaussing, and approved disk-wiping software.

4.8.7. Media Use

When media is disposed of, it is necessary to properly sanitize the media to prevent
compromising the data by destroying the data or destroying the media.

NIST SP 800-53 Control: MP-7

MP-6: The organization [Selection: restricts; prohibits] the use of [Assignment: organization-defined types of
information system media] on [Assignment: organization-defined information systems or system components]
using [Assignment: organization-defined security safeguards].

Security Baseline: Low, Moderate, and High

E-1: The organization prohibits the use of portable storage devices in organizational information systems when
such devices have no identifiable owner.

Security Baseline: High

HUD Policy: 4.8.7

a. Program Offices/System Owners ensure that any sensitive information stored on media surplus or returned
to the manufacturer is purged from the media before disposal.

Disposal shall be performed following the guidance in NIST SP 800-88, Guidelines for Media Sanitation.
Program Offices/System Owners maintain records certifying that such sanitization was performed.

d. Program Offices/System Owners ensure that sensitive information is purged from the hard drives of any
workstation or server returned to the equipment surplus pool or transferred to another individual.

e. Program Offices/System Owners ensure that media (e.g., paper, diskettes, and removable disk drives)
containing sensitive information is destroyed in such a manner that all sensitive information on that media
cannot be recovered by ordinary means. Examples of appropriate methods are crosscut shredders,
degaussing, and approved disk-wiping software.

4.9. Incident Response

An incident is a violation or imminent threat of violation of information security policies,
acceptable use policies, or standard computer security practices. Incidents may result from
intentional or unintentional actions. Incident response relates to action taken in reaction to an
incident occurrence. These incidents can severely disrupt computer-supported operations,
compromise the confidentiality of sensitive information, and diminish the integrity of critical
data. To help combat the disruptive short- and long-term effects of security incidents, each
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government agency is required to implement and maintain a security incident reporting and
handling capability.

The following policies describe the mechanisms that must be in place to address the ability to
respond to events in the network environment.

FIPS 200 Requirement

Organizations must: (i) establish an operational incident handling capability for organizational information
systems that includes adequate preparation, detection, analysis, containment, recovery, and user response
activities; and (ii) track, document, and report incidents to appropriate organizational officials and/or authorities.

4.9.1. Incident Response Policy and Procedures

The Incident Response Policy and procedures must be consistent with applicable laws, Executive
Orders, Directives, policies, regulations, standards, and guidance. Where applicable, the Incident
Response Policy and procedures will refer to the references by the associated reference
description or number, so that these policies are not repeating the reference.

NIST SP 800-53 Control: IR-1

IR-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. AnIncident Response Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the incident response policy and associated incident
response controls.
b. Reviews and updates the current:
1. Incident Response Policy [Assignment: organization-defined frequency]; and
2. Incident response procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.9.2. Incident Response Training

Quickly responding to incidents provides a mechanism for controlling the impact of the incident
on the information system; therefore, individuals must understand their incident response
responsibilities and the actions they should take if an incident is suspected or occurred. To
accomplish this, individuals require training in incident detection and response. The following
policy addresses the requirement for all personnel involved in incident response activities to
receive training in incident response procedures.
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NIST SP 800-53 Control: IR-2

IR-2: The organization provides incident response training to information system users consistent with assigned

roles and responsibilities:

a.  Within [Assignment: organization-defined time period] of assuming an incident response role or
responsibility;

b. When required by information system changes; and

c. [Assignment: organization-defined frequency] thereafter.

Security Baseline: Low, Moderate, and High

E-1: The organization incorporates simulated events into incident response training to facilitate effective
response by personnel in crisis situations.

Security Baseline: High

E-2: The organization employs automated mechanisms to provide a more thorough and realistic incident
response training environment.

Security Baseline: High

HUD Policy: 4.9.2

a. Program Offices/System Owners ensure that personnel with incident response responsibilities receive
training at least once a year.

b. For high-impact systems, incident response training incorporates simulated events to facilitate effective
response by personnel in a crisis and employ automated mechanisms.

4.9.3. Incident Response Testing

To determine the effectiveness and weaknesses of HUD’s incident response capability and to
improve on that capability requires that tests and exercises be performed in a controlled manner
and the results analyzed.

NIST SP 800-53 Control: IR-3

IR-3: The organization tests the incident response capability for the information system [Assignment:
organization-defined frequency] using [Assignment: organization-defined tests] to determine the incident
response effectiveness and documents the results.

Security Baseline: Moderate and High

E-1: The organization coordinates incident response testing with organizational elements responsible for related
plans.

Security Baseline: Moderate and High

HUD Policy: 4.9.3

a. Incident Response is a common control owned by OCIO.

b. The OCIO tests the Department’s incident response capability once a year and documents the test results.
c. For high-impact systems the tests employ automated mechanisms.

4.9.4. Incident Handling

The HUD Computer Incident Response Team (HUD-CIRT) is the focal point for the
implementation of HUD’s incident response capability and requires participation by all Program
Offices/System Owners. In order to protect information assets, HUD’s security incident
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handling capability must provide the necessary steps for security incident detection and
resolution. The following policy provides guidance for implementing an incident handling
capability.

NIST SP 800-53 Control: IR-4

IR-4: The organization:

a. Implements an incident handling capability for security incidents that includes preparation, detection and
analysis, containment, eradication, and recovery;

b. Coordinates incident handling activities with contingency planning activities; and

c. Incorporates lessons learned from ongoing incident handling activities into incident response procedures,
training, and testing/exercises, and implements the resulting changes accordingly.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to support the incident handling process.

Security Baseline: Moderate and High

E-4: The organization correlates incident information and individual incident responses to achieve an
organization-wide perspective on incident awareness and response.

Security Baseline: High

HUD Policy: 4.9.4

a. The OCIO establishes and maintains an incident response capability to prevent, detect, track, and respond
to information security incidents and alerts in accordance with NIST SP 800-61, Computer Security
Incident Handling Guide. Lessons learned from ongoing incident handling activities are incorporated into
the incident response training, procedures and implemented accordingly.

b. For moderate- or high-impact systems, the OCIO provides automated mechanisms to support the incident
handling process.

49.5. Incident Monitoring

In order to protect the information systems, it is necessary to monitor for incidents, as
information assets are susceptible at any time to either intentional or unintentional damaging
incidents. The following policy addresses the requirement that the organization utilizes
mechanisms to monitor security incidents.

NIST SP 800-53 Control: IR-5

IR-5 The organization tracks and documents information system security incidents.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to assist in the tracking of security incidents and in the
collection and analysis of incident information.

Security Baseline: High

HUD Policy: 4.9.5

a. The OCIO ensures that the HUD-CIRT has a process to track and document information system security
incidents on an ongoing basis.

b.  For high-impact systems, the tracking of security incidents and the collection and analysis of incident
information employs automated mechanisms.
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4.9.6. Incident Reporting

The timely reporting of incidents or suspected incidents assists in the incident containment,
impact and mitigation. This includes reporting incidents dealing with Personally Identifiable
Information (PII). A PIl incident involves suspected and confirmed breaches in the protection of
personally identifiable information in electronic or physical form.

The following policy addresses the requirement that organizations report security related
incidents to the appropriate entities.

NIST SP 800-53 Control: IR-6

IR-6: The organization:

a. Requires personnel to report suspected security incidents to the organizational incident response capability
within [Assignment; organization-defined time period]; and

b. Reports security incident information to [Assignment: organization-defined authorities].

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to assist in the reporting of security incidents.

Security Baseline: Moderate and High

HUD Policy: 4.9.6

a. All users of HUD information technology assets report computer security incidents to the HUD IT service
provider immediately upon validation that an incident has occurred.

b. The OCIO ensures that computer security incidents reported to the HUD IT service provider function are
reported to the HUD-CIRT in accordance with established reporting time frames.

c. The HUD-CIRT reports computer security incidents to appropriate authorities, including the United States
Computer Emergency Readiness Team (US-CERT), in accordance with Federal incident reporting
guidelines.

d. For moderate- or high-impact systems, the HUD-CIRT uses automated mechanisms to assist in the
reporting of security incidents.

e. HUD-CIRT is responsible for providing OITS incident-related information for the Department’s FISMA
reports.

4.9.7. Incident Response Assistance

Since the handling of security incidents is not a primary duty of information system users,
system users should have resources available to them to assist in responding to incidents from
staff whose responsibilities include security incident response.

The following policy addresses the requirement to provide users with a source for incident
support.

NIST SP 800-53 Control: IR-7

IR-7: The organization provides an incident response support resource, integral to the organizational incident
response capability that offers advice and assistance to users of the information system for the handling and
reporting of security incidents.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: IR-7

E-1: The organization employs automated mechanisms to increase the availability of incident response-related
information and support.

Security Baseline: Moderate, and High

HUD Policy: 4.9.7

a. The HUD-CIRT provides all HUD’s users with guidance and assistance (e.g., help desk) for handling and
reporting of security incidents.
b. For moderate- or high-impact systems, the HUD-CIRT employs automated mechanisms to increase the
availability of incident response-related information and support.
4.9.8. Incident Response Plan

The following policy addresses the requirement for the Department to have an Incident Response
Plan for incident support.

NIST SP 800-53 Control: IR-8

IR-8: The organization
a.

Security Baseline: Low, Moderate, and High

Develops an Incident Response Plan that:

1. Provides the organization with a roadmap for implementing its incident response capability;

2. Describes the structure and organization of the incident response capability;

3. Provides a high-level approach for how the incident response capability fits into the overall
organization;

4. Meets the unique requirements of the organization, which relate to mission, size, structure, and
functions;

5. Defines reportable incidents;

6. Provides metrics for measuring the incident response capability within the organization;

7. Defines the resources and management support needed to effectively maintain and mature an incident
response capability; and

Is reviewed and approved by [Assignment: organization-defined personnel or roles];

Distributes copies of the incident response plan to [Assignment: organization-defined incident response
personnel (identified by name and/or by role) and organizational elements];

Reviews the Incident Response Plan [Assignment: organization-defined frequency];

Updates the Incident Response Plan to address system/organizational changes or problems encountered
during plan implementation, execution, or testing;

Communicates the Incident Response Plan changes to [Assignment: organization-defined incident response
personnel (identified by name and/or by role) and organizational elements]; and

Protects the Incident Response Plan from unauthorized disclosure and modification.

HUD Policy: 4.9.8
a.

b.

The OCIO ensures that the HUD-CIRT develops and maintains the HUD’s Incident Response Plan as part
of the OCIO’s responsibility as the common control provider for the Department.

The OCIO ensures the Plan is distributed upon request, and on an as-needed basis, to incident response
personnel. The HUD-CIRT maintains the list of incident response personnel.

The OCIO ensures the HUD’s Incident Response Plan is kept current and revised to address
system/organizational changes or problems. At a minimum, the Plan is reviewed annually.
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4.10. Awareness and Training

A key objective of an effective Information Security Program is to ensure that all employees and
contractors understand their roles and responsibilities and are adequately trained to perform
them. HUD cannot protect the confidentiality, integrity, and availability of its information
systems and the information they contain without the knowledge and active participation of its
employees and contractors in the implementation of sound security principles.

Each organization is required to make general users and personnel with significant security
responsibilities for a system aware of the security risks associated with their use and
management of that system.

This control ensures that mechanisms are in place to verify and track security awareness and
specialized security training for personnel who have been designated as having significant
security responsibilities.

FIPS 200 Requirement

Organizations must: (i) ensure that managers and users of organizational information systems are made aware of
the security risks associated with their activities and of the applicable laws, Executive Orders, directives,
policies, standards, instructions, regulations, or procedures related to the security of organizational information
systems; and (ii) ensure that organizational personnel are adequately trained to carry out their assigned
information security-related duties and responsibilities.

4.10.1.  Security Awareness and Training Policy and Procedures

The Security Awareness and Training Policy and procedures must be consistent with applicable
laws, Executive Orders, Directives, policies, regulations, standards, and guidance.

NIST SP 800-53 Control: AT-1

AT-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A Security Awareness and Training Policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the Security Awareness and Training Policy and
associated security awareness and training controls; and

b. Reviews and updates the current:
3. Security Awareness and Training Policy [Assignment: organization-defined frequency]; and
4. Security awareness and training procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD?’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.
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4.10.2. Security Awareness Training

All users with access to the Department’s information have a responsibility to safeguard that
information. The Department must ensure that users and personnel with significant security
responsibilities for an IT system are aware of the security risks associated with their access to
and use of Departmental information and management of IT systems. This control family ensures
that users of Departmental information receive security awareness training, that personnel with
significant security responsibilities receive specialized security training, and that all training is
tracked.

NIST SP 800-53 Control: AT-2

AT-2: The organization provides basic security awareness training to information system users (including
managers, senior executives, and contractors):

a. As part of initial training for new users;
b.  When required by information system changes; and
c. [Assignment: organization-defined frequency] thereafter.

Security Baseline: Low, Moderate, and High

HUD Policy: 4.10.2

a. The OITS establishes an Information Security Awareness and Training Program in accordance with NIST
800 SP 800-50, Building an Information Technology Security Awareness and Training Program. The
Program shall be consistent with CFR Part 5 Subpart C (5 CFR 930.301).

b. Program Offices/System Owners ensure that HUD personnel and contractors accessing HUD information
systems receive initial training in security awareness and accepted security practices as part of their
orientation or when required by system changes. They shall sign the Rules of Behavior and receive
refresher training by the determined date established by OMB to meet the FISMA legislation requirement
for federal agencies.

c. Unless a waiver is granted by the CISO, user accounts and access privileges, including access to email, will
be disabled for those HUD employees and contractors who have not received annual refresher training.

4.10.3. Role-based Security Training

Individuals with responsibilities directly related to securing information assets must maintain the
skills necessary to identify vulnerabilities, identify security incidents, implement security
solutions to mitigate vulnerabilities, and ensure the security of information assets. This control
requires that personnel assigned significant security responsibilities receive specialized security
training.

NIST SP 800-53 Control: AT-3

AT-3: The organization provides Role-based Security Training to personnel with assigned security roles and
responsibilities:

a. Before authorizing access to the information system or performing assigned duties;

b. When required by information system changes; and

c. [Assignment: organization-defined frequency] thereafter.

Security Baseline: Low, Moderate, and High

102 March 2016



HUD Handbook 2400.25 REV-4.1

NIST SP 800-53 Control: AT-3

HUD Policy: 4.10.3

a. The OITS identify roles and responsibilities in HUD that must receive annual specialized security training.

b. Program Offices/System Owners ensure that HUD personnel and contractors with significant security
responsibilities (e.g., ISSOs and system administrators) receive annual specialized training specific to their
security responsibilities. Training may be required more frequently due to system changes. The level of
training shall be commensurate with the individual’s duties and responsibilities and promote a consistent
understanding of the principles and concepts of information system security.

c. Program Offices/System Owners establish additional system-specific security training requirements when
necessary.

d. Unless a waiver is granted by the CISO, user accounts and access privileges, including access to email, will
be disabled for those HUD employees who have not received annual refresher training.

4.104. Security Training Records

Security training records must be maintained and used as a mechanism for monitoring the status
of security training.

NIST SP 800-53 Control: AT-4

AT-4: The organization:

a. Documents and monitors individual information system security training activities including basic security
awareness training and specific information system security training; and

b. Retains individual training records for a period of [Assignment: organization-defined].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.10.4

a. Program Offices retain training records that include the individual names and positions, types of training
received, and cost of training for a period of 5 years.

b. Program Offices prepare and submit awareness and training statistics to the OITS. These statistics shall
include the (1) total number of personnel and the total number of personnel who received awareness training,
and (2) total number of information security personnel with significant security responsibilities and the total
number who were trained.
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5.0 TECHNICAL POLICIES

Technical controls are the security controls (i.e., safeguards or countermeasures) for an
information system that are primarily implemented and executed by the information system
through mechanisms contained in the information system’s hardware, software, or firmware
components.

5.1. ldentification and Authentication

Authentication is the process of establishing confidence in user identities electronically presented
to an information system. Individual authentication is the process of establishing an understood
level of confidence that an identifier refers to a specific individual. Authentication focuses on
confirming an individual’s identity, based on the reliability of the individual’s credentials.
Authentication of user identities is accomplished using passwords, tokens, PKI certificates, key
cards, biometrics, or in the case of multifactor authentication, some combination therein.

The following policies ensure that there is a mechanism in place to associate user and system
activity to the credentials used.

FIPS 200 Requirement

Organizations must identify information system users, processes acting on behalf of users, or devices and
authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to allowing access to
organizational information systems.

5.1.1. Identification and Authentication Policy and Procedures

The following policy addresses the requirement to develop policy and procedures for
identification and authentication.

NIST SP 800-53 Control: 1A-1

IA-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. An Identification and Authentication Policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the Identification and Authentication Policy and
associated identification and authentication controls.

b. Reviews and updates the current:
1. Identification and Authentication Policy [Assignment: organization-defined frequency]; and
2. ldentification and authentication procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.
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5.1.2. Identification and Authentication (Organizational Users)

Authentication of user identities is accomplished using passwords, tokens, PKI certificates, key
cards, biometrics, or in the case of multi-factor authentication, some combination therein.

FIPS 201 and its attendant SP 800-73 and SP 800-76 specify a Personal Identity Verification
(P1V) card token for use in the unique identification and authentication of federal employees and
contractors. NIST SP 800-63 provides guidance on remote electronic authentication. When
information systems are accessed through local interfaces and contained within a controlled
environment with physical access controls, the risk of using passwords as opposed to other forms
of authentication, are somewhat mitigated. Thus, passwords that meet NIST SP 800-63 level 2
password requirements used locally in an environment with adequate physical access controls
can be used in FIPS 199/SP 800-53 moderate-impact systems.

NIST SP 800-53 Control: 1A-2

IA-2: The information system uniquely identifies and authenticates organizational users (or processes acting on
behalf of organizational users).

Security Baseline: Low, Moderate, and High

E-1: The information system implements multi-factor authentication for network access to non-privileged
accounts.

Security Baseline: Low, Moderate, and High
E-2: The information system uses multi-factor authentication for network access to non-privileged accounts.

Security Baseline: Moderate and High

E-3: The information system implements multi-factor authentication for local access to privileged accounts.

Security Baseline: Moderate and High

E-4: The information system implements multi-factor authentication for local access to non-privileged accounts.

Security Baseline: High

E-8: The information system implements replay-resistant authentication mechanisms for network access to
privileged accounts.

Security Baseline: Moderate and High

E-9: The information system implements replay-resistant authentication mechanisms for network access to non-
privileged accounts.

Security Baseline: High

E-11: The information system implements multi-factor authentication for remote access to privileged and non-
privileged accounts such that one of the factors is provided by a device separate from the system gaining access
and the device meets [Assignment: organization-defined strength of mechanism requirements].

Security Baseline: Moderate and High

E-12: The information system accepts and electronically verifies Personal Identity Verification (P1V)
credentials.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: 1A-2

HUD Policy: 5.1.2

a. Program Offices/System Owners ensure that HUD information systems are capable of controlling and
limiting user access based on positive user identification and authentication mechanisms accordance with
FIPS 201 Personal Identity Verification for Federal Employees and Contractors and supporting NIST
special publications. Moderate or high-impact systems employ multi-factor authentication mechanisms in
accordance with Federal Directives and standards.

b. Program Offices/System Owners ensure that privileged users authenticate to network accounts based on
multi-factor authentication mechanisms.

c. Moderate- or high-impact systems shall employ multi-factor authentication mechanisms for local access to
privileged accounts.

d. The CISO, in conjunction with the Deputy CIO for 100, ensures that HUD’s PKI can support the
requirements for E-authentication in accordance with NIST SP-800-63, Electronic Authentication
Guideline: Recommendation of the National Institute of Standards and Technology.

e. The CISO, in conjunction with the Deputy CIO for 100, ensures that HUD’s PKI can support the
requirements for personal identification verification in accordance with NIST FIPS 201, Personal Identity
Verification for Federal Employees and Contracts and the supporting NIST Special Publications.

f.  The OCIO ensures that HUD information systems use replay-resistant authentication mechanisms including
Kerberos for Windows, Secure Sockets Layer Version 3.0 (SSL 3.0), and/or Transport Layer Security
Version 1.0 (TLS1.0) or higher for web-based authentication and terminal emulators for mainframes, for
network access to privileged accounts.

g. High-impact systems shall employ multi-factor authentication for network access to privileged accounts and
shall use replay-resistant authentication mechanisms as defined above for network access to non-privileged
accounts.

5.1.3. Device lIdentification and Authentication

Multi-tier systems can use middle- and back-end systems to connect to legacy systems and
databases. In certain situations, this connection takes place using a generic ID and password that
may contain full system privileges. Compromise of these IDs/passwords can result in system
misuse.

Networks that do not use device authentication are open to intrusions by attackers who have
access to their physical location. Shared media networks and dynamic protocols, like Dynamic
Host Configuration Protocol (DHCP), are susceptible to attacks from anyone with physical
access to a network connection (e.g., network wall outlet). The attacker can plug in the device
and start using it to capture packets of data or to start scanning the network for vulnerable
systems.

To ensure that only approved devices can connect to the network and that approved applications
can connect to back-end systems, the authenticators need to be protected from unauthorized
disclosure and use.

The information system typically uses either shared known information (e.g., Media Access
Control [MAC] or Transmission Control Protocol/Internet Protocol [TCP/IP] addresses), an
organizational authentication solution (e.g., IEEE 802.1x and Extensible Authentication Protocol
[EAP]), or a Radius server with EAP-Transport Layer Security (TLS) authentication to identify
and authenticate devices on local and/or wide area networks (WAN). The Department also
assigns unique user IDs and passwords to machines to facilitate data transfers between
information systems.
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The following policy provides guidance for ensuring that HUD information systems uniquely
identify and authenticate devices that attempt to establish connections.

NIST SP 800-53 Control: 1A-3

IA-3: The information system uniquely identifies and authenticates [Assignment: organization-defined specific
and/or types of devices] before establishing a [Selection (one or more): local; remote; network] connection.

Security Baseline: Moderate and High

HUD Policy: 5.1.3

a. Program Offices/System Owners use authentication procedures, mechanism, or protocol to secure
authenticators used for application, host, or device authentication. The required strength of the selected
authentication mechanism is determined by the FIPS security category of the information system.

b. The OCIO assigns IDs and passwords, commonly called Machine IDs or X-IDs, to IT hardware and
applications to facilitate data interfaces and data sharing.

c. Machine IDs are only used in machine-to-machine communications where the machines are Departmental
servers and enterprise database software.

5.14. Identifier Management

Managing identifiers involves maintaining a method for using credentials for the unique
identification and authentication of users. The following policy provides guidance for the
management of user identifiers.

NIST SP 800-53 Control: 1A-4

IA-4: The organization manages information system identifiers by:
a. Receiving authorization from [Assignment: organization-defined personnel or roles] to assign an individual,
group, role, or device identifier;

Selecting an identifier that identifies an individual, group, role, or device;

Assigning the identifier to the intended individual, group, role, or device;

Preventing reuse of identifiers for [Assignment: organization-defined time period]; and
Disabling the identifier after [Assignment: organization-defined time period of inactivity].

® oo T

Security Baseline: Low, Moderate, and High

HUD Policy: 5.1.4

a. Program Offices/System Owners ensure that user identifiers are implemented and maintained that support
access control, least privilege, and system integrity in accordance with FIPS 201, Personal Identity
Verification for Federal Employees and Contractors and supporting NIST Special Publications.

b. HUD users shall not share identification or authentication materials of any kind; nor shall any HUD user
allow any other person to operate any HUD system by employing the user’s identity.

c. HUD users and/or developers and contractors shall never use a Machine 1D or X-ID as a surrogate
mechanism for accessing HUD information systems.

d. The system ISSO ensures that user IDs are disabled after a period of inactivity of no more than 90 days. For
moderate- or high-impact systems, the system shall do this automatically.

5.1.5. Authenticator Management

The following policy provides guidance for the management of authenticators to include
passwords. A password is a secret that a claimant memorizes and uses to authenticate the
claimant’s identity. Passwords are typically character strings. Strong passwords have a minimum
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of eight alphanumeric characters with at least one uppercase letter, one lowercase letter, one
digit, and one special character. Strong passwords do not have common words or permutations of
the user name and multi-factor authenticators.

The use of a password by more than one individual is discouraged throughout HUD. However,
there may be circumstances (e.g., operation of crisis management or operations centers, watch
teams, and other duty personnel) that require the use of group USERIDs and passwords.

Multi-factor authentication is an authentication system or a token that uses more than one
authentication factor. The three types of authentication factors are something you know,
something you have, and something you are. Authentication requires that the Claimant prove,
through a secure authentication protocol, that he or she controls the token. The Claimant unlocks
the token with a password or biometric, or uses a secure multi-token authentication protocol to
establish two-factor authentication (through proof of possession of a physical or software token
in combination with some memorized secret knowledge). FIPS 201 and its attendant SP 800-73
and SP 800-76 specify a personal identity verification (PIV) card token for use in the unique
identification and authentication of federal employees and contractors. In circumstances where
Federal employees or contractors are not eligible or required to receive a PIV card, HUD relies
on alternative multi-factor authentication mechanisms to ensure appropriate authentication
strength and protection.

NIST SP 800-53 Control: 1A-5

IA-5: The organization manages information system authenticators by:

a. Verifying, as part of the initial authenticator distribution, the identity of the individual, group, role, or
device receiving the authenticator;

b. Establishing initial authenticator content for authenticators defined by the organization;
Ensuring that authenticators have sufficient strength of mechanism for their intended use;

Establishing and implementing administrative procedures for initial authenticator distribution, for
lost/compromised or damaged authenticators, and for revoking authenticators;

Changing default content of authenticators prior to information system installation;

Establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators;
Changing/refreshing authenticators [Assignment: organization-defined time period by authenticator type];
Protecting authenticator content from unauthorized disclosure and modification;

Requiring individuals to take, and having devices implement, specific security safeguards to protect
authenticators; and

j. Changing authenticators for group/role accounts when membership to those accounts changes.

o o

- oQ = o

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: 1A-5

E-1: The information system, for password-based authentication:;

a. Enforces minimum password complexity of [Assignment: organization-defined requirements for case
sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special
characters, including minimum requirements for each type];

b. Enforces at least the following number of changed characters when new passwords are created:
[Assignment: organization-defined number];

c. Stores and transmits only cryptographically-protected passwords;

d. Enforces password minimum and maximum lifetime restrictions of [Assignment: organization-defined
numbers for lifetime minimum, lifetime maximum;

Prohibits password reuse for [Assignment: organization-defined number] generations; and

f.  Allows the use of a temporary password for system logons with an immediate change to a permanent
password.

Security Baseline: Low, Moderate, and High

E-2: The information system, for PKI-based authentication:

a. Validates certifications by constructing and verifying a certification path to an accepted trust anchor
including checking certificate status information;

Enforces authorized access to the corresponding private key;
Maps the authenticated identity to the account of the individual or group; and

d. Implements a local cache of revocation data to support path discovery and validation in case of inability to
access revocation information via the network.

Security Baseline: Moderate and High

E-3: The organization requires that the registration process to receive [Assignment: organization-defined types
of and/or specific authenticators] be conducted [Selection: in person; by a trusted third party] before
[Assignment: organization-defined registration authority] with authorization by [Assignment: organization-
defined personnel or roles].

Security Baseline: Moderate and High

E-11: The information system, for hardware token-based authentication, employs mechanisms that satisfy
[Assignment: organization-defined token quality requirements].

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: 1A-5

HUD Policy: 5.1.5
a. Program Offices/System Owners ensure that authenticators are distributed to individuals and/or devices in
accordance with the Department’s identity, credential and access management business processes.
b. The OCIO and OCHCO:
e Establish and maintain administrative procedures for initial authenticator distribution including in

person receipt for PIV cards, for lost/compromised or damaged authenticators, for revoking
authenticators, and for refreshing authenticators.

e Refresh PIV cards in accordance with Federal standards, but in no case should a PIV card be valid more
than 5 years.

o Establish the minimum content for authenticators based on Federal Directives and Standards including
Homeland Security Presidential Directive 12(HSPD-12) and FIPS 201, Personal Identity Verification
for Federal Employees and Contractors, and supporting NIST Special Publications.

c. Program Offices/System Owners of information systems that require authentication controls over the
Internet between outside parties and HUD utilize authentication mechanisms for the information system, in
accordance with NIST SP 800-63, Electronic Authentication Guide.

d. Program Offices/System Owners ensure that information systems categorized as moderate or high-impact
require multi-factor authentication. To the extent information systems are integrated into the Department’s
Single Sign-On infrastructure, they are not required to establish system-specific authentication mechanisms.

e. Inthose systems where user identity is authenticated by password:

e The system ISSO determines and enforces appropriate measures to ensure that strong passwords are
used.

e The system ISSO develops and implements administrative procedures for initial password distribution,
for lost/compromised passwords, and for revoking passwords.

e The system ISSO determine and enforce the appropriate frequency for changing Passwords in
accordance with HUD policy established under 85.2.2.

e The system shall ensure that users cannot reuse a password for at least eight iterations.

e  The system shall ensure that passwords are not displayed when entered.

e  The system shall protect passwords from unauthorized disclosure and modification when stored and
transmitted.

e Users shall not share personal passwords.

f.  Users shall select strong passwords and not reuse old passwords. All passwords are required to be 8
characters in length including 1 upper case, 1 number and 1 special character (e.g., !, @, #, $).

g. Use of group passwords shall be limited to situations dictated by operational necessity or those critical for
mission accomplishment. Use of a Group User ID and password must be approved by the appropriate
Authorizing Official.

5.1.6. Authenticator Feedback

The following policy provides guidance to ensure that authentication information is not revealed
during the authentication process.

NIST SP 800-53 Control: 1A-6

IA-6: The information system obscures feedback of authentication information during the authentication process
to protect the information from possible exploitation/use by unauthorized individuals.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: 1A-6

HUD Policy: 5.1.6

a. Inthose systems where user identity is authenticated by a password, the system shall ensure that passwords
are not displayed when entered (e.g., displaying asterisks when a user types in a password).

b. Information systems relying on Machine IDs shall ensure that IDs and passwords are stored in separate
files, are never displayed or shared, and only accessible to authorized individuals.

5.1.7. Cryptographic Module Authentication

The FIPS 199 Security Category (for integrity and confidentiality) of the information being
transmitted should guide the decision on the use of cryptographic mechanisms.

The following policy provides guidance regarding the use of encryption mechanisms on HUD
information systems.

NIST SP 800-53 Control: 1A-7

IA-7: The information system implements mechanisms for authentication to a cryptographic module that meet
the requirements of applicable Federal laws, Executive Orders, Directives, policies, regulations, standards, and
guidance for such authentication.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.1.7

a. Program Offices/Systems Owners identify information systems transmitting or storing sensitive information
that may require protection based on a risk assessment. If encryption is required, the following methods are
acceptable for encrypting sensitive information:

e  Products using triple Data Encryption Standard (3DES) or Advanced Encryption Standard (AES)
algorithms that have been validated under FIPS 140-2 (as amended). (All new systems should use AES
because it is expected that triple DES will be phased out.)

e Transport Layer Security Version 1.0 (TLS1.0) or higher

e National Security Agency (NSA) Type 2 or Type 1 encryption

b. The CISO and Deputy CIO for 100 ensure cryptographic key establishment and management is done in

accordance with NIST SP 800-56, Recommendation on Key Establishment Schemes, and NIST SP 800-57,

Recommendation on Key Management.

5.1.8. Identification and Authentication (Non-organizational Users)

HUD’s vast community of users, well over 90%, are non-organizational users and include
grantees, state and local government employees and third-party business partners. It is a broad
and complex universe of information system users where confidence in virtual identities is
critical to the Department’s housing mission. It is critical to balance the need for confidence that
the non-organizational user is the authorized entity while ensuring Departmental business
processes are meeting availability requirements. The Department must ensure the secure
identification of people (and processes acting on behalf of non-organizational users), while
maintaining an efficient and cost-effective traffic flow.

The Federal Government has much work underway to federate identity which would allow the
connection of one identity repository to another. Federation enables identity providers and
relying parties to agree and to operate under compatible policies, standards, and technologies so
the end-user identity information provided by identity providers can be understood and trusted
such that a user does not have to manually logon to multiple systems. The ultimate goal of
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identity federation is to enable users of one domain to securely access data or systems of another
domain seamlessly, and without the need for completely redundant user administration.

NIST SP 800-53 Control: 1A-8

IA-8: The information system uniquely identifies and authenticates non-organizational users (or processes
acting on behalf of non-organizational users).

Security Baseline: Low, Moderate, and High

E-1: The information system accepts and electronically verifies Personal Identity Verification (PIV) credentials
from other federal agencies.

Security Baseline: Low, Moderate, and High
E-2: The information system accepts only FICAM-approved third-party credentials.

Security Baseline: Low, Moderate, and High

E-3: The organization employs only FICAM-approved information system components in [Assignment;
organization-defined information systems] to accept third-party credentials.

Security Baseline: Low, Moderate, and High
E-4: The information system conforms to FICAM-issued profiles.

Security Baseline: Low, Moderate, and High
HUD Policy: 5.1.8

a. State and local governments must provide their employees that require access to HUD systems a unique
nine-digit number. This number must consist of a unique departmental agency code and an employee
position humber.

b. Program Offices/System Owners ensure information systems under their purview require authentication
mechanisms that are sufficiently robust to uniquely identify non-organizational users (or processes acting
on behalf) consistent with the information system’s exposure to risks of authentication error as defined
under NIST 800-63, Electronic Authentication Guideline.

c. Program Offices/System Owners who elect to accept identity credentials issued by third-party identity
providers shall only accept identity credentials from providers whose reliability has been established and
accepted by the agency or a provider who is a member of the Federal Trust Framework and have been
through the Federal Trust Framework Provider Adoption Process.

5.2. Access Control

Access control addresses user authorization to utilize an information system. It also addresses the
processes and types of transactions that are allowed. The following policies ensure that there are

limitations on who can access a system and the mechanisms for verifying a users needs to access
the system.

FIPS 200 Requirement

Organizations must limit information system access to authorized users, processes acting on behalf of authorized
users, or devices (including other information systems) and to the types of transactions and functions that
authorized users are permitted to exercise.
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5.2.1. Access Control Policy and Procedures

The following policy addresses the requirement to develop policy and procedures for access
control.

NIST SP 800-53 Control: AC-1

AC-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. An Access Control Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the Access Control Policy and associated access
controls.

b. Reviews and updates the current:
1. Access Control Policy [Assignment: organization-defined frequency]; and
2. Access control procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

5.2.2. Account Management

The following policy provides guidance for the management of accounts on HUD information
systems. This includes account creation, auditing, modifying and disabling. The policy also
identifies roles and responsibilities.
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NIST SP 800-53 Control: AC-2

AC-2: The organization:

a. Identifies and selects the following types of information system accounts to support organizational
missions/business functions: [Assignment: organization-defined information system account types];

Assigns account managers for information system accounts;
Establishes conditions for group and role membership;

d. Specifies authorized users of the information system, group and role membership, and access
authorizations (i.e., privileges) and other attributes (as required) for each account;

e. Requires approvals by [Assignment: organization-defined personnel or roles] for requests to create
information system accounts;

f.  Creates, enables, modifies, disables, and removes information system accounts in accordance with
[Assignment: organization-defined procedures or conditions];

g. Monitors the use of information system accounts;
h. Notifies account managers:
1.  When accounts are no longer required,;
2. When users are terminated or transferred; and
3. When individual information system usage or need-to-know changes.
i. Authorizes access to the information system based on:
1. A valid access authorization;
2. Intended system usage; and
3. Other attributes as required by the organization or associated missions/business functions.

j. Reviews accounts for compliance with account management requirements [Assignment: organization-
defined frequency]; and

k. Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are
removed from the group.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to support the management of information system
accounts.

Security Baseline: Moderate and High

E-2: The information system automatically [Selection: removes; disables] temporary and emergency accounts
after [Assignment: organization-defined time period for each type of account].

Security Baseline: Moderate and High

E-3: The information system automatically disables inactive accounts after [Assignment: organization-defined
time period].

Security Baseline: Moderate and High

E-4: The information system automatically audits account creation, modification, enabling, disabling, and
removal actions, and notifies [Assignment: organization-defined personnel or roles].

Security Baseline: Moderate and High

E-5: The organization requires that users log out when [Assignment: organization-defined time-period of
expected inactivity or description of when to log out].

Security Baseline: High

E-11: The information system enforces [Assignment: organization-defined circumstances and/or usage
conditions] for [Assignment: organization-defined information system accounts].
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NIST SP 800-53 Control: AC-2

Security Baseline: High

E-12: The organization:
(a) Monitors information system accounts for [Assignment: organization-defined atypical use]; and

(b) Reports atypical usage of information system accounts to [Assignment: organization-defined personnel or
roles].

Security Baseline: High

E-13: The organization disables accounts of users posing a significant risk within [Assignment: organization-
defined time period] of discovery of the risk.

Security Baseline: High

HUD Policy: 5.2.2

a. Program Offices/System Owners ensure that users of information systems supporting their programs have a
validated requirement to access these systems.

b. Program Offices/System Owners, in concert with the System Security Administrator, ensure that Access
privileges which increase from greater than read only be processed through HUD’s account management
system.

c. Program Offices/System Owners ensure that users of information systems under their purview have
approved access requests prior to granting access to the systems.

d. Individuals that perform duties as Administrators shall have separate administrator and non-administrator
accounts.

e. ISSOs ensure that emergency accounts are properly authorized and maintained. For moderate- and high-
impact systems, these accounts shall be automatically disabled after 48 hours.

ISSOs ensure that guest/anonymous accounts are not used.

g. The Deputy CIO for 100 ensure that all default vendor or factory-set administrator accounts and passwords
shall be changed before installation or use on all systems owned or operated on behalf of HUD.

h. Program Offices/System Owners ensure that user access is reviewed once a year.

i. Program Offices/System Owners ensure that their information systems implement access control measures
to provide protection from unauthorized alteration, loss, unavailability, or disclosure of information.

j. The ISSO ensures that user IDs are disabled after a period of inactivity of no more than 90 days. If an
information system has been enabled for Single Sign-On (SSO), 1ISSOs may measure the 90 days of
inactivity based on a user’s last logon to the HUD network. Logon may include access to the HUD Local
Area Network (LAN) or logon via one of HUD’s remote access connections. ISSOs must ensure that the
base system(s) upon which an information system relies for the 90 day inactivity trigger is identified in
system documentation. For moderate- and high-impact systems, the 90 day inactivity trigger must be
automated.

k. Program Offices/System Owners ensure that their moderate- and high-impact systems use an automated
mechanism to support management of information system accounts. For moderate- and high-impact
systems, the automated mechanism shall track account creation, disabling, and termination to support audit
of such actions and, as required, notify appropriate individuals.

5.2.3. Access Enforcement

The following policy provides guidance to ensure that HUD information systems include
mechanisms for enforcing access control policies.
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NIST SP 800-53 Control: AC-3

AC-3: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.2.3

a. The CISO along with the Deputy CIO for 100 ensures access control policies (e.g., identity-based policies,
role-based policies, rule-based policies) and associated access enforcement mechanisms (e.g., access control
lists, access control matrices, cryptography) are used throughout HUD to control access between users (or
processes acting on behalf of users) and objects (e.g., devices, files, records, processes, programs, domains)
in the information system.

b. Program Offices/System Owners, and System Security Administrators grant, modify, and remove access to
applications in accordance with Department and information system policies, and report evidence of
unauthorized access or known security breaches.

c. Access enforcement mechanisms are employed at the application level, when necessary, to provide
increased information security for the organization.

d. If encryption of stored information is employed as an access enforcement mechanism, the cryptography
used is FIPS 140-2 (as amended) compliant.

5.2.4. Information Flow Enforcement

Information flow enforcement is the capability of a system to control the flow of information
between sources and destinations both internal to the system and between interconnected
systems. The mechanisms commonly used are label-based control, which relies on explicit labels
on information, source and destination items and, domain-based, control which relies on
protected processing domains.

The following policy addresses the requirement for HUD information systems to enforce the
authorizations for governing internal flow of information.

NIST SP 800-53 Control: AC-4

AC-4: The information system enforces approved authorizations for controlling the flow of information within
the system and between interconnected systems based on [Assignment: organization-defined information flow
control policies].

Security Baseline: Moderate and High

HUD Policy: 5.2.4

a. Program Offices/System Owners ensure moderate- and high-impact systems within their purview are
capable of enforcing flow control by using explicit labels on information internal to the system as well as
between systems.

5.2.5. Separation of Duties

Separation of duties is designed to prevent a single individual from being able to disrupt or
corrupt a critical security process. This separation is necessary for adequate internal control of
sensitive information systems.

The following policy addresses the requirement for HUD systems to have the capability to
enforce separation of duties through the use of unique user identifiers.
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NIST SP 800-53 Control: AC-5

AC-5: The organization:
a. Separates [Assignment: organization-defined duties of individuals];
b. Documents separation of duties of individuals; and
c. Defines information system access authorizations to support separation of duties.

Security Baseline: Moderate and High

HUD Policy: 5.2.5

a. Program Offices/System Owners divide and separate duties and responsibilities of critical information
system functions among different individuals to minimize the possibility that any one individual would
have the necessary authority or systems access to be able to engage in fraudulent or criminal activity.
Program Offices/System Owners maintain documents which support the separation of duties.
Program Offices/System Owners implement separation of duties through assigned information system
access authorizations.

5.2.6. Least Privilege

To protect sensitive information and limit the damage that can result from accident, error, or
unauthorized use, the principle of least privilege must be applied. The principle of least privilege
requires that users be granted the most restrictive set of privileges (or lowest clearance) needed
to perform authorized tasks (i.e., users should be able to access only the system resources needed
to fulfill their job responsibilities).

The application of this principle ensures that access to sensitive information is granted only to
those users with a valid ‘need to know’.

The following policy provides guidance to ensure that the principle of least privilege is enforced.

NIST SP 800-53 Control: AC-6

AC-6: The organization employs the principle of least privilege, allowing only authorized accesses for users (or
processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with
organizational missions and business functions.

Security Baseline: Moderate and High

E-1: The organization explicitly authorizes access to [Assignment: organization-defined security functions
(deployed in hardware, software, and firmware) and security-relevant information].

Security Baseline: Moderate and High

E-2: The organization requires that users of information system accounts, or roles, with access to [Assignment:
organization-defined security functions or security-relevant information], use non-privileged accounts or roles,
when accessing nonsecurity functions.

Security Baseline: Moderate and High

E-3: The organization authorizes network access to [Assignment: organization-defined privileged commands]
only for [Assignment: organization-defined compelling operational needs] and documents the rationale for such
access in the security plan for the information system.

Security Baseline: High
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NIST SP 800-53 Control: AC-6

E-5: The organization restricts privileged accounts on the information system to [Assignment: organization-
defined personnel or roles].

Security Baseline: Moderate and High

E-9: The information system audits the execution of privileged functions.

Security Baseline: Moderate and High

E-10: The information system prevents non-privileged users from executing privileged functions to include
disabling, circumventing, or altering implemented security safeguards/countermeasures.

Security Baseline: Moderate and High

HUD Policy: 5.2.6

a. Program Offices/System Owners employ the concept of least privilege, allowing only authorized accesses
for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in
accordance with organizational missions and business functions.

5.2.7. Unsuccessful Logon Attempts

The following policy provides guidance to ensure that HUD information systems are configured
to lock any user account immediately and automatically following a specified number of
consecutive failed logon attempts.

NIST SP 800-53 Control: AC-7

AC-7: The information system:

a. Enforces a limit of [Assignment: organization-defined number] consecutive invalid logon attempts by a user
during a [Assignment: organization-defined time period]; and

b. Automatically [Selection: locks the account/node for an [Assignment: organization-defined time period];
locks the account/node until released by an administrator; delays next logon prompt according to
[Assignment: organization-defined delay algorithm]] when the maximum number of unsuccessful attempts
is exceeded.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.2.7

a. Program Offices/System Owners ensure that their information systems implement and enforce an Account
Lockout Policy that limits the number of consecutive failed logon attempts to three within a thirty-minute
period.

b. The account remains locked until the user unlocks the account using the self-service account management
functionality managed by the OCIO or the manual intervention by an appropriate Security Administrator.
Users who have not registered with the Department’s self-service account management functionality will be
requested by the Security Administrator to register immediately upon being restored access. Account lock-
out occurs regardless of whether the login is via a local or network connection.

5.2.8. System Use Notification

Successful prosecution of unauthorized access to HUD systems requires that users be notified
prior to their entry into the systems that the data in the system is owned by HUD and that
activities on the system are subject to monitoring. All multi-user computer systems will display a
warning message when a user attempts to access the system, and prior to actually logging into a
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system, informing users that equipment is the property of the government, that the use of
government property is for the conduct of government business only, and that the use of
government equipment is subject to monitoring.

The following policy provides guidance to ensure that all HUD systems display a standard
notification message and the appropriate warnings to users of those systems.

NIST SP 800-53 Control: AC-8

AC-8: The information system:

a. Displays to users an CISO-approved system use notification message or banner before granting access to
the system that provides privacy and security notices consistent with applicable Federal laws, Executive
Orders, Directives, policies, regulations, standards, and guidance and states that:

1. Users are accessing a U.S. Government information system;

2. Information system usage may be monitored, recorded, and subject to audit;

3. Unauthorized use of the information system is prohibited and subject to criminal and civil penalties;
and

4. Use of the information system indicates consent to monitoring and recording.

b. Retains the notification message or banner on the screen until users acknowledge the usage conditions and
take explicit actions to log on to or further access the information system; and

c. For publicly accessible systems:

1. Displays a CISO-approved system use information, before granting further access;

2. Displays references, if any, to monitoring, recording, or auditing that are consistent with privacy
accommodations for such systems that generally prohibit those activities; and

3. Includes a description of the authorized uses of the system.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.2.8

a. The CISO, as approved by the HUD’s Office of General Counsel, provides a standard notification message
for HUD systems that warns unauthorized users that they have accessed a U.S. Government system and can
be punished. The wording shall also warn authorized users that they are subject to monitoring and recording
and that use of the system indicates consent to such monitoring and recording.

b. Information systems internal to the HUD network shall display a warning banner stipulated by the HUD
CISO and the Privacy Officer, and approved by the HUD’s Office of General Counsel, when applicable.
The warning banner shall require users to click through, indicating acknowledgment, prior to granting
access to the system.

c. Information systems accessible to the public shall provide both a security and privacy statement approved
by the CISO and the Privacy Officer at every entry point. The statement shall include a description of the
authorized uses of the system.

5.2.9. Concurrent Session Control

Highly sensitive systems should limit the number of sessions that a user can have active to
prevent possible unauthorized disclosure, modification, and/or destruction of sensitive
information.

The following policy provides guidance to ensure that high-impact HUD systems limit the
number of concurrent sessions.

NIST SP 800-53 Control: AC-10

AC-10: The information system limits the number of concurrent sessions for each [Assignment: organization-
defined account and/or account type] to [Assignment: organization-defined number].

119 March 2016



HUD Handbook 2400.25 REV-4.1

NIST SP 800-53 Control: AC-10

Security Baseline: High

HUD Policy: 5.2.9
a. For high-impact systems, the Program Offices/System Owners ensure that the system does not allow
concurrent sessions.

5.2.10. Session Lock

The following policy provides guidance to ensure that HUD information systems are configured
to deactivate any user session immediately and automatically following a specified period of
inactivity, in such a way that will require the user to re-authenticate the user’s identity before
resuming interaction with the system.

NIST SP 800-53 Control: AC-11

AC-11: The information system:

a. Prevents further access to the system by initiating a session lock after [Assignment: organization-defined
time period] of inactivity or upon receiving a request from a user; and

b. Retains the session lock until the user re-establishes access using established identification and
authentication procedures.

Security Baseline: Moderate and High

E-1: The information system conceals, via the session lock, information previously visible on the display with a
publicly viewable image.

Security Baseline: Moderate and High

HUD Policy: 5.2.10

a.  All users shall ensure that their unattended workstations are either logged off or locked, or that a password-
protected screensaver is used.

b. The Deputy CIO for 100 ensures HUD (owned or leased) workstations are configured to automatically
lock after a minimum of 15 minutes but in no circumstances exceeding 30 minutes of inactivity.

c. Program Offices/System Owners of moderate- or high-impact systems shall ensure that applications are
configured to automatically lock after a minimum of 15 minutes but in no circumstances exceeding 30
minutes of inactivity. If an information system has been enabled for Single Sign-On, session lock-out may
rely on the session lock out parameters set for the workstation or logon method used such as remote access.

d. Program Offices/System Owners of moderate- or high- impact systems shall ensure that applications are
configured to terminate user-initiated logical sessions after a period of 8 hours. Logical sessions are
initiated whenever a user accesses an organizational system; session termination terminates all processes
associated with a user’s logical session except those processes that are specifically created by the user (i.e.,
session owner) to continue after the session is terminated. Session termination requires users to re-
authenticate to the application.

5.2.11. Session Termination

The following policy provides guidance to ensure that HUD information systems are configured
to terminate any remote user session immediately and automatically following a specified period
of inactivity.
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NIST SP 800-53 Control: AC-12

AC-12: The information system automatically terminates a user session after [Assignment: organization-
defined conditions or trigger events requiring session disconnect].

Security Baseline: Moderate and High

HUD Policy: 5.2.11

a. Program Offices/System Owners ensure information systems automatically terminate a user session after
user exits or disconnects from session or within 30 minutes of inactivity.

5.2.12. Permitted Actions without Identification or Authentication

The following policy provides guidance for identifying user actions that can be performed on
HUD’s publicly available information systems.

NIST SP 800-53 Control: AC-14

AC-14: The organization:

a. ldentifies [Assignment: organization-defined user actions] that can be performed on the information system
without identification or authentication consistent with organizational missions/business functions; and

b. Documents and provides supporting rationale in the Security Plan for the information system, user actions
not requiring identification or authentication.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.2.12

a. Program Offices/System Owners identify and document specific user actions that can be performed on
public websites or other publicly available information systems without identification and authentication.

b. For moderate- or high-impact systems, actions to be performed without identification and authentication
will be permitted only to the extent necessary to accomplish mission objectives. Permitted actions shall be
documented in security plans.

5.2.13. Remote Access

Remote access controls are applicable to information systems other than public web servers or
systems specifically designed for public access. HUD restricts access achieved through dial-up
connections (e.g., limiting dial-up access based upon source of request) or protects against
unauthorized connections or subversion of authorized connections (e.g., using virtual private
network (VPN) technology). HUD permits remote access for privileged functions

(e.g., maintenance ports, system and device administration) only for compelling operational
needs and during emergencies.

The following policy provides guidance for the implementation and monitoring of remote access
capabilities.

NIST SP 800-53 Control: AC-17

AC-17: The organization:

a. Establishes and documents usage restrictions, configuration/connection requirements, and implementation
guidance for each type of remote access allowed; and

b. Authorizes remote access to the information system prior to allowing such connections.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: AC-17

E-1: The information system monitors and controls remote access methods.

Security Baseline: Moderate and High

E-2: The information system implements cryptographic mechanisms to protect the confidentiality and integrity
of remote access sessions.

Security Baseline: Moderate and High

E-3: The information system routes all remote accesses through [Assignment: organization-defined number]
managed network access control points.

Security Baseline: Moderate and High

E-4: The organization:

(a) Authorizes the execution of privileged commands and access to security-relevant information via remote
access only for [Assignment: organization-defined needs]; and

(b) Documents the rationale for such access in the security plan for the information system.

Security Baseline: Moderate and High

HUD Policy: 5.2.13

a.  The Deputy CIO for 10O provides remote access mechanisms that are centrally managed, monitored, and
protected by strong authentication. The mechanisms shall have the capability to provide strong
cryptographic mechanisms for authentication and protection of sensitive information during transmission.
For access to moderate- or high-impact systems, the session shall be encrypted and access shall be managed
through a limited number of managed access control point.

b. Program Offices/System Owners authorize and approve remote access methods for systems under their
purview. The remote access methods shall only use mechanisms authorized by the Deputy CIO for 100.

c. Remote access is limited to official use by individuals authorized by HUD management to work at home, or
other non-HUD worksite, (e.g., maintenance ports, system and device administration) only for compelling
operational needs and during emergencies.

d. ISSOs authorize (in writing) users requiring remote access including remote access for privileged functions,
and documents the rationale for such access in the Security Plan.

e. Program Offices/Systems Owners of moderate- or high-impact systems shall use encryption to implement
the following controls:

e Remote access;

o Wireless access;

e  Cryptographic module authentication; and
e Transmission integrity and confidentiality.

f.  Program Offices/System Owners prohibit users from copying HUD-related documents to the hard/floppy
drives of personally- or privately-owned computers. During the time a user is on the HUD telecommuting
website, he or she is strictly prohibited from having an open peer-to-peer software connection (e.g.,
LimeWire, Napster) that enables internet file sharing (commonly used in the sharing of music files, with the
Internet community at large).

5.2.14.  Wireless Access Restrictions
Wireless communications technologies include the following:

Wireless systems (e.g., wireless local area networks (WLAN), wireless wide area networks
(WWAN), wireless personal area networks (WPAN), peer-to-peer wireless networks, 1T
systems that leverage commercial wireless services). Wireless systems include the
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transmission medium, stationary integrated devices, firmware, supporting services, and
protocols.

Wireless portable electronic devices (PED) capable of storing, processing, or transmitting
sensitive information (e.g., wireless-capable laptop computers, personal digital assistants
(PDA), tablets, smart telephones, two-way pagers, handheld radios, cellular telephones,
personal communications services (PCS) devices, multifunctional wireless devices, portable
audio/video recording devices with wireless capability, scanning devices, and messaging
devices (including Blackberry devices))

Wireless tactical systems, including mission-critical communication systems and devices
(e.g., include Land Mobile Radio (LMR) subscriber devices and infrastructure equipment,
remote sensors, and technical investigative communications systems)

Wireless communications are inherently insecure. The following policy provides guidance to
ensure that the transmission and storage of sensitive information using wireless technologies are
protected from compromise.

NIST SP 800-53 Control: AC-18

AC-18: The organization:

a. Establishes usage restrictions, configuration/connection requirements, and implementation guidance for
wireless access; and

b. Authorizes wireless access to the information system prior to allowing such connections.

Security Baseline: Low, Moderate, and High

E-1: The information system protects wireless access to the system using authentication of [Selection (one or
more): users; devices] and encryption.

Security Baseline: High

E-4: The organization identifies and explicitly authorizes users allowed to independently configure wireless
networking capabilities.

Security Baseline: High

E-5: The organization selects radio antennas and calibrates transmission power levels to reduce the probability
that usable signals can be received outside of organization-controlled boundaries.

Security Baseline: High

HUD Policy: 5.2.14

a. The Deputy CIO for 100 approves the implementation and use of all Wireless Local Area Networks
(WLAN) and wireless access points, including international requests at a specified risk level and only after
they have been certified and accredited.

b. The Deputy CIO for 100 ensures that all WLANSs and wireless fidelity (Wi-Fi) Access Protection have
been configured in accordance with NIST SP 800-48, Wireless Network Security and NIST SP 800-97,
Guide to IEEE 802.11: Establishing Robust Security Networks.

c. The Deputy CIO for IOO implements encryption and strong identification and authentication (e.g.,
Extensible Authentication Protocol with WAP or Institute of Electrical and Electronics Engineers (IEEE)
802.11i) on moderate- or high-impact WLANS and access points.

d. The Deputy CIO for IOO and CISO shall scan for rogue access points on HUD’s high-impact systems
annually.
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5.2.15. Access Control for Mobile Devices

The following policy provides guidance regarding the access control for portable and mobile
devices connecting to HUD networks.

NIST SP 800-53 Control: AC-19

AC-19: The organization:

a. Establishes usage restrictions, configuration requirements, connection requirements, and implementation
guidance for organization-controlled mobile devices; and

b. Authorizes the connection of mobile devices to organizational information systems.

Security Baseline: Low, Moderate and High

E-5: The organization employs [Selection: full-device encryption; container encryption] to protect the
confidentiality and integrity of information on [Assignment: organization-defined mobile devices].

Security Baseline: Moderate and High

HUD Policy: 5.2.15

a. The Deputy CIO for 100 establishes connection criteria for allowing portable or mobile devices access to
HUD’s networks.

b. The Deputy CIO for 100 establishes and maintains a Mobile Device Management (MDM) Program which:

o  Ensures implementation of the connection criteria for all mobile devices connecting to the HUD
network following the Mobile Device Management Policy procedures.

o Develops and maintains security control standards for all HUD-owned mobile IT devices that create,
access, process or store Agency information, and the information created, collected, and processed on
behalf of HUD on these devices.

e  Monitors the HUD network for compliance with the MDM Program requirements.

c. Program Offices/System Owners and Users shall ensure moderate- or high-impact information residing on
portable or mobile systems use FIPS 140-2-approved (as amended) encryption to protect the information.

5.2.16. Use of External Information Systems

The following policy provides guidance regarding the use of external or personal information
systems. Users shall not use personally owned equipment (e.g., laptop computers or personal
digital devices (PDA)) or software to process, access, or store sensitive information. Such
equipment also includes plug-in and wireless peripherals (e.g., Blackberry) that may employ
removable media (e.g., CDs and DVDs), Universal Serial Bus (USB) flash (thumb) drives,
external drives, and diskettes.

NIST SP 800-53 Control: AC-20

AC-20: The organization establishes terms and conditions, consistent with any trust relationships established
with other organizations owning, operating, and/or maintaining external information systems, allowing
authorized individuals to:

a. Access the information system from external information systems; and
b. Process, store, or transmit organization-controlled information using external information systems.

Security Baseline: Low, Moderate, and High

E-1: The organization permits authorized individuals to use an external information system to access the
information system or to process, store, or transmit organization-controlled information only when the
organization:
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NIST SP 800-53 Control: AC-20

(a) Verifies the implementation of required security controls on the external system as specified in the
organization’s Information Security Policy and Security Plan; or

(b) Retains approved information system connection or processing agreements with the organizational entity
hosting the external information system.

Security Baseline: Moderate, and High

E-2: The organization [Selection: restricts; prohibits] the use of organization-controlled portable storage devices
by authorized individuals on external information systems.

Security Baseline: Moderate and High

HUD Policy: 5.2.16

a. Program Offices/System Owners prohibit users from using personally- or privately-owned equipment and
software (e.g., laptop computers, Blackberries, Universal Serial Bus (USB) flash drives, external drives,
diskettes, removable media, or personal digital devices) to process, access, or store information for HUD-
related work except through approved remote access (e.g., Telework Agreements), or email without prior
written approval from the Program Offices/System Owner.

b. Employees and contractors shall not directly connect equipment not owned or leased by HUD to HUD
equipment or networks without prior written approval from the CISO. The written approval shall include a
terms and conditions statement that addresses at a minimum: (i) the types of applications that can be
accessed from personally-owned information systems; (ii) the maximum FIPS 199 security category of
information that can be processed, stored, and transmitted; (iii) how other users of the personally-owned
information system will be prevented from accessing federal information; (iv) the use of virtual private
network (VPN) and firewall technologies; (v) the use of and protection against the vulnerabilities of
wireless technologies; (vi) the maintenance of adequate physical security controls; (vii) the use of virus and
spyware protection software; and (viii) how often the security capabilities of installed software are to be
updated (e.g., operating system and other software security patches, virus definitions, firewall version
updates, and spyware definitions).

¢c. HUD employees or contractors shall not transmit sensitive HUD information to any personal email account
that is not authorized to receive it.

d. Program Offices/System Owners prohibit users from downloading HUD-related work onto any external
media from their HUD computer for the purpose of working on those documents or tasks on any
personally- or privately-owned computer equipment.

5.2.17. Information Sharing

The following policy addresses the personal use of government office equipment and HUD
information systems. Policies governing personal use may be contained in several HUD
management directives.

NIST SP 800-53 Control: AC-21

AC-21: The organization:

a. Facilitates information sharing by enabling authorized users to determine whether access authorizations
assigned to the sharing partner match the access restrictions on the information for [Assignment:
organization-defined information sharing circumstances where user discretion is required]; and

b. Employs [Assignment: organization-defined automated mechanisms or manual processes] to assist users in
making information sharing/collaboration decisions.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: AC-21

HUD Policy: 5.2.17
The CISO must:

a. Facilitate information sharing by enabling authorized users to determine whether access authorizations
assigned to the sharing partner match the access restrictions on the information for information sharing
circumstances where user discretion is required]; and

b. Employ an automated mechanisms or manual processes to assist users in making information
sharing/collaboration decisions.

5.2.18. Publicly Accessible Content

NIST SP 800-53 Control: AC-22

AC-22: The organization:
a. Designates individuals authorized to post information onto a publicly accessible information system;

b. Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic
information;

c. Reviews the proposed content of information prior to posting onto the publicly accessible information
system to ensure that nonpublic information is not included; and

d. Reviews the content on the publicly accessible information system for nonpublic information [Assignment:
organization-defined frequency] and removes such information, if discovered.

Security Baseline: Low, Moderate, and High
HUD Policy HUD:22

HUD Policy: 5.2.18

The CIO must:

a. Designate individuals authorized to post information onto a publicly accessible information system;

b. Train authorized individuals to ensure that publicly accessible information does not contain nonpublic
information;

c. Review the proposed content of information prior to posting onto the publicly accessible information
system to ensure that nonpublic information is not included; and

d. Review the content on the publicly accessible information system for nonpublic information quarterly and
remove such information, if discovered.

5.3. Audit and Accountability

Audit and Accountability addresses the ability to maintain a record of system application and
user activity. In conjunction with the appropriate tools and procedures, auditing can assist in
detecting security violations, performance problems, and application flaws.

This control ensures that there is a mechanism in place to track and associate user and system
activity to events.

FIPS 200 Requirement

Organizations must: (1) create, protect, and retain information system audit records to the extent needed to
enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate
information system activity; and (ii) ensure that the actions of individual information system users can be
uniquely traced to those users so they can be held accountable for their actions.
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5.3.1. Audit and Accountability Policy and Procedures

The following policy addresses the requirement to develop and maintain audit and accountability
policy and procedures.

NIST SP 800-53 Control: AU-1

AU-1: The organization:
a. Develops, documents, and disseminates to [Assignment; organization-defined personnel or roles]:

1. An Audit and Accountability Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the audit and accountability policy and associated audit
and accountability controls; and

b. Reviews and updates the current:
1. Audit and Accountability Policy [Assignment: organization-defined frequency]; and
2. Audit and accountability procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

5.3.2. Audit Events

Audit events are those activities that can be tracked that provide information regarding system
resource usage. The following policy addresses the requirement for HUD information systems to
generate records for identified auditable events.

NIST SP 800-53 Control: AU-2

AU-2: The organization:

a. Determines that the information system is capable of auditing the following events: [Assignment:
organization-defined auditable events];

b. Coordinates the security audit function with other organizational entities requiring audit-related information
to enhance mutual support and to help guide the selection of auditable events;

c. Provides a rationale for why the auditable events are deemed to be adequate to support after-the-fact
investigations of security incidents; and

d. Determines that the following events are to be audited within the information system: [Assignment:
organization-defined audited events (the subset of the auditable events defined in AU-2 a.) along with the
frequency of (or situation requiring) auditing for each identified event].

Security Baseline: Low, Moderate, and High
E-3: The organization reviews and updates the audited events [Assignment: organization-defined frequency].

Security Baseline: High

HUD Policy: 5.3.2

a. HUD information systems must be capable of auditing the following events: (i.e., event type; account logon
events, account management; object access; policy change; privilege use; process tracking; system events).
CA eTrust Audit captures the following: (i) date and time of event; (ii) the component of the information
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NIST SP 800-53 Control: AU-2

system where the event occurred; (iii) type of event; (iv) user/subject identity; and (v) the outcome (failure)
of the event; (vi) session, connection, transaction, and activity duration; (vii) source and destination
addresses)

Unauthorized access, unauthorized system or data modification, system outages or performance
interruptions, system performance malfunctions, data leakage, or unauthorized data extraction/removal.

Program Offices/System Owners shall identify for each system under their purview, the minimum events
requiring auditing on a continuous basis and which events require auditing in response to specific situations
based on an assessment of risk and documented in the System Security Plan. The auditing frequency shall be
specified in System Security Plans.

Program Offices/System Owners review and update, as needed, the list of auditable events for systems under

their purview. At a minimum, the auditable events shall be adequate to support after-the-fact investigations
of security incidents.

5.3.3. Content of Audit Records

The following policy provides guidance to ensure that the information that is included in audit
records is sufficient to determine system activity.

NIST SP 800-53 Control: AU-3

AU-3: The information system generates audit records containing information that establishes what type of
event occurred, when the event occurred, where the event occurred, the source of the event, the outcome of the
event, and the identity of any individuals or subjects associated with the event.

Security Baseline: Low, Moderate, and High

E-1: The information system generates audit records containing the following additional information:
[Assignment: organization-defined additional, more detailed information].

Security Baseline: Moderate and High

E-2: The information system provides centralized management and configuration of the content to be captured
in audit records generated by [Assignment: organization-defined information system components].

Security Baseline: High

HUD Policy: 5.3.3

a. Program Offices/System Owners ensure that audit trails are sufficient in detail to facilitate the
reconstruction of events if a system is compromised or if a malfunction occurs or is suspected. The audit trail
shall contain, at a minimum, the following information:

e Time and date of the event;

e  The component of the information system (e.g., software component and hardware component);
e  Where the event occurred,;

e Type of event;

e  User/Subject identity;

e  Outcome (success or failure) of the event; and

e Additional items as defined in the Security Plan.

b. For moderate- to high-impact systems, the audit function shall have the capability of providing more
detailed information for audit events identified by type, location, or subject. For high-impact systems, the
system shall provide the capability for centralized management of audit records.
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5.34. Audit Storage Capacity
The following policy provides guidance to ensure that audit record storage capacity is sufficient.

NIST SP 800-53 Control: AU-4

AU-4: The organization allocates audit record storage capacity in accordance with [Assignment: organization-
defined audit record storage requirements].

Security Baseline: Low, Moderate, and High

HUD Policy: 5.3.4

a. Program Offices/System Owners shall ensure that the system allocates sufficient audit record storage
capacity and configures auditing to reduce the likelihood of such capacity being exceeded.

5.3.5. Response to Audit Processing Failures

The following policy provides guidance to ensure that HUD information systems are capable of
alerting personnel in the event of an audit processing failure.

NIST SP 800-53 Control: AU-5

AU-5: The information system:

a. Alerts [Assignment: organization-defined personnel or roles] in the event of an audit processing failure; and

b. Makes the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shut
down information system, overwrite oldest audit records, stop generating audit records)].

Security Baseline: Low, Moderate, and High

E-1: The information system provides a warning to [Assignment: organization-defined personnel, roles, and/or
locations] within [Assignment: organization-defined time period] when allocated audit record storage volume
reaches [Assignment: organization-defined percentage] of repository maximum audit record storage capacity.

Security Baseline: High

E-2: The information system provides an alert in [Assignment: organization-defined real-time period] to
[Assignment: organization-defined personnel, roles, and/or locations] when the following audit failure events
occur: [Assignment: organization-defined audit failure events requiring real-time alerts].

Security Baseline: High

HUD Policy: 5.3.5

a. Program Offices/System Owners ensure that the system alerts the appropriate officials in the event of an
audit failure or when the audit capacity is close to being reached.

For high-impact systems, the appropriate officials are alerted when the storage volume reaches 80%.
For high-impact systems, appropriate officials are alerted in real-time when audit capabilities are disabled.

d. Program Offices/System Owners shall make a risk-based decision on which one of the following actions the
system should take in the event of an audit failure or when the audit capacity is being reached:

e  Shut down the system;
e  Overwrite the oldest audit records; or
e  Stop generating audit records.
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5.3.6. Audit Review, Analysis, and Reporting

The following policy provides guidance to ensure that processes are developed for reviewing,
analyzing and reporting audit records.

NIST SP 800-53 Control: AU-6

AU-6: The organization:

a. Reviews and analyzes information system audit records [Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined inappropriate or unusual activity]; and

b. Reports findings to [Assignment: organization-defined personnel or roles].

Security Baseline: Moderate and High

E-1: The organization employs automated mechanisms to integrate audit review, analysis, and reporting
processes to support organizational processes for investigation and response to suspicious activities.

Security Baseline: Moderate and High

E-3: The organization analyzes and correlates audit records across different repositories to gain organization-
wide situational awareness.

Security Baseline: Moderate and High

E-5: The organization integrates analysis of audit records with analysis of [Selection (one or more):
vulnerability scanning information; performance data; information system monitoring information;
[Assignment: organization-defined data/information collected from other sources] to further enhance the ability
to identify inappropriate or unusual activity.

Security Baseline: High

E-6: The organization correlates information from audit records with information obtained from monitoring
physical access to further enhance the ability to identify suspicious, inappropriate, unusual, or malevolent
activity.

Security Baseline: High

HUD Policy: 5.3.6

a. Program Offices/System Owners review and analyze information system audit records frequently for
indications of inappropriate or unusual activity, and report findings to designated organizational officials;
and

b. Program Offices/System Owners adjust the level of audit review, analysis, and reporting within the
information system when there is a change in risk to organizational operations, organizational assets,
individuals, other organizations, or the Nation based on law enforcement information, intelligence
information, or other credible sources of information.

5.3.7. Audit Reduction and Report Generation

The following policy provides guidance to ensure that HUD information systems are capable of
processing audit records.
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NIST SP 800-53 Control: AU-7

AU-7: The information system provides an audit reduction and report generation capability that:

a. Supports on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of
security incidents; and

b. Does not alter the original content or time ordering of audit records.

Security Baseline: Moderate and High

E-1: The information system provides the capability to process audit records for events of interest based on
[Assignment: organization-defined audit fields within audit records].

Security Baseline: Moderate and High

HUD Policy: 5.3.7

a. Program Offices/System Owners of moderate- or high-impact systems shall utilize audit reduction, review,
and reporting techniques, while ensuring that original audit records needed to support after-the-fact
investigations are not altered or compromised in such a manner as to reduce their utility and reliability in
after-the-fact investigations.

b. Program Offices/System Owners of moderate- and high-impact systems shall ensure the system provides
the capability to automatically process audit records for events of interest based upon selectable, event
criteria.

5.3.8. Time Stamps

The following policy provides guidance to ensure that HUD information systems provide time
stamps for use in audit record generation.

NIST SP 800-53 Control: AU-8

AU-8: The information system:
a. Uses internal system clocks to generate time stamps for audit records; and

b. Records time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or
Greenwich Mean Time (GMT) and meets [Assignment: organization-defined granularity of time
measurement].

Security Baseline: Low, Moderate, and High

E-1: The information system:

(@) Compares the internal information system clocks [Assignment: organization-defined frequency] with
[Assignment: organization-defined authoritative time source]; and

(b) Synchronizes the internal system clocks to the authoritative time source when the time difference is greater
than [Assignment: organization-defined time period].

Security Baseline: Moderate and High

HUD Policy: 5.3.8

a. Program Offices/System Owners ensure that information systems under their purview provide time stamps
for use in audit record generation. The time stamps shall be generated using internal information system
clocks that are synchronized twice daily system-wide.

5.3.9. Protection of Audit Information
The following policy provides guidance to ensure that audit information is protected.
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NIST SP 800-53 Control: AU-9

AU-9: The information system protects audit information and audit tools from unauthorized access,
modification, and deletion.

Security Baseline: Low, Moderate, and High

E-2: The information system backs up audit records [Assignment: organization-defined frequency] onto a
physically different system or system component than the system or component being audited.

Security Baseline: High

E-3: The information system implements cryptographic mechanisms to protect the integrity of audit information
and audit tools.

Security Baseline: High

E-4: The organization authorizes access to management of audit functionality to only [Assignment:
organization-defined subset of privileged users].

Security Baseline: Moderate and High

HUD Policy: 5.3.9

a. Program Offices/System Owners ensure that their audit trails and audit logs are protected from
unauthorized modification, access, or destruction while online and during offline storage.

5.3.10. Non-Repudiation

Non-repudiation protects users from being falsely accused of not completing an activity such as
sending an email message or not signing an electronic document. Digital Signatures are one
mechanism for insuring non-repudiation.

A digital signature is an electronic analogue of a written signature. The digital signature can be
used to prove to a recipient or third-party that the originator did in fact sign the message (i.e., the
message originators cannot repudiate the message).

NIST SP 800-53 Control: AU-10

AU-10: The information system protects against an individual (or process acting on behalf of an individual)
falsely denying having performed [Assignment: organization-defined actions to be covered by non-repudiation].

Security Baseline: High

HUD Policy: 5.3.10

a. System Owners must ensure the information system protects against an individual falsely denying having
performed a particular action.

5.3.11. Audit Record Retention

The following policy provides guidance to ensure that audit logs are retained in accordance with
HUD records retention policies.
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NIST SP 800-53 Control: AU-11

AU-11: The organization retains audit records for [Assignment: organization-defined time period consistent
with records retention policy] to provide support for after-the-fact investigations of security incidents and to
meet regulatory and organizational information retention requirements.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.3.11

a. Program Offices/System Owners ensure that audit logs are recorded and retained in accordance with
HUD’s records retention policies, but in no case shall the retention frequency be less than one year for
moderate- or high-impact systems.

5.3.12. Audit Generation

NIST SP 800-53 Control: AU-12

AU-12: The information system:

a. Provides audit record generation capability for the auditable events defined in AU-2a at [Assignment:
organization-defined information system components];

b. Allows [Assignment: organization-defined personnel or roles] to select which auditable events are to be
audited by specific components of the information system; and

c. Generates audit records for the events defined in AU-2 d. with the content defined in AU-3.

Security Baseline: Low, Moderate, and High

E-1: The information system compiles audit records from [Assignment: organization-defined information
system components] into a system-wide (logical or physical) audit trail that is time-correlated to within
[Assignment: organization-defined level of tolerance for relationship between time stamps of individual records
in the audit trail].

Security Baseline: High

E-3: The information system provides the capability for [Assignment: organization-defined individuals or roles]
to change the auditing to be performed on [Assignment: organization-defined information system components]
based on [Assignment: organization-defined selectable event criteria] within [Assignment: organization-defined
time thresholds].

Security Baseline: High

HUD Policy: 5.3.12

a. Program Offices/System Owners retain recorded system audit records in accordance with HUD’s record
retention policies, but for no less than one year.

b. Program Offices/System Owners allow designated organizational personnel to select which auditable events
are to be audited by specific components of the system.

c. Program Offices/System Owners shall generate audit records, at a minimum, for the list of auditable events
in AU-2 at an information system level, (i.e., covering all the components that exist within an information
system’s defined system boundaries). At a minimum, the audit records shall provide documentation details
specified in AU-3 of this policy.

d. Program Offices/System Owners shall specify in their System Security Plans which information system
components shall generate auditable event records.
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5.4. System and Communications Protection

System and communications protection controls ensure that system and communications
protection policies and procedures are implemented that address the protection of information
transmitted or received by the organization’s information systems.

The following policies address placing appropriate protection in place for systems and
communications to include separation of functions, cryptographic key management, denial of
service and boundary protection.

FIPS 200 Requirement

Organizations must: (i) monitor, control, and protect organizational communications (i.e., information
transmitted or received by organizational information systems) at the external boundaries and key internal
boundaries of the information system; and (ii) employ architectural designs, software development techniques,
and systems engineering principles that promote effective information security within organizational
information systems.

54.1. System and Communications Protection Policy and Procedures

The following policy provides guidance to ensure that system and communications (network)
protection policy and procedures are developed.

NIST SP 800-53 Control: SC-1

SC-1: The organization:
b. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A System and Communications Protection Policy that addresses the purpose, scope, roles,
responsibilities, management commitment, coordination among organizational entities, and
compliance; and

2. Procedures to facilitate the implementation of the System and Communications Protection Policy and
associated system and communications protection controls; and

c. Reviews and updates the current:
1. System and Communications Protection Policy [Assignment: organization-defined frequency]; and
2. System and communications protection procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

5.4.2. Application Partitioning

The following policy provides guidance to ensure that HUD information systems are capable of
separating user functionality from system management functionality.
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NIST SP 800-53 Control: SC-2

SC-2: The information system separates user functionality (including user interface services) from information
system management functionality.

Security Baseline: Moderate and High

HUD Policy: 5.4.2

a. Program Offices/System Owners ensure that moderate- or high-impact systems physically or logically
separate user interface services (e.g., public web pages) from information storage and management services
(e.g., database management). Separation may be accomplished using different computers, different central
processing units, different instances of the operating system, different network addresses, combinations of
these methods, or other methods as appropriate.

5.4.3. Security Function Isolation

The following policy provides guidance to ensure that HUD information systems are capable of
separating security functions from non-security functions.

NIST SP 800-53 Control: SC-3

SC-3: The information system isolates security functions from nonsecurity functions.

Security Baseline: High

HUD Policy: 5.4.3

a. Program Offices/System Owners ensure high-impact systems under their purview isolates security
functions from non-security functions (i.e., by means of partitions, domains) including access to and
integrity of the hardware, software, and firmware that perform these functions. Maintain a separate
execution domain (e.g., address space) for each executing process.

5.4.4. Information in Shared Resources

An information remnant is a small part or trace of information remaining after an information
transfer. Therefore, it is important to prevent information produced by the actions of a prior
user/role from being available to any current user/role that obtains access to a shared system
resource after that resource has been released back to the information system. The following
policy provides guidance to ensure that HUD information systems are capable of preventing
unauthorized and unintended transfer of information through shared system resources.

NIST SP 800-53 Control: SC-4

SC-4: The information system prevents unauthorized and unintended information transfer via shared system
resources.

Security Baseline: Moderate and High

HUD Policy: 5.4.4

a. Program Offices/System Owners shall ensure that moderate- and high-impact systems within their purview
prevent information, including encrypted representations of information, produced by the actions of a prior
user/role (or the actions of a process acting on behalf of a prior user/role), from being available to any
current user/role (or current process) that obtains access to a shared system resource (e.g., registers, main
memory, secondary storage) after that resource has been released back to the information system.
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5.45. Denial of Service Protection

Since the Internet is an open network available to everyone, including hackers and attackers,
HUD must strike a balance that provides Internet connectivity to its constituents while
maintaining an appropriate level of security. The following policy provides guidance to ensure
that HUD networks are protected against denial of service attacks.

NIST SP 800-53 Control: SC-5

SC-5: The information system protects against or limits the effects of the following types of denial of service
attacks: [Assignment: organization-defined types of denial of service attacks or reference to source for such
information] by employing [Assignment: organization-defined security safeguards].

Security Baseline: Low, Moderate, and High

HUD Policy: 5.4.5

a. The Deputy CIO for 100 ensures that controlled interfaces protecting the boundary filter certain types of
packets to protect devices on HUD’s internal network from being directly affected by denial of service
attacks.

5.4.6. Boundary Protection

Within HUD, boundary protection of IT resources is accomplished by the installation and
operation of controlled interfaces (e.g., proxies, gateways, routers, firewall, and encrypted
tunnels). Controlled interfaces, when used in concert with a variety of additional security
controls (e.g., intrusion detection systems, personnel background checks, security guards, data
encryption, and physical security barriers), provide an added level of assurance that unauthorized
personnel will be unable to access departmental automated systems.

By tracking and controlling data, deciding whether to pass, drop, reject, or encrypt the data,
controlled interfaces have proven to be an effective means of securing a network.

NIST SP 800-53 Control: SC-7

SC-7: The information system:

a.  Monitors and controls communications at the external boundary of the system and at key internal
boundaries within the system;

b. Implements subnetworks for publicly accessible system components that are [Selection: physically;
logically] separated from internal organizational networks; and

c. Connects to external networks or information systems only through managed interfaces consisting of
boundary protection devices arranged in accordance with organizational security architecture.

Security Baseline: Low, Moderate, and High

E-3: The organization limits the number of external network connections to the information system.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SC-7

E-4: The organization:

a. Implements a managed interface for each external telecommunication service;

b. Establishes a traffic flow policy for each managed interface;

c. Protects the confidentiality and integrity of the information being transmitted across each interface;
d

Documents each exception to the traffic flow policy with a supporting mission/business need and duration
of that need; and

e. Reviews exceptions to the traffic flow policy [Assignment: organization-defined frequency] and removes
exceptions that are no longer supported by an explicit mission/business need.

Security Baseline: Moderate and High

E-5: The information system at managed interfaces denies network communications traffic by default and
allows network communications traffic by exception (i.e., deny all, permit by exception).

Security Baseline: Moderate and High

E-7: The information system, in conjunction with a remote device, prevents the device from simultaneously
establishing non-remote connections with the system and communicating via some other connection to
resources in external networks.

Security Baseline: Moderate and High

E-8: The information system routes [Assignment: organization-defined internal communications traffic] to
[Assignment: organization-defined external networks] through authenticated proxy servers at managed
interfaces.

Security Baseline: High

E-18: The information system fails securely in the event of an operational failure of a boundary protection
device.

Security Baseline: High

E-19: The information system blocks both inbound and outbound communications traffic between [Assignment:
organization-defined communication clients] that are independently configured by end users and external
service providers.

Security Baseline: High
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NIST SP 800-53 Control: SC-7

HUD Policy: 5.4.6

a. Program Offices/System Owners ensure that interconnections between sensitive information systems under
their purview and information systems not controlled by HUD are established only through controlled
interfaces. The controlled interfaces shall be accredited at the highest security level of information on the
network.

b. The Deputy CIO for IT Operations ensures that a failure of the controlled interfaces does not result in any
unauthorized release of information outside the information system boundary.

c. The Deputy CIO for 10O ensures that there is no public access to HUD’s internal networks except as
appropriately mediated through a proxy server.

d. The Deputy CIO for 100 ensures that alternate processing sites provide the same level of protection for
network connections as the primary site.

e. The Deputy CIO for 100 ensures that any direct connection of HUD networks to the Internet or to
Extranets occurs through controlled interfaces that have been certified and accredited.

f. The Deputy CIO for IT Operations ensures that publicly accessible information system components (e.g.,
public web servers) reside on separate sub-networks with separate physical network interfaces.

g. Program Offices/System Owners, working with the Deputy CIO for 100, shall prevent the unauthorized
release of information outside of the information system boundary or any unauthorized communication
through the information system boundary when there is an operational failure of the boundary protection
mechanisms.

54.7. Transmission Confidentiality and Integrity

Extreme caution should be exercised when telecommunications protection techniques

(e.g., protective distribution systems) are being considered as alternatives to the use of
encryption. While such technologies may represent a lower-cost approach, they may not provide
an adequate level of protection.

The FIPS 199 security category (for integrity) of the information being transmitted should guide
the decision on the use of cryptographic mechanisms. NSTISSI No. 7003 contains guidance on
the use of Protective Distribution Systems.

The following policy provides guidance to ensure that HUD information systems are capable of
protecting the integrity of information during transmission.

Additionally, the following policy provides guidance to ensure that HUD information systems
are capable of protecting the confidentiality of information during transmission. NIST SP 800-52
and SP 800-77 provide guidance for protecting transmission confidentiality.

NIST SP 800-53 Control: SC-8

SC-8: The information system protects the [Selection (one or more): confidentiality; integrity] of transmitted
information.

Security Baseline: Moderate and High

E-1: The information system implements cryptographic mechanisms to [Selection (one or more): prevent
unauthorized disclosure of information; detect changes to information] during transmission unless otherwise
protected by [Assignment: organization-defined alternative physical safeguards].

Security Baseline: High
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NIST SP 800-53 Control: SC-8

HUD Policy: 5.4.7

a. Program Offices/System Owners ensure that the integrity of the information in systems under their purview
is protected during transmission. For moderate and high-impact systems, the system shall employ
cryptographic mechanisms to ensure recognition of changes to information during transmission, unless
adequately protected by alternate physical measures (e.g., protective distribution systems).

b. Program Offices/System Owners ensure that the confidentiality of the information in systems under their
purview is protected during transmission. For moderate and high-impact systems, the system shall employ
cryptographic mechanisms to prevent unauthorized disclosure of information during transmission, unless
otherwise protected by adequate physical measures (e.g., protective distribution systems).

5.4.8. Network Disconnect

The following policy provides guidance to ensure that HUD information systems are configured
to terminate a network connection immediately and automatically following a specified period of
inactivity.

NIST SP 800-53 Control: SC-10

SC-10: The information system terminates the network connection associated with a communications session at
the end of the session or after [Assignment: organization-defined time period] of inactivity.

Security Baseline: Moderate and High

HUD Policy: 5.4.8

a. The Deputy CIO for IT Operations ensures that the network connections associated with communications
sessions are terminated within 10 minutes after the communication session ends or after a period of
inactivity of 10 minutes. Program Offices/System Owners may request a waiver from the CISO due to
documented operating requirements.

5.4.9. Cryptographic Key Establishment and Management

The following policy addresses the requirement for organizations to implement mechanisms and
procedures for establishing and managing cryptographic keys.

NIST SP 800-53 Control: SC-12

SC-12: The organization establishes and manages cryptographic keys for required cryptography employed
within the information system in accordance with [Assignment: organization-defined requirements for key
generation, distribution, storage, access, and destruction].

Security Baseline: Moderate and High

E-1: The organization maintains availability of information in the event of the loss of cryptographic keys by
users.

Security Baseline: High

HUD Policy: 5.4.9

a. The CISO and Deputy CIO for 100 ensures cryptographic key establishment and management is done in
accordance with NIST SP 800-56, Recommendation on Key Establishment Schemes, and NIST SP 800-57,
Recommendation on Key Management.
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5.4.10. Cryptographic Protection

Encryption is the process of changing plain text into cipher text for the purpose of security or
privacy. There are two basic types of cryptography:

e Secret Key Systems—also called symmetric systems; and
e Public Key Systems—also called asymmetric systems.

In Secret Key Systems, the same key is used for both encryption and decryption; that is, all
parties participating in the communication share a single key. In Public Key Systems there are
two keys; a public key and a private key. The public key used for encryption is different from the
private key used for decryption. The two keys are mathematically related, but the private key
cannot be determined from the public key.

Refer to NIST SP 800-21, Guideline for Implementing Cryptography in the Federal Government,
for more in-depth information on cryptography.

A digital signature is an electronic analogue of a written signature. The digital signature can be
used to prove to a recipient or third-party that the originator did in fact sign the message (i.e., the
message originators cannot repudiate the message). Signature generation makes use of a private
key to generate a digital signature. Signature verification makes use of a public key that
corresponds to, but is not the same as, the private key. The security of a digital signature system
depends on maintaining the secrecy of users’ private keys.

Encryption can be used to do, but is not limited to, the following:

e Encrypt data while in storage (e.g., hard drives, diskettes, and tapes);

e Encrypt data while in transmission;

e Encrypt individual files for transmission over an unsecured medium;

e Encrypt email messages;

e Guarantee the integrity of a file or message, and detect any modifications;
e Provide the legally binding equivalent of a hand signature in digital form;
e Support non-repudiation;

e Support authentication, including strong authentication;

e Support electronic financial transactions, including electronic funds transfers, automated
teller machine transactions, cash cards, gift cards, and credit cards; and

e Provide copyright protection (e.g., for DVDs).

The following policy provides guidance to ensure that HUD information systems that store
sensitive information are capable of implementing a method for encrypting that information.

NIST SP 800-53 Control: SC-13

SC-13: The information system implements [Assignment: organization-defined cryptographic uses and type of
cryptography required for each use] in accordance with applicable federal laws, Executive Orders, directives,
policies, regulations, and standards.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: SC-13

HUD Policy: 5.4.10

a. Program Offices/System Owners identify IT systems transmitting or storing sensitive information that may
require protection based on a risk assessment. If encryption is required, the following methods are
acceptable for encrypting sensitive information:

e  Products using triple Data Encryption Standard (3DES) or Advanced Encryption Standard (AES)
algorithms that have been validated under FIPS 140-1 or FIPS 140-2 (as amended). (All new systems
should use AES because it is expected that triple DES will be phased out).

e  Secure Sockets Layer Version 3.0 (SSL3.0) or Transport Layer Security Version 1.0 (TLS1.0).
e National Security Agency (NSA) Type 2 or Type 1 encryption.

5.4.11. Collaborative Computing

The following policy provides guidance regarding the use of collaborative computing resources
such as audio and video conferencing.

NIST SP 800-53 Control: SC-15

SC-15: The information system:

a. Prohibits remote activation of collaborative computing devices with the following exceptions:
1. [Assignment: organization-defined exceptions where remote activation is to be allowed]; and
2. Provides an explicit indication of use to users physically present at the devices.

Security Baseline: Low, Moderate, and High

E-1: The information system provides physical disconnect of camera and microphone in a manner that supports
ease of use.

Security Baseline: N/A

HUD Policy: 5.4.11

a. Program Offices/System Owners of moderate- or high-impact systems that use collaborative computing
resources, like audio and video conferencing and electronic white boards, shall ensure that the collaborative
computing resources cannot be activated remotely and provide explicit indication of use to the local user.

5.4.12. Public Key Infrastructure Certificates

A public key infrastructure (PKI) is an architecture that provides the means to bind public keys
to their owners and helps in the distribution of reliable public keys in large heterogeneous
networks. Public keys are bound to their owners by public key certificates. These certificates,
which contain information such as the owner’s name and the associated public key, are issued by
a reliable certification authority (CA). A public key/private key pair is generated using the PKI.
The user retains the private key. The issuing CA signs the public key, creating a public key
certificate. These certificates are used by the PKI to validate a public key. Public key/private
keys can be used in a public key cryptographic system to encrypt data. They also can be used to
create digital signatures.

The following policy provides guidance for the selection and implementation of a PKI
architecture within the HUD enterprise.
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NIST SP 800-53 Control: SC-17

SC-17: The organization issues public key certificates under an [Assignment: organization-defined certificate
policy] or obtains public key certificates from an approved service provider.

Security Baseline: Moderate and High

HUD Policy: 5.4.12

a. The CISO, in conjunction with the Deputy CIO for 100, selects and implements a PKI for HUD in
accordance with NIST SP 800-32, Introduction to Public Key Technology and the Federal PKI
Infrastructure.

b. The CISO, in conjunction with the Deputy CIO for 100, establishes HUD’s root CA and operates under an
approved Certificate Policy and Certificate Practice Statement. Any additional CAs within HUD must be
subordinate to the HUD root.

c. Program Offices wishing to establish their own CA shall request approval from the CISO, be a subordinate
to the HUD root, and operate under an approved Certificate Policy and Certificate Practice Statement.

d. The CISO shall cross-certify the HUD root CA with the Federal Bridge. The certificate policies and
practice statements of CAs subordinate to the HUD root must comply with the Federal Bridge Certificate
Policy.

. The CISO performs a yearly compliance audit of the root CA and all subordinate CAs.

f.  The CISO, in conjunction with the Deputy CIO for 100, ensures separate public/private key pairs are used
for encryption and digital signature.

g. Users shall not disclose or allow the use of their private keys. If a user shares his or her private key, the user
is accountable for all transactions signed with the user’s private key.

h.  Users shall be responsible for the security of their private keys.

5.4.13. Mobile Code

Mobile (downloadable) code is software that is transmitted from a remote source across a
network to a local system and then executed on that local system (e.g., personal computer, PDA,
mobile phone, Internet appliance). Examples include ActiveX controls, Java applets, script run
within the browser, and HTML e-mail. Although mobile code is a legitimate method for
distributing application software, it is most frequently associated with “malicious mobile code”
(e.g., viruses, worms, Trojan horses) that executes without the permission of or any explicit
action by the local system’s owner/user.

The following policy provides guidance for the use of mobile code on HUD information
systems.

NIST SP 800-53 Control: SC-18

SC-18: The organization:
a. Defines acceptable and unacceptable mobile code and mobile code technologies;

b. Establishes usage restrictions and implementation guidance for acceptable mobile code and mobile code
technologies; and

c. Authorizes, monitors, and controls the use of mobile code within the information system.

Security Baseline: Moderate and High

HUD Policy: 5.4.13

a. HUD employees or contractors shall not download or install mobile code (e.g., ActiveX or JavaScript) that
has not been approved by the CISO.

142 March 2016



HUD Handbook 2400.25 REV-4.1

5.4.14. Voice Over Internet Protocol

Voice over Internet Protocol (VolIP) and similar technologies move voice over digital networks
using protocols that may have been originally designed for data networking rather than voice.

The following policy provides guidance for the secure implementation of VVoice over Internet
Protocol (VolP) technologies in the HUD enterprise.

NIST SP 800-53 Control: SC-19

SC-19: The organization:

a. Establishes usage restrictions and implementation guidance for Voice over Internet Protocol (VolIP)
technologies based on the potential to cause damage to the information system if used maliciously; and

b.  Authorizes, monitors, and controls the use of VoIP within the information system.

Security Baseline: Moderate and High

HUD Policy: 5.4.14

a. Program Offices/System Owners wishing to use VVolP in information systems under their purview must
obtain approval from the CISO and Deputy CIO for 100 and follow the guidance in NIST SP 800-58,
Security Considerations for VolP Systems.

5.4.15. Secure Name/Address Resolution Service (Authoritative Source)

The following policy provides guidance to ensure that name and address resolution services is
capable of providing additional data origin and integrity artifacts.

NIST SP 800-53 Control: SC-20

SC-20: The information system:

a. Provides additional data origin authentication and integrity verification artifacts along with the authoritative
name resolution data the system returns in response to external name/address resolution queries; and

b. Provides the means to indicate the security status of child zones and (if the child supports secure resolution
services) to enable verification of a chain of trust among parent and child domains, when operating as part of
a distributed, hierarchical name space.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.4.15

a. Program Offices/System Owners ensure that moderate- and high-impact systems under their purview enables
remote clients to obtain origin authentication and integrity verification assurances for the name/address
resolution information obtained through the service following the guidance in NIST SP 800-81, Security
Domain Name Deployment Guide.

5.4.16.  Secure Name/Address Resolution Service (Recursive or Caching
Resolver)

The following policy provides guidance to ensure that name and address resolution services are
protected through the use of client level data authentication and integrity verification.
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NIST SP 800-53 Control: SC-21

SC-21: The information system requests and performs data origin authentication and data integrity verification on
the name/address resolution responses the system receives from authoritative sources.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.4.16

a. Program Offices/System Owners ensure that high-impact systems under their purview that provide
name/address resolution service for local clients perform data origin authentication and data integrity
verification on the resolution responses it receives from authoritative source when requested by client
systems following the guidance in NIST SP 800-81, Security Domain Name Deployment Guide.

5.4.17.  Architecture and Provisioning for Name/Address Resolution
Service

The following policy provides guidance to ensure that name and address resolution services are
protected through the use of role separation.

NIST SP 800-53 Control: SC-22

SC-22: The information systems that collectively provide name/address resolution service for an organization are
fault-tolerant and implement internal/external role separation.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.4.17

a. Each DNS server shall have a duplicate server, one configured as primary and the other as secondary. The
two servers must be located in two different network subnets and geographically separated (i.e., not located
in the same physical facility). If organizational information technology resources are divided into those
resources belonging to internal networks and external networks, authoritative DNS servers with two roles
(internal and external) are established. The list of clients who can access the authoritative DNS server of a
particular role is also specified. Follow the guidance in NIST SP 800-81, Secure Domain Name System
(DNS) Deployment Guide.
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5.4.18. Session Authenticity
The following policy provides guidance to ensure that session level protection is implemented.

NIST SP 800-53 Control: SC-23

SC-23: The information system protects the authenticity of communications sessions.

Security Baseline: Moderate and High

HUD Policy: 5.4.18

a. The Deputy CIO for 100 ensures that session-level protection is implemented following the guidance in
NIST SP 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations,
and NIST SP 800-77, Guide to IPsec VPNs, where needed (e.g., for service-oriented architectures providing
web-based services).

5.4.19. Fail in Known State
The following policy provides guidance to ensure that session level protection is implemented.

NIST SP 800-53 Control: SC-24

SC-24: The information system fails to a [Assignment: organization-defined known-state] for [Assignment:
organization-defined types of failures] preserving [Assignment: organization-defined system state information]
in failure.

Security Baseline: High

HUD Policy: 5.4.19

b. The Deputy CIO for 100 ensures that session-level protection is implemented following the guidance in
NIST SP 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations,
and NIST SP 800-77, Guide to IPsec VPNs, where needed (e.g., for service oriented architectures providing
web-based services). For high-impact systems, implement session-level protection using FIPS 140-2 (as
amended) approved cryptographic modules.

5.4.20. Protection of Information at Rest
The following policy provides guidance to ensure that session level protection is implemented.

NIST SP 800-53 Control: SC-28

SC-28: The information system protects the [Selection (one or more): confidentiality; integrity] of [Assignment:
organization-defined information at rest].

Security Baseline: Moderate and High

HUD Policy: 5.4.20

c. The Deputy CIO for 100 ensures that session-level protection is implemented following the guidance in
NIST SP 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations,
and NIST SP 800-77, Guide to IPsec VPNs, where needed (e.g., for service oriented architectures providing
web-based services). For high-impact systems, implement session-level protection using FIPS 140-2 (as
amended) approved cryptographic modules.
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6.0 PROGRAM MANAGEMENT

The information security program management (PM) controls complement the security controls
and focus on the HUD-wide information security requirements that are independent of any
particular information system and are essential for managing information security programs.
HUD must document the program management controls in the Information Security Program
Plan (ISPP). The HUD-wide Information Security Program Plan supplements the individual
security plans developed for each information system. Together, the security plans for the
individual information systems and the information security program cover the totality of
security controls employed by the HUD organization.

6.1. Information Security Program Plan

HUD will define an organization-wide program management plan that documents the
organization-wide program management controls and organization-defined common controls.

NIST SP 800-53 Control: PM-1

PM-1: The organization:
a. Develops and disseminates an organization-wide Information Security Program Plan that:

1. Provides an overview of the requirements for the security program and a description of the security
program management controls and common controls in place or planned for meeting those
requirements;

2. Includes the identification and assignment of roles, responsibilities, management commitment,
coordination among organizational entities, and compliance;

3. Reflects coordination among organizational entities responsible for the different aspects of
information security (i.e., technical, physical, personnel, cyber-physical); and

4. Is approved by a senior official with responsibility and accountability for the risk being incurred to
organizational operations (including mission, functions, image, and reputation), organizational assets,
individuals, other organizations, and the Nation.

b. Reviews the organization-wide Information Security Program Plan [Assignment: organization-defined
frequency];

c. Updates the Plan to address organizational changes and problems identified during plan implementation or
security control assessments; and

d. Protects the Information Security Program Plan from unauthorized disclosure and modification.

Security Baseline: N/A
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NIST SP 800-53 Control: PM-1

HUD Policy: 6.1.1

a. The OCIO develops, disseminates, and reviews annually a department Information Security Program Plan
that:

e  Provides an overview of the requirements for the security program and a description of the security
program management controls and common controls in place or planned for meeting those
requirements.

¢  Provides sufficient information about the program management controls and common controls
(including specification of parameters for any assignment and selection operations either explicitly or
by reference) to enable an implementation that is unambiguously compliant with the intent of the Plan
and a determination of the risk to be incurred if the Plan is implemented as intended.

e Includes roles, responsibilities, management commitment, coordination among organizational entities,
and compliance.

o s approved by a senior official with responsibility and accountability for the risk being incurred to
organizational operations (including mission, functions, image, and reputation), organizational assets,
individuals, other organizations, and the Nation;

b. The OCIO revises the Plan to address organizational changes and problems identified during plan
implementation or security control assessments.

6.2. Senior Management Security Officer

HUD will appoint a senior information security officer with the mission and resources to coordinate,
develop, implement and maintain an organization-wide information security program.

NIST SP 800-53 Control: PM-2

PM-2: The organization appoints a senior information security officer with the mission and resources to
coordinate, develop, implement, and maintain an organization-wide Information Security Program.

Security Baseline: N/A

HUD Policy: 6.2

a. The OCIO appoints a Chief Information Security Officer (CISO) who will have the mission and resources
to coordinate, develop, implement, and maintain an organization-wide Information Security Program.

6.3. Information Security Recourses

Organizations may designate and empower an Investment Review Board (or similar group) to
manage and provide oversight for the information security-related aspects of the capital planning
and investment control process.
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NIST SP 800-53 Control: PM-3

PM-3: The organization:

a. Ensures that all capital planning and investment requests include the resources needed to implement the
Information Security Program and documents all exceptions to this requirement;

b. Employs a Business Case/Exhibit 300/Exhibit 53 to record the resources required; and

c. Ensures that information security resources are available for expenditure as planned.

Security Baseline: N/A

HUD Policy: 6.3

a. The OCIO ensures that each capital planning and investment request includes the resources needed to
implement the Information security Program and documents all exceptions to this requirement.

b. The OCIO employs a Business Case (e.g., Exhibit 300, Exhibit 53) to record the resources required.

c. The OCIO ensures that information security resources are available for expenditure as planned.

6.4. Plan of Action and Milestones Process

The Plan of Action and Milestones (POA&Ms) are a key document in the security authorization
package and are subject to federal reporting requirements established by the Office of
Management and Budget (OMB). POA&Ms updates are based on the findings from security
control assessments, security impact analyses, and continuous monitoring activities. OMB
FISMA reporting guidance contains instructions regarding organizational plans of action and
milestones.

A Plan of Action and Milestone (POA&M) is a tool that identifies tasks that need to be
accomplished to correct an identified weakness in an IT System or IT Program. It details
resources required to accomplish the elements of the plan, the steps or milestones needed to
accomplish the task, and the schedule for completing the milestones.

NIST SP 800-53 Control: PM-4

PM-4: The organization:

a. Implements a process for ensuring that Plans of Action and Milestones for the Security Program and
associated organizational information systems:
1. Are developed and maintained,;
2. Document the remedial information security actions to adequately respond to risks on the

organizational operations and assets, individuals, other organizations, and the Nation; and

3. Are reported in accordance with OMB FISMA reporting requirements.

b. Reviews Plans of Action and Milestones for consistency with the organizational risk management strategy
and organization-wide priorities for risk response actions.

Security Baseline: N/A

HUD Policy 6.4

a. The OITS develops, implements, and manages a process for ensuring that Plans of Action and Milestones
(POA&MSs) for the Security Program and the associated HUD information systems are maintained, and
document the remedial information security actions to mitigate risk to organizational operations and
assets, individuals, other organizations, and the Nation.
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6.5. Information System Inventory

The organization develops and maintains an inventory of its information systems. This control
addresses the inventory requirements in FISMA. OMB provides guidance on developing
information systems inventories and associated reporting requirements.

NIST SP 800-53 Control: PM-5
PM-5: The organization develops and maintains an inventory of its information systems.

Security Baseline: N/A

HUD Policy 6.5

a. The OCIO develops and maintains a comprehensive inventory of information systems and relevant
security information for those systems. The authoritative inventory is HUD’s Inventory of Automated
Systems (1AS) and is the central reporting of information on applications (or systems) which supports
business areas within the Department. The authoritative source for detailed security information is CSAM.

6.6. Information Security Measures of Performance

The organization measures the effectiveness or efficiency of the information security program
and the security controls employed in support of the program.

NIST SP 800-53 Control: PM-6

PM-6: The organization develops, monitors, and reports on the results of information security measure of
performance.

Security Baseline: N/A

HUD Policy 6.6

a. The OCIO develops, defines, monitors, and reports on the results of information security measures of
performance, which are the outcome-based metrics to measure/evaluate the effectiveness or efficiency of
the Information Security Program and the security controls employed in support of the program.

6.7. Enterprise Architecture

To ensure that security is appropriately addressed throughout business activities, HUD developed
a business-driven, risk-aware, Enterprise Security Architecture (ESA) that identifies the major
security processes that support implementation of sound security practices and the components
that are affected by these processes. The basic framework for the ESA covers external security
drivers, security governance, security strategy and risk management, security operations,
periodic reviews and continuous monitoring.

NIST SP 800-53 Control: PM-7

PM-7: The organization develops an enterprise architecture with consideration for information security and
the resulting risk to organizational operations, organizational assets, individuals, other organizations, and the
Nation.

Security Baseline: N/A
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NIST SP 800-53 Control: PM-7

HUD Policy 6.7

a. The OCIO develops an enterprise architecture with consideration for information security and the resulting
risk to organizational operations, organizational assets, individuals, other organizations.

b. The OITS maintains the Network Security Architecture in coordination with the Deputy CIO for 100.

6.8. Critical Infrastructure Plan

The organization defines critical infrastructure and key resources that are outlined in a critical
infrastructure plan.

NIST SP 800-53 Control: PM-8

PM-8: The organization addresses information security issues in the development, documentation, and
updating of a critical infrastructure and key resources protection plan.

Security Baseline: N/A

HUD Policy 6.8

a. The OCIO addresses information security issues in the development, documentation, and updating of a
Critical Infrastructure and Key Resources Protection Plan.

b. The Critical Infrastructure and Key Resources Protection Plan shall be consistent with applicable Federal
laws, Executive Orders, Directives, policies, regulations, standards, and guidance.

6.9. Risk Management Strategy

The organization develops a Risk Management Strategy that includes an unambiguous
expression of the risk tolerance for the organization, acceptable risk assessment methodologies,
risk mitigation strategies, a process for consistently evaluating risk across the organization with
respect to the organization’s risk tolerance, and approaches for monitoring risk over time.

NIST SP 800-53 Control: PM-9

PM-9: The organization:

a. Develops a comprehensive strategy to manage risk to organizational operations and assets, individuals,
other organizations, and the Nation associated with the operation and use of information systems;

b. Implements the Risk Management Strategy consistently across the organization; and

c. Reviews and updates the Risk Management Strategy [Assignment: organization-defined frequency] or as
required, to address organizational changes.

Security Baseline: N/A

150 March 2016



HUD Handbook 2400.25 REV-4.1

NIST SP 800-53 Control: PM-9

HUD Policy 6.9

a. The OCIO develops a comprehensive strategy to manage risk to organizational operations and assets,
individuals, other organizations, and the Nation associated with the operation and use of information
systems.

b. The OCIO implements the Risk Management Strategy consistently across the organization. The Risk
Management Strategy shall include, but not be limited to the following:

An unambiguous expression of the risk tolerance for the organization;

Acceptable risk assessment methodologies;

Risk mitigation strategies;

A process for consistently evaluating risk across the organization with respect to the organization’s

risk tolerance; and

e  Approaches for monitoring risk over time.

6.10. Security Authorization Process

The security authorization process for information systems requires the implementation of the
Risk Management Framework (RMF) and the employment of associated security standards and
guidelines. Specific roles within the Risk Management Process include a designated authorizing
official for each organizational information system.

NIST SP 800-53 Control: PM-10

PM-10: The organization:

a. Manages (i.e., documents, tracks, and reports) the security state of organizational information systems and
the environments in which those systems operate through security authorization processes;

b. Designates individuals to fulfill specific roles and responsibilities within the organizational risk
management process; and

c. Fully integrates the security authorization processes into an organization-wide risk management program.

Security Baseline: N/A

HUD Policy: 6.10

a. Program Offices/System Owners manage (i.e., documents, tracks, and reports) the security state of
organizational information systems through security authorization processes.
b. Program Offices/System Owners designate individuals to fulfill specific roles and responsibilities within the
organizational risk management process; and
c. The OCIO fully integrates the security authorization processes into an organization-wide Risk Management
Program.

6.11. Mission/Business Process Definition

NIST SP 800-53 Control: PM-11

PM-11: The organization:

a. Defines mission/business processes with consideration for information security and the resulting risk to
organizational operations, organizational assets, individuals, other organizations, and the Nation; and

b. Determines information protection needs arising from the defined mission/business processes and revises
the processes as necessary, until achievable protection needs are obtained.

Security Baseline: N/A
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NIST SP 800-53 Control: PM-11

HUD Policy 6.11

a. HUD defines mission/business processes with consideration for information security and the resulting risk to
organizational operations, organizational assets, individuals, other organizations, and the Nation.

b. HUD determines information protection needs arising from the defined mission/business processes and
revises the processes as necessary, until an achievable set of protection needs is obtained.

6.12. Insider Threat Program

NIST SP 800-53 Control: PM-12

PM-12: The organization implements an insider threat program that includes a cross-discipline insider threat
incident handling team.

Security Baseline: N/A

HUD Policy 6.12

a. The OCIO ensures that the HUD-CIRT implements an insider threat program that includes a cross-
discipline insider threat incident handling team.

6.13. Information Security Workforce

NIST SP 800-53 Control: PM-13

PM-13: The organization establishes an information security workforce development and improvement
program.

Security Baseline: N/A

HUD Policy 6.13

a. The Office of Information Security establishes an information security workforce development and
improvement program for the HUD organization.

6.14. Testing, Training, and Monitoring

NIST SP 800-53 Control: PM-14

PM-14: The organization:
a. Implements a process for ensuring that organizational plans for conducting security testing, training, and
monitoring activities associated with organizational information systems:
1. Are developed and maintained; and
2. Continue to be executed in a timely manner;
b. Reviews testing, training, and monitoring plans for consistency with the organizational risk management
strategy and organization-wide priorities for risk response actions.

Security Baseline: N/A
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NIST SP 800-53 Control: PM-14

HUD Policy 6.14

The CISO ensures that the Office of Information Security:
a. Implements a process for ensuring that HUD plans for conducting security testing, training, and monitoring
activities associated with HUD information systems:
1. Are developed and maintained; and
2. Continue to be executed in a timely manner;
b. Reviews testing, training, and monitoring plans for consistency with the HUD organization risk management
strategy and HUD-wide priorities for risk response actions.
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7.0 PRIVACY CONTROLS

The HUD organization cannot have effective privacy without a basic foundation of information

security. Privacy is more than security and includes the principles of transparency, notice, and
choice.

This section provides a structured set of controls for protecting privacy and serves as a roadmap
for the HUD organization to use in identifying and implementing privacy controls concerning the
entire life cycle of Personally Identifiable Information (PII), whether in paper or electronic form.
The security controls focus on information privacy as a value distinct from, but highly
interrelated with, information security. Privacy controls are the administrative, technical, and
physical safeguards employed within organizations to protect and ensure the proper handling of
Pll.

7.1. Authority and Purpose

7.1.1. Authority to Collect

NIST SP 800-53 Control: AP-1

AP-1: The organization determines and documents the legal authority that permits the collection, use,
maintenance, and sharing of personally identifiable information (PII), either generally or in support of a
specific program or information system need.

Security Baseline: N/A
HUD Policy 7.1.1

a. The HUD Chief Privacy Officer must determine and document the legal authority that permits the
collection, use, maintenance, and sharing of personally identifiable information (PIl) for each information
system.

7.1.2. Purpose Specification

NIST SP 800-53 Control: AP-2

AP-2: The organization describes the purpose(s) for which personally identifiable information (P1I) is
collected, used, maintained, and shared in its privacy notices.

Security Baseline: N/A

HUD Policy 7.1.2

b. The Chief Privacy Officer must document the purpose(s) for which personally identifiable information
(PI) is collected, used, maintained, and shared in its privacy notices.
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7.2. Accountability, Audit, and Risk Management

7.2.1. Governance and Privacy Program

NIST SP 800-53 Control: AR-1

AR-1: The organization:

a. Appoints a Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) accountable for
developing, implementing, and maintaining an organization-wide Governance and Privacy Program to
ensure compliance with all applicable laws and regulations regarding the collection, use, maintenance,
sharing, and disposal of personally identifiable information (PIl) by programs and information systems;

b.  Monitors federal privacy laws and policy for changes that affect the Privacy Program;

c. Allocates [Assignment: organization-defined allocation of budget and staffing] sufficient resources to
implement and operate the organization-wide Privacy Program;

d. Develops a strategic organizational Privacy Plan for implementing applicable privacy controls, policies,
and procedures;

e. Develops, disseminates, and implements operational privacy policies and procedures that govern the
appropriate privacy and security controls for programs, information systems, or technologies involving
PIl; and

f.  Updates the Privacy Plan, policies, and procedures [Assignment: organization-defined frequency, at least
biennially].

Security Baseline: N/A

HUD Policy 7.2.1

a. The HUD CIO appoints a Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO)
accountable for developing, implementing, and maintaining an HUD-wide Governance and Privacy Program to
ensure compliance with all applicable laws and regulations regarding the collection, use, maintenance, sharing,
and disposal of personally identifiable information (P11) by programs and information systems. The Chief
Privacy Officer monitors Federal privacy laws and policy for changes that affect the privacy program.

c. The HUD CIO allocates sufficient resources to implement and operate the HUD-wide Privacy Program.

d. The Chief Privacy Officer develops a strategic HUD-wide Privacy Plan for implementing applicable privacy
controls, policies, and procedures.

e. The Chief Privacy Officer develops, disseminates, and implements operational privacy policies and
procedures that govern the appropriate privacy and security controls for programs, information systems, or
technologies involving PII.

f. The Chief Privacy Officer updates the Privacy Plan, policies, and procedures at least biennially.

7.3. Privacy Impact and Risk Assessment

NIST SP 800-53 Control: AR-2

AR-2: The organization:

a. Documents and implements a privacy risk management process that assesses privacy risk to individuals
resulting from the collection, sharing, storing, transmitting, use, and disposal of personally identifiable
information (P1I); and

b. Conducts Privacy Impact Assessments (P1As) for information systems, programs, or other activities that
pose a privacy risk in accordance with applicable law, OMB policy, or any existing organizational policies
and procedures.

Security Baseline: N/A
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NIST SP 800-53 Control: AR-2

HUD Policy 7.3

a. The Chief Privacy Officer documents and implements a privacy risk management process that assesses
privacy risk to individuals resulting from the collection, sharing, storing, transmitting, use, and disposal of
personally identifiable information (PII). b. The Chief Privacy Officer and/or ISSO conducts Privacy Impact
Assessments (P1As) for information systems, programs, or other activities that pose a privacy risk in
accordance with applicable Federal law, OMB policy, or any existing HUD policies and procedures.

7.4. Privacy Requirements for Contractors and Service Providers

NIST SP 800-53 Control: AR-3

AR-3: The organization;

a. Establishes privacy roles, responsibilities, and access requirements for contractors and service providers;
and

b. Includes privacy requirements in contracts and other acquisition-related documents.

Security Baseline: N/A

HUD Policy 7.4

The HUD Chief Privacy Officer :
b. Establishes privacy roles, responsibilities, and access requirements for contractors and service providers.
b. Includes privacy requirements in contracts and other acquisition-related documents.

7.5. Privacy Monitoring and Auditing

NIST SP 800-53 Control: AR-4

AR-4: The organization monitors and audits privacy controls and internal privacy policy [Assignment:
organization-defined frequency] to ensure effective implementation.

Security Baseline: N/A

HUD Policy 7.5

c. The HUD Chief Privacy Officer monitors and audits privacy controls and internal privacy policy on an
annual basis to ensure effective implementation.

7.6. Privacy Awareness and Training

NIST SP 800-53 Control: AR-5

AR-5: The organization:

a. Develops, implements, and updates a comprehensive training and awareness strategy aimed at ensuring
that personnel understand privacy responsibilities and procedures;

b. Administers basic privacy training [Assignment: organization-defined frequency, at least annually] and
targeted, role-based privacy training for personnel having responsibility for personally identifiable
information (P11) or for activities that involve PII [Assignment: organization-defined frequency, at least
annually]; and

c. Ensures that personnel certify (manually or electronically) acceptance of responsibilities for privacy
requirements [Assignment: organization-defined frequency, at least annually].

Security Baseline: N/A

156 March 2016



HUD Handbook 2400.25 REV-4.1

NIST SP 800-53 Control: AR-5

HUD Policy 7.6

The HUD Chief Privacy Officer:

a. Develops, implements, and updates a comprehensive training and awareness strategy aimed at ensuring
that personnel understand privacy responsibilities and procedures.

b. Administers basic privacy training on an annual basis and targeted, role-based privacy training for
personnel having responsibility for personally identifiable information (PI1) or for activities that involve
P11 on an annual basis.

c. Ensures that personnel certify (manually or electronically) acceptance of responsibilities for privacy
requirements at least annually.

7.7. Privacy Reporting

NIST SP 800-53 Control: AR-6

AR-6: The organization develops, disseminates, and updates reports to the Office of Management and Budget
(OMB), Congress, and other oversight bodies, as appropriate, to demonstrate accountability with specific
statutory and regulatory privacy program mandates, and to senior management and other personnel with
responsibility for monitoring Privacy Program progress and compliance.

Security Baseline: N/A

HUD Policy 7.7

a. The HUD Chief Privacy Officer develops, disseminates, and updates reports to the Office of Management
and Budget (OMB), Congress, and other oversight bodies, as appropriate, to demonstrate accountability
with specific statutory and regulatory privacy program mandates, and to senior management and other
personnel with responsibility for monitoring the Privacy Program progress and compliance.

7.8. Privacy-Enhanced System Design and Development

NIST SP 800-53 Control: AR-7

AR-7: The organization designs information systems to support privacy by automating privacy controls.

Security Baseline: N/A
HUD Policy 7.8

a. The HUD CISQ, in conjunction with the HUD Chief Privacy Officer, ensures that information systems are
designed to support privacy by automating privacy controls.
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7.9. Accounting of Disclosures

NIST SP 800-53 Control: AR-8

AR-8: The organization:

a. Keeps an accurate accounting of disclosures of information held in each system of records under its
control, including:
1. Date, nature, and purpose of each disclosure of a record; and
2. Name and address of the person or agency to which the disclosure was made.

b. Retains the accounting of disclosures for the life of the record or 5 years after the disclosure is made,
whichever is longer; and

c. Makes the accounting of disclosures available to the person named in the record upon request.

Security Baseline: N/A

HUD Policy 7.9
The HUD Chief Privacy Officer:
a. Keeps an accurate accounting of disclosures of information held in each system of records under its
control, including:
o Date, nature, and purpose of each disclosure of a record; and
e Name and address of the person or agency to which the disclosure was made.
b. Retains the accounting of disclosures for the life of the record or 5 years after the disclosure is made,
whichever is longer.
c. Makes the accounting of disclosures available to the person named in the record upon request.

7.10. Data Quality and Integrity

7.10.1. Data Quality

NIST SP 800-53 Control: DI-1

DI-1: The organization:

a. Confirms to the greatest extent practicable upon collection or creation of personally identifiable
information (PI11), the accuracy, relevance, timeliness, and completeness of that information;

b. Collects PII directly from the individual to the greatest extent practicable;

c. Checks for, and corrects as necessary, any inaccurate or outdated PIl used by its programs or systems
[Assignment: organization-defined frequency]; and

d. Issues guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of disseminated
information.

Security Baseline: N/A

E-1: The organization requests that the individual or individual’s authorized representative validate PII during
the collection process.

Security Baseline: N/JA

E-2: The organization requests that the individual or individual’s authorized representative revalidate that PII
collected is still accurate [Assignment: organization-defined frequency].

Security Baseline: N/JA
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NIST SP 800-53 Control: DI-1

HUD Policy 7.10.1

The HUD Chief Privacy Officer:

a. Confirms to the greatest extent practicable upon collection or creation of personally identifiable
information (PI11), the accuracy, relevance, timeliness, and completeness of that information.

b. Collects PII directly from the individual to the greatest extent practicable.

c. Checks for and corrects, as necessary, any inaccurate or outdated PIl used by its Programs or systems
annually.

d. Issues guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of disseminated
information.

7.10.2. Data Integrity and Data Integrity Board

NIST SP 800-53 Control: DI-2

DI-2: The organization:

a. Documents processes to ensure the integrity of personally identifiable information (PI1) through existing
security controls; and

b. Establishes a Data Integrity Board when appropriate to oversee organizational Computer Matching
Agreements123 and to ensure that those agreements comply with the computer matching provisions of the
Privacy Act.

Security Baseline: N/A
E-1: The organization publishes Computer Matching Agreements on its public website.

Security Baseline: N/A

HUD Policy 7.10.2

The HUD Chief Privacy Officer:

a. Documents processes to ensure the integrity of personally identifiable information (PI1) through existing
security controls.

b. Establishes a Data Integrity Board when appropriate to oversee organizational Computer Matching
Agreements and to ensure that those agreements comply with the computer matching provisions of the
Privacy Act.

7.11. Data Minimization and Retention

7.11.1. Minimization of Personally Identifiable Information

NIST SP 800-53 Control: DM-1

DM-1: The organization:

a. ldentifies the minimum personally identifiable information (P1l) elements that are relevant and necessary
to accomplish the legally authorized purpose of collection;

b. Limits the collection and retention of Pl to the minimum elements identified for the purposes described in
the notice and for which the individual has provided consent; and

c. Conducts an initial evaluation of PII holdings and establishes and follows a schedule for regularly
reviewing those holdings at least annually to ensure that only PII identified in the notice is collected and
retained, and that the PII continues to be necessary to accomplish the legally authorized purpose.

Security Baseline: N/A
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NIST SP 800-53 Control: DM-1

E-1: The organization, where feasible and within the limits of technology, locates and removes/redacts
specified Pl and/or uses anonymization and de-identification techniques to permit use of the retained
information while reducing its sensitivity and reducing the risk resulting from disclosure.

Security Baseline: N/A

HUD Policy 7.11.1
The HUD Chief Privacy Officer:
a.

b.

Identifies the minimum personally identifiable information (PI1) elements that are relevant and necessary
to accomplish the legally authorized purpose of collection.

Limits the collection and retention of PII to the minimum elements identified for the purposes described in
the notice and for which the individual has provided consent.

Conducts an initial evaluation of PII holdings and establishes and follows a schedule for regularly
reviewing those holdings on an annual basis to ensure that only PlII identified in the notice is collected and
retained, and that the PII continues to be necessary to accomplish the legally authorized purpose.

7.11.2. Data Retention and Disposal

NIST SP 800-53 Control: DM-2

DM-2: The organization:
a.

b.

Security Baseline: N/A

Retains each collection of personally identifiable information (PII) for [Assignment: organization-defined
time period] to fulfill the purpose(s) identified in the notice or as required by law;

Disposes of, destroys, erases, and/or anonymizes the PlI, regardless of the method of storage, in
accordance with a NARA-approved record retention schedule and in a manner that prevents loss, theft,
misuse, or unauthorized access; and

Uses [Assighment: organization-defined techniques or methods] to ensure secure deletion or destruction of
P11 (including originals, copies, and archived records).

E-1: The organization, where feasible, configures its information systems to record the date PII is collected,
created, or updated and when PII is to be deleted or archived under an approved record retention schedule.

Security Baseline: N/A

HUD Policy 7.11.2
The HUD Chief Privacy Officer:
a.

b.

Retains each collection of personally identifiable information (PI1) to fulfill the purpose(s) identified in
the notice or as required by law.

Disposes of, destroys, erases, and/or anonymizes the PlI, regardless of the method of storage, in
accordance with a NARA-approved record retention schedule and in a manner that prevents loss, theft,
misuse, or unauthorized access.

Uses HUD-approved sanitization mechanisms to ensure secure deletion or destruction of PII (including
originals, copies, and archived records).
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7.11.3. Minimization of P11 Used in Testing, Training, and Research

NIST SP 800-53 Control: DM-3

DM-3: The organization:

a. Develops policies and procedures that minimize the use of personally identifiable information (PII) for
testing, training, and research; and

b. Implements controls to protect P1l used for testing, training, and research.

Security Baseline: N/A

E-1: The organization, where feasible, uses techniques to minimize the risk to privacy of using P1I for
research, testing, or training.

Security Baseline: N/A

HUD Policy 7.11.3
The HUD Chief Privacy Officer:

a. Develops policies and procedures that minimize the use of personally identifiable information (PII) for
testing, training, and research.
b. Implements controls to protect PIl used for testing, training, and research.

7.12. Individual Participation and Redress

7.12.1. Consent

NIST SP 800-53 Control: IP-1

IP-1: The organization:

a. Provides means, where feasible and appropriate, for individuals to authorize the collection, use,
maintaining, and sharing of personally identifiable information (P1I) prior to its collection;

b. Provides appropriate means for individuals to understand the consequences of decisions to approve or
decline the authorization of the collection, use, dissemination, and retention of PlI;

c. Obtains consent, where feasible and appropriate, from individuals prior to any new uses or disclosure of
previously collected PII; and

d. Ensures that individuals are aware of and, where feasible, consent to all uses of Pl not initially described
in the public notice that was in effect at the time the organization collected the PII.

Security Baseline: N/A
E-1: The organization implements mechanisms to support itemized or tiered consent for specific uses of data.

Security Baseline: N/A

HUD Policy 7.12.1

The HUD Chief Privacy Officer:

a. Provides means, where feasible and appropriate, for individuals to authorize the collection, use,
maintaining, and sharing of personally identifiable information (PII) prior to its collection.

b. Provides appropriate means for individuals to understand the consequences of decisions to approve or
decline the authorization of the collection, use, dissemination, and retention of PII.

c. Obtains consent, where feasible and appropriate, from individuals prior to any new uses or disclosure of
previously collected PII.

d. Ensures that individuals are aware of and, where feasible, consent to all uses of PII not initially described
in the public notice that was in effect at the time the organization collected the PII.
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7.12.2. Individual Access

NIST SP 800-53 Control: IP-2

IP-2: The organization:
a.

b.
C.

d.

Security Baseline: N/A

Provides individuals the ability to have access to their personally identifiable information (P11) maintained
in its system(s) of records;

Publishes rules and regulations governing how individuals may request access to records maintained in a
Privacy Act System of Records;

Publishes access procedures in System of Records Notices (SORNS); and

Adheres to Privacy Act requirements and OMB policies and guidance for the proper processing of Privacy
Act requests.

HUD Policy 7.12.2
The HUD Chief Privacy Officer:
a.

b.

C.
d.

Provides individuals the ability to have access to their personally identifiable information (P11) maintained
in its system(s) of records.

Publishes rules and regulations governing how individuals may request access to records maintained in a
Privacy Act System of Records.

Publishes access procedures in System of Records Notices (SORNS).

Adheres to Privacy Act requirements and OMB policies and guidance for the proper processing of Privacy
Act requests.

7.12.3. Redress

NIST SP 800-53 Control: IP-3

IP-3: The organization:
a.

b.

Security Baseline: N/A

Provides a process for individuals to have inaccurate personally identifiable information (PIl) maintained
by the organization corrected or amended, as appropriate; and

Establishes a process for disseminating corrections or amendments of the P1I to other authorized users of
the PII, such as external information-sharing partners and, where feasible and appropriate, notifies affected
individuals that their information has been corrected or amended.

HUD Policy 7.12.3
The HUD Chief Privacy Officer:
a.

b.

Provides a process for individuals to have inaccurate personally identifiable information (PIl) maintained
by the organization corrected or amended, as appropriate.

Establishes a process for disseminating corrections or amendments of the P1I to other authorized users of
the PII, such as external information-sharing partners and, where feasible and appropriate, notifies affected
individuals that their information has been corrected or amended.

7.12.4. Complaint Management

NIST SP 800-53 Control: IP-4

IP-4: The organization implements a process for receiving and responding to complaints, concerns, or
questions from individuals about the organizational privacy practices.

Security Baseline: N/A
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NIST SP 800-53 Control: IP-4

E-1: The organization responds to complaints, concerns, or questions from individuals within [Assignment:
organization-defined time period].

Security Baseline: N/A

HUD Policy 7.12.4

The HUD Chief Privacy Officer implements a process for receiving and responding to complaints, concerns, or
questions from individuals about the HUD privacy practices.

7.13. Security

7.13.1. Inventory of Personally Identifiable Information

NIST SP 800-53 Control: SE-1

SE-1: The organization:

a. Establishes, maintains, and updates [Assignment: organization-defined frequency] an inventory that
contains a listing of all programs and information systems identified as collecting, using, maintaining, or
sharing personally identifiable information (PII); and

b. Provides each update of the PII inventory to the CIO or information security official [Assignment:
organization-defined frequency] to support the establishment of information security requirements for all
new or modified information systems containing PII.

Security Baseline: N/A

HUD Policy 7.13.1
The HUD Chief Privacy Officer:

a. Establishes, maintains, and updates annually an inventory that contains a listing of all Programs and
information systems identified as collecting, using, maintaining, or sharing personally identifiable
information (PII).

b. Provides each update of the PII inventory to the CIO or information security official annually to support
the establishment of information security requirements for all new or modified information systems
containing PII.

7.13.2. Privacy Incident Response

NIST SP 800-53 Control: SE-2

SE-2: The organization:

a. Develops and implements a Privacy Incident Response Plan; and

b. Provides an organized and effective response to privacy incidents in accordance with the organizational
Privacy Incident Response Plan.

Security Baseline: N/A

HUD Policy 7.13.2
The HUD Chief Privacy Officer:

a. Develops and implements a HUD Privacy Incident Response Plan.
b. Provides an organized and effective response to privacy incidents in accordance with the HUD Privacy
Incident Response Plan.
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7.14. Transparency

7.14.1. Privacy Notice

NIST SP 800-53 Control: TR-1

TR-1: The organization:
a.

Security Baseline: N/A

Provides effective Notice to the public and to individuals regarding: (i) its activities that impact privacy,
including its collection, use, sharing, safeguarding, maintenance, and disposal of personally identifiable
information (PI1); (ii) authority for collecting PII; (iii) the choices, if any, individuals may have regarding
how the organization uses PIl and the consequences of exercising or not exercising those choices; and (iv)
the ability to access and have Pl amended or corrected if necessary;

Describes: (i) the PI1I the organization collects and the purpose(s) for which it collects that information; (ii)
how the organization uses Pl internally; (iii) whether the organization shares Pl with external entities, the
categories of those entities, and the purposes for such sharing; (iv) whether individuals have the ability to
consent to specific uses or sharing of P11 and how to exercise any such consent; (v) how individuals may
obtain access to PII; and (vi) how the PII will be protected; and

Revises its public notices to reflect changes in practice or policy that affects P1I or changes in its activities
that impact privacy, before or as soon as practicable after the change.

E-1: The organization provides real-time and/or layered notice when it collects PII.

Security Baseline: N/A

HUD Policy 7.14.1
The HUD Chief Privacy Officer:
a.

Provides effective Notice to the public and to individuals regarding: (i) its activities that impact privacy,
including its collection, use, sharing, safeguarding, maintenance, and disposal of personally identifiable
information (PI1); (ii) authority for collecting PII; (iii) the choices, if any, individuals may have regarding
how the organization uses P1I and the consequences of exercising or not exercising those choices; and (iv)
the ability to access and have PIl amended or corrected if necessary.

Describes: (i) the PIl the HUD organization collects and the purpose(s) for which it collects that
information; (ii) how the organization uses PII internally; (iii) whether the organization shares P1I with
external entities, the categories of those entities, and the purposes for such sharing; (iv) whether
individuals have the ability to consent to specific uses or sharing of PIl and how to exercise any such
consent; (v) how individuals may obtain access to PII; and (vi) how the PIl will be protected.

Revises its public notices to reflect changes in practice or policy that affects P1I or changes in its activities
that impact privacy, before or as soon as practicable after the change.

7.14.2.  System of Records Notices and Privacy Act Statements

NIST SP 800-53 Control: TR-2

TR-2: The organization:
a.

b.
C.

Security Baseline: N/A

Publishes System of Records Notices (SORNS) in the Federal Register, subject to required oversight
processes, for systems containing personally identifiable information (PI1);

Keeps SORNSs current; and

Includes Privacy Act Statements on its forms that collect P1I, or on separate forms that can be retained by
individuals, to provide additional formal notice to individuals from whom the information is being
collected.
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NIST SP 800-53 Control: TR-2
E-1: The organization publishes SORNSs on its public website.

Security Baseline: N/A

HUD Policy 7.14.2

The HUD Chief Privacy Officer:

a. Publishes System of Records Notices (SORNSs) in the Federal Register, subject to required oversight
processes, for systems containing personally identifiable information (PII).

b. Keeps SORNSs current and publishes SORNs on the HUD public website.

c. Includes Privacy Act Statements on its forms that collect PIl, or on separate forms that can be retained by
individuals, to provide additional formal notice to individuals from whom the information is being
collected.

7.14.3. Dissemination of Privacy Program Information

NIST SP 800-53 Control: TR-3

TR-3: The organization:
a. Ensures that the public has access to information about its privacy activities and is able to
communicate with its Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO); and
b. Ensures that its privacy practices are publicly available through organizational websites or otherwise.

Security Baseline: N/A

HUD Policy 7.14.3

The CIO:

a. Ensures that the public has access to information about its privacy activities and is able to communicate
with its HUD Chief Privacy Officer.

b. Ensures that its privacy practices are publicly available through organizational websites or otherwise.

7.15. Use Limitation

7.15.1. Internal Use

NIST SP 800-53 Control;: UL-1

UL-1: The organization uses personally identifiable information (PI1) internally only for the authorized
purpose(s) identified in the Privacy Act and/or in public notices.

Security Baseline: N/A

HUD Policy 7.15.1

a. HUD only uses personally identifiable information (PII) internally only for the authorized purpose(s)
identified in the Privacy Act and/or in public notices.
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7.15.2. Information Sharing with Third Parties

NIST SP 800-53 Control: UL-2

UL-2: The organization:
a.

b.

Security Baseline: N/A

Shares personally identifiable information (PII) externally, only for the authorized purposes identified in
the Privacy Act and/or described in its notice(s) or for a purpose that is compatible with those purposes;
Where appropriate, enters into Memoranda of Understanding, Memoranda of Agreement, Letters of Intent,
Computer Matching Agreements, or similar agreements, with third parties that specifically describe the PII
covered and specifically enumerate the purposes for which the Pl may be used;

Monitors, audits, and trains its staff on the authorized sharing of P1l with third parties and on the
consequences of unauthorized use or sharing of PIl; and

Evaluates any proposed new instances of sharing P11 with third parties to assess whether the sharing is
authorized and whether additional or new public notice is required.

HUD Policy 7.15.2

The HUD Chief Privacy Officer:
a.

b.

Shares personally identifiable information (PII) externally, only for the authorized purposes identified in
the Privacy Act and/or described in its notice(s) or for a purpose that is compatible with those purposes.
Where appropriate, enters into Memoranda of Understanding, Memoranda of Agreement, Letters of Intent,
Computer Matching Agreements, or similar agreements, with third parties that specifically describe the P1I
covered and specifically enumerate the purposes for which the PIl may be used.

Monitors, audits, and trains its staff on the authorized sharing of P11 with third parties and on the
consequences of unauthorized use or sharing of PII.

Evaluates any proposed new instances of sharing P11 with third parties to assess whether the sharing is
authorized and whether additional or new public notice is required.
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APPENDIX A. SECURITY CONTROL MAPPINGS

Relationship of Security Controls to Other Standards and Control Sets

The first mapping table in this appendix provides organizations a general indication of SP 800-53
security control coverage with respect to other frequently referenced security control standards
and control sets. The security control mappings are not exhaustive and are based on a broad
interpretation and general understanding of the control sets being compared. The mappings are
created by using the primary security topic identified in each of the SP 800-53 security controls
and searching for a similar security topic in the other referenced security control standards and
control sets. Security controls with similar functional meaning (e.g., SP 800-53, Contingency
Planning, and 1SO/International Electrotechnical Commission [IEC] 17799, Business Continuity)
are included in the mapping table. In some instances, similar topics are addressed in the security
control sets but provide a different context, perspective, or scope (e.g., SP 800-53 addresses
privacy requirements in terms of privacy policy notification, whereas ISO/IEC 17799 addresses
privacy requirements in terms of legislation and regulations). Organizations are encouraged to
use the mapping table as a starting point for conducting further analysis and interpretation of
control similarity and associated coverage when comparing disparate control sets.

MAPPING NIST SP 800-53 TO ISO/IEC 27001

NIST SP 800-53 CONTROLS ISO/IEC 27001 CONTROLS HUD
Policy
AC-1 Access Control Policy and A5.11,A512 A6.1.1, A6.1.2,A6.1.3, A8.11, 5.2.1
Procedures A.10.1.1,A.10.8.1,A.11.1.1, A.11.3.3, A.11.4.1,

A.11.6.1,A.11.7.1,A.11.7.2,A.12.3.2, A.15.1.1,
A.15.2.1

AC-2 Account Management A.8.3.3,A11.2.1,A11.2.2,A.11.2.4, A.11.5.2, 5.2.2
A.11.55,A.11.5.6

AC-3 Access Enforcement A.7.2.2,A.10.6.1, A.10.7.3, A.10.7.4, A.10.8.1 5.2.3

A.10.9.1, A.10.9.2, A.10.9.3, A.11.2.2, A.11.5.4,
A.11.6.1,A12.4.3,A.15.1.3

AC-4 Information Flow Enforcement A.7.2.2,A.10.7.3, A.10.8.1, A.11.45,A.11.4.7, 5.2.4
A.12.5.4

AC-5 Separation of Duties A.10.1.3 5.2.5

AC-6 Least Privilege A.11.2.2,A11.41,A.11.4.4,A.1154,A.116.1, 5.2.6
A.12.4.3

AC-7 Unsuccessful Logon Attempts A.115.1 5.2.7

AC-8 System Use Notification A.6.2.2, A11.5.1, A.15.1.5 5.2.8

AC-9 Previous Logon (Access) A.115.1 n/a

Notification

AC-10 Concurrent Session Control None 5.2.9

AC-11 Session Lock A.11.3.2,A.11.3.3,A. 1155 5.2.10

AC-12 Session Termination A.11.5.5 5.2.11

AC-13 | Withdrawn n/a

AC-14 Permitted Actions without None 5.2.12

Identification or Authentication

1 The Security Control Mapping table includes references to: (i) NIST SP 800-53, Contingency Planning; (ii) ISO/IEC
17799:2000, Code of Practice for Information Security Management; (iii) NIST SP 800-26, Security Self-
Assessment Guide for Information Technology System; and (iv) GAO, Federal Information System Controls Audit
Manual. The numerical designations in the respective columns indicate the paragraph number(s) in the above
documents where the security controls, control objectives, or associated implementation guidance may be found.
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NIST SP 800-53 CONTROLS ISO/IEC 27001 CONTROLS HUD
Policy
AC-15 | Withdrawn n/a
AC-16 | Security Attributes A.7.2.2,A.10.7.3 n/a
AC-17 Remote Access A.10.6.1, A.10.8.1, A.10.8.5, A.11.4.1, A.11.4.2, 5.2.13
A.1146, A11.7.1,A11.7.2
AC-18 Wireless Access A.10.6.1, A.10.8.1, A.11.4.1, A11.4.2, A11.4.6, 5.2.14
A11.7.1
AC-19 Access Control for Mobile A.9.25,6A.10.4.1, A.10.7.3, A.11.4.3, A.11.4.6, 5.2.15
Devices Al11.7.1
AC-20 Use of External Information A.6.2.1, A7.1.3,A9.25 A.10.6.1, A.10.8.1, A.11.4.1, | 5.2.16
Systems A.11.42,A11.4.6
AC-21 | Information Sharing None 5.2.17
AC-22 | Publicly Accessible Content A.10.9.3,A.11.6.1 5.2.18
AC-23 Data Mining Protection None n/a
AC-24 | Access Control Decisions A.11.6.1 n/a
AC-25 Reference Monitor None n/a
AT-1 Security Awareness and Ab5.1.1, A512 A6.1.1,A6.1.2,A6.1.3, A8.1.1, 4.10.1
Training Policy and Procedures | A.10.1.1, A.15.1.1, A.15.2.1
AT-2 Security Awareness Training A.6.2.2,A.8.2.2,A.104.1 4.10.2
AT-3 Role-Based Security Training A.6.2.2,A.8.2.2,A10.4.1 4.10.3
AT-4 Security Training Records None 4.10.4
AT-5 Withdrawn n/a
AU-1 Audit and Accountability Policy | A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, 5.3.1
and Procedures A.10.1.1,A.15.1.1, A.15.2.1, A.15.3.1
AU-2 Audit Events A.10.10.1, A.10.10.2, A.10.10.4, A.10.10.5, A.11.5.4, 5.3.2
A.15.3.1
AU-3 Content of Audit Records A.10.10.1, A.10.10.2, A.10.10.4 5.3.3
AU-4 Audit Storage Capacity A.10.3.1, A.10.10.3 5.3.4
AU-5 Response to Audit Processing A.10.3.1, A.10.10.3 5.3.5
Failures
AU-6 Audit Review, Analysis, and A.10.10.2, A.10.10.5, A.13.1.1, A.15.1.5 5.3.6
Reporting
AU-7 Audit Reduction and Report A.10.10.2, A.13.2.3 5.3.7
Generation
AU-8 Time Stamps A.10.10.1, A.10.10.6, A.13.2.3 5.3.8
AU-9 Protection of Audit Information A.10.10.3, A.13.2.3, A.15.1.3, A.15.3.2 5.3.9
AU-10 Non-repudiation A.10.8.4, A.10.9.1, A.10.9.2, A.12.2.3 5.3.10
AU-11 | Audit Record Retention A.10.10.1, A.13.2.3, A.15.1.3 5.3.11
AU-12 Audit Generation A.10.10.1, A.10.10.2, A.10.10.4, A.10.10.5 5.3.12
AU-13 | Monitoring for Information A1254 n/a
Disclosure
AU-14 Session Audit A.10.10.1 n/a
AU-15 | Alternate Audit Capability None n/a
AU-16 | Cross-Organizational Auditing None n/a
CA-1 Security Assessment and A5.1.1,A512 A6.1.1, A6.1.2,A6.1.3A.6.1.4, 3.4.1
Authorization Policies and A.6.1.8,A8.1.1,A10.1.1,A.15.1.1, A15.21
Procedures
CA-2 Security Assessments A.6.1.8, A.6.2.2,A.10.3.2, A.13.1.2, A.15.2.1, 3.4.2
A.15.2.2
CA-3 System Interconnections A.6.2.1, A6.2.2,A.6.2.3,A.10.6.1, A.10.6.2, A.10.8.1, | 3.4.3
A.10.8.2, A.10.8.5, A.11.4.2
CA-4 Withdrawn n/a
CA-5 Plan of Action and Milestones None 3.4.4
CA-6 Security Authorization A.6.1.4, A.10.3.2 3.45
CA-7 Continuous Monitoring A.6.1.8, A.12.6.1, A.13.1.2, A.15.2.1, A.15.2.2 3.4.6
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NIST SP 800-53 CONTROLS ISO/IEC 27001 CONTROLS HUD
Policy
CA-8 Penetration Testing None 3.4.7
CA-9 Internal System Connections None 3.4.8
CM-1 Configuration Management A5.1.1,A51.2 A6.1.1 A6.1.2, A6.1.3, A81.1, 45.1
Policy and Procedures A.10.1.1,A.12.4.1,A125.1, A15.1.1, A.15.2.1
CM-2 Baseline Configuration A.10.1.2,A.10.1.4,A.124.1 452
CM-3 Configuration Change Control A.10.1.2,A.10.3.2, A.12.4.1, A.125.1, A.12.5.2, 45.3
A.12.5.3
CM-4 Security Impact Analysis A.10.1.2, A.10.1.4, A.10.3.2, A.12.4.1, A.12.5.2, 454
A.1253
CM-5 Access Restrictions for Change | A.10.1.2, A.12.4.1, A.12.4.3, A.125.3 455
CM-6 Configuration Settings A.10.10.2 4.5.6
CM-7 Least Functionality A11.41,A11.4.4,A11.46,A.12.4.1 457
CM-8 Information System A7.11,A7.1.2 4.5.8
Component Inventory
CM-9 Configuration Management A6.1.3. A7.1.1, A7.1.2,A10.1.2, A.10.1.4, A.10.3.2, | 4.5.9
Plan A12.41,A.12.43,A1251,A125.2, A.125.3
CM-10 | Software Usage Restrictions A.12.4.1,A.15.1.2 4.5.10
CM-11 | User-Installed Software A.10.4.1, A.10.10.2, A.12.4.1, A.15.15 4511
CP-1 Contingency Planning Policy Ab5.1.1, A512 A6.1.1,A6.1.2,A6.1.3, A8.1.1, 4.4.1
and Procedures A.10.1.1,A.14.1.1,A14.1.3,A15.1.1, A15.2.1
CP-2 Contingency Plan A6.1.2,A.6.1.3,A0.1.4,A10.31,A14.1.1,A14.1.2, | 4.4.2
A.14.1.3,A.14.1.4,A1415
CP-3 Contingency Training A.8.2.2 4.4.3
CP-4 Contingency Plan Testing A.6.1.2, A14.1.4,A.14.15 4.4.4
CP-5 Withdrawn n/a
CP-6 Alternate Storage Site A.9.1.4,A14.1.3 445
CP-7 Alternate Processing Site A.9.1.4,A14.1.3 4.4.6
CP-8 Telecommunications Services A.9.2.2,A14.1.3 4.47
CP-9 Information System Backup A.10.5.1, A.14.1.3, A.15.1.3 4.4.8
CP-10 Information System Recovery A.14.1.3 4.4.9
and Reconstitution
CP-11 | Alternate Communications A.14.1.3 n/a
Protocols
CP-12 | Safe Mode None n/a
CP-13 | Alternative Security A.14.1.3 n/a
Mechanisms
1A-1 Identification and A5.1.1,A512 A6.1.1, A6.12 A6.13 A8.1.1, 5.1.1
Authentication Policy and A.10.1.1,A.15.1.1,A15.2.1
Procedures
I1A-2 Identification and A.10.9.1, A.10.9.2, A.11.4.2, A11.5.1, A.11.5.2 5.1.2
Authentication (Organizational
Users)
1A-3 Device Ildentification and A.11.4.2,A11.4.3 5.1.3
Authentication
1A-4 Identifier Management A.11.2.1, A.11.5.2 5.14
IA-5 Authenticator Management A11.2.1,A11.23,A11.3.1,A1151, A115.2, 5.15
A.11.5.3
1A-6 Authenticator Feedback A.11.5.1, A.11.5.3 5.1.6
1A-7 Cryptographic Module A.15.1.6 5.1.7
Authentication
IA-8 Identification and A.10.9.1, A.10.9.2,A.11.4.2, A11.5.1, A.11.5.2 5.1.8
Authentication (Non-
Organizational Users)
1A-9 Service ldentification and None n/a

Authentication
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NIST SP 800-53 CONTROLS ISO/IEC 27001 CONTROLS HUD
Policy
IA-10 Adaptive Identification and None n/a
Authentication
IA-11 Re-authentication A.11.5.6 n/a
IR-1 Incident Response Policy and A5.1.1,A51.2, A6.1.1 A6.1.2, A6.1.3 A81.1, 49.1
Procedures A.10.1.1,A13.1.1,A13.2.1,A15.1.1, A15.2.1
IR-2 Incident Response Training A.8.2.2,A104.1 4.9.2
IR-3 Incident Response Testing None 49.3
IR-4 Incident Handling A6.1.2,A6.1.6,A.13.2.1,A13.2.2, A13.2.3 4.9.4
IR-5 Incident Monitoring None 4.9.5
IR-6 Incident Reporting A.6.1.6, A.13.1.1 4.9.6
IR-7 Incident Response Assistance A.6.1.6 49.7
IR-8 Incident Response Plan A.10.4.1 49.8
IR-9 Information Spillage Response | None n/a
IR-10 Integrated Information Security | A.13.2.2 n/a
Analysis Team
MA-1 System Maintenance Policy A5.11,A512 A6.1.1, A6.1.2,A6.1.3, A8.11, 46.1
and Procedures A.10.1.1, A.15.1.1, A.15.2.1
MA-2 Controlled Maintenance A.9.2.4,A0.2.7,A11.4.4 4.6.2
MA-3 Maintenance Tools A9.2.4,A104.1 4.6.3
MA-4 Nonlocal Maintenance A9.24,A1144 4.6.4
MA-5 Maintenance Personnel A.9.1.1, A9.2.4,A12.4.3 4.6.5
MA-6 Timely Maintenance A.9.2.4 4.6.6
MP-1 Media Protection Policy and A5.1.1,A51.2,A6.1.1,A6.1.2,A6.1.3,A8.1.1, 4.8.1
Procedures A.10.1.1, A.10.7.1, A11.1.1, A.11.3.3, A.12.3.1,
A.15.1.1, A.15.1.3,A.15.2.1
MP-2 Media Access A.7.2.2,A.10.7.3, A.11.3.3 4.8.2
MP-3 Media Marking A.7.2.2,A.10.7.3, A.10.7.4 4.8.3
MP-4 Media Storage A.10.7.1, A.10.7.4,A.11.3.3, A.15.1.3 4.8.4
MP-5 Media Transport A9.25 A9.2.7,A.10.7.1, A.10.8.3 4.85
MP-6 Media Sanitization A.9.2.6,A.10.7.1, A.10.7.2 4.8.6
MP-7 Media Use A.10.4.1, A.10.7.1 4.8.7
MP-8 Media Downgrading None n/a
PE-1 Physical and Environmental A5.1.1,A51.2 A6.1.1, A6.1.2,A6.1.3,A81.1, 4.2.1
Protection Policy and A9.1.4,A9.15 A.10.1.1, A15.1.1, A15.2.1
Procedures
PE-2 Physical Access Authorizations | A.8.3.3, A.9.1.2 422
PE-3 Physical Access Control A9.1.1,A9.12 A9.13 A9.16,A11.44 4.2.3
PE-4 Access Control for A9.1.1,A9.1.2 A9.1.3 A9.23 4.2.4
Transmission Medium
PE-5 Access Control for Output A9.1.1,A9.1.2 A9.13 425
Devices
PE-6 Monitoring Physical Access A.9.1.2, A.10.10.2 4.2.6
PE-7 Withdrawn n/a
PE-8 Visitor Access Records A.9.1.2, A.10.10.2 4.2.7
PE-9 Power Equipment and Cabling A.9.1.4,A9.2.2,A9.2.3 4.2.8
PE-10 Emergency Shutoff A.9.2.2 4.3
PE-11 Emergency Power A.9.2.2 43.1
PE-12 Emergency Lighting A.9.2.2 4.3.2
PE-13 Fire Protection A.6.1.6,A9.14,A021 4.3.3
PE-14 | Temperature and Humidity A.9.2.1,A9.2.2 4.3.4
Controls
PE-15 | Water Damage Protection A.9.1.4,A9.2.1 4.3.5
PE-16 Delivery and Removal A.9.1.6, A9.2.7 4.3.6
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PE-17 Alternate Work Site A.9.25 A11.7.2 4.3.7
PE-18 Location of Information System | A.9.1.4, A9.2.1 4.3.8
Components
PE-19 Information Leakage A9.1.4,A9.21,A125.4 n/a
PE-20 | Asset Monitoring and Tracking None n/a
PL-1 Security Planning Policy and A5.1.1,A5.12 A6.11 A6.1.2 A6.13 A8.1.1, 321
Procedures A.10.1.1, A15.1.1, A15.2.1
PL-2 System Security Plan A.6.1.2 3.2.2
PL-3 Withdrawn n/a
PL-4 Rules of Behavior A.6.15 A6.22, A6.23 A7.13.A811, A8.13, 3.2.3
A.8.2.1, A10.8.1, A.11.7.1, A11.7.2, A.13.1.2,
A.15.1.5
PL-5 Withdrawn n/a
PL-6 Withdrawn n/a
PL-7 Security Concept of Operations | A.12.1.1 n/a
PL-8 Information Security A.12.11 3.24
Architecture
PL-9 Central Management None n/a
PS-1 Personnel Security Policy and A5.1.1,A51.2 A6.1.1, A6.1.2,A6.1.3,A8.1.1, 4.1.1
Procedures A.10.1.1, A.15.1.1, A.15.2.1
PS-2 Position Risk Designation A8.1.1 412
PS-3 Personnel Screening A.8.1.2 4.1.3
PS-4 Personnel Termination A.8.3.1, A.8.3.2, A8.3.3 4.1.4
PS-5 Personnel Transfer A.8.3.1,A8.3.2,A833 4.15
PS-6 Access Agreements A.6.1.5,A6.2.3,A.7.1.3,A.8.1.1,A.8.1.3,A8.2.1, 4.1.6
A.10.8.1,A.11.7.1, A.11.7.2, A.15.1.5
PS-7 Third-Party Personnel Security | A.6.1.3, A.6.2.3, A.8.1.1, A8.2.1 4.1.7
PS-8 Personnel Sanctions A.8.2.3,A15.1.5 4.1.8
RA-1 Risk Assessment Policy and A51.1,A512 A6.1.1, A6.1.2,A6.1.3 A8.1.1, 3.1.1
Procedures A.10.1.1, A.15.1.1, A.15.2.1
RA-2 Security Categorization A7.21,A12.11 3.1.2
RA-3 Risk Assessment A6.2.1,A12.6.1,A14.1.2 3.1.3
RA-4 Withdrawn n/a
RA-5 Vulnerability Scanning A.12.6.1, A.15.2.2 3.14
RA-6 Technical Surveillance None n/a
Countermeasures Survey
SA-1 System and Services A51.1,A512 A6.11, A6.1.2,A6.1.3 A8.1.1, 3.3.1
Acquisition Policy and A.10.1.1, A.125.5,A.15.1.1, A15.2.1
Procedures
SA-2 Allocation of Resources A6.1.2,A.10.3.1 3.3.2
SA-3 System Development Life A6.1.3,A121.1 3.3.3
Cycle
SA-4 Acquisition Process A.10.3.2,A.12.1.1, A.125.5 3.34
SA-5 Information System A.10.1.1, A.10.7.4, A.13.1.2, A.15.1.3 3.35
Documentation
SA-6 Withdrawn n/a
SA-7 Withdrawn n/a
SA-8 Security Engineering Principles | A.10.4.2, A.12.1.1 3.3.6
SA-9 External Information System A.6.1.3,A6.1.5 A6.2.1, A.6.2.2,A.6.2.3,A8.2.1, 3.3.7
Services A.10.2.1, A.10.2.2, A.10.2.3, A.10.6.2, A.10.8.2,
A.12.55
SA-10 Developer Configuration A.10.1.2, A.10.1.4, A.10.2.3, A.10.3.2, A.12.4.3, 3.3.8
Management A.12.5.1, A.12.5.3, A.12.55
SA-11 Developer Security Testing and | A.6.1.8, A.10.3.2, A.12.5.5, A.13.1.2 3.3.9
Evaluation
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SA-12 Supply Chain Protections A.12.5.5 3.3.10
SA-13 | Trustworthiness A.12.55 n/a
SA-14 | Criticality Analysis None n/a
SA-15 Development Process, A.12.4.2, A.12.55 3.3.11
Standards, and Tools
SA-16 Developer-Provided Training A.8.2.2 3.3.12
SA-17 Developer Security None 3.3.13
Architecture and Design
SA-18 | Tamper Resistance and None n/a
Detection
SA-19 Component Authenticity None n/a
SA-20 | Customized Development of None n/a
Critical Components
SA-21 Developer Screening A.8.1.2 n/a
SA-22 | Unsupported System None n/a
Components
SC-1 System and Communications A5.11,A512 A6.1.1, A6.1.2,A6.1.3, A8.11, 5.4.1
Protection Policy and A.10.1.1, A.10.8.1,A.11.4.1, A.12.3.1, A.15.1.1,
Procedures A.15.2.1
SC-2 Application Partitioning A.10.4.2, A.10.9.2, A.11.45,A.11.5.4 5.4.2
SC-3 Security Function Isolation A.10.4.2, A.10.9.2 5.4.3
SC-4 Information In Shared None 5.4.4
Resources
SC-5 Denial of Service Protection A.10.3.1, A.10.6.1 5.4.5
SC-6 Resource Availability None n/a
SC-7 Boundary Protection A.10.4.1, A.10.4.2, A.10.6.1, A.10.8.1, A.10.8.4, 5.4.6
A.10.9.1, A.10.9.2, A.10.10.2, A.11.4.1, A.11.4.5,
A.11.4.6,A.11.4.7,A11.6.2
SC-8 Transmission Confidentiality A.10.6.1, A.10.8.1, A.10.8.4, A.10.9.1, A.10.9.2, 5.4.7
and Integrity A.12.2.3
SC-9 Withdrawn n/a
SC-10 Network Disconnect A.10.6.1,A.11.3.2, A.115.5 5.4.8
SC-11 | Trusted Path None n/a
SC-12 | Cryptographic Key A.12.3.2 5.4.9
Establishment and
Management
SC-13 | Cryptographic Protection A.10.9.1, A.10.9.2, A.15.1.6 5.4.10
SC-14 | Withdrawn n/a
SC-15 | Collaborative Computing A.10.8.1 5.4.11
Devices
SC-16 | Transmission of Security A7.2.2 n/a
Attributes
SC-17 | Public Key Infrastructure A.12.3.2 5.4.12
Certificates
SC-18 | Mobile Code A.10.4.2,A12.4.1 5.4.13
SC-19 | Voice Over Internet Protocol None 5.4.14
SC-20 | Secure Name/Address A.10.6.1 5.4.15
Resolution Service
(Authoritative Source)
SC-21 Secure Name/Address A.10.6.1 5.4.16
Resolution Service (Recursive
or Caching Resolver)
SC-22 | Architecture and Provisioning A.10.6.1 5.4.17
for Name/Address Resolution
Service
SC-23 Session Authenticity None 5.4.18
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SC-24 Fail in Known State None 5.4.19
SC-25 | Thin Nodes None n/a
SC-26 | Honeypots None n/a
SC-27 | Platform-Independent None n/a
Applications
SC-28 Protection of Information at None 5.4.20
Rest
SC-29 | Heterogeneity None n/a
SC-30 Concealment and Misdirection None n/a
SC-31 Covert Channel Analysis A.12.5.4 n/a
SC-32 | Information System Partitioning | A.11.6.2 n/a
SC-33 | Withdrawn n/a
SC-34 Non-Modifiable Executable None n/a
Programs
SC-35 Honeyclients None n/a
SC-36 | Distributed Processing and None n/a
Storage
SC-37 | Out-of-Band Channels None n/a
SC-38 | Operations Security A.125.4 n/a
SC-39 Process Isolation None n/a
SC-40 | Wireless Link Protection None n/a
SC-41 | Port and I/O Device Access None n/a
SC-42 | Sensor Capability and Data A.10.4.1 n/a
SC-43 | Usage Restrictions A.115.6 n/a
SC-44 | Detonation Chambers A.10.8.4 n/a
SI-1 System and Information A5.11,A512 A6.1.1, A6.1.2,A6.1.3, A8.11, 4.7.1
Integrity Policy and Procedures | A.10.1.1, A.10.4.1, A.15.1.1, A.15.2.1
SI-2 Flaw Remediation A.12.6.1, A.13.1.2 4.7.2
SI-3 Malicious Code Protection A.10.4.1, A.10.9.3 4.7.3
SI-4 Information System Monitoring | A.10.9.3, A.10.10.2, A.10.10.3, A.15.3.1 4.7.4
SI-5 Security Alerts, Advisories, and | A.6.1.6, A.6.1.7, A.10.4.1, A.10.9.3, A.12.6.1, 475
Directives A.13.1.2
SI-6 Security Function Verification A.10.10.2, A.10.10.6, A.12.2.2 4.7.6
SI-7 Software, Firmware, and A.10.4.1, A.10.9.3, A.10.10.2, A.12.2.2, A.12.2.3, 4.7.7
Information Integrity A12.4.1
SI-8 Spam Protection None 4.7.8
SI-9 Withdrawn n/a
SI-10 Information Input Validation A.10.7.3,A.10.9.3, A.12.2.1, A.12.2.2 4.7.9
SI-11 Error Handling None 4.7.10
SI-12 Information Handling and A.10.7.3,A.15.1.3,A.15.1.4 4,711
Retention
SI-13 Predictable Failure Prevention None n/a
Sl-14 Non-Persistence None n/a
SI-15 Information Output Filtering A.12.2.4 n/a
SI-16 Memory Protection None n/a
SI-17 Fail-Safe Procedures None n/a
PM-1 Information Security Program A5.1.1,A512 A6.1.1, A6.1.2,A6.1.3 6.1.1
Plan
PM-2 Senior Information Security A.6.1.1,A6.1.2, A6.1.3 6.2
Officer
PM-3 Information Security Resources | A.6.1.1 6.3
PM-4 Plan of Action and Milestones None 6.4
Process
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PM-5 Information System Inventory A7.1.1, A7.1.2 6.5
PM-6 Information Security Measures | None 6.6
of Performance
PM-7 Enterprise Architecture None 6.7
PM-8 Critical Infrastructure Plan None 6.8
PM-9 Risk Management Strategy A.6.1.8, A6.2.1,A14.1.2 6.9
PM-10 | Security Authorization Process | A.6.1.3, A.6.1.4 6.10
PM-11 Mission/Business Process None 6.11
Definition
PM-12 Insider Threat Program None 6.12
PM-13 | Information Security Workforce | A.8.2.2 6.13
PM-14 | Testing, Training, and A.8.2.2 6.14
Monitoring
PM-15 | Contacts with Security Groups A6.1.7 n/a
and Associations
PM-16 | Threat Awareness Program None. n/a
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3DES
AC
AES
ASHRAE
AT
ATO
AU
BIA
CA
CAD
CCMB
CFR
CIP
CISO
CM
CMP
CO
COOP
COTS
CP
CPIC
CPO
CSAM
DES
DHCP
DISA
DNS
EA
EAP
EO
ESIGN
FAR
FICAM
FIPS
FISMA
GMT
GPEA
GSS
COR
HSPD
HUDAR
HUD
HUD-CIRT

Triple Data Encryption Standard

Access Control Family

Advanced Encryption Standard

American Society of Heating, Refrigerating and Air-Conditioning Engineers
Awareness and Training Family

Authority To Operate

Audit and Accountability Family

Business Impact Analysis

Certification, Accreditation, and Security Assessment Family
Computer-aided Design

Configuration Control Management Board

Code of Federal Regulations

Critical Infrastructure Protection

Chief Information Security Officer
Configuration Management Family
Configuration Management Plan

Contracting Officer

Continuity of Operations

Commercial Off-the-Shelf

Contingency Planning Family

Capital Planning and Investment Control

Chief Privacy Officer

Cyber Security Assessment and Management
Data Encryption Standard

Dynamic Host Conference Protocol

Defense Information Systems Agency

Domain Name System

Enterprise Architecture

Extensible Authentication Protocol

Executive Order

Electronic Signature in Global National Commerce Act
Federal Acquisition Regulation

Federal Identity, Credential, and Access Management
Federal Information Processing Standard
Federal Information Security Management Act
Greenwich Mean Time

Government Paperwork Elimination Act
General Support System

Contracting Officer Representative

Homeland Security Presidential Directive

HUD Acquisition Regulation

Department of Housing and Urban Development
HUD Computer Incident Response Team
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1A

IAS

ID

IDS
IEEE
1G

100

IR

ISA
ISPP
ISSO
IT

LAN
LMR
MA
MAC
MBI
MDM
MOA/U
MP
N/A
NIST
NIST SP
NSA
NSTISSI

OAMS
OCHCO
OCIO
OGC
OIG
OITS
OMB
OCPO
OCRPM
OPM
PCS
PDA
PDS

PE

PED
PIA

Pl

PIV
PKI

Identification and Authentication Family
Inventory of Automated Systems

Identification

Intrusion Detection System

Institute of Electrical and Electronics Engineers
Inspector General

Infrastructure and Operations Office

Incident Response Family

Interconnection Security Agreement
Information Security Program Plan

Information System Security Officer
Information Technology

Local Area Network

Land Mobile Radio

Maintenance Family

Media Access Control

Minimum Background Investigations

Mobile Device Management

Memorandum of Agreement/Understanding
Media Protection Family

Not Applicable

National Institute of Standards and Technology
National Institute of Standards and Technology Special Publication
National Security Agency

National Security Telecommunications and Information Systems Security
Instruction

Office of Administration and Management Services
Office of the Chief Human Capital Officer
Office of the Chief Information Officer

Office of General Counsel

Office of the Inspector General

Office of Information Technology Security
Office of Management and Budget

Office of the Chief Procurement Officer

Office of Customer Relations and Performance Management
Office of Personnel Management

Personal Communications Services

Personal Digital Assistant

Protective Distribution Services

Physical and Environmental Protection Family
Portable Electronic Devices

Privacy Impact Assessment

Personally Identifiable Information

Personal Identity Verification

Public Key Infrastructure
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PL
POA&M
PM

PS
PTA
RA
SA

SC
SCCB
SCM
SCMP
SDM
Sl
SORN
SOwW
SP
SA&A
SAOP
SSL3.0
SSO
SSP
ST&E
TCP/IP
TLS1.0
TRM
TSP
UPS
USB
US-CERT
USGCB
uTcC
VolP
VPN
WAN
Wi-Fi
WLAN
WPAN

Planning Family

Plan Of Action & Milestones

Program Management, Program Plan

Personnel Security Family

Privacy Threshold Analysis

Risk Assessment Family

System and Services Acquisition Family
Systems and Communications Protection Family
Software Configuration Control Board
Software Configuration Management

Software Configuration Management Plan
System Development Methodology

System and Information Integrity Family
System of Record Notice

Statement of Work

Special Publication

Security Assessment & Authorization

Senior Agency Official for Privacy

Secure Sockets Layer Version 3.0

Single Sign-On

System Security Plan

Security Test & Evaluation

Transmission Control Protocol/Internet Protocol
Transport Layer Security Version 1.0

Technical Reference Model
Telecommunications Service Priority
Uninterrupted Power Supply

Universal Serial Bus

United States Computer Emergency Readiness Team
United States Government Configuration Baseline
Universal Time Coordinated

Voice over Internet Protocol

Virtual Private Network

Wide Area Network

Wireless Fidelity

Wireless Local Area Networks

Wireless Personal Area Networks

177 March 2016



HUD Handbook 2400.25 REV-4.1

APPENDIX C. Definitions

The following definitions are applicable to HUD policies and procedures.

Sensitive Information

Personally Identifiable
Information

Public Information

Information Technology

FIPS 199, Standards for Security Categorization of Federal
Information and Information Systems, was published in
December 2003. It is now the mandatory standard for
categorizing the sensitivity associated with federal information
and information systems (except national security systems).

FIPS 199 provides federal departments with a more detailed
categorization of their information assets than the Computer
Security Act of 1987 recognized. FIPS 199 distinguishes among
low, moderate, and high sensitivity categories and deals
explicitly with integrity, availability, and confidentiality as
security goals. Categories correspond to the different degrees of
potential impact a security incident may have on a department’s
mission, assets, legal responsibilities, functions, or individuals.

Personally Identifiable Information (PI1) is any item, collection,
or grouping of information about an individual that is
maintained by an agency, including identifying information,
education, financial transactions, medical history, Social
Security Numbers, and criminal or employment history.

This type of information can be disclosed to the public without
restriction, but requires protection against erroneous
manipulation or alteration (e.g., a public website).

The Clinger-Cohen Act defines information technology as any
equipment or interconnected system or subsystem of equipment
that is used in the automatic acquisition, storage, manipulation,
management, movement, control, display, switching,
interchange, transmission, or reception of data or information
by an executive agency. For purposes of the preceding
definition, equipment refers to that used by HUD or by a
contractor under contract with HUD if that contractor (1)
requires the use of such equipment or (2) requires the use, to a
significant extent, of such equipment in the performance of a
service or the furnishing of a product. The term information
technology includes computers, ancillary equipment, software,
firmware, and similar procedures, services (including support
services), and related resources.
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HUD Information System

General Support System

Major Applications

Minor Applications

Mission Critical
Information System

A HUD information system is information technology that is
(1) owned, leased, or operated by a Program Office, (2)
operated by a contractor on behalf of HUD, or (3) operated by
another federal, state, or local government agency on behalf of
HUD. HUD systems include both general support systems and
major applications.

An interconnected set of information resources under the same
direct management control that shares common functionality. It
normally includes hardware, software, information, data,
applications, communications, and people. A general support
system can be, for example, a local area network (LAN)
including smart terminals that support a branch office, an
agency-wide backbone, a communications network, a
departmental data processing center and its operating system
and utilities, a tactical radio network, or a shared information-
processing service organization. The Office of the Chief
Information Officer is the Program Office responsible for most
of these systems at HUD and the Deputy CIO for 100 are the
System Owner for such systems.

A major application is an information system that requires
special attention to security due to the risk and magnitude of
harm resulting from the loss, misuse, or unauthorized access to
or modification of the information in the application. A major
application may actually be made up of hardware, software, and
firmware, but it is distinguishable from a general support
system by the fact that it is a discreet application; whereas,
general support systems may support multiple applications.

A minor application is an information system that generally
operates on an accredited general support system and utilizes
the security controls of the general support system to provide an
adequate level of security (although additional security controls
may also be implemented within the application).

Mission-critical information systems are systems that an
organization designates as critical to fulfilling its mission,
including certain administrative systems.
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1.0 INTRODUCTION

The U.S. Department of Housing and Urban Development (HUD) relies extensively on
information systems to execute its mission and provide services to the American public and
HUD’s business partners. Given the prevalence of cyber threats today, HUD must manage its
information system assets with due diligence and take the necessary steps to safeguard them
while complying with federal mandates, guidance and HUD security policies and procedures.

Information security policies are designed to preserve the confidentiality, integrity, availability,
and value of assets, as well as ensure the continued delivery of services. They also establish the
appropriate focus and standards for acceptable security practices across an organization. This
policy is based on federal security regulations and highlights HUD’s goals and requirements for
protecting its information and information system assets.

All HUD components must comply with the basic requirements of this policy and its associated
operational standards and technical documentation. Also, for each component, it must be
determined if there is any need for additional safeguards that exceed beyond this baseline level.
Additional safeguards should be based on an assessment of risk and local conditions and then
implemented appropriately.

1.1. Purpose

This document establishes the information security policy for HUD. The policy prescribes
responsibilities, practices, and conditions that directly or indirectly promote security in the
development, operation, maintenance, and support of all HUD information technology (IT)
resources.

The policy identifies security practices that align with HUD’s mission, provide cost-effective
protection of HUD’s information and information systems, respond to security issues associated
with contemporary technologies and risks, and are consistent with current applicable federal
security laws, policies, and regulations.

1.2. Scope

This policy provides a comprehensive view of information security considerations. It addresses
technical security services, as well as the management and operational requirements for
information security. It identifies all relevant security roles and responsibilities and affected
organizations. It also reflects the increasing requirements needed for internal and external
security oversight from the HUD Office of Inspector General (OI1G) and for responding to the
requirements of the Federal Information Security Management Act (FISMA).

This policy is intended to provide a set of basic protection goals and standards; however, the
procedural details normally found in operational and technical documentation are not within the
scope of this document. Procedures supporting the HUD information security policies are
defined in the document, HUD Information Technology Security Procedures.

Information security policies conventionally require systems to provide various technical
security services (e.g., authentication, access control, and intrusion detection); however, a
comprehensive policy also identifies managerial and operational requirements, which recent
regulations have emphasized. For example, federal departments are required to integrate security
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planning into their Capital Planning and Investment Control (CPIC) process. Also, the Office of
Management and Budget (OMB) requires reports on the posture of information security activities
at all federal departments, and these reports have implications for acquiring and maintaining such
information.

As a result, this policy has implications for more than Security Specialists and will affect System
Owners, developers, practitioners of non-IT security disciplines, operations personnel (e.g.,
security training and awareness personnel, contract managers), and personnel interacting with the
HUD Privacy Officer, Office of the Inspector General, external auditors, HUD Enterprise
Architecture organization, developers, and other agencies.

The policy applies to all HUD employees, contractors, and service providers and requires
compliance with day-to-day provisions of HUD policy (e.g. proper password choice and
management, security awareness maintenance, incident reporting, and prompt system upgrades).

As important, this information security policy applies to HUD Program Offices that have
security-specific or security-relevant roles and responsibilities, such as system security planning,
security assessment and authorization, security audit, configuration management, continuity of
operations activities, and security incident response.

1.3. Authority for Policy

The authority for the issuance of this policy rests with the HUD Chief Information Officer (C10)
and is assigned to the Office of Information Technology Security (OITS).

1.4. Policy Basis

The HUD information security policies are based on recent federal laws, regulations, and
guidance on information security (e.g., the rapidly growing series of the National Institute of
Standards and Technology [NIST] Special Publications [SP] on information security). In areas
where federal guidelines are lacking or still evolving, the policy reflects established best security
practices within the security community.

This document integrates security requirements from the Federal Information Processing
Standard (FIPS) 200, Minimum Security Requirements for Federal Information and Information
Systems, and controls that are documented in the NIST Special Publication (SP) 800-53,
Recommended Security Controls for Federal Information Systems, as amended, with HUD-
specific requirements.

1.5. NIST Framework

To simplify compliance with FIPS 200 and NIST SP 800-53, as amended, the HUD policies are
organized by “NIST class and family.” This format facilitates preparing security documentation,
as required in the HUD Project Planning and Management (PPM) Life Cycle v. 2.0, and
establishing the security assessment criteria used during the security authorization and
accreditation process.

As each new class begins, there is an overview and description of the class and associated
controls. At the beginning of each family, the FIPS 200 requirement is documented to establish
the framework, followed by the associated NIST SP 800-53, as amended, security control. Each
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control is labeled with the NIST control number; the two letters indicate the control family
followed by the sequential number within the family. For example, PE-7 is the seventh control in
the Physical Security family.

The numbering scheme in the document relates to the order of controls within NIST SP 800-53,
as amended. For example, Section Number 3.1.1 represents the Management class, Risk
Assessment family, and the first control within the family, the Risk Assessment Policy and
Procedures control. The first number always represents the class associated with the specific
control; the second number represents the family associated with the specific control; and the
third number represents the specific control in the family. Additional enhancements within a
control are denoted with an E and a sequential number. Enhancements are used when greater
protection is required (see Figure 1- Policy Organization Framework) by NIST or through an
assessment of risk to individual information systems.

X.0 Class

A brief overview of the class — management, operational, and technical

X.1  Family

A brief description of each of the seventeen FIPS 200 requirements and supporting NIST SP
800-53 families

FIPS 200 Requirement

Text of FIPS 200 requirement

X.1.2  Specific NIST SP 800-53 Control

NIST SP 800-53 Control: XX-2
XX-2: Text of NIST SP 800-53 Control and required baseline

Security Baseline: Low, Moderate, and High

E-1: Text of Control Enhancement, if provided by NIST and required baseline

Security Baseline: Low, Moderate, and High
HUD Policy: 3.1.2
Text of HUD security policy requirement that is related to the NIST SP 800-53 control

Figure 1. Policy Organization Framework

When a HUD-specific policy is not addressed in NIST SP 800-53 Rev 4 security controls, the
HUD-specific requirement is placed within a NIST class and control family. These additional
controls are inserted at the end of the control family. HUD-specific policy requirements are

labeled with HUD, followed by the two letters that indicate the control family, followed by a
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sequential letter within the family. For example, HUD-PL-B is the second HUD-specific
requirements within the planning family, and is included at the end of the planning family (see
Figure 2 - HUD-Specific Policy Sample).

3.2.8 ISSO

HUD Policy: HUD-PL-B

HUD Policy: 3.2.8

Program Offices shall designate an ISSO as well as an alternate ISSO for every HUD
information system under their purview.

Security Baseline: Low, Moderate, and High

Figure 2. HUD-Specific Policy Sample

The first control within each family is a requirement to develop policies and procedures for that
family. These controls are satisfied by this document, the HUD Information Technology Security
Policy Handbook 2400.25 Rev. 4 and the supporting HUD Information Technology Security
Procedures. Therefore, the Supporting Procedures section is replaced with an Implementation
section as seen in Figure 3 — Initial Policy and Procedure Control Sample.

NIST SP 800-53 Control: MP-1

MP-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A MediaProtection Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the media protection policy and associated media protection
controls.

b. Reviews and updates the current:
1. Media Protection Policy [Assignment: organization-defined frequency]; and

2. Media protection procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD s formal security policies and the HUD Information Technology Security Procedures that defines
HUDs formal security procedures. HUD reviews the policies and procedures minimallv everv vear or when
impacted by a significant change or underlving standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD s users to access.

Figure 3. Initial Policy and Procedure Control Sample
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1.6. Relationship to Other Documents and Processes

As the primary information source for fundamental requirements for maintaining the
confidentiality, integrity, and availability of IT resources, the policy identifies and characterizes
a comprehensive set of basic protection goals without stipulating how the goals should be met
(i.e., the specific technologies, mechanisms, or procedures involved). Procedural details are
documented separately.

The information security policy will be updated annually. For example, the potential use of some
newer technologies (e.g., wireless communications) can give rise to additional policy
requirements. In such cases, the policy will outline the basic relevant security policy
requirements; however, in general, the policy is free from low-level procedural and technical
detail.

The requirements of this policy complement other agency measures for effective management of
assets and regulatory compliance (e.g., with the federal privacy laws). References are made to
those sources throughout this document (latest version published shall be sought regarding all
references).

Guidance on HUD information security standards, methodologies, procedures, and adaptations to
ongoing legislation and federal regulations and standards is expanded in the Information
Technology Security Procedures document. The procedures document provides guidance on how
to implement information security policies with examples that include password enforcement
mechanisms, auditing procedures, and incident-response procedures.

Where necessary, the most detailed, procedure-intensive or volatile information security
guidance will be issued in topic-specific guidelines. Generally, technical specialists are the
principal users of such guidelines (e.g., specifications of product version-specific configuration
settings, detailed security assessment and authorization guidance, or business continuity
procedures).

This Handbook becomes the foundation for secure HUD information system design, operation,
and maintenance.

Information security policy makes certain assumptions about protection measures that respond to
other HUD security policies and practices (e.g., physical security and personnel security). For
example, this policy presupposes reliable processes for confirming the credentials of prospective
system users. Information security policy also presumes the enforcement of suitable physical
protection from the means of access to facilities housing HUD IT resources. However, since
physical and personnel security policies are not exclusively or primarily concerned with IT
resource protection, documents in the information security Handbook refer to separate policies or
makes assumptions about their provisions, as appropriate.

1.7. Laws and Regulations

HUD established a department-wide information security policy based on the following
Executive Orders (EO), public laws, and national policies: (latest version published shall be
sought regarding all references).

e Electronic Government Act (includes FISMA) (Public Law [P.L.] 107-347), December
2002

March 2016



HUD Handbook 2400.25 REV-4.1

Federal Information Security Management Act (FISMA) (P.L. 107-347), December 2002
Paperwork Reduction Act (P.L. 104-13), May 1995

Section 508 of the Rehabilitation Act of 1973

Government Paperwork Elimination Act (P.L. 105-277), October 1998

Privacy Act of 1974, as amended, (P.L. 93-579), December 1974

Clinger-Cohen Act (P.L. 104-106), February 1996

USA Patriot Act (P.L. 107-56), October 2001

Electronic Signatures in Global and National Commerce Act (P.L. 106-229), June 2000
Health Insurance Portability and Accountability Act (P.L. 104-191), 1996

Office of Management and Budget, Circular A-130, Appendix Il1, Transmittal
Memorandum #4, Management of Federal Information Resources, November 2000

Office of Management and Budget Memorandum M-03-19, Reporting Instructions for
the Federal Information Security Management Act and Updated Guidance on Quarterly
IT Security Reporting, August 2003

Office of Management and Budget Memorandum M-03-22, OMB Guidance for
Implementing the Privacy Provisions of the E-Government Act of 2002, September 2003

Office of Management and Budget Memorandum M-04-04, E-Authentication Guidance
for Federal Agencies, December 2003

Office of Management and Budget Memorandum M-05-24, Implementation of Homeland
Security Presidential Directive (HSPD) 12—Policy for a Common Identification
Standard for Federal Employees and Contractors, August 2005

Office of Management and Budget Memorandum M-06-20, FY 2006 Reporting
Instructions for the Federal Information Security Management Act and Agency Privacy
Management, July 2006

Office of Management and Budget Memorandum M-06-16, Protection of Sensitive
Information, June 2006

Office of Management and Budget Memorandum M-06-19, Reporting Incidents
Involving Personally Identifiable Information and Incorporating the Cost for Security in
Agency Information Technology Investments, July 2006

FIPS 140-2, Security Requirements for Cryptographic Modules, May 2001

FIPS 199, Standards for Security Categorization of Federal Information and Information
Systems, February 2004

FIPS 200, Minimum Security Requirements for Federal Information and Information
Systems, March 2006

FIPS 201-1, Personal Identity Verification for Federal Employees and Contractors,
March 2006

NIST Special Publications

General Accounting Office, Federal Information Systems Controls Audit Manual
(FISCAM), January 1999
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1.8. Exceptions

When a Program Office is unable to comply with policy, they may request an Exception for
Approval. Exceptions are generally limited to mission-specific systems that are not part of the
HUD Enterprise Infrastructure. This request is made to the Chief Information Security Officer
(CISO) through the Authorizing Official and must include the operational justification, risk
acceptance, and risk mitigation measures.
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2.0 ROLES AND RESPONSIBILITIES

The responsibility for HUD information and information systems must be integrated into all
aspects of HUD’s business operations and use of technology; therefore, these procedures apply
to all HUD employees and contractors. However, in an effort to enable effective and complete
implementation of this policy, specific duties have been assigned to individuals who will be fully
accountable for fulfilling the associated responsibilities. The roles and responsibilities in this
section focus only on the information security roles and responsibilities for the individuals and
organizations that are involved in HUD’s information security program. These individuals and
organizations often have additional responsibilities.

2.1. Secretary of the Department of Housing and Urban
Development

The Secretary of HUD is responsible for ensuring that HUD information and information
systems are protected in accordance with Congressional and Presidential Directives. To that end,
the Secretary will ensure the Chief Information Officer (CIO), Chief Information Security
Officer (CISO), and Program Offices or System Owners have the support and resources they
need to effectively implement information security throughout HUD.

2.2. Chief Information Officer

The Chief Information Officer (CIO) is responsible for establishing and overseeing the
department-wide Information Security Program and provides information security consulting
assistance to all HUD Program Offices for their individual programs. The CIO appoints, in
writing, the CISO and reviews and evaluates the HUD Information Security Program at least
annually.

2.3. Senior Agency Information Security Officer

The HUD Senior Agency Information Security Officer (SAISO) is the CISO. The CISO directs
the management of HUD’s Information Security Program. The CISO, with the support of the
OITS staff, establishes a strong foundation for HUD security by maintaining the HUD
information security program. The CISO interacts with internal and external resources, sponsors
an Information System Security Forum, and coordinates security compliance across HUD’s
organizational elements. The CISO serves as the CIO’s primary liaison with the HUD’s
authorizing officials, information system owners, and Information Security System Officers
(ISSO’s).

2.4. Risk Executive

A Risk Executive ensures that risks are managed consistently across the organization. The Risk
Executive provides a holistic view of risk beyond that associated with the operation and use of
individual information systems. The Risk Executive inputs are documented and become part of
the security authorization decision. The HUD CIO should be the HUD Risk Executive. (The
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HUD CISO may be designated by the HUD CIO as the Risk Executive.) The Risk Executive
will:

e Ensure that the management of information system-related security risks is consistent
across the HUD organization, reflects organizational risk tolerance, and is performed as
part of a HUD-wide process that considers other organizational risks affecting
mission/business success;

e Ensure that information security considerations for individual information systems,
including the specific authorization decisions for those systems, are viewed from a HUD-
wide perspective with regard to the overall strategic goals and objectives of the
organization;

e Provide visibility into the decisions of Authorizing Officials and a holistic view of risk to
the organization beyond the risk associated with the operation and use of individual
information systems; and

e Facilitate the sharing of security-related and risk-related information among authorizing
officials and other senior leaders within HUD in order to help officials consider all types
of risks that may affect mission and business success and the overall interests of HUD at
large.

2.5. Office of Information Technology Security

The Office of Information Technology Security (OITS) issues department-wide information
security policy, guidance, and architecture requirements for all HUD systems and provides
oversight to ensure the policies are implemented. The office develops and maintains the HUD
Information Security Program serving as the agency-wide principal advisor on information
system security matters. The OITS reviews and approves the processes, techniques, and
methodologies planned for securing information system assets.

2.6. Physical Security/Facilities Group/Security Officer

This generic title is used to identify the person or persons responsible for the physical security of
the facility and the person or persons responsible for issuing badges and conducting required
background checks for employees and contractors. In addition, the title is generic to cover
outsourced computer services and operations.

The Physical Security Officer and security staff will:

e Develop and enforce appropriate physical security controls;

¢ Identify and address the physical security needs of computer installations, office
environments, and backup installations;

e Process and maintain personal background checks and security clearance records; and

e Issue HUD Identification (ID) badges to employees and contractors in accordance with
Homeland Security Presidential Directive 12.
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2.7. Deputy Chief Information Officer for Infrastructure and
Operations (100)

The Deputy CIO for 100 is responsible for the IT infrastructure (e.g., general support systems)
that provides shared services across HUD and ensuring the implementation of security
components to secure these information system assets.

2.8. HUD Computer Incident Response Team

The HUD Computer Incident Response Team (CIRT) administers the incident response program
to include monitoring, tracking, response coordination and reporting of HUD computer security
incidents. HUD-CIRT manages and responds to computer security incidents that involve HUD
systems and data, to help improve the overall security posture of HUD by independently
verifying the security of HUD systems, and to ensure the timely dissemination of security
information to the appropriate stakeholders.

2.9. HUD Chief Privacy Officer

The HUD Privacy Officer assures that service and service arrangement meet privacy policies
regarding the protection, dissemination, and disclosure of information. The Chief Privacy Officer
must review program and system Privacy Threshold Analyses (PTASs), Privacy Impact
Assessments (P1As), and System of Records Notices (SORNS), providing approval as
appropriate. Ultimately, the HUD Chief Privacy Officer is responsible for the HUD Privacy
Policy and its compliance.

2.10. Office of the Chief Procurement Officer (OCPO)

The Office of the Chief Procurement Officer (OCPO) ensures that HUD contracts for IT systems
and services include the appropriate information security requirements. The OCPO, along with
the OITS, other interested stakeholders (e.g., the program office sponsoring the acquisition) and
the Office of General Counsel, develops IT security contract clauses, and other contract terms
and conditions, as appropriate. The contract terminology is based on current federal and HUD
policies, regulations, and guidance for the HUD information systems and services.

2.11. Contracting Officer

The HUD Contracting Officers (COs) have authority to enter into, administer, and terminate
contracts up to the limit of their individual delegations of authority. For the IT systems and
services contracts, the CO will ensure that:

e New contracts include appropriate clauses and other terms and conditions to enforce
HUD IT security policy including the requirements for:

— The contractor to conduct IT security awareness training for its employees and, where
appropriate, role-based training for specific job categories with security
responsibilities;
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— The contractor’s compliance with HUD computer security incident identification and
reporting policy and procedures;

— The contractor and any subcontractors to provide copies of their internal IT security
plans and procedures to the CISO upon request;

— To perform site surveys at non-HUD facilities by qualified HUD security
representatives (e.g., CISO, ISSO, or other designated HUD Program Office
personnel);

e New contracts incorporate IT security functional and assurance requirements in
accordance with the HUD IT Security Policy;

e Al IT security terms and conditions comply with departmental acquisition policy, the
HUD Acquisition Regulation (HUDAR), the Federal Acquisition Regulation (FAR), and
applicable statutes and government-wide policies; and,

e EXxisting contracts are modified, when necessary, to include appropriate terms and
conditions to enforce HUD IT Security Policy (as described above), in the event:

— The contracts did not originally include such terms and conditions at time of award,

— The contract’s requirements have changed subsequent to award to require such terms
and conditions, or

— Such terms and conditions should have been included at time of contract award.

2.12. Contracting Officer Representative

In accordance with the HUD Handbook 2210.3, “Procurement Policies and Procedures,” the
Contracting Officer Representative (COR) acts as the Contracting Officers’ representative in all
matters concerning the technical (i.e., not contractual) aspects of a contract. The COR is often
the department’s primary point of contact with a contractor, giving contractors technical guidance
related to the work required by the contract. The COR is also the principal judge of a contractor's
performance, including the quality and timeliness of work and when appropriate the contractor's
ability to control costs of performance. Typically, the COR is an employee of the HUD Program
Office initiating a contract. Security responsibilities will also be included in the annual
performance plans for CORs assigned to contracts to which IT security requirements are
applicable.

The COR is responsible for overseeing a subdivision of the overall contract (e.g., monitoring the
services provided by a contractor to a specific field office under a nationwide contract) or a
specific aspect of the contract. The COR may be from the program office that initiates a contract
action or from another part of HUD that is associated with the work done under the contract. A
COR may be delegated many duties. Chapters 11 and 12 of the HUD Handbook 2210.3, provide
detailed guidance on the COR’s functions and responsibilities. For most HUD information
technology (IT) contract resources, the COR fulfills the role of the Technical Project Manager
and as such, is responsible for understanding the scope of the contract or task order, its
associated tasks, and deliverables. For the majority of HUD’s IT contracts, the COR function is
delegated to a representative from the OCIO. The following duties and responsibilities are
usually delegated to the COR for IT contracts:

e Developing the statements of work or objectives;
e Initiating Request for Contract Services (RCS) packages;
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e Participating in technical proposal evaluations;

e Monitoring contractor performance, including reviewing schedule, costs, and
deliverables, and providing official feedback to the CO monitoring the contract;

e Serving as the liaison between the contractor, the program sponsor, and the COR; and

e Ensuring on a routine basis that the contractor is providing appropriate, timely and
quality service to the customer and bringing to the attention of the COR any issues with
the contract or any disagreements over scope, deliverables, schedule or cost.

e Ensuring that new IT development and maintenance contracts include deliverables of
system documentation and updates, as required, documenting significant changes. The
system documentation and updates are required for security assessment and
authorization, corrective action plans, audits, etc.

— Therefore, when requested, the OCIO COR is also responsible for providing
technical guidance and information to the system owner to assist in resolving data
calls.

The COR may appoint any individual in the sponsoring office or OCIO who meets HUD’s
qualification and certification requirements for a COR. Security responsibilities will also be
included in the annual performance plans for those CORs assigned to contracts in which IT
security requirements are applicable.

2.13. Office Technical Coordinator

The Office Technical Coordinator (OTC) is a designated HUD staff member that assists Program
Office personnel on a variety of issues that may include obtaining local area network (LAN) and
email access, office space, data security, and computer hardware and software resources. The
OTC interfaces with the 100 staff, as needed, to help resolve IT problems.

2.14. Office of the Chief Human Capital for Services

The Office of the Chief Human Capital Officer, Office of Human Capital for Services (OCHCO)
is responsible for defining position sensitivity levels for government positions and risk levels for
contractor positions, for performing security background investigations when necessary, and for
providing security-related exit procedures when employees leave HUD.

2.15. Office of the Inspector General

The HUD Office of the Inspector General (OIG) is responsible for performing independent
evaluations and audits of internal and external security.

2.16. HUD General Counsel

The HUD Office of General Counsel (OGC) develops security clauses, as appropriate, based on
current federal and HUD policies, regulations, and guidance for HUD information systems and
services in conjunction with the OITS and OCPO.
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2.17. Configuration Control Management Board

The Configuration Control Management Board (CCMB) serves as the decision-making body for
vendor-specific system changes, as well as approving requested changes in accordance with
HUD policies and procedures.

2.18. System Owner

System Owners are dependent on information systems to fulfill the business requirements
necessary to achieve their program area’s mission. They are responsible for the successful
operation of those information systems and ultimately accountable for the security of their
information systems. System Owners are also responsible for implementing management,
operational, and technical security controls to ensure that they are effective in protecting the
information and information systems under their purview. Moreover, System Owners are
responsible for ensuring that System Owners of major and minor applications coordinate with
System Owners of General Support Systems (GSS) that host their applications so they can better
determine the adequacy of those GSS security controls, and identify and implement
compensatory controls when vulnerabilities in the GSS controls exist. Security responsibilities
must be included in the annual performance plans. Additionally, System Owners must ensure
that:

e An ISSO is designated (in writing) for each information system under their purview;

e Security Assessment and Authorization (SA&A) and continuous monitoring activities are
completed; and

e Plan of Action & Milestones (POA&Ms) are maintained and reported.

2.19. Common Control Provider

The Common Control Provider is an organizational official responsible for the planning,
development, implementation, assessment, authorization, and maintenance of common controls. In
most cases, the System Owner is the Common Control Provider. The Common Control Provider
must ensure the Security Plans, Security Assessment Reports (SARs), and POA&Ms for common
controls are accessible to the information system owners inheriting those controls after the
information is reviewed and approved by a senior official.

2.20. Information System Security Officer

The Information System Security Officer (ISSO) is responsible for ensuring that the
management, operational, and technical controls for securing the system(s) belonging to the
program office are in place and effective. The ISSOs are the principal points of contact (POCs)
for information systems security and actively participate in the Information Security System
Forum. They are responsible for all security aspects of their assigned systems from inception
through disposal, as well as for ensuring system availability. An ISSO must be designated for
every information system and serve as the POC for all security matters related to that
information system. Security responsibilities will be included in their annual performance plans.
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2.21. System Administrator

The System Administrator is responsible for implementing and maintaining technical controls
that enforce operational and managerial controls through mechanisms contained in the hardware,
software, or firmware components of the information system. They must maintain an
environment that creates a strong technical foundation for enforcement of information system
security.

2.22. System Security Administrator

The System Security Administrator (SSA) is responsible for approving access to the data in an
application. The SSA grants/modifies/revokes user access via the Centralized HUD Account
Management Process (CHAMP). Security responsibilities will be included in the SSAs annual
performance plans.

2.23. Security Control Assessor

The Security Control Assessor (SCA) is an individual, group, or organization responsible for
conducting a comprehensive assessment of the management, operational, and technical security
controls employed within or inherited by an information system to determine the overall
effectiveness of the controls (i.e., the extent to which the controls are implemented correctly,
operate as intended, and produce the desired outcome with respect to meeting the security
requirements for the system).

2.24. Authorizing Official

The Authorizing Official is a senior government management official with the authority to
formally assume responsibility for operating an information system at an acceptable level of risk.
Authorizing Officials control personnel, operations, maintenance, and budgets for their systems
or field sites. Therefore, controlling the resources necessary to mitigate risks for their
information systems, an Authorizing Official must be a Program Assistant Secretary, Deputy
Assistant Secretary, or equivalent Program Head. Authorizing Officials may designate a
representative to act on their behalf, empowering them to make certain decisions regarding the
planning and resources for security activities, acceptability of security and/or SA&A
documentation, and the determination of risk to agency operations, agency assets, and
individuals. The Authorizing Official cannot delegate the security accreditation decision and
signing of the associated accreditation decision letter.

2.25. Supervisor

Supervisors authorize issuance of information system access for their staff and are directly
responsible for notifying System Owners when staff members are terminated, transferred, or no
longer need access to a system.
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2.26. Users

Users is a broad term used for all personnel that interact with HUD information system resources
either in a support function, by working directly with an information system resource (i.e.,
system user), or as a recipient of HUD information (i.e., information user). For the purposes of
this document, users include all HUD employees and contractors, including vendors and agents
that provide services and resources to HUD.

The User must:

e Comply with the HUD Information Security Policy and apply the defined guidance to
their daily work activities;

e Enforce the Information Security Policy and ensure that employees and contractors
comply with the information security policies and procedures;

e Assume accountability for protecting sensitive information under their control in
accordance with this Policy;

e Attend and/or participate in the annual Information Security Awareness training;

e Attend the required role-based security training pertaining to those having a security-
related role (e.g., system and network administrators);

e Report information security incidents (e.g., virus and malicious code attacks) to HUD-
CIRT according to the established and documented procedures;

e Cooperate with the HUD-CIRT team members in the investigation of security incidents;

e Cooperate with the Information Security Program representatives or other designated
HUD Program Office personnel during security compliance reviews/audits at HUD
Program Office facilities and/or during site surveys at non-HUD facilities;

e Ensure that information security data is collected in accordance with direction from the
CISO and/or ISSO, Managers, or Supervisors; and

e Understand and comply with HUD policies, standards, and procedures regarding the
protection of sensitive HUD information assets.

2.27. Individuals with Key Contingency Roles

Individuals with Key Contingency Roles, as defined in Systems’ Contingency Plans, must
receive training and be prepared to perform the required functions/roles as defined in those plans.

2.28. Service Provider

Service Providers include vendors, contractors, other federal government organizations and
entities that provide IT services, information systems, and facilities housing HUD information
systems. Service Providers are responsible for ensuring and maintaining security controls are
compliant with HUD security policy and procedures.
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2.29. Office of Customer Relations and Performance Management
(OCRPM)

The Office of Customer Relations and Performance Management (OCRPM) Project Leaders and
COR staff are responsible for working with the System Owners to perform as Technical Leads
for the following tasks:

e Application Security Plan initial development in accordance with NIST Special
Publication 800-18, as amended;

e Application Security Plan review and update on an annual basis in accordance with NIST
Special Publication 800-18, as amended;

e Application Security Plan review and update at any point in time that a change is made to
application software or system function which affects security controls in accordance
with NIST Special Publication 800-18, as amended, to be completed prior to the
production status for the changes involved;

e The initial development of a Business Impact Analysis(BIA) in accordance with NIST
Special Publication 800-34;

e Business Impact Analysis review and update on an annual basis in accordance with NIST
Special Publication 800-34;

e Business Impact Analysis update at any point in time that a change is made to application
software which affects system function or infrastructure support configuration;

e The initial development of an Application Risk Assessment in accordance with NIST
Special Publication 800-30, as amended;

e Application Risk Assessment review and update on an annual basis in accordance with
NIST Special Publication 800-30; and

e Application Risk Assessment review and update at any point in time that a change is
made to application software or system function which affects security controls in
accordance with NIST Special Publication 800-30, to be completed prior to production
status for the changes involved.

Security responsibilities of the OCRPM Project Leaders will be included in their annual
performance plans.

2.30. Developers

Developers, under the HUD Program Office/System Owner direction and specifications, are
responsible for developing, maintaining, and implementing information systems that are in
compliance with the HUD security policies and procedures, NIST guidance, and federal
regulations.
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2.31. User Representative

User Representatives are individuals that represent the operational interests of the user
community and serve as liaisons for that community throughout the system development life
cycle of the information system. The User Representative assists in the security assessment and
authorization (SA&A) process, when needed, to ensure mission requirements are satisfied while
meeting the security requirements and employing the security controls defined in the System
Security Plan (SSP).
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3.0 MANAGEMENT POLICIES

Management controls are the security controls (i.e., safeguards or countermeasures) for an
information system that focus on the management of risk and the management of information
system security.

3.1. Risk Assessment

Risk Assessment is a process to identify system security risks, determine the impact if the event
occurred, and select safeguards that protect, mitigate, or eliminate this impact. Risk management
is a process that allows Program Offices to balance the operational and economic costs of
protective measures to achieve gains in mission capability by protecting the information systems
and information that support their organization’s missions.

The following policies ensure that there are mechanisms in place to address the identification,
assessment, and mitigation of risks to information assets.

FIPS 200 Requirement

Organizations must periodically assess the risk to organizational operations (including mission, functions,
image, or reputation), organizational assets, and individuals, resulting from the operation of organizational
information systems and the associated processing, storage, or transmission of organizational information.

3.1.1. Risk Assessment Policy and Procedures

The following policy addresses the requirement for developing, implementing, and maintaining
risk assessment policy and procedures.

NIST SP 800-53 Control: RA-1

The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. Arrisk assessment policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the risk assessment policy and associated risk assessment
controls; and

b. Reviews and updates the current:
1. Risk assessment policy [Assignment: organization-defined frequency]; and
2. Risk assessment procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4 that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews/updates the policies and procedures minimally every year or
when impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.
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3.1.2. Security Categorization

The FIPS Pub 199, Standards for Security Categorization of Federal Information and
Information Systems, provides a common framework and understanding for expressing the
security needs of federal information and information systems.

The framework establishes security categories based on the potential impact on an organization’s
ability to accomplish its mission should its information and information systems experience a
breach of confidentiality, integrity or availability. A loss of confidentiality is the unauthorized
disclosure of information; a loss of integrity is the unauthorized modification or destruction of
information; a loss of availability is the disruption of access to, or use of, information or an
information system. The framework defines three levels of impact: low, moderate, high; the
application of these definitions takes place within the context of each organization’s mission and
interest.

NIST SP 800-60, Guide for Mapping Types of Information and Information Systems to Security
Categories, as amended, provides guidance on assigning sensitivity categories to information
and information systems.

The following policy provides relevant guidance to ensure that there is consistency in the
security categorization.

NIST SP 800-53 Control: RA-2

RA-2: The organization:

a. Categorizes information and the information system in accordance with applicable federal laws, Executive
Orders, directives, policies, regulations, standards, and guidance;

b. Documents the security categorization results (including supporting rationale) in the security plan for the
information system; and

c. Ensures the security categorization decision is reviewed and approved by the authorizing official or
authorizing official designated representative.

Security Baseline: Low, Moderate, and High

HUD Policy: 3.1.2

a. Program Offices/System Owners are responsible for ensuring that all systems and information under their
control have been categorized in accordance with FIPS 199, Standards for Security categorization of
Federal Information and Information Systems, following the guidance in NIST SP 800-60 Rev.2, Guide for
Mapping Types of Information and Information Systems to Security Categories.

b. Program Offices/System Owners review and validate, annually, their categorization decisions and
supporting rationale. This can be accomplished as part of the annual security assessment.

c. Program Offices and System Owners shall maintain an accurate record of the system categorization in
HUD’s centralized information security management tool, CSAM, and the Inventory of Automated Systems
(IAS). Additionally, System Owners must ensure that the Authorizing Official reviews and approves the
security categorization decision.

3.1.3. Risk Assessment

Assessing the risks to HUD information and information systems provides the necessary
information for Program Offices and System Owners to make well-informed risk management
decisions related to acceptable risk levels. The following policy defines how risk assessments are
conducted for HUD information systems and the frequency of the risk assessments.
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NIST SP 800-53 Control RA-3

RA-3: The organization:

a. Conducts an assessment of risk, including the likelihood and magnitude of harm, from the unauthorized
access, use, disclosure, disruption, modification, or destruction of the information system and the
information it processes, stores, or transmits;

b. Documents risk assessment results in [Selection: security plan; risk assessment report; [Assignment;
organization-defined document]];

c. Reviews risk assessment results [Assignment: organization-defined frequency];

Disseminates risk assessment results to [Assignment: organization-defined personnel or roles]; and

e. Updates the risk assessment [Assignment: organization-defined frequency] or whenever there are
significant changes to the information system or environment of operation (including the identification of
new threats and vulnerabilities), or other conditions that may impact the security state of the system.

Security Baseline: Low, Moderate, and High

HUD Policy: 3.1.3

a. System Owners must conduct risk assessments for all systems under their purview, in accordance with the
NIST SP 800-30, Guide for Conducting Risk Assessments, as amended, to support Authorizations to
Operate (ATO).

b. System Owners must document the risks assessment results within CSAM.

Systems Owners monitor and assess the risks annually or whenever there are significant changes to the
information system or environment of operation for all systems to ensure the risk assessment remains
accurate and up-to-date. Acceptable annual assessments can include the annual FISMA self-assessment,
annual validation of the system categorization decision, business impact assessments, and security control
compliance reviews.

d. System Owners shall assess security risks when a significant change is planned for any system under their
control.

e. Any changes or updates must be noted and maintained in the Department’s central security management
tool, CSAM.

3.1.4. Vulnerability Scanning

A vulnerability is a weakness in an information system, system security procedure, internal
control, or implementation that could be exploited or triggered by a threat. HUD must conduct
periodic vulnerability assessments to determine security risks that should be mitigated. The
following policy identifies the needs for vulnerability scans and the frequency of the scans.
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NIST SP 800-53 Control: RA-5

RA-5: The organization:

a. Scans for vulnerabilities in the information system and hosted applications [Assignment: organization-
defined frequency and/or randomly in accordance with organization-defined process] and when new
vulnerabilities potentially affecting the system/applications are identified and reported;

b. Employs vulnerability scanning tools and techniques that facilitate interoperability among tools and
automate parts of the vulnerability management process by using standards for:

1. Enumerating platforms, software flaws, and improper configurations;
2. Formatting checklists and test procedures; and
3. Measuring vulnerability impact;

c. Analyzes vulnerability scan reports and results from security control assessments;

d. Remediates legitimate vulnerabilities [Assignment: organization-defined response times] in accordance
with an organizational assessment of risk; and

e.  Shares information obtained from the vulnerability scanning process and security control assessments with
[Assignment: organization-defined personnel or roles] to help eliminate similar vulnerabilities in other
information systems (i.e., systemic weaknesses or deficiencies).

Security Baseline: Low, Moderate and High

E-1: The organization employs vulnerability scanning tools that include the capability to readily update the
information system vulnerabilities to be scanned.

Security Baseline: Moderate and High

E-2:  The organization updates the information system vulnerabilities scanned [Selection (one or more):
[Assignment: organization-defined frequency]; prior to a new scan; when new vulnerabilities are identified and
reported].

Security Baseline: Moderate and High

E-4: The organization determines what information about the information system is discoverable by
adversaries and subsequently takes [Assignment: organization-defined corrective actions].

Security Baseline: High

E-5:The information system implements privileged access authorization to [Assignment: organization-identified
information system components] for selected [Assignment: organization-defined vulnerability scanning
activities].

Security Baseline: Moderate and High

HUD Policy: 3.1.4

a. OCIO ensures HUD’s infrastructure, including the LAN, wide area network (WAN), Internet, Intranet,
Enterprise mainframe(s), etc., is regularly scanned. Vulnerability scans of subnets are conducted weekly
such that the entire network is scanned over a 12 month period. OCIO shall ensure monthly scans for patch
status.

b. Program Offices/System Owners shall ensure applications under their control are scanned for
vulnerabilities, (e.g. code reviews including static, dynamic & web based code), during system
development, prior to new releases, or when there are major changes to the application or at least annually
during the annual self-assessment if no event driven scans have been performed.

c. OCIO uses the National Vulnerability Database (NVD) repository as its vulnerability checklist and stays
current with NVD updates as well as vendor advisories and system vulnerability scanning information to
ensure that significant vulnerabilities impacting HUD information systems are identified and reported.

d. OCIO shall ensure that vulnerabilities with a CVE score of 7.5 or higher are remediated within ninety days
or a remediation task is created in the System’s POA&M.
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3.1.5. E-Authentication Risk Assessment

An E-Authentication risk assessment provides agencies with criteria for determining the level of
e-authentication assurance required for specific electronic transactions and systems, based on the
risks and their likelihood of occurrence. In other words, it helps you figure out the authentication
requirements for each type of transaction. As the consequences of an authentication error
become more serious, the required level of assurance increases. E-authentication security
requirements must be applied to new and existing information systems that allow online
transactions and are connected to the internet or the intranet. The first step in the e-authentication
risk assessment is to determine whether the government e-authentication security requirements
apply to the system. For those systems to which e-authentication security requirements apply,
two additional steps are required:

e Determine the potential impact of authentication errors and the likelihood of their
occurrence; and

e Determine the required assurance level for authentication.

The following policy defines the need to conduct the e-authentication risk assessment and the
approval requirements.

HUD Policy: HUD-RA-A

HUD Policy: 3.1.5

a. Program Offices/System Owners shall conduct an e-authentication risk assessment (E-RA) of the
transactional systems under their control that use the Internet and/or the Intranet. The risk assessment shall
be conducted in accordance with OMB guidance under OMB-04-04, E-Authentication Guidance for
Federal Agencies and E-Authentication Program Management Office guidance, E-Authentication e-RA
Tool Activity Guide, and HUD specific guidance.

b. Program Offices/System Owners shall select the technology appropriate for the assurance level that’s been
identified in the E-RA using NIST SP 800-63, Electronic Authentication Guideline, as amended, and
implement and test the controls.

c. Program Offices/System Owners shall save the e-authentication risk assessment in HUD’s centralized
information security management tool, CSAM.
d. Update the E-RA whenever there are significant changes to the information system, the facilities where the

system resides, or other conditions that may impact the authentication requirements of the system if
necessary.

Security Baseline: Low, Moderate, and High

3.2. Planning

The objective of system security planning is to improve protection of information and
information system resources. All HUD systems have some level of sensitivity and require
protection as part of good management practice. The protection of a system must be documented
in a system security plan.

The following policies define mechanisms in place to address planning for the protection of
information assets to include policies, procedures, rules of behavior, privacy impact assessment,
and inventory.
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FIPS 200 Requirement

Organizations must develop, document, periodically update, and implement security plans for organizational
information systems that describe the security controls in place or planned for the information systems and the
rules of behavior for individuals accessing the information systems.

3.2.1. Security Planning Policy and Procedures

The following policy addresses the requirements for developing, implementing, and maintaining
security planning policies and procedures.

NIST SP 800-53 Control: PL-1

PL-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A security planning policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the security planning policy and associated security
planning controls; and

b. Reviews and updates the current:
1. Security planning policy [Assignment: organization-defined frequency]; and
2. Security planning procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD users to access.

3.2.2. System Security Plan

The purpose of the System Security Plan (SSP) is to provide an overview of the security
requirements of the system and describe the control(s) in place or planned for meeting those
requirements. The plan also delineates responsibilities and expected behaviors of all individuals
who access the system. The following policy provides guidance for the development of SSPs.
Over time, all information systems change or the environments in which they operate change,
resulting in potential new risks to the system. The System Security Plan needs to be reviewed
regularly to validate that the security controls are still appropriate and implemented correctly.
The following policy provides guidance on updating SSPs.
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NIST SP 800-53 Control: PL-2

PL-2: The organization:

a. Develops a Security Plan for the information system that:
1. Is consistent with the organization’s enterprise architecture;
2. Explicitly defines the authorization boundary for the system;

3. Describes the operational context of the information system in terms of missions and business
processes;

4. Provides the security categorization of the information system including supporting rationale;

5. Describes the operational environment for the information system and relationships with or connections
to other information systems;

6. Provides an overview of the security requirements for the system;
7. ldentifies any relevant overlays, if applicable;

8. Describes the security controls in place or planned for meeting those requirements including a rationale
for the tailoring decisions; and

9. Isreviewed and approved by the authorizing official or designated representative prior to plan
implementation;

b. Distributes copies of the security plan and communicates subsequent changes to the plan to [Assignment:
organization-defined personnel or roles];

c. Reviews the security plan for the information system [Assignment: organization-defined frequency];

d. Updates the plan to address changes to the information system/environment of operation or problems
identified during plan implementation or security control assessments; and

e. Protects the security plan from unauthorized disclosure and modification.

Security Baseline: Low, Moderate, and High

E-3: The organization plans and coordinates security-related activities affecting the information system with the
ISSO before conducting such activities in order to reduce the impact on other organizational entities.

Security Baseline: Moderate and High

HUD Policy: 3.2.2

a. Program Offices/System Owners shall prepare and maintain an active and effective Security Plan for each
applicable HUD information system under their purview. The Security Plan is required as part of the system
development methodology and must comply with NIST SP 800-18, as amended.

The Security Plan shall be maintained to satisfy current federal standards.

The Security Plan shall be reviewed at least annually, and updated, as necessary. This review can be
accomplished as part of the annual security assessment.

d. The Security Plan must be made available within CSAM for the Authorizing Official to access.

3.2.3. Rules of Behavior

Rules of behavior clearly delineate responsibilities and expected behavior of all individuals with
access to a system. The rules state the consequences of inconsistent behavior or non-compliance.
The rules of behavior are made available to every user prior to receiving authorization for access
to the system.

The following policy addresses the requirement to establish rules of behavior for HUD
information systems.
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NIST SP 800-53 Control: PL-4

PL-4: The organization:

a. Establishes and makes readily available to individuals requiring access to the information system, the rules
that describe their responsibilities and expected behavior with regard to information and information system
usage; and

b. Receives signed acknowledgment from Users indicating that they have read, understand, and agree to abide
by the Rules of Behavior, before authorizing access to information and the information system;

c. Reviews and updates the rules of behavior [Assignment: organization-defined frequency]; and

d. Requires individuals who have signed a previous version of the Rules of Behavior to read and resign when
the Rules of Behavior are revised/updated.

Security Baseline: Low, Moderate, and High

E-1: The organization includes, in the Rules of Behavior, explicit restrictions on the use of social
media/networking sites and the posting of organizational information on public websites.

Security Baseline: Moderate and High

HUD Policy: 3.2.3

a. The OCIO shall define and maintain enterprise Rules of Behavior that can be used for all information
systems. The Rules of Behavior must identify how personally identifiable information (PII) is protected.
The Rules of Behavior will be reviewed and updated as necessary.

b. Program Offices/System Owners shall define and maintain additional Rules of Behavior for all information
systems under their purview if the generic Rules of Behavior are not sufficient for their system.

c. I1SSOs shall ensure that users of systems sign the Rules of Behavior and are given training regarding the
Rules of Behavior and the disciplinary actions that may result if the rules are violated.

3.2.4. Information Security Architecture

HUD has an obligation to strategically allocate security safeguards (procedural, technical, or
both) in the security architecture so that adversaries have to overcome multiple safeguards to
achieve their objective,

NIST SP 800-53 Control: PL-8

PL-8: The organization:
a. Develops an Information Security Architecture for the information system that:

1. Describes the overall philosophy, requirements, and approach to be taken with regard to protecting the
confidentiality, integrity, and availability of organizational information;

2. Describes how the information security architecture is integrated into and supports the Enterprise
Architecture; and

3. Describes any information security assumptions about, and dependencies on, external services;

b. Reviews and updates the Information Security architecture annually to reflect updates in the Enterprise
Architecture; and

c. Ensures that the planned Information Security Architecture changes are reflected in the Security Plan, the
Security Concept of Operations (CONOPS), and organizational procurements/acquisitions.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: PL-8

HUD Policy: 3.2.4
a. The ISSO must review the Information Security architecture of the information system under their purview on
an annual basis to ensure that the PL-8 (Information Security Architecture) security control is implemented.

Security Baseline: Moderate and High

3.2.5. Information Systems Security Officer

An Information Systems Security Officer (ISSO) is the program office’s principal point of
contact for information security.

The following policy addresses the requirement for the designation of an ISSO and alternate for
every HUD information system.

HUD Policy: HUD-PL-B

HUD Policy: 3.2.5

a. Program Offices shall designate an ISSO and an alternate ISSO for every HUD information system under
their purview.

Security Baseline: Low, Moderate, and High

3.3. System and Services Acquisition

System and services acquisition controls ensure that appropriate technical, administrative,
physical, and personnel security requirements will be included in all specifications for the
acquisition, operation, or maintenance of HUD facilities, equipment, software, and related
services or those operated by external providers of information system services on behalf of
HUD.

FIPS 200 Requirement

Organizations must: (i) allocate sufficient resources to adequately protect organizational information systems;
(ii) employ system development life cycle processes that incorporate information security considerations; (iii)
employ software usage and installation restrictions; and (iv) ensure that third-party providers employ adequate
security measures to protect outsourced organizational information, applications, and/or services.

3.3.1. System and Services Acquisition Policy and Procedures

The following policy addresses the requirement for developing, implementing, and maintaining
policy and procedures for incorporating security considerations into HUD systems and services
acquisitions.
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NIST SP 800-53 Control: SA-1

SA-1: The organization:
a. Develops, documents, and disseminates to [Assignment; organization-defined personnel or roles]:

1. Asystem and services acquisition policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the system and services acquisition policy and associated
system and services acquisition controls; and

b. Reviews and updates the current:
1. System and services acquisition policy [Assignment; organization-defined frequency]; and
2. System and services acquisition procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, which
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

3.3.2. Allocation of Resources

The following policy provides guidance for incorporating security resource requirements into the
capital planning process.

NIST SP 800-53 Control: SA-2

SA-2: The organization:

a. Determines information security requirements for the information system or information system service in
mission/business process planning;

b. Determines, documents, and allocates the resources required to protect the information system or
information system service as part of its capital planning and investment control process; and

c. Establishes a discrete line item for information security in organizational programming and budgeting
documentation.

Security Baseline: Low, Moderate and High

HUD Policy: 3.3.2

a. Program Officials shall include information security requirements in their capital planning and investment
business cases in accordance with HUD CPIC Guidance and NIST SP 800-65 Rev 1, Integrating IT
Security into the Capital Planning and Investment Control Process.

b. Program Officials shall ensure that information security requirements are adequately funded and
documented in accordance with current OMB budgetary guidance, HUD CPIC Guidance, and NIST SP
800-65, Integrating IT Security into the Capital Planning and Investment Control Process.

c. The CIO shall certify in writing that adequate security funding is included for all IT infrastructure projects,
as appropriate, for the projects” System Development Life Cycle (SDLC) and phase.

d. The CIO shall not approve any capital investment in which the information security requirements are not
adequately defined and funded.
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3.3.3. System Development Life Cycle

All federal information systems, including operational systems, systems under development, and
systems undergoing modification or upgrade, are in some phase of what is commonly referred to
as the SDLC. Many activities during a system’s life cycle have cost, schedule, and performance
implications. In addition to the functional requirements levied on an information system, security
requirements must also be considered. When fully implemented, the information system must be
able to meet its functional requirements and do so in a manner that is secure enough to protect
agency operations, assets, and individuals.

In accordance with the provisions of FISMA, agencies are required to have an agency-wide
Information Security Program and that Program must be effectively integrated into the SDLC.
HUD’s system development life cycle is documented in HUD’s Project Planning and
Management Life Cycle v2.0.

NIST SP 800-53 Control: SA-3

SA-3: The organization:

a. Manages the information system using [Assignment: organization-defined system development life cycle]
that incorporates information security considerations;

b. Defines and documents information security roles and responsibilities throughout the system development
life cycle;

c. ldentifies individuals having information security roles and responsibilities; and

d. Integrates the organizational information security risk management process into system development life
cycle activities.

Security Baseline: Low, Moderate, and High
HUD Policy: 3.3.3

a. Program Offices/System Owners shall ensure that security is integrated into the SDLC from system
inception to system disposal through adequate and effective management, personnel, operations, and
technical control mechanisms in accordance with HUD’s Project Planning and Management Life Cycle
v2.0 and NIST SP 800-64, Security Considerations in the Information System Development Life Cycle.

b. The CIO defines and documents information system security roles and responsibilities throughout the
system development life cycle as stated in the HUD Cyber Security Awareness and Training Program
document; and

c. ldentifies individuals having information system security roles and responsibilities, as stated in the HUD
Cyber Security Awareness and Training Program document.

3.3.4. Acquisition Process

The following policy provides guidance to ensure that security is properly and adequately
addressed as part of system acquisition and other contracting activities.
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NIST SP 800-53 Control: SA-4

SA-4: The organization includes the following requirements, descriptions, and criteria, explicitly or by
reference, in the acquisition contract for the information system, system component, or information system
service in accordance with applicable federal laws, Executive Orders, Directives, policies, regulations,
standards, guidelines, and organizational mission/business needs:

Security functional requirements;

Security strength requirements;

Security assurance requirements;

Security-related documentation requirements;

Requirements for protecting security-related documentation;

Description of the information system development environment and environment in which the system is
intended to operate; and

g. Acceptance criteria.

~o o0 T

Security Baseline: Low, Moderate, and High

E-1: The organization requires the developer of the information system, system component, or information
system service to provide a description of the functional properties of the security controls to be employed.

Security Baseline: Moderate and High

E-2: The organization requires the developer of the information system, system component, or information
system service to provide design and implementation information for the security controls to be employed that
includes: [Selection (one or more): security-relevant external system interfaces; high-level design; low-level
design; source code or hardware schematics; [Assignment: organization-defined design/implementation
information]] at [Assignment: organization-defined level of detail].

Security Baseline: Moderate and High

E-9: The organization requires the developer of the information system, system component, or information
system service to identify early in the system development life cycle, the functions, ports, protocols, and
services intended for organizational use.

Security Baseline: Moderate and High

E-10: The organization employs only information technology products on the FIPS 201 approved products list
for Personal Identity Verification (PIV) capability implemented within organizational information systems.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: SA-4

HUD Policy: 3.3.4

a. The Office of the Chief Procurement Officer (OCPO) shall ensure that all applicable solicitation documents
(including work descriptions) and contracts identify and document the specific security requirements for
information systems, services and operations that are required of the contractor.

b. Solicitation documents for moderate- and high-impact systems shall include requirements stating that
appropriate documentation be provided describing the functional properties of the security controls
employed within the information system with sufficient detail to permit analysis and testing of the controls.

c. The security requirements shall include how sensitive information is to be handled and protected at the
contractor’s site. The requirements shall apply to any information stored, processed, or transmitted using
the contractor’s computer systems, as well as background investigations, clearances, and/or required facility
security.

d. Contracts shall require that at the end of the contract, the contractor must return all information and IT
resources HUD provided to the contractor, or which the contractor obtained on HUD’s behalf during the
life of the contract; purge all HUD information from any contractor-owned system used to process or store
it; and certify that all HUD information has been purged from such systems.

e.  The OCPO shall ensure that all applicable solicitation documents and contracts contain a statement
requiring contractors to adhere to HUD’s information security policies.

f.  Program Offices/System Owners ensure that for each information system under their purview, all
information system components are explicitly identified and reflected in the Security Plan and the system’s
Inventory of Automated Systems (1AS) record.

3.3.5. Information System Documentation

Documentation of information systems involves the collection of detailed information, such as
functionality, system mission, unique personnel requirements, type of data processed,
architectural design, system interfaces, system boundaries, hardware and software components,
system and network diagrams, asset costs, and system communications and facilities. This
information is part of the configuration baseline of the system.

NIST SP 800-53 Control: SA-5

SA-5: The organization:

a. Obtains administrator documentation for the information system, system component, or information system
service that describes:

1. Secure configuration, installation, and operation of the system, component, or service;
2. Effective use and maintenance of security functions/mechanisms; and
3. Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions;

b. Obtains user documentation for the information system, system component, or information system service
that describes:

1. User-accessible security functions/mechanisms and how to effectively use those security
functions/mechanisms;

2. Methods for user interaction, which enables individuals to use the system, component, or service in a
more secure manner; and

3. User responsibilities in maintaining the security of the system, component, or service;

c. Documents attempt to obtain information system, system component, or information system service
documentation when such documentation is either unavailable or nonexistent and [Assignment:
organization-defined actions] in response;

Protects documentation as required, in accordance with the risk management strategy; and
e. Distributes documentation to [Assignment: organization-defined personnel or roles].

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: SA-5

HUD Policy: 3.3.5

a. Program Offices/System Owners shall ensure that adequate documentation for the information system is
available, current, protected when required, in compliance with NIST guidance and distributed to authorized
personnel. Documentation includes, but is not limited to:
e  Security Assessment, Authorization to Operate, and SDLC documentation;

Vendor-supplied documentation of purchased software and hardware;

Network diagrams;

Application documentation for in-house applications;

System build and configuration documentation, which includes optimization of system security

settings, when applicable;
e  User manuals;
e  Standard Operating Procedures; and
e Baseline Configuration standards and guidance.

b. For moderate- or high-impact systems, the documentation, if available from the vendor/manufacturer, shall
describe:
e Functional properties of the security controls employed within the information system with sufficient

detail to permit analysis and testing of the controls; and
o High-level design of the information system in terms of subsystems and implementation details of the
security controls employed within the system with sufficient detail to permit analysis and testing.

c. For high-impact systems, vendor/manufacturer documentation is made available to authorized personnel
that describe the security-relevant external interfaces to the information system with sufficient detail to
permit analysis and testing.

3.3.6. Security Engineering Principles

The effectiveness of protective mechanisms in HUD systems depends on having these
mechanisms incorporated into the system during the development process. The following policy
provides guidance to ensure that sound security engineering principles are applied to the
development of HUD information systems.

NIST SP 800-53 Control: SA-8

SA-8: The organization applies information system security engineering principles in the specification, design,
development, implementation, and modification of the information system.

Security Baseline: Moderate and High

HUD Policy: 3.3.6

a. Program Offices/System Owners shall ensure information systems that have been rated moderate or high
are designed and implemented using security engineering principles in accordance with NIST SP 800-27,
Engineering Principles for Information Technology Security (A Baseline for Achieving Security), as
amended.

b. Program Offices/System Owners shall ensure information systems are designed and implemented consistent
with HUD’s Enterprise Architecture (EA) including the Enterprise Security and Network Security
Architectures, and the EA Reference Models.
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3.3.7. External Information System Services

Information security requirements must be incorporated in contractual documents that involve
the acquisition, development, and/or operation and maintenance of computer resources. These
requirements must be applied at the beginning of a project or acquisition and in all follow-on
contracts or purchasing agreements involving the acquisition of computer resources. Computer
resources include hardware, software, maintenance, and other associated IT products and
services.

Contractors fill a vital role in the daily operations of the Department and they too have a
responsibility to protect the HUD information they process. To ensure the security of the
information in their charge, contractors must adhere to the same rules and regulations as
government employees.

The following policy addresses the requirement for service providers to use adequate security
controls and monitor security control compliance.

NIST SP 800-53 Control: SA-9

SA-9: The organization:

a. Requires that providers of external information system services comply with organizational information
security requirements and employ [Assignment: organization-defined security controls] in accordance with
applicable federal laws, Executive Orders, directives, policies, regulations, standards, and guidance;

b. Defines and documents government oversight and user roles and responsibilities with regard to external
information system services; and

c. Employs [Assignment: organization-defined processes, methods, and techniques] to monitor security
control compliance by external service providers on an ongoing basis.

Security Baseline: Low, Moderate, and High

E-2: The organization requires providers of [Assignment: organization-defined external information
system services] to identify the functions, ports, protocols, and other services required for the use of such
services.

Security Baseline: Moderate and High
HUD Policy: 3.3.7

a.  All security policies set forth in this document apply to external information systems operated on behalf of
the Department by contractors, vendors, and agents of HUD.

b. Program Offices/System Owners shall ensure that external information systems operated on behalf of the
Department comply with federal information security standards.

c. HUD Contract Officer Representatives (CORs) shall review contracts for external information systems
(e.g., commercial telecommunications services, network services, manned security services, or application
services) to validate that adequate security requirements have been included.

d. Program Offices/System Owners shall determine that an acceptable chain of trust has been established
with external service providers. A chain of trust requires that HUD establish and retain a level of
confidence that each participating service provider deliver adequate protection. Where a sufficient level of
trust cannot be established in the external services and/or service providers, the Program Office/System
Owners shall establish compensating security controls or document the acceptance of a greater degree of
risk.

e. Providers of external information systems shall not prohibit qualified government security representatives
(e.g., CISO, ISSO, Inspector General, Physical/Facilities Security or other designated HUD Program
Office personnel) from conducting independent site surveys at non-HUD facilities as a part of the
Department’s regular oversight capability.
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3.3.8. Developer Configuration Management

The following policy addresses the requirement for developers of HUD information systems to
implement a configuration management plan to ensure that changes to the system are tracked
during the development process.

NIST SP 800-53 Control: SA-10

SA-10: The organization requires the developer of the information system, system component, or information

system service to:

a. Perform configuration management during system, component, or service [Selection (one or more): design;
development; implementation; operation];

b. Document, manage, and control the integrity of changes to [Assignment: organization-defined
configuration items under configuration management];

c. Implement only organization-approved changes to the system, component, or service;

d. Document approved changes to the system, component, or service and the potential security impacts of
such changes; and

e. Track security flaws and flaw resolution within the system, component, or service and report findings to
[Assignment: organization-defined personnel].

Security Baseline: Moderate and High

HUD Policy: 3.3.8

a. Program Offices/System Owners of moderate and high-impact systems under development shall require
that the system developer create and implement a Configuration Management Plan (CMP) that controls
changes to the system during development, tracks security flaws, requires authorization of changes, and
provides documentation of the plan and its implementation.

3.3.9. Developer Security Testing and Evaluation

The following policy addresses the requirement for developers of HUD information systems to
create security test plans.

NIST SP 800-53 Control: SA-11

SA-11: The organization requires the developer of the information system, system component, or information

system service to:

a. Create and implement a Security Assessment Plan;

b. Perform [Selection (one or more): unit; integration; system; regression] testing/evaluation at [Assignment:
organization-defined depth and coverage];

c. Produce evidence of the execution of the Security Assessment Plan and the results of the security
testing/evaluation;
Implement a verifiable flaw remediation process; and

e. Correct flaws identified during security testing/evaluation.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SA-11

HUD Policy: 3.3.9

a. Program Offices/System Owners of moderate- or high-impact systems under development shall require
that the system developer create a Security Test and Evaluation (ST&E) Plan, implement the plan, and
document the results. Developmental security test results may also be used in support of the system’s
authorization to operate for the delivered information system. Developmental security test results are
used to the greatest extent feasible after verification of the results and recognizing that these results are
impacted whenever there have been security relevant modifications to the information system subsequent
to developer testing.

3.3.10.  Supply Chain Protection

HUD maintains a comprehensive defense strategy to protect the organization’s information
systems against supply chain threats. The following is a list of standard practices HUD has in
place to protect information systems and technology products that compose those systems
throughout the system development life cycle against supply chain threats.

NIST SP 800-53 Control: SA-12

SA-12 The organization protects against supply chain threats to the information system, system component, or
information system service by employing [Assignment: organization-defined security safeguards] as part of a
comprehensive, defense-in-breadth information security strategy.

Security Baseline: High

HUD Policy: 3.3.10

HUD protects against supply chain threats by employing and implementing the following measures as part of a

comprehensive, defense-in-breadth information security strategy:

a. HUD relies on USCERT to identify threats targeted at US Government information technology assets;
and

b. Program Offices/System Owners manage threats of all levels at each phase of the system development
life cycle by employing standards and baselines, continuous monitoring and testing of systems and audits
all systems routinely to reinforce strategies to mitigate risk.

Information systems categorized as “High” must use the acquisition/procurement processes to require supply

chain entities to implement necessary security safeguards to: (i) reduce the likelihood of unauthorized

modifications at each stage in the supply chain; and (ii) protect information systems and information system

components, prior to taking delivery of such systems/components.

Security Baseline: High

3.3.11. Development Process, Standards, and Tools

HUD information system categorized as ‘High’ must maintain the integrity of changes to
development tools (i.e., programming languages and computer-aided design [CAD] systems) and
processes to enable accurate supply chain risk assessment and mitigation. Also, must maintain a
robust configuration control throughout the life cycle (including design, development, transport,
delivery, integration, and maintenance) to track authorized changes and prevent unauthorized
changes.
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NIST SP 800-53 Control: SA-15

SA-15 The organization:

a. Requires the developer of the information system, system component, or information system service to
follow a documented development process that:
1. Explicitly addresses security requirements;
2. ldentifies the standards and tools used in the development process;
3. Documents the specific tool options and tool configurations used in the development process; and
4. Documents, manages, and ensures the integrity of changes to the process and/or tools used in
development; and

b. Reviews the development process, standards, tools, and tool options/configurations on an annual basis to
determine if the process, standards, tools, and tool options/configurations selected and employed can
satisfy HUD’s information system security requirements.

Security Baseline: High
HUD Policy: 3.3.11

The system owner and/or ISSO must ensure that developers for their respective information system categorized

as “High” document a process that:

a. Explicitly addresses security requirements;

b. Identifies the standards and tools used in the development process;

c. Documents the specific tool options and tool configurations used in the development process; and

d. Documents, manages, and ensures the integrity of changes to the process and/or tools used in
development.

Furthermore, the system owner must review the development process, standards, tools, and tool

options/configurations on an annual basis to determine if the process, standards, tools, and tool

options/configurations selected and employed can satisfy HUD’s information system security requirements.

Security Baseline: High

3.3.12. Developer-Provided Training

Training of external and internal (in-house) developers is an essential element to ensure the
effectiveness of security controls implemented within HUD’s information systems.

NIST SP 800-53 Control: SA-16

SA-16 The organization requires the developer of the information system, system component, or information
system service to provide annual training to the Information System 1SSO on the correct use and operation of
the implemented security functions, controls, and/or mechanisms.

Security Baseline: High

HUD Policy: 3.3.12

a. The developer of the information system, system component, or information system service is to provide
annual training to the information system 1SSO and system owner on the correct use and operation of the
implemented security functions, controls, and/or mechanisms.

Security Baseline: High

3.3.13. Developer-Security Architecture and Design

HUD employs this security control to help ensure that developers for HUD develop information
security architecture and such security architecture is integrated or tightly coupled to the HUD
enterprise architecture.
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NIST SP 800-53 Control: SA-17

SA-17 The organization requires the developer of the information system, system component, or information

system service to produce a design specification and security architecture that:

a. Is consistent with and supportive of the organization’s security architecture which is established within,
and is an integrated part of the organization’s enterprise architecture;

b. Accurately and completely describes the required security functionality, and the allocation of security
controls among physical and logical components; and

c. Expresses how individual security functions, mechanisms, and services work together to provide required
security capabilities and a unified approach to protection.

Security Baseline: High

HUD Policy: 3.3.13

The System Owner/ISSO must ensure that developers for their respective system produce a design

specification and security architecture that:

a. Is consistent with and supportive of the HUD’s security architecture which is established within, and is an
integrated part of the HUD’s enterprise architecture;

b. Accurately and completely describes the required security functionality, and the allocation of security
controls among physical and logical components; and

c. Expresses how individual security functions, mechanisms, and services work together to provide required
security capabilities and a unified approach to protection.

Security Baseline: High

3.4. Security Assessment and Authorization

Security Control Assessment is the final testing and/or evaluation of the management,
operational, and technical security controls in an information system to determine the extent to
which the controls are implemented correctly, operating as intended, and producing the desired
outcome with respect to meeting the security requirements for the system. By authorizing
operation of an information system, the Authorizing Official assumes responsibility for the
security of the system and explicitly accepts the risk to organizational operations (including
mission, functions, image, or reputation), organizational assets, individuals, other organizations,
and the Nation based on the implementation of an agreed-upon set of security controls.

The following policies ensure that there are mechanisms in place to validate that every
information system connected to the network has met at least a minimal set of security
requirements for configuration and access.

FIPS 200 Requirement

Organizations must: (i) periodically assess the security controls in organizational information systems to
determine if the controls are effective in their application; (ii) develop and implement plans of action designed
to correct deficiencies and reduce or eliminate vulnerabilities in organizational information systems; (iii)
authorize the operation of organizational information systems and any associated information system
connections; and (iv) monitor information system security controls on an ongoing basis to ensure the continued
effectiveness of the controls.

3.4.1. Security Assessment and Authorization Policy and Procedures

Completing a security assessment ensures that an information system will be operated with
appropriate management review, that there exists ongoing monitoring of security controls, and
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that reassessment occurs periodically in accordance with federal or HUD policy, including when
there is a significant change to the system or its operational environment.

The following policy addresses the requirement to develop policy and procedures for
certification, accreditation and security assessments.

NIST SP 800-53 Control: CA-1

CA-1: The organization;
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A security assessment and authorization policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the security assessment and authorization policy and
associated security assessment and authorization controls.

b. Reviews and updates the current:
1. Security assessment and authorization policy [Assignment: organization-defined frequency]; and
2. Security assessment and authorization procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

3.4.2. Security Assessments

The results of the security assessment are used to re-evaluate the risks and update the system
security plan, providing the factual basis for a security assessment decision. The following policy
provides guidance to ensure that an assessment is conducted.

NIST SP 800-53 Control: CA-2

CA-2: The organization:

The organization:

a. Develops a Security Assessment Plan that describes the scope of the assessment including:
1. Security controls and control enhancements under assessment;
2. Assessment procedures to be used to determine security control effectiveness; and
3. Assessment environment, assessment team, and assessment roles and responsibilities;

b. Assesses the security controls in the information system and its environment of operation [Assignment:
organization-defined frequency] to determine the extent to which the controls are implemented correctly,
operating as intended, and producing the desired outcome with respect to meeting established security
requirements;

c. Produces a Security Assessment Report that documents the results of the assessment; and

d. Provides the results of the security control assessment to [Assignment: organization-defined individuals or
roles].

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: CA-2

E-1: The organization employs assessors or assessment teams with [Assignment: organization-defined level of
independence] to conduct security control assessments.

Security Baseline: Moderate and High

E-2: The organization includes as part of security control assessments, [Assignment: organization-defined
frequency], [Selection: announced; unannounced], [Selection (one or more): in-depth monitoring; vulnerability
scanning; malicious user testing; insider threat assessment; performance/load testing; [Assignment:
organization-defined other forms of security assessment]].

Security Baseline: High

HUD Policy: 3.4.2

a. Program Offices/System Owners shall conduct a security assessment for all systems under their purview
every three years in accordance with NIST SP 800-53, Recommended Security Controls for Federal
Information Systems, as amended, and NIST SP 800-53A, Guide for Assessing the Security Controls in
Federal Information Systems, as amended.

b. Program Offices/System Owners shall follow the guidelines contained in NIST SP 800-37, Guide for
Applying the Risk Management Framework to Federal Information Systems, as amended, and the HUD
authorization to operate methodology, in assessing their information systems.

c. Program Offices/ System Owners shall ensure that the security assessment of moderate- and high-impact
systems is conducted independently.

d. Program Offices/System Owners shall ensure that whenever changes are made to information systems,
networks, or to their physical environment, interfaces, or user-community makeup, the impact on the
security of the information processed is reviewed via a documented security impact analysis as required by
NIST SP 800-37, Guide for Applying the Risk Management Framework to Federal Information Systems, as
amended.

3.4.3. System Connections

To protect HUD information assets, systems that are connected to or share data with the HUD
systems must have an agreement that describes the rules governing the interconnection. The
following policy provides guidance to ensure that formal agreements governing connections are
instituted.

NIST SP 800-53 Control: CA-3

CA-3: The organization:

a. Authorizes connections from the information system to other information systems through the use of
Interconnection Security Agreements;

b. Documents, for each interconnection, the interface characteristics, security requirements, and the nature of
the information communicated; and

c. Reviews and updates Interconnection Security Agreements [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

E-5: The organization employs [Selection: allow-all, deny-by-exception; deny-all, permit-by-exception] policy
for allowing [Assignment: organization-defined information systems] to connect to external information
systems.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: CA-3

HUD Policy: 3.4.3

a. Program Offices/System Owners shall authorize, document, and monitor all (internal and external)
interconnections outside of the system’s accreditation boundary. Information systems that require an
external connection (interconnection outside of the agency’s infrastructure) shall be documented in a
Memorandum of Agreement/Understanding (MOA/U) and Interconnection Security Agreement (ISA) in
accordance with NIST SP 800-47, Security Guide for Interconnecting Information Technology Systems.

3.4.4. Plan of Action and Milestones

The Plan of Action and Milestones (POA&MSs) provides a listing of identified weaknesses in an
information system as determined by the security assessments and testing during the process. It
also includes a plan and timeframe for addressing each weakness. The following policy provides
guidance for developing and updating a POA&M.

NIST SP 800-53 Control: CA-5

CA-5: The organization:

a. Develops a Plan of Action and Milestones for the information system to document the organization’s
planned remedial actions to correct weaknesses or deficiencies noted during the assessment of the security
controls and to reduce or eliminate known vulnerabilities in the system; and

b. Updates existing Plan of Action and Milestones [Assignment: organization-defined frequency] based on the
findings from security controls assessments, security impact analyses, and continuous monitoring activities.

Security Baseline: Low, Moderate, and High

HUD Policy: 3.4.4

a. Program Offices/System Owners shall develop POA&Ms to correct weaknesses identified during any
evaluation or assessment of security controls immediately upon the identification of the weaknesses.

b. Program Offices/System Owners shall capture all POA&MSs in the HUD’s central security management
repository, CSAM.

c. Program Offices shall update their POA&Ms quarterly, at a minimum for systems under their purview.

3.4.5. Security Authorization

Security Authorization is the risk-based decision that determines whether a HUD information
system should be allowed to operate under a particular security configuration. The following
policy provides guidance for authorizing HUD information systems to operate.

NIST SP 800-53 Control: CA-6

CA-6: The organization:
a. Assigns a senior-level executive or manager to the role of authorizing official for the information system;

b. Ensures that the authorizing official authorizes the information system for processing before commencing
operations; and

c. Updates the security authorization [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: CA-6

HUD Policy: 3.4.5

a. The Deputy Secretary appoints senior management officials within the program and administrative offices
to be Authorizing Officials.

b. Program Offices/System Owners shall ensure that systems are assessed at their initial operating capability,
every three years thereafter, and whenever a significant change occurs in accordance with NIST 800-
37Rev1.

c. Program Offices/System Owners shall review results obtained during the continuous monitoring process to
evaluate the security posture of the information system and make modifications as necessary to ensure the
system remains adequately secured.

d. Existing assessments completed before the issuance of this policy shall remain in effect if the assessment
complied fully with the policy in effect at the time of assessment, no significant deficiencies have been
identified, and the system configuration has not changed since the assessment.

3.4.6. Continuous Monitoring

By regularly reviewing the effectiveness of security controls within HUD information systems,
Program Offices and System Owners will be able to quickly detect and respond to new
vulnerabilities. The following policy provides guidance to ensure that continuous monitoring of
the security controls occurs.

NIST SP 800-53 Control: CA-7

CA-7: The organization develops a continuous monitoring strategy and implements a continuous monitoring

program that includes:

a. Establishment of [Assignment: organization-defined metrics] to be monitored,;

b. Establishment of [Assignment: organization-defined frequencies] for monitoring and [Assignment:
organization-defined frequencies] for assessments supporting such monitoring;

c. Ongoing security control assessments in accordance with the organizational continuous monitoring
strategy;

d. Ongoing security status monitoring of organization-defined metrics in accordance with the organizational
continuous monitoring strategy;

e. Correlation and analysis of security-related information generated by assessments and monitoring;

Response actions to address results of the analysis of security-related information; and

Reporting the security status of organization and the information system to [Assignment: organization-

defined personnel or roles] [Assignment: organization-defined frequency].

«Q

Security Baseline: Low, Moderate, and High

E-1: The organization employs assessors or assessment teams with [Assignment: organization-defined level of
independence] to monitor the security controls in the information system on an ongoing basis.

Security Baseline: Moderate and High

HUD Policy: 3.4.6

a. The OCIO shall develop and establish a department-level continuous monitoring strategy for all
information systems. The plan should include the configuration management process, determination of the
security impact of changes to the information system, and ongoing security control assessments.

b. Program Offices/System Owners shall implement the OCIO’s continuous monitoring strategy to their
information systems.
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3.4.7. Penetration Testing

Penetration testing is a specialized type of assessment conducted on information systems or
individual system components to identify vulnerabilities. The following penetration testing
policy is for HUD information systems categorized as ‘High’ to ensure that identified
vulnerabilities are not exploited by adversaries.

NIST SP 800-53 Control: CA-8

CA-8: The organization conducts penetration testing [Assignment: organization-defined frequency] on
[Assignment: organization-defined information systems or system components].

Security Baseline: High

HUD Policy: 3.4.7
The 1ISSO must ensure that their respective system meet the CA-8 Penetration Testing security control
requirement.

Security Baseline: High

3.4.8. Internal System Connections

The following security control applies to connections between HUD information systems and
(separate) constituent system components (i.e., intra-system connections) including, for example,
system connections with mobile devices, notebook/desktop computers, printers, copiers,
facsimile machines, scanners, sensors, and servers. Instead of authorizing each individual
internal connection, organizations can authorize internal connections for a class of components
with common characteristics and/or configurations, for example, all digital printers, scanners,
and copiers with a specified processing, storage, and transmission capability or all smart phones
with a specific baseline configuration.

NIST SP 800-53 Control: CA-9

CA-9: The organization:
a. Authorizes internal connections of [Assignment: organization-defined information system components or
classes of components] to the information system; and
b. Documents, for each internal connection, the interface characteristics, security requirements, and the
nature of the information communicated.

Security Baseline: High

HUD Policy: 3.4.8

The 1SSO must ensure that respective information system(s) under their purview meet the CA-9 Internal System
Connections security control requirement.

Security Baseline: High
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4.0 OPERATIONAL POLICIES

Operational controls are the security controls (i.e., safeguards or countermeasures) for an
information system that are primarily implemented and executed by people (as opposed to
systems).

4.1. Personnel Security

The Housing and Urban Development (HUD) information systems face threats from many
sources, including the actions of people (e.g., employees, external users, and contractor
personnel). The intentional and unintentional actions of these individuals can potentially harm or
disrupt information systems and their facilities. These actions can result in the destruction or
modification of the data being processed, denial of service to the end users, and unauthorized
disclosure of data, potentially jeopardizing HUD’s mission.

The following policies ensure that there are mechanisms in place to address user activities,
responsibilities, and consequences for inappropriate actions.

FIPS 200 Requirement

Organizations must: (i) ensure that managers and users of organizational information systems are made aware
of the security risks associated with their activities and of the applicable laws, Executive Orders, Directives,
policies, standards, instructions, regulations, or procedures related to the security of organizational information
systems; and (ii) ensure that organizational personnel are adequately trained to carry out their assigned
information security-related duties and responsibilities (see FIPS PUB 200, Federal Information Processing
Standards Publication).

4.1.1. Personnel Security Policy and Procedures

The Personnel Security Policy and Procedures must be consistent with HUD personnel policies,
applicable laws, Executive Orders, Directives, policies, regulations, standards, and guidance.
Where applicable, the Personnel Security Policy and Procedures will refer to the references by
the associated reference description or number, so that these policies are not repeating the
reference. This may prevent the need to change the personnel security policy whenever
modifications are made to the external references.

NIST SP 800-53 Control: PS-1

PS-1. The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A personnel security policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the personnel security policy and associated personnel
security controls.

b. Reviews and updates the current:
1. Personnel security policy [Assignment: organization-defined frequency]; and
2. Personnel security procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: PS-1

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD?’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.1.2. Position Risk Designation

Position risk categorizations or designations must be assigned to all positions within an
organization that have access to information technology resources and must be consistent with
5CFR 731 and Office of Personnel Management (OPM) policy and guidance. These
designations will be used to determine the level of investigation required for access to systems.

NIST SP 800-53 Control: PS-2

PS-2: The organization:

a. Assigns a risk designation to all organizational positions;

b. Establishes screening criteria for individuals filling those positions; and

c. Reviews and updates position risk designations [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.1.2

a. Program Offices/Human Resources Staff/System Owners shall designate the position sensitivity level for all
government positions that use, develop, operate, or maintain information systems under their purview and
shall determine risk levels for each position in accordance with the Office of Personnel Management (OPM)
policy and guidance. Position sensitivity levels and risk levels shall be reviewed annually in accordance
with OPM guidance.

4.1.3. Personnel Screening

To ensure the protection of information systems, it is essential that users are screened prior to
gaining access to the information assets. Many security incidents are related to individuals
within an organization.

NIST SP 800-53 Control: PS-3

PS-3: The organization:
a. Screens individuals prior to authorizing access to the information system; and
b. Rescreens individuals according to the Personnel Security/Suitability Handbook 732.3 Rev2.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: PS-3

HUD Policy: 4.1.3

Personnel Security and System Owners shall:

a. Screen individuals prior to receiving access to information systems. Ensure that no Federal employee or
contractor employee has access to systems unless they have completed the required personnel security
forms and submitted them through the System Security Administrator. The Investigation shall be
consistent with: (i) OPM policy, regulations, and guidance; (ii) organizational policy, regulations, and
guidance as identified by Personnel Security.

b. Ensure that all Federal employees or contractor employees be re-screened every 5 years.

4.1.4. Personnel Termination

Critical to the protection of information assets is ensuring that all applicable access is terminated
when an individual is terminated (whether voluntarily or involuntarily) to prevent misuse of
privileges granted to an individual. The following policy provides guidance for an employee and
contractor who terminate their employment with HUD.

NIST SP 800-53 Control: PS-4

PS-4 The organization, upon termination of individual employment;

a. Disables information system access within [Assignment: organization-defined time period];

b. Terminates/revokes any authenticators/credentials associated with the individual;

¢. Conducts exit interviews that include a discussion of [Assignment: organization-defined information
security topics];
Retrieves all security-related organizational information system-related property;

Retains access to organizational information and information systems formerly controlled by the
terminated individual; and

f.  Notifies [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined
time period].

Security Baseline: Low, Moderate, and High

E-2: The organization employs automated mechanisms to notify [Assignment: organization-defined personnel
or roles] upon termination of an individual.

Security Baseline: High

HUD Policy: 4.1.4

Program Offices/System Owners shall implement procedures to ensure that system accesses are revoked when
HUD or contractor employees terminate their employment with HUD or the contractor organization working
for HUD. The procedures shall include:

a. Exitinterviews.
b. A process for returning all organizational information and system-related property (e.g., keys, ID cards).

c. Access to official records created by the terminated employee/contractor that are stored on organizational
information systems be revoked.

Formal notification within 24 hours to the facilities group or Security Officer/ISSO.

Completion of the Form HUD-58-A, Clearance for Separation of Employee for Headquarters employees
and Form HUD-58, Clearance for Separation of Employee for Field Office employees.
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4.1.5. Personnel Transfer

When personnel transfer within an organization, access to information resources must be
reviewed to ensure that personnel access privileges are still applicable to the new role and
responsibilities to prevent either accidental or intentional misuse.

NIST SP 800-53 Control: PS-5

PS-5: The organization:

a. Reviews and confirms the ongoing operational need for current logical and physical access authorizations
to information systems/facilities when individuals are reassigned or transferred to other positions within
the organization;

b. Initiates [Assignment: organization-defined transfer or reassignment actions] within [Assignment:
organization-defined time period following the formal transfer action];

c. Modifies access authorization as needed to correspond with any changes in the operational need due to
reassignment or transfer; and

d. Notifies [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined
time period].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.1.5
Program Offices/System Owners shall:

a. Implement procedures to ensure that system access privileges are reviewed and are modified as needed
when HUD or contractor employees are reassigned to other duties.

b. Ensure any personnel access privilege modifications are completed within 30 days of the reassignment.

4.1.6. Access Agreements

Access agreements are necessary so that individuals and entities understand their responsibility
in the protection of information and information assets. The acknowledgment of these
responsibilities is achieved by having the individuals review and sign appropriate access
agreements associated with the information or information asset. Individuals must acknowledge
their understanding on a regular basis.

The following policy addresses the requirement for users to sign agreements prior to accessing
HUD information assets.

NIST SP 800-53 Control: PS-6

PS-6: The organization:

a. Develops and documents access agreements for organizational information systems;

b. Reviews and updates the access agreements [Assignment: organization-defined frequency]; and

c. Ensures that individuals requiring access to organizational information and information systems:
1. Sign appropriate access agreements prior to being granted access; and

2. Re-sign access agreements to maintain access to organizational information systems when access
agreements have been updated or [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.1.6

a. Program Offices/System Owners shall require all individuals that access HUD information and information
systems complete appropriate access agreements (e.g., Non-Disclosure Agreements, Acceptable Use
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NIST SP 800-53 Control: PS-6

Agreements, Rules of Behavior, Conflict-of-Interest Agreements) prior to gaining access to HUD
information and information systems. The access agreements must be updated and resigned every three
years or when an individual changes HUD organizations.

4.1.7. Third-Party Personnel Security

Third-party personnel must acknowledge and confirm their understanding and accountability for
maintaining the security of the information assets for which they are responsible. The following
policy addresses the requirement for establishing and monitoring personnel security requirements
for third-party providers.

NIST SP 800-53 Control: PS-7

PS-7: The organization:

a. Establishes personnel security requirements including security roles and responsibilities for third-party
providers;

b. Requires third-party providers to comply with personnel security policies and procedures established by the
organization;
c. Documents personnel security requirements;

d. Requires third-party providers to notify [Assignment: organization-defined personnel or roles] of any
personnel transfers or terminations of third-party personnel who possess organizational credentials and/or
badges, or who have information system privileges within [Assignment: organization-defined time period];
and

e. Monitors provider compliance.

Security Baseline: Low, Moderate, and High

HUD Policy: 4.1.7

a. HUD contracting officers shall include personnel security requirements in all solicitation documents and
contracts for IT services and systems.

4.1.8. Personnel Sanctions

To assist in the enforcement of security policies and to maintain accountability for individual
actions, personnel sanctions must be employed. So that the sanctions are understood and
acknowledged, personnel sanctions should be incorporated into all access agreements.

The following policy addresses the implementation of a formal sanctions process in the event
personnel fail to comply with agreed-upon information security policies.

NIST SP 800-53 Control: PS-8

PS-8. The organization:

a. Employs a formal sanctions process for individuals failing to comply with established information security
policies and procedures; and

b. Notifies [Assignment: organization-defined personnel or roles] within [Assignment: organization-defined
time period] when a formal employee sanctions process is initiated, the individual sanctioned is identified,
and the reason for the sanction is determined.

Security Baseline: Low, Moderate, and High
HUD Policy: 4.1.8
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NIST SP 800-53 Control: PS-8

a. HUD employees may be subject to disciplinary action for failure to comply with HUD security policies,
whether or not the failure results in criminal prosecution. For further information regarding disciplinable
offenses see HUD Handbook 752.2, Adverse Actions or Standards of Ethical Conduct for Employees of
the Executive Branch, 5 C.F.R, section 2635.704, “Use of Government Property.”

b. HUD contractors and external users who fail to comply with department security policies shall be subject
to having their access to HUD information systems and facilities terminated, whether or not the failure
results in criminal prosecution.

c. Any person who improperly discloses sensitive information shall be subject to criminal and civil penalties
and sanctions under a variety of laws (e.g., the Privacy Act).

4.2. Physical and Environmental Protection

Physical security represents the first line of defense against intruders and adversaries attempting
to gain access to HUD facilities and or information systems. General physical access controls
restrict the entry and exit of personnel from a protected area, such as an office building, data
center, or room containing IT equipment. They include the protection of sensitive data and
systems while in rest, as well as while away from the protection of departmental facilities.

The following policies ensure that there are mechanisms in place to protect against threats
associated with the physical environment to include physical access control as well as the
physical plant controls.

FIPS 200 Requirement

Organizations must: (i) limit physical access to information systems, equipment, and respective operating
environments to authorized individuals; (ii) protect the physical plant and supporting infrastructure for
information systems; (iii) provide supporting utilities for information systems; (iv) protect information systems
against environmental hazards; and (v) provide appropriate environmental controls in facilities containing
information systems.

4.2.1. Physical and Environmental Protection Policy and Procedures

The physical and environmental protection policy and procedures are consistent with all other
HUD policies, applicable laws, Executive Orders, Directives, policies, regulations, standards,
and guidance. Where applicable, the physical and environmental protection security policy and
procedures will refer to the references by the associated reference description or number to avoid
repetition of references.
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NIST SP 800-53 Control: PE-1

PE-1. The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A physical and environmental protection policy that addresses the purpose, scope, roles,
responsibilities, management commitment, coordination among organizational entities, and
compliance; and

2. Procedures to facilitate the implementation of the physical and environmental protection policy and
associated physical and environmental protection controls.

b. Reviews and updates the current:
1. Physical and environmental protection policy [Assignment: organization-defined frequency]; and
2. Physical and environmental protection procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.2.2. Physical Access Authorizations

Controlling physical access to facilities housing information assets to only authorized individuals
requires HUD to follow an authorization process and maintain a list of authorized individuals.
This control is one of the controls implemented to protect the physical access to the facility;
physical access is one layer of defense in protecting the information assets.

The following policy addresses the requirement for organizations to maintain and monitor access
control lists that identify individuals authorized to access facilities housing HUD information
assets.
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NIST SP 800-53 Control: PE-2

PE-2: The organization:

a. Enforces physical access authorizations at [Assignment: organization-defined entry/exit points to the
facility where the information system resides] by:
1. Verifying individual access authorizations before granting access to the facility; and
2. Controlling ingress/egress to the facility using [Selection (one or more): [Assignment: organization-

defined physical access control systems/devices]; guards];

Maintains physical access audit logs for [Assignment: organization-defined entry/exit points];
Provides [Assignment: organization-defined security safeguards] to control access to areas within the
facility officially designated as publicly accessible;

d. Escorts visitors and monitors visitor activity [Assignment: organization-defined circumstances requiring
visitor escorts and monitoring];
Secures keys, combinations, and other physical access devices;

f.  Inventories [Assignment: organization-defined physical access devices] every [Assignment: organization-
defined frequency]; and

g. Changes combinations and keys [Assignment: organization-defined frequency] and/or when keys are lost,
combinations are compromised, or individuals are transferred or terminated.

Security Baseline: Low, Moderate, and High

HUD Policy: 4.2.2

a. For information systems managed by the Deputy CIO for 100 ensures that the management of
infrastructure service provider facilities that house HUD information systems develops and maintains a
current list of personnel with authorized access to the facility, issues appropriate authorization credentials,
and reviews and approves the access list and authorization credentials at least annually.

b. For information systems managed by the Deputy CIO for 100 ensures that the management of
infrastructure service provider facilities removes from the access list personnel no longer requiring access.

c. Forinformation systems not hosted/managed in an infrastructure service providers facility, the Authorizing
Official for the information system ensures that the management of the facility housing the information
system develops and maintains a current list of personnel with authorized access to the facility, issues
appropriate authorization credentials, and reviews and approves the access list and authorization credentials
at least annually.

d. For information systems not hosted/managed in an infrastructure service provider’s facility, the Authorizing
Official for the information system ensures that the management of the facility housing the information
system removes from the access list personnel no longer requiring access.

4.2.3. Physical Access Control

General physical access controls restrict the entry and exit of personnel from a protected area,
such as an office building, data center, or room containing IT equipment. They include the
protection of sensitive data and systems while at rest, as well as while away from the protection
of HUD facilities. These controls protect against threats associated with the physical
environment. It is important to review the effectiveness of general physical access controls in
each area during business hours and at other times. Effectiveness depends not only on the
characteristics of the controls used but also on their implementation and operation.

The Homeland Security Presidential Directive 12 (HSPD-12) mandates a government-wide
standard for secure and reliable forms of identification issued by the federal government to its
employees and contractors (including contractor employees).
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It is important to ensure that physical access to a facility is based on the list of authorized
individuals. This control is one of the controls implemented to protect the physical access to the
facility; physical access is one layer of defense in protecting the information assets.

The following policy addresses the requirement for the HUD facilities group or Security Officer
to maintain control over all physical access point to facilities housing HUD information systems.

NIST SP 800-53 Control: PE-3

PE-3: The organization:

a. Enforces physical access authorizations for all physical access points (including designated entry/exit
points) to the facility where the information system resides (excluding those areas within the facility
officially designated as publicly accessible);

b. Verifies individual access authorizations before granting access to the facility;

Controls entry to the facility containing the information system using physical access devices and/or guards;

d. Controls access to areas officially designated as publicly accessible in accordance with the organizations
assessment of risk;

e. Secures keys, combinations, and other physical access devices;

Inventories physical access devices [Assignment: organization-defined frequency]; and

Changes combinations and keys [Assignment: organization-defined frequency] and when keys are lost,

combinations are compromised, or individuals are transferred or terminated.

o

«Q

Security Baseline: Low, Moderate, and High

E-1: The organization enforces physical access authorizations to the information system in addition to the
physical access controls for the facility at [Assignment: organization-defined physical spaces containing one or
more components of the information system].

Security Baseline: High

HUD Policy: 4.2.3

a. The Deputy CIO for 100 enforces the physical access authorizations to infrastructure service provider
facilities housing HUD systems and limits access to authorized personnel. Controls shall be in place for
deterring, detecting, monitoring, restricting, and regulating access to specific areas at all times.

b. For information systems not hosted/managed in an infrastructure service provider’s facility, the Authorizing
Official enforces the access to facilities limiting access to authorized personnel. Controls shall be in place
for deterring, detecting, monitoring, restricting, and regulating access to specific areas at all times.

c. The Deputy CIO of 100 ensures control of all access points to infrastructure service provider facilities
housing HUD systems with physical access devices and/or guards. Keys, combinations, and other access
devices shall be secured and inventoried every six months and changed any time the keys are lost,
combinations are compromised, or individuals are terminated or transferred.

d. For information systems not hosted/managed in an infrastructure service provider’s facility, the Authorizing
Official controls all access points to facilities with physical access devices and/or guards. Keys,
combinations, and other access devices shall be secured and inventoried every six months and changed any
time the keys are lost, combinations are compromised, or individuals are terminated or transferred.

e. The facilities group or security officer shall ensure that all visitors sign in and out when entering and
leaving HUD facilities.

f. The Deputy CIO for 100 ensures that infrastructure service provider facilities housing HUD information
systems manages and controls physical access by authenticating visitors before authorizing access.

g. For information systems not hosted/managed in an infrastructure service provider’s facility, the Authorizing
Official ensures that physical access is controlled by authenticating visitors before authorizing access.

h. Contractors’ access shall be limited to those work areas requiring their presence.

i. For HUD facilities housing moderate- or high-impact systems, the facilities group or Security Officer shall
ensure that all visitors are escorted.
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4.2.4. Access Control for Transmission Medium

Protecting system distribution and transmission lines is important to protect the information from
being intercepted during transmission. It is necessary to secure access to the transmission lines.
The following policy addresses the requirement for organizations to maintain control of access to
high-impact system transmission lines.

NIST SP 800-53 Control: PE-4

PE-4: The organization controls physical access to information system distribution and transmission lines within
organizational facilities using [Assignment: organization-defined security safeguards].

Security Baseline: Moderate and High

HUD Policy: 4.2.4

a. For infrastructure service provider facilities housing HUD systems, the Deputy CIO for 100 shall control
physical access to high-impact system’s distribution and transmission lines by locking wire cabinets,
disconnecting or locking spare jacks, protecting cabling by conduit or cable trays.

b. For information systems not hosted in an infrastructure service provider’s facility, the Authorizing Official
shall control physical access to high-impact system’s distribution and transmission lines by locking wire
cabinets, disconnecting or locking spare jacks, protecting cabling by conduit or cable trays.

4.2.5. Access Control for Output Devices

Physical access to devices displaying information must be controlled. When sensitive
information is displayed, it is important that the information not be visible to those that should
not have access. The following policy addresses the requirement for organizations to maintain
control of access to devices displaying information on high-impact systems.

NIST SP 800-53 Control: PE-5

PE-5: The organization controls physical access to information system output devices to prevent unauthorized
individuals from obtaining the output.

Security Baseline: Moderate and High

HUD Policy: 4.2.5

a. For moderate- or high-impact systems, the Program Offices/System Owners shall ensure that physical
access to devices displaying information is controlled to prevent unauthorized disclosure.

4.2.6. Monitoring Physical Access

In order to ensure that physical access to facilities is secure, violations and suspicious activities
must be responded to accordingly. The following policy addresses the requirement for
organizations to monitor physical access to HUD information systems and respond to incidents.
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NIST SP 800-53 Control: PE-6

PE-6: The organization:

a. Monitors physical access to the facility where the information system resides to detect and respond to physical
security incidents;

b. Reviews physical access logs [Assignment: organization-defined frequency] and upon occurrence of
[Assignment: organization-defined events or potential indications of events]; and

c. Coordinates results of reviews and investigations with the organizational incident response capability.

Security Baseline: Low, Moderate, and High

E-1: The organization monitors real-time physical intrusion alarms and surveillance equipment.

Security Baseline: Moderate and High

E-4: The organization monitors physical access to the information system in addition to the physical access
monitoring of the facility as [Assignment: organization-defined physical spaces containing one or more
components of the information system].

Security Baseline: High

HUD Policy: 4.2.6

a. The Deputy CIO for 100 ensures that physical access to infrastructure service provider facilities is monitored
to detect and respond to incidents. Logs shall be reviewed daily for apparent security violations or suspicious
activities and responded to accordingly. For moderate- or high-impact systems, the monitoring shall be in real-
time for intrusion alarms and surveillance equipment. For high-impact systems, the monitoring shall use
automated mechanisms to recognize intrusions and to take appropriate action.

b. For information systems not hosted/managed in an infrastructure service provider’s facility, the Authorizing
Official for the information system shall ensure that physical access is monitored to detect and respond to
incidents. Logs shall be reviewed daily for apparent security violations or suspicious activities and responded
to accordingly. For moderate- or high-impact systems, the monitoring shall be in real-time for intrusion alarms
and surveillance equipment. For high-impact systems, the monitoring shall use automated mechanisms to
recognize intrusions and to take appropriate action.

c. For infrastructure service provider’s facilities, the facility security officer coordinates results of reviews and
investigations with the organization’s incident response capability.

d. For information systems not managed by the OCIO, the Authorizing Official for the information system
coordinates results of reviews and investigations with the organization’s incident response capability.

4.2.7. Visitor Access Records

One of the mechanisms to ensure the physical security controls are being employed is to review
the visitor access records to the facilities on a regular basis. The following policy addresses the
requirement for organizations to maintain visitor access records for facilities where HUD
information assets are housed. The following policy addresses the requirement for organizations
to maintain and review visitor access records.

NIST SP 800-53 Control: PE-8

PE-8: The organization:

a. Maintains visitor access records to the facility where the information system resides for [Assignment:
organization-defined time period]; and

b. Reviews visitor access records [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: PE-8

E-1: The organization employs automated mechanisms to facilitate the maintenance and review of visitor access
records.

Security Baseline: High

HUD Policy: 4.2.7

a. The Deputy CIO for 100 ensures that infrastructure service provider facilities security Officer shall review
visitor records monthly, maintain them on file, and have the access records available for further review for
one year. For high-impact systems, the maintenance and review of access records shall use automated
mechanisms.

b. For information systems not hosted in an infrastructure service provider’s facility, the Authorizing Official
for the information system develops and maintains a current list of personnel with authorized access to the
facility, issues appropriate authorization credentials, and reviews and approves the access list and
authorization credentials at least annually.

c. Forinformation systems not managed by the OCIO, the Authorizing Official for the information system

ensures that the management of the facility housing the information system removes from the access list
personnel no longer requiring access.

4.2.8. Power Equipment and Power Cabling

Power equipment and power cabling require protection from damage and destruction to
safeguard the availability of the information assets. The following policy addresses the
requirement for organizations to protect power equipment and cabling for HUD information
systems.

NIST SP 800-53 Control: PE-9

PE-9: The organization protects power equipment and power cabling for the information system from damage
and destruction.

Security Baseline: Moderate and High

HUD Policy: 4.2.8

a. For moderate- or high-impact systems, the facilities group or Security Officer at facilities housing HUD
information systems shall ensure that power equipment and cabling are protected from damage and
destruction.

4.3. Emergency Shutoff

The emergency shutoff is important in the protection of the personnel working in facilities and
for the facility. The following policy addresses the requirement for organizations to have the
capability of shutting off power to HUD information systems in the event of an emergency.

NIST SP 800-53 Control: PE-10

PE-10: The organization:

a. Provides the capability of shutting off power to the information system or individual system components in
emergency situations;

b. Places emergency shutoff switches or devices in [Assignment: organization-defined location by information
system or system component] to facilitate safe and easy access for personnel; and

c. Protects emergency power shutoff capability from unauthorized activation.
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NIST SP 800-53 Control: PE-10

Security Baseline: Moderate and High

HUD Policy: 4.3

a. For specific locations within a facility containing concentrations of information system resources (e.g., data
centers, server rooms, or mainframe rooms), the facilities group or Security Officer at facilities housing
HUD information systems shall provide for the capability of shutting off power to any IT component that
may be malfunctioning or threatened without endangering personnel by requiring them to approach the
equipment.

43.1. Emergency Power

Emergency power provides personnel with the ability to shutdown information systems in an
orderly manner protecting possible compromise of the information assets in the event of a
primary power source failing. This may provide support staff a means to prevent major system
problems. The following policy addresses the requirement for organizations to provide
uninterruptible power supplies to be used to allow for the proper shutdown of HUD information
systems during an emergency.

NIST SP 800-53 Control: PE-11

PE-11: The organization provides a short-term uninterruptible power supply to facilitate an orderly shutdown of
the information system in the event of a primary power source 10ss.

Security Baseline: Moderate and High

E-1: The organization provides a long-term alternate power supply for the information system that is capable of
maintaining minimally required operational capability in the event of an extended loss of the primary power
source.

Security Baseline: High

HUD Policy: 4.31

a. The facilities group or Security Officer at facilities housing HUD information systems shall provide a short-
term uninterrupted power supply (UPS) to facilitate an orderly shutdown in the event of a primary power
source loss.

b. The facilities group or Security Officer at facilities housing HUD information systems shall provide a long-
term alternate power supply to maintain minimal operational capability for moderate- or high-impact
systems in the event of an extended loss of the primary power source.

4.3.2. Emergency Lighting

Automatic emergency lighting systems that activate in the event of a power outage or disruption
are a physical control that will provide safety to support staff. The following policy addresses the
requirement to provide automatic emergency lighting in facilities that house HUD information
systems.

NIST SP 800-53 Control: PE-12

PE-12: The organization employs and maintains automatic emergency lighting for the information systems that
activate in the event of a power outage or disruption and that covers emergency exits and evacuation routes
within the facility.
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NIST SP 800-53 Control: PE-12
Security Baseline: Low, Moderate, and High

HUD Policy: 4.3.2

a. The facilities group or Security Officer at facilities housing HUD information systems shall provide
automatic emergency lighting systems that activate in the event of a power outage or disruption and cover
emergency exits and evacuation routes.

4.3.3. Fire Protection

Fire protection is a physical control that will provide safeguard to the information assets. The
following policy addresses the requirement to provide fire detection and suppression
mechanisms in facilities that house HUD information systems.

NIST SP 800-53 Control: PE-13

PE-13: The organization employs and maintains fire suppression and detection devices/systems for the
information systems that are supported by an independent energy source.

Security Baseline: Low, Moderate, and High

E-1: The organization employs fire detection devices/systems for the information systems that activate
automatically and notify [Assignment: organization-defined personnel or roles] and [Assignment: organization-
defined emergency responders] in the event of a fire.

Security Baseline: High

E-2: The organization employs fire suppression devices/systems for the information systems that provide
automatic notification of any activation to [Assignment: organization-defined personnel or roles] and
[Assignment: organization-defined emergency responders].

Security Baseline: High

E-3: The organization employs an automatic fire suppression capability for the information systems when the
facility is not staffed on a continuous basis.

Security Baseline: Moderate and High

HUD Policy: 4.3.3

a. The facilities group or Security Officer at facilities housing HUD information systems shall provide for fire
suppression and detection devices/systems that can be activated in the event of fire. The devices/systems
shall include, but are not limited to:

e  Sprinkler systems;

e Handheld fire extinguishers;
e  Fixed fire hoses; and

e Smoke detectors.

b. For moderate- or high-impact systems, the facilities group or Security Officer at facilities housing HUD
information systems shall provide fire suppression devices/systems that activate automatically in the event
of fire.

c. For high-impact systems, the facilities group or Security Officer at facilities housing HUD information
systems shall provide fire suppression devices/systems that automatically notify any activation to the
organization and emergency responders in the event of fire.

d. For high-impact systems housed in facilities that are not continuously monitored shall include an automatic
fire suppression capability.
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434, Temperature and Humidity Controls

System components are susceptible to damage based on temperature levels and humidity.
Therefore, it is important to monitor these environmental controls to ensure the availability of
HUD information systems. The following policy addresses the requirement to monitor and
maintain acceptable temperature and humidity levels in facilities that house HUD information
systems.

NIST SP 800-53 Control: PE-14

PE-14: The organization:

a. Maintains temperature and humidity levels within the facility where the information system resides at
[Assignment: organization-defined acceptable levels]; and

b. Monitors temperature and humidity levels [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.3.4

a. The facilities group or Security Officer at facilities housing HUD information systems shall ensure that
facilities containing information systems monitor and maintain acceptable levels of temperature and
humidity in accordance with industry standards (e.g., American Society of Heating, Refrigerating and Air-
Conditioning Engineers (ASHRAE), and hardware manufacturer recommendations.

b. The facilities group or Security Officer at facilities housing HUD information systems shall ensure that
facilities containing information systems monitor temperature and humidity levels constantly.

4.3.5. Water Damage Protection

System components are susceptible to damage based on water leakage, so protections must be in
place to prevent the occurrence of damage due to water. The following policy addresses the
requirement to maintain mechanisms to protect HUD information systems from water damage in
the event of faulty plumbing.

NIST SP 800-53 Control: PE-15

PE-15: The organization protects the information system from damage resulting from water leakage by
providing master shutoff or isolation valves that are accessible, working properly, and known to key personnel.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to detect the presence of water in the vicinity of the
information system and alerts [Assignment: organization-defined personnel or roles].

Security Baseline: High

HUD Policy: 4.3.5

a. The facilities group or Security Officer at facilities housing HUD information systems shall ensure that the
information systems contained in the facility are protected from water damage resulting from broken
plumbing lines or other sources of water leakage by ensuring that master shutoff valves are accessible,
working properly, and known to key personnel.

b. For high-impact systems, the shutoff shall employ mechanisms that prevent water damage in the event of a
significant water leak without manual intervention.

56 March 2016


http://www.ashrae.org/
http://www.ashrae.org/

HUD Handbook 2400.25 REV-4.1

4.3.6. Delivery and Removal

Control procedures need to be followed and records maintained in order to monitor system-
related items entering and exiting the facility. The following policy addresses the requirement for
organizations to control the delivery and removal of information system-related items, as well as
maintain documentation of these activities.

NIST SP 800-53 Control: PE-16

PE-16: The organization authorizes, monitors, and controls [Assignment: organization-defined types of
information system components] entering and exiting the facility and maintains records of those items.

Security Baseline: Low, Moderate, and High

HUD Policy: 4.3.6

a. The facilities group or Security Officer at facilities housing HUD information systems shall ensure that the
facility has procedures to control the entering and exiting of information system-related items and maintains
appropriate records. Delivery and removal of these items shall be authorized by a designated representative.
If possible, the delivery area shall be separate from the system and media library area.

4.3.7. Alternate Work Site

In order to maintain security at alternate work sites, the level of security that exists at the primary
work site must exist at the alternate work sites. The following policy addresses the requirement
to maintain appropriate security controls at alternate work locations.

NIST SP 800-53 Control: PE-17

PE-17: The organization:

a. Employs [Assignment: organization-defined security controls] at alternate work sites;

b. Assesses the feasibility and the effectiveness of security controls at alternate work sites; and

c. Provides a means for employees to communicate with information security personnel in case of security
incidents or problems.

Security Baseline: Moderate and High

HUD Policy: 4.3.7

a. For moderate- or high-impact systems, individuals within HUD shall employ appropriate security controls
at alternate work sites in accordance with NIST SP 800-46, Security for Telecommuting and Broadband
Communications. These individuals shall report security problems to the HUD’s Computer Incident
Response Team (HUD-CIRT).

4.3.8. Location of Information System Components

The placement of system components within a facility can prove an additional layer of physical
security to minimize potential damage from physical and environmental hazards and to minimize
the opportunity for unauthorized access. The following policy addresses the requirement to
consider the placement of HUD information system components within facilities to minimize
potential physical damage to the components.
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NIST SP 800-53 Control: PE-18

PE-18: The organization positions information system components within the facility to minimize potential
damage from physical and environmental hazards and to minimize the opportunity for unauthorized access.

Security Baseline: High

HUD Policy: 4.3.8

a. The Deputy CIO for 100 ensures that information system components hosted at infrastructure service
provider facilities shall be stored to minimize potential damage from physical and environmental hazards
Consideration shall be given to the location or site of the facility with regard to physical and environmental
hazards.

b. For information systems not hosted in an infrastructure service provider’s facility, the Authorizing Official
shall ensure that information system components shall be stored to minimize potential damage from
physical and environmental hazards. Consideration shall be given to the location or site of the facility with
regard to physical and environmental hazards.

4.4. Contingency Planning

Contingency planning relates to the establishment, maintainenance, and effective implementation
of plans for emergency response, backup operations, and post-disaster recovery for
organizational information systems to ensure the availability of critical information resources
and continuity of operations in emergency situations.

The following policies ensure that there are mechanisms in place to protect information assets
and restore services with minimal disruption during an emergency.

FIPS 200 Requirement

Organizations must establish, maintain, and effectively implement plans for emergency response, backup
operations, and post-disaster recovery for organizational information systems to ensure the availability of
critical information resources and continuity of operations in emergency situations.

4.4.1. Contingency Planning Policy and Procedures

The contingency planning policy and procedures must be consistent with all other HUD policies,
applicable laws, Executive Orders, Directives, policies, regulations, standards, and guidance.
Where applicable, these policies and procedures will reference related HUD documents, either
by name or document number, rather than repeating the requirements herein.
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NIST SP 800-53 Control: CP-1

CP-1: The organization;
a. Develops, documents, and disseminates to [Assignment; organization-defined personnel or roles]:

1. A contingency planning policy that addresses the purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the Contingency Planning Policy and associated
contingency planning controls.
b. Reviews and updates the current:
1. Contingency Planning Policy [Assignment: organization-defined frequency]; and
2. Contingency Planning procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.4.2. Contingency Plan

A Contingency Plan is a set of management policies and procedures designed to maintain or
restore business operations, including computer operations, in the event of emergencies, system
failures, or disaster. The following policy addresses the requirement to develop and maintain
Contingency Plans and Business Impact Assessments for HUD information systems.

NIST SP 800-53 Control: CP-2

CP-2: The organization:

a. Develops a Contingency Plan for the information system that:
1. Identifies essential missions and business functions and associated contingency requirements;
2. Provides recovery objectives, restoration priorities, and metrics;
3. Addresses contingency roles, responsibilities, assigned individuals with contact information;
4

Addresses maintaining essential missions and business functions despite an information system
disruption, compromise, or failure; and

5. Addresses eventual, full information system restoration without deterioration of the security safeguards
originally planned and implemented.

Is reviewed and approved by [Assignment: organization-defined personnel or roles];

Distributes copies of the Contingency Plan to [Assignment: organization-defined key contingency
personnel (identified by name and/or by role) and organizational elements];

d. Coordinates contingency planning activities with incident handling activities;
Reviews the Contingency Plan for the information system [Assignment: organization-defined frequency];

f.  Updates the Contingency Plan to address changes to the organization, information system, or environment
of operation as well as problems encountered during contingency plan implementation, execution, or
testing;

g. Communicates contingency plan changes to [Assignment: organization-defined key contingency personnel
(identified by name and/or by role) and organizational elements]; and

h. Protects the Contingency Plan from unauthorized disclosure and modification.
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NIST SP 800-53 Control: CP-2

Security Baseline: Low, Moderate, and High

E-1: The organization coordinates contingency plan development with organizational elements responsible for
related plans.

Security Baseline: Moderate and High

E-2: The organization conducts capacity planning so that necessary capacity for information processing,
telecommunications, and environmental support exists during contingency operations.

Security Baseline: High

E-3: The organization plans for the resumption of essential missions and business functions within [Assignment:
organization-defined time period] of contingency plan activation.

Security Baseline: Moderate and High

E-4: The organization plans for the resumption of all missions and business functions within [Assignment:
organization-defined time period] of contingency plan activation.

Security Baseline: High

E-5: The organization plans for the continuance of essential missions and business functions with little or no
loss of operational continuity and sustains that continuity until full information system restoration at primary
processing and/or storage sites.

Security Baseline: High
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NIST SP 800-53 Control: CP-2

E-8: The organization identifies critical information system assets supporting essential missions and business
functions.

Security Baseline: Moderate and High

HUD Policy: 4.4.2

a. Program Offices/System Owners shall develop Contingency Plans, including a Business Impact Analysis,
for information systems under their purview in accordance with the HUD Contingency Plan Guidance and
NIST SP 800-34: Contingency Planning Guide for Federal Information Systems.

b. Program Offices/System Owners shall, as part of their Business Impact Analyses, complete a HUD Mission
Critical Questionnaire which becomes part of the system security planning package.

c. For moderate- or high-impact systems, Program Offices/System Owners shall coordinate with the Program
Office(s) responsible for Critical Infrastructure Protection (CIP) and Continuity of Operations (COOP).

d. For high-impact systems, Program Offices/System Owners shall conduct capacity planning so that the
necessary capacity for information processing, telecommunications, and environmental support exists
during crisis situations.

e. Program Offices/System Owners shall develop a list of key individuals with contingency roles and
responsibilities.

f.  Program Offices/System Owners shall make the Contingency Plans, and any updates, available to these key
individuals.

g. The OCIO shall establish and maintain a HUD-CIRT to prevent, detect, track, and respond to information
security incidents and alerts in accordance with NIST SP 800-61, Computer Security Incident Handling
Guide. (See IR-4).

h. Program Offices/System Owners shall review Contingency Plans once a year (generally in conjunction with
the annual contingency plan test), update the plans as necessary, and communicate any changes to the
Program Office(s) responsible for COOP and CIP.

4.4.3. Contingency Training

In the event of an emergency, there is usually less time for planning and reacting, therefore,
personnel with significant contingency planning roles need to be trained on their responsibilities
to ensure that any delay in recovering critical systems is minimal. The following policy
addresses the requirement for all personnel involved in information system contingency planning
to receive training in contingency planning procedures and logistics.

NIST SP 800-53 Control: CP-3

CP-3: The organization provides contingency training to information system users consistent with assigned roles
and responsibilities:

a. Within [Assignment: organization-defined time period] of assuming a contingency role or responsibility;
b. When required by information system changes; and
c. [Assignment: organization-defined frequency] thereafter.

Security Baseline: Low, Moderate and High

E-1: The organization incorporates simulated events into contingency training to facilitate effective response by
personnel in crisis situations.

Security Baseline: High
HUD Policy: 4.4.3
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NIST SP 800-53 Control: CP-3

a. Program Offices/System Owners shall ensure that all personnel involved in information system contingency
planning efforts are identified and trained in the procedures and logistics of information system contingency
planning, and implementation for moderate- and high-impact systems under their purview and in
compliance with the HUD Contingency Planning Guidance and NIST SP 800-34.

b. Refresher training shall be provided annually. For high-impact systems, the training shall include simulated
events.

4.4.4, Contingency Plan Testing and Exercises

Executing Contingency Plans during controlled tests and/or exercises provides a mechanism to
test the effectiveness of the contingency plans, the training provided, and to correct weaknesses
in the plan in a controlled situation. The following policy addresses the requirement to conduct
testing of contingency plans for HUD information systems on a regular basis.

NIST SP 800-53 Control: CP-4

CP-4: The organization:

a. Tests the Contingency Plan for the information system [Assignment: organization-defined frequency] using
[Assignment: organization-defined tests] to determine the effectiveness of the plan and the organizational
readiness to execute the plan;

Reviews the contingency plan test results; and
Initiates corrective actions, if needed.

Security Baseline: Low, Moderate and High

E-1: The organization coordinates contingency plan testing and/or exercises with organizational elements
responsible for related plans.

Security Baseline: Moderate and High

E-2: The organization tests the Contingency Plan at the alternate processing site:
(a) To familiarize contingency personnel with the facility and available resources; and
(b) To evaluate the capabilities of the alternate processing site to support contingency operations.

Security Baseline: High

HUD Policy: 4.4.4

a. Program Offices/System Owners shall ensure that Contingency Plans are tested/exercised at least once
during a federal Fiscal Year (FY) in compliance with the HUD Contingency Planning Guidance and NIST
SP 800-34. Testing should be coordinated with elements responsible for Disaster Recovery, COOP, CIP,
and incident response.

b. Program Offices/System Owners should review the Mission Critical designation as part of the annual
contingency plan test to ensure no change in status. The OCIO shall be notified of any changes in status.
c. For high-impact systems, the Program Offices/System Owners shall ensure annual testing at the alternate

processing site and provide, as part of contingency plan testing, full recovery of the information system to a
known state.

4.4.5. Alternate Storage Site

In order to support events requiring the recovery of information systems, the information
necessary to recover the system must be stored at an alternate site. The following policy
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addresses the requirement for organizations to identify alternate sites for storage of information
system backups.

NIST SP 800-53 Control: CP-6

CP-6: The organization;

a. Establishes an alternate storage site including necessary agreements to permit the storage and retrieval of
information system backup information; and

b. Ensures that the alternate storage site provides information security safeguards equivalent to that of the
primary site.

Security Baseline: Moderate and High

E-1: The organization identifies an alternate storage site that is separated from the primary storage site to reduce
susceptibility to the same threats.

Security Baseline: Moderate and High

E-2: The organization configures the alternate storage site to facilitate recovery operations in accordance with
recovery time and recovery point objectives.

Security Baseline: High

E-3: The organization identifies potential accessibility problems to the alternate storage site in the event of an
area-wide disruption or disaster and outlines explicit mitigation actions.

Security Baseline: Moderate and High

HUD Policy: 4.4.5

a. The OCIO shall provide an alternate site for storing system backup information. The alternate site must be
geographically separated from the primary storage site for backup information of moderate- or high-impact
systems and shall:

e Be configured to facilitate recovery operations in accordance with recovery time and recovery point
objectives for high-impact systems.

o Identify potential accessibility problems in the event of an area-wide disruption or disaster and outline
explicit mitigation actions

4.4.6. Alternate Processing Site

In order to support the recovery of information systems in an emergency, it may be necessary to
recover at an alternate processing site as the primary site might not be accessible. The following
policy addresses the requirement for organizations to identify alternate sites for the resumption
of information system operations in the event of a disaster or major disruption of services.
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NIST SP 800-53 Control: CP-7

CP-7: The organization;

a. Establishes an alternate processing site including necessary agreements to permit the transfer and
resumption of [Assignment: organization-defined information system operations] for essential
missions/business functions within [Assignment: organization-defined time period consistent with recovery
time and recovery point objectives] when the primary processing capabilities are unavailable;

b. Ensures that equipment and supplies required to transfer and resume operations are available at the alternate
processing site or contracts are in place to support delivery to the site within the organization-defined time
period for transfer/resumption; and

c. Ensures that the alternate processing site provides information security safeguards equivalent to that of the
primary site.

Security Baseline: Moderate and High

E-1: The organization identifies an alternate processing site that is separated from the primary processing site to
reduce susceptibility to the same threats.

Security Baseline: Moderate and High

E-2: The organization identifies potential accessibility problems to the alternate processing site in the event of
an area-wide disruption or disaster and outlines explicit mitigation actions.

Security Baseline: Moderate and High

E-3: The organization develops alternate processing site agreements that contain priority-of-service provisions
in accordance with organizational availability requirements (including recovery time objectives).

Security Baseline: Moderate and High

E-4: The organization prepares the alternate processing site so that the site is ready to be used as the operational
site supporting essential missions and business functions.

Security Baseline: High

HUD Policy: 4.4.6

a. The OCIO shall provide an alternate processing site for systems with a moderate- or high-impact
availability rating and ensure that the equipment and supplies required to resume operations are either
available at the alternate site or contracts are in place to support delivery to the site. The alternate site shall:

e Be geographically separated from the primary processing site;

e Be reviewed to identify potential accessibility problems in the event of an area-wide disruption or
disaster and outline explicit mitigation actions;

e Have priority-of-service provisions in accordance with HUD’s availability requirements; and
e Provides information security measures equivalent to the primary site.

b. For high-impact systems, the Program Offices/System Owners shall ensure site is fully configured to
support essential missions and business functions and be ready to use as the operational site.

4.4.7. Telecommunications Services

Telecommunications services are a key in technology operations. As such, the organization
needs to identify both the primary and alternate services that will support the IT operations. The
following policy addresses the requirement for organizations to identify alternate
telecommunications services for the resumption of information system operations in the event of
a disaster or major disruption of services.
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NIST SP 800-53 Control: CP-8

CP-8: The organization establishes alternate telecommunications services including necessary agreements to
permit the resumption of [Assignment: organization-defined information system operations] for essential
missions and business functions within [Assignment: organization-defined time period] when the primary
telecommunications capabilities are unavailable at either the primary or alternate processing or storage sites.

Security Baseline: Moderate and High

E-1: The organization:

a. Develops primary and alternate telecommunications service agreements that contain priority-of-service
provisions in accordance with organizational availability requirements (including recovery time objectives);
and

b. Requests Telecommunications Service Priority for all telecommunications services used for national
security emergency preparedness in the event that the primary and/or alternate telecommunications services
are provided by a common carrier.

Security Baseline: Moderate and High

E-2: The organization obtains alternate telecommunications services to reduce the likelihood of sharing a single
point of failure with primary telecommunications services.

Security Baseline: Moderate and High

E-3: The organization obtains alternate telecommunications services from providers that are separated from
primary service providers to reduce susceptibility to the same threats.

Security Baseline: High

E-4: The organization:
a. Requires primary and alternate telecommunications service providers to have Contingency Plans;
b. Reviews provider Contingency Plans to ensure that the plans meet organizational contingency
requirements; and
c. Obtains evidence of contingency testing/training by providers [Assignment: organization-defined
frequency].

Security Baseline: High
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NIST SP 800-53 Control: CP-8

HUD Policy: 4.4.7

a. Inthe event that the primary and/or alternate telecommunications services are provided by a wire line
carrier, the OCIO shall request Telecommunications Service Priority (TSP) for all telecommunications
services used for national security emergency preparedness available within 24 hours.

b. The Deputy CIO for 100 shall provide for primary and alternate telecommunications services to support
moderate- and high-impact systems that reside on HUD’s infrastructure. The Deputy CIO for 100 shall also
initiate the necessary agreement to permit the resumption of system operations for critical business
functions within 24 hours when primary telecommunications are unavailable. The Deputy CIO for 100
shall ensure that:

e  Agreements contain priority-of-service provisions in accordance with HUD’s availability requirements;
and
e Alternate service does not share a single point of failure with the primary service.

e  Providers of alternate sites are sufficiently separated from primary service providers so they are not
susceptible to the same hazards.

c. For information systems not host on the infrastructure platform, the Authorizing Official shall provide for
primary and alternate telecommunications services to support moderate- and high-impact systems. The
Authorizing Official shall also initiate the necessary agreement to permit the resumption of system
operations for critical business functions within 24 hours when primary telecommunications are unavailable

and that:
e  Agreements contain priority-of-service provisions in accordance with HUD’s availability requirements;
and

o Alternate service does not share a single point of failure with the primary service.

e Providers of alternate sites are sufficiently separated from primary service providers so they are not
susceptible to the same hazards.

d. For high-impact systems, the Program Officers/System Owners shall ensure that:
o Providers of primary and alternate services have adequate Contingency Plans;
e Providers of primary and alternate services provide evidence of contingency testing/planning.

4.4.8. Information System Backup

In order to successfully recover an information system, the components of the system and data
must be backed up successfully. For each system, it must be determined what information must
be backed up and necessary for the successful recovery of the system.

The frequency in which the backups are performed will depend on the availability requirement of
the data. It is important that these backups be tested to ensure their usability.

The following policy addresses the requirement for organizations to conduct backups of system-
level and user-level information contained in the information system.
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NIST SP 800-53 Control: CP-9

CP-9: The organization;

a. Conducts backups of user-level information contained in the information system [Assignment:
organization-defined frequency consistent with recovery time and recovery point objectives];

b. Conducts backups of system-level information contained in the information system [Assignment:
organization-defined frequency consistent with recovery time and recovery point objectives];

c. Conducts backups of information system documentation including security-related documentation
[Assignment: organization-defined frequency consistent with recovery time and recovery point objectives];
and

d. Protects the confidentiality, integrity, and availability of backup information at storage locations.

Security Baseline: Low, Moderate, and High

E-1: The organization tests backup information [Assignment: organization-defined frequency] to verify media
reliability and information integrity.

Security Baseline: Moderate and High

E-2: The organization uses a sample of backup information in the restoration of selected information system
functions as part of contingency plan testing.

Security Baseline: High

E-3: The organization stores backup copies of [Assignment: organization-defined critical information system
software and other security-related information] in a separate facility or in a fire-rated container that is not co-
located with the operational system.

Security Baseline: High

E-5: The organization transfers information system backup information to the alternate storage site
[Assignment: organization-defined time period and transfer rate consistent with the recovery time and recovery
point objectives].

Security Baseline: High

HUD Policy: 4.4.8

a. Program Offices/System Owners shall ensure that a backup strategy and procedures are established,
implemented, and tested in accordance with the Contingency Plan.

b. The OCIO shall implement and enforce backup procedures for all sensitive information systems, data, and
information that reside on HUD’s infrastructure. The backups shall include user-level and system-level
information.

c. The OCIO shall store backups at a secure off-site location in accordance with the Contingency Plans.

d. The OCIO shall test backup information quarterly for moderate- and high-impact systems that reside on
HUD’s infrastructure to verify media reliability and information integrity.
e. For high-impact systems, the Program Offices/System Owners shall ensure:
e Test backup information in the restoration of information system functions as part of contingency
planning for high-impact systems;
e  Store backup copies of the operating system and other critical information systems software in a fire-
rated container that is not co-located with the operational software or in a separate facility; and

e  Protect system backup information from unauthorized modification whenever it is removed from a
HUD facility.
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4.4.9. Information System Recovery and Reconstitution

The goal of contingency planning is the successful recovery and reconstitution of the information
system to a secure and usable state. The following policy addresses the requirement for
organizations to implement mechanisms and procedures for the recovery of an information
system after a disruption.

NIST SP 800-53 Control: CP-10

CP-10: The organization provides for the recovery and reconstitution of the information system to a known state
after a disruption, compromise, or failure.

Security Baseline: Low, Moderate, and High

E-2: The information system implements transaction recovery for systems that are transaction-based.

Security Baseline: Moderate and High

E-4: The organization provides the capability to restore information system components within [Assignment:
organization-defined restoration time-periods] from configuration-controlled and integrity-protected information
representing a known, operational state for the components.

Security Baseline: High

HUD Policy: 4.4.9

a. The OCIO shall ensure that HUD has mechanisms with supporting procedures to allow the information
system to be recovered and reconstituted to a known secure state after a disruption or failure.

b. For high-impact systems, the OCIO shall ensure that the systems are fully recovered and reconstituted as
part of the contingency plan test.

4.5. Configuration Maintenance

Configuration management is the act of managing the configuration of all hardware and software
elements of information systems and networks and assessing the security implications when
changes occur. The initial configuration of the system or network must be documented in detail
and all subsequent changes to any components must be controlled through a complete and robust
configuration management process.

Configuration Management has security implications in three areas to ensure:

e The configuration in which the system or network is actually installed and operated is
consistent with the one under which it was accredited for operation;

e Any subsequent changes have been approved, including an analysis of any potential
security implications; and

e All recommended and approved security patches are properly installed.
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The following procedures ensure that there are mechanisms in place to establish and maintain the
configuration baseline and monitor the changes to that configuration, address user activities and
responsibilities, and consequences for inappropriate actions.

FIPS 200 Requirement

Organizations must: (i) establish and maintain baseline configurations and inventories of organizational
information systems; (ii) establish and enforce security configuration settings for information technology
products employed in organizational information systems; and (iii) monitor and control changes to the baseline
configurations and to the constituent components of organizational information systems (including hardware,
software, firmware, and documentation) throughout the respective system development life cycles.

45.1. Configuration Management Policy and Procedures

The configuration management policy and procedures must be consistent with HUD policies,
applicable laws, Executive Orders, Directives, policies, regulations, standards, and guidance.
Where applicable, the configuration management policy and procedures will refer to the
references by the associated reference description or number, so that these policies are not
repeating the reference.

NIST SP 800-53 Control: CM-1

CM-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A Configuration Management Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the Configuration Management Policy and associated
configuration management controls.

b. Reviews and updates the current;
1. Configuration Management Policy [Assignment: organization-defined frequency]; and
2. Configuration Management procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.5.2. Baseline Configuration

Baseline configurations must be developed and documented for the information systems and
serve as a reference point for the system. The baseline should be updated whenever configuration
changes are made to the system and can be changed only through change control procedures.

NIST SP 800-53 Control;: CM-2

CM-2: The organization develops, documents, and maintains under configuration control, a current baseline
configuration of the information system.
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NIST SP 800-53 Control: CM-2
Security Baseline: Low, Moderate, and High

E-1: The organization reviews and updates the baseline configuration of the information system:
a. [Assignment: organization-defined frequencyl;

b. When required due to [Assignment organization-defined circumstances]; and

c. As an integral part of information system component installations and upgrades.

Security Baseline: Moderate and High

E-2: The organization employs automated mechanisms to maintain an up-to-date, complete, accurate, and
readily available baseline configuration of the information system.

Security Baseline: High

E-3: The organization retains [Assignment: organization-defined previous versions of baseline configurations of
the information system] to support rollback.

Security Baseline: Moderate and High

E-7: The organization:

a. Issues [Assignment: organization-defined information systems, system components, or devices] with
[Assignment: organization-defined configurations] to individuals traveling to locations that the organization
deems to be of a significant risk; and

b. Applies [Assignment: organization-defined security safeguards] to the devices when the individuals return.

Security Baseline: Moderate and High

HUD Policy: 4.5.2

a. The OCIO shall develop, document, and maintain current baseline configurations that are consistent with
Federal Directives, the National Institute of Standards and Technology (NIST), the National Security
Agency (NSA), the US Government Configuration Baseline (USGCB), checklists from the Defense
Information Systems Agency (DISA), and the HUD Enterprise Architecture Policy.

b. The OCIO shall review and update baseline configurations of the information systems annually or as
required and retain one previous version to support rollback.

c. The OCIO maintains an inventory of software programs authorized to execute on HUD’s network and uses
a ‘deny-by-exception’ policy to identify unauthorized software on the information system.

4.5.3. Configuration Change Control

Configuration Change Control provides a method for moving a configuration change from an
initial request to a release into the operational environment. In order to maintain change control
of operational information systems, it is important that changes are documented, tested and
approved. All changes made to HUD information systems will be made in a controlled fashion to
preserve the confidentiality, integrity and availability of the system. In order to facilitate the
changes, a configuration change control process must be implemented. The following policy
addresses the establishment of a configuration control process.

NIST SP 800-53 Control: CM-3

CM-3: The organization:
a. Determines the types of changes to the information system that are configuration-controlled;

b. Reviews proposed configuration-controlled changes to the information system and approves or disapproves
such changes with explicit consideration for security impact analyses;
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NIST SP 800-53 Control: CM-3

c. Documents configuration change decisions associated with the information system;
Implements approved configuration-controlled changes to the information system;
Retains records of configuration-controlled changes to the information system for [Assignment:
organization-defined time period];

f.  Audits and reviews activities associated with configuration-controlled changes to the information system;
and

g. Coordinates and provides oversight for configuration change control activities through [Assignment:
organization-defined configuration change control element (e.g., committee, board)] that convenes
[Selection (one or more): [Assignment: organization-defined frequency]; [Assignment: organization-
defined configuration change conditions]].

Security Baseline: Moderate and High

E-1: The organization employs automated mechanisms to:
a. Document proposed changes to the information system;

b. Notify [Assignment: organized-defined approval authorities] of proposed changes to the
information system and request change approval,

¢. Highlight proposed changes to the information system that have not been approved or disapproved
by [Assignment: organization-defined time period];

d. Prohibit changes to the information system until designated approvals are received;
Document all changes to the information system; and

f.  Notify [Assignment: organization-defined personnel] when approved changes to the information
system are completed.

Security Baseline: High

E-2: The organization tests, validates, and documents changes to the information system before implementing
the changes on the operational system.

Security Baseline: Moderate and High

HUD Policy: 4.5.3

a. Program Offices/System Owners shall prepare Configuration Management Plans for all information
systems and networks under their purview.

b. The OCIO infrastructure is subject to a change control process that:
o Determines and reviews types of changes to the infrastructure;
e Reviews audit activities associated with configuration changes to the infrastructure;
e Documents approved changes; and
e  Approves security-related changes to the infrastructure.

c. The OCIO shall establish, implement, and enforce change management and configuration management
controls on all information systems and networks under their control. The security impact of any proposed
change must be analyzed and considered during the change management process. Changes to the
information system must be documented and they must include emergency change procedures.

d. The OCIO established a Software Configuration Control Board (SCCB) that has the authority for managing
the project’s software baselines. Guidelines for the SCCB are provided in the Software Configuration
Management (SCM) procedures document located on the HUD website.

e. For high-impact systems, the system shall use automated mechanisms to:
e Document proposed changes;
o Notify appropriate approval authorities;
e Obtain approval for each proposed change prior to implementation;
e Highlight approvals that have not been received in a timely manner;
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NIST SP 800-53 Control: CM-3

¢ Inhibit change until necessary approvals are received; and
e Document completed changes.

454, Security Impact Analysis

Security Impact Analyses include reviewing information system documentation such as security
plans to understand how specific controls are implemented within the system and how the
changes might affect the controls. It also includes an assessment of risk to understand the impact
of the changes and to determine if additional security controls are required.

NIST SP 800-53 Control: CM-4

CM-4: The organization analyzes changes to the information system to determine potential security impacts
prior to change implementation.

Security Baseline: Low, Moderate and High

E-1: The organization analyzes changes to the information system in a separate test environment before
implementation in an operational environment, looking for security impacts due to flaws, weaknesses,
incompatibility, or intentional malice.

Security Baseline: High

HUD Policy: 4.5.4

a. The OCIO shall monitor and audit changes to the infrastructure under their control and check the security
features of the system to ensure the features are still functioning properly.

4.5.5. Access Restrictions for Change

In order to maintain control of changes to information systems, only authorized personnel based
on their job responsibilities should be able to implement changes to the system. This provides
control over the system and the configuration and ensures that no unplanned changes are made
either accidentally or intentionally. The following policy addresses the requirement for
organizations to approve and restrict individual access to those persons who are responsible for
making changes to HUD information systems.

NIST SP 800-53 Control: CM-5

CM-5: The organization defines documents, approves, and enforces physical and logical access restrictions
associated with changes to the information system.

Security Baseline: Moderate and High

E-1: The information system enforces access restrictions and supports auditing of the enforcement actions.

Security Baseline: High

E-2: The organization reviews information system changes [Assignment: organization-defined frequency] and
[Assignment: organization-defined circumstances] to determine whether unauthorized changes have occurred.

Security Baseline: High
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NIST SP 800-53 Control: CM-5

E-3: The information system prevents the installation of [Assignment: organization-defined software and
firmware components] without verification that the component has been digitally signed using a certificate that
is recognized and approved by the organization.

Security Baseline: High

HUD Policy:4.5.5

a. The OCIO limits personnel authorized to make changes to the infrastructure based on their job
responsibilities and approve individuals (in writing) that are authorized to make changes to the
infrastructure.

b. The OCIO reviews and updates access restrictions based on changes in staff responsibilities, transfers, and
terminations.

c. The OCIO uses automated mechanisms to enforce access restrictions and supports auditing for high-impact
systems.

4.5.6. Configuration Settings

IT products are configured based on organizational requirements. IT products should be
configured to the most restrictive security settings while continuing to allow the product to meet
the organization’s needs. The following policy addresses the requirement to establish and
implement standard configuration settings for HUD information systems.

NIST SP 800-53 Control: CM-6

CM-6: The organization:

a. Establishes and documents configuration settings for information technology products employed within the
information system using [Assignment: organization-defined security configuration checklists] that reflect
the most restrictive mode consistent with operational requirements;

Implements the configuration settings;

Identifies, documents, and approves any deviations from established configuration settings for
[Assignment: organization-defined information system components] based on [Assignment: organization-
defined operational requirements]; and

d. Monitors and controls changes to the configuration settings in accordance with organizational policies and
procedures.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to centrally manage, apply, and verify configuration
settings for [Assignment: organization-defined information system components].

Security Baseline: High

E-2: The organization employs [Assignment: organization-defined security safeguards] to respond to
unauthorized changes to [Assignment: organization-defined configuration settings].

Security Baseline: High

HUD Policy: 4.5.6

a. The OCIO relies on the National Institute of Standards and Technology SP 800-70, Security Configuration
Checklists Program for IT Products and Federal Desktop Core Configurations, the National Security
Agency Guide, and the checklists from the DISA Security Technical Implementation Guide, and configures
the system accordingly.
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NIST SP 800-53 Control: CM-6
b. For high-impact systems, the system shall use automated mechanisms to centrally apply and verify
configuration settings.
c. If there are no configuration checklists, HUD will rely on vendor-specific configurations set to the most
restrictive posture.
d. The OCIO shall ensure detection of unauthorized, security-relevant configuration changes are incorporated
into the HUD’s incident response capability.

4.5.7. Least Functionality

Least functionality helps to minimize the potential for security vulnerabilities. Functionality that
IS not critical to support essential organizational operations may introduce an unnecessary threat
to the system. The following policy addresses the requirement to configure systems/interfaces to
prohibit the use of any unauthorized protocol or service.

NIST SP 800-53 Control: CM-7

CM-7: The organization:
a. Configures the information system to provide only essential capabilities; and

b. Prohibits or restricts the use of the following functions, ports, protocols, and/or services: [Assignment:
organization-defined prohibited or restricted functions, ports, protocols, and/or services].

Security Baseline: Low, Moderate and High

E-1: The organization:

a. Reviews the information system [Assignment: organization-defined frequency] to identify unnecessary
and/or nonsecure functions, ports, protocols, and services; and

b. Disables [Assignment: organization-defined functions, ports, protocols, and services within the information
system deemed to be unnecessary and/or nonsecure].

Security Baseline: Moderate and High

E-2: The information system prevents program execution in accordance with [Selection (one or more):
[Assignment: organization-defined policies regarding software program usage and restrictions]; rules
authorizing the terms and conditions of software program usage].

Security Baseline: Moderate and High

E-4: The organization:

a. ldentifies [Assignment: organization-defined software programs not authorized to execute on the
information system];

b. Employs an allow-all, deny-by-exception policy to prohibit the execution of unauthorized software
programs on the information system; and

c. Reviews and updates the list of unauthorized software programs [Assignment: organization-defined
frequency].

Security Baseline: Moderate
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NIST SP 800-53 Control: CM-7

E-5: The organization:

a. ldentifies [Assignment: organization-defined software programs authorized to execute on the information
system];

b. Employs a deny-all, permit-by-exception policy to allow the execution of authorized software programs on
the information system; and

c. Reviews and updates the list of authorized software programs [Assignment: organization-defined
frequency].

Security Baseline: High

HUD Policy: 4.5.7

a. The OCIO manages HUD’s ports, protocols and services.

b. The OCIO operates in accordance with the principle to “Deny All” except those ports, protocols and
services that are permitted, maintains an inventory of allowed ports, and protocol services.

c. The OCIO actively monitors ports, protocols and services and eliminates as threats and vulnerabilities are
identified.

4.5.8. Information System Component Inventory

In order for HUD to maintain information systems security, it is essential that a current inventory
of system components be maintained. The inventory provides a means of tracking the security
posture of HUD’s IT assets and tracking system responsibility and compliance with security
requirements for those assets. The following policy addresses the requirement to develop and
maintain a current inventory of all HUD information system assets.

NIST SP 800-53 Control: CM-8

CM-8: The organization:

a. Develops and documents an inventory of information system components that:
1. Accurately reflects the current information system;
2. Includes all components within the authorization boundary of the information system; and
3. Isatthe level of granularity deemed necessary for tracking and reporting.

b. Includes [Assignment: organization-defined information deemed necessary to achieve effective information
system component accountability]; and

c. Reviews and updates the information system component inventory [Assignment: organization-defined
frequency].

Security Baseline: Low, Moderate, and High

E-1: The organization updates the inventory of information system components as an integral part of component
installations, removals, and information system updates.

Security Baseline: Moderate and High

E-2: The organization employs automated mechanisms to help maintain an up-to-date, complete, accurate, and
readily available inventory of information system components.

Security Baseline: High
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NIST SP 800-53 Control: CM-8

E-3: The organization:
a. Employs automated mechanisms [Assignment: organization-defined frequency] to detect the presence of
unauthorized hardware, software, and firmware components within the information system; and

b. Takes the following actions when unauthorized components are detected: [Selection (one or more): disables
network access by such components; isolates the components; notifies [Assignment: organization-defined
personnel or roles]].

Security Baseline: Moderate and High

E-4: The organization includes in the information system component inventory information, a means for
identifying by [Selection (one or more): name; position; role], individuals responsible/accountable for
administering those components.

Security Baseline: High

E-5: The organization verifies that all components within the authorization boundary of the information system
are not duplicated in other information system component inventories.

Security Baseline: Moderate and High

HUD Policy: 4.5.8

a. The Office of Administration and Management Services (OAMS) in conjunction with OCIO tracks and
documents the inventory of information system components. The inventory is maintained in a central
repository, (i.e., Facilities Integrated Resource Management System, D67A).

b. The OAMS is accountable for inventorying all systems hardware and micro-computers using HUD’s
Central repository.

c. Program Offices/System Owners record and maintain current information system components in System
Security Plans.

d. The OAMS updates and documents changes that are made to the inventory of system components and
records updates into HUD’s central repository.

e. Program Offices/System Owners verify that all system components are inventoried tri-annually as part of
their information systems Authorization to Operate process.

4.5.9. Configuration Management Plan

A Configuration Management Plan (CMP) is a comprehensive description of the roles,
responsibilities, policies, and procedures that apply when managing the configuration of products
and systems. The purpose of HUD’s Software Configuration Management Plan (SCMP) is to
establish and maintain the integrity of products of software projects throughout the project’s
software life cycle. The following policy addresses the requirement to develop a Configuration
Management Plan.
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NIST SP 800-53 Control: CM-9

CM-9: The organization develops, documents, and implements a Configuration Management Plan for the

information system that:

a. Addresses roles, responsibilities, and configuration management processes and procedures;

b. Establishes a process for identifying configuration items throughout the system development life cycle and
for managing the configuration of the configuration items;

c. Defines the configuration items for the information system and places the configuration items under
configuration management; and

d. Protects the Configuration Management Plan from unauthorized disclosure and modification.

Security Baseline: Moderate and High

HUD Policy: 4.5.9

a. The OCIO develops and maintains HUD’s Software Configuration Management Policy which identifies
roles and responsibilities at the organizational level, as well as a configuration management process, and
procedures in accordance with HUD’s Software Configuration Management Plan and NIST 800-128,
Guide for Security Configuration Management of Information Systems.

b. Program Offices/System Owners create a Configuration Management Plan for the systems under their
control which identifies roles and responsibilities at the system level, as well as a configuration
management process and procedures in accordance with HUD s Software Configuration Management Plan
and NIST 800-128, Guide for Security Configuration Management of Information Systems.

c. The OCIO defines and identifies the configuration items, components, and products that will be placed in
the HUD Software Configuration Management Plan.

d. Program Offices/System Owners ensures that all HUD system releases go through HUD’s formal release
processes.

4.6. Maintenance

Regular maintenance of information systems mitigates some of the threats to the system. The
maintenance control addresses policies to ensure that regular system maintenance and repairs
occur. This policy reflects the predominant business model under which maintenance functions
are generally outsourced to IT service providers. The federal function, assigned to the CIO, is
one of oversight to ensure service providers maintain IT assets consistent with federal standards.
As a result, responsibilities are assigned to designated agents of the Federal CIO which can
include HUD Program Offices, Private Contractor, or other federal agencies.

FIPS 200 Requirement

Organizations must: (i) perform periodic and timely maintenance on organizational information systems; and
(ii) provide effective controls on the tools, techniques, mechanisms, and personnel used to conduct information
system maintenance.

4.6.1. System Maintenance Policy and Procedures

The system maintenance policy and procedures must be consistent with HUD policies,
applicable laws, Executive Orders, Directives, policies, regulations, standards, and guidance.
Where applicable, the system maintenance policy and procedures will refer to the references by
the associated reference description or number, so that these policies are not repeating the
reference.
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NIST SP 800-53 Control: MA-1

MA-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. A System Maintenance Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the System Maintenance Policy and associated system
maintenance controls.
b. Reviews and updates the current:
1. System Maintenance Policy [Assignment: organization-defined frequency]; and
2. System maintenance procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.6.2. Controlled Maintenance

Controlled maintenance of system components will provide some assurance that the component
will not fail or become vulnerable to a security threat. The following policy addresses the
requirement to conduct routine preventive and regular maintenance on HUD owned/leased
hardware and software and equipment operated on HUD’s behalf.

NIST SP 800-53 Control: MA-2

MA-2: The organization:

a. Schedules, performs, documents, and reviews records of maintenance and repairs on information system
components in accordance with manufacturer or vendor specifications and/or organizational requirements;

b. Approves and monitors all maintenance activities, whether performed on site or remotely and whether the
equipment is serviced on site or removed to another location;

c. Requires that [Assignment: organization-defined personnel or roles] explicitly approve the removal of the
information system or system components from organizational facilities for off-site maintenance or
repairs;

d. Sanitizes equipment to remove all information from associated media prior to removal from organizational
facilities for off-site maintenance or repairs;

e. Checks all potentially impacted security controls to verify that the controls are still functioning properly
following maintenance or repair actions; and

f.  Includes [Assignment: organization-defined maintenance-related information] in organizational
maintenance records.

Security Baseline: Low, Moderate, and High

E-2: The organization:
a. Employs automated mechanisms to schedule, conduct, and document maintenance and repairs; and

b. Produces up-to date, accurate, and complete records of all maintenance and repair actions requested,
scheduled, in process, and completed.

Security Baseline: High
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NIST SP 800-53 Control: MA-2

HUD Policy: 4.6.2
The CIO or designated agent shall:

a. Ensure that routine preventive and regular maintenance is performed on software and hardware according
to manufacturer/vendor specifications and/or organizational requirements. For moderate- or high-high
impact systems, a log shall be maintained for such maintenance and include the following:

o Date and time of the maintenance;

. Name of the individual performing the maintenance;

. Name of the escort, if necessary;

. Description of the maintenance performed; and

. A list of the equipment removed or replaced (including identification numbers, if applicable).

b. Ensure that an appropriate organizational official approves the removal of the information system or its
components from the facility when repairs are necessary.

c. Ensure that the security features of the system are checked to ensure proper functioning when it is
returned.
That maintenance ports are disabled by default and enabled only during maintenance.
That the maintenance is scheduled and conducted, as required.

4.6.3. Maintenance Tools

HUD must ensure that all maintenance tools are controlled, monitored and approved for use to
conduct maintenance on system components. The following policy addresses the requirement
that all tools utilized for maintaining HUD information systems be approved and controlled.

NIST SP 800-53 Control: MA-3

MA-3: The organization approves, controls, and monitors information system maintenance tools.

Security Baseline: Moderate and High

E-1: The organization inspects the maintenance tools carried into a facility by maintenance personnel for
improper or unauthorized modifications.

Security Baseline: Moderate and High

E-2: The organization checks media containing diagnostic and test programs for malicious code before the
media are used in the information system.

Security Baseline: Moderate and High

E-3: The organization prevents the unauthorized removal of maintenance equipment containing organizational

information by:

a. Verifying that there is no organizational information contained on the equipment;

b. Sanitizing or destroying the equipment;

c. Retaining the equipment within the facility; or

d. Obtaining an exemption from [Assignment: organization-defined personnel or roles] explicitly authorizing
removal of the equipment from the facility.

Security Baseline: High

HUD Policy: 4.6.3

a. The CIO or designated agent shall ensure that appropriate organization officials approve, control, and
monitor the use of information system maintenance tools and maintain such tools on an ongoing basis.

79 March 2016



HUD Handbook 2400.25 REV-4.1

46.4. Nonlocal Maintenance

Remote maintenance presents several opportunities for compromising the security of a system;
first, HUD has no control over the security of the maintenance provider’s network and, secondly,
identification and authentication of the provider is challenging. During maintenance of system
components, the provider is modifying the system component while increasing the possibility of
accidental or intentional compromise.

The following policy addresses the requirement that all remote maintenance on HUD
information systems is authorized and controlled by HUD personnel.

NIST SP 800-53 Control: MA-4

MA-4: The organization:
a.
b.

Security Baseline: Low, Moderate, and High

Approves and monitors non-local maintenance and diagnostic activities;

Allows the use of non-local maintenance and diagnostic tools only as consistent with organizational policy
and documented in the Security Plan for the information system;

Employs strong authenticators in the establishment of non-local maintenance and diagnostic sessions;
Maintains records for non-local maintenance and diagnostic activities; and
Terminates session and network connections when non-local maintenance is completed.

E-2: The organization documents in the Security Plan for the information system, the policies and procedures
for the establishment and use of non-local maintenance and diagnostic connections.

Security Baseline: Moderate, and High

E-3: The organization:
a.

Security Baseline: High

Requires that non-local maintenance and diagnostic services be performed from an information system
that implements a security capability comparable to the capability implemented on the system being
serviced; or

Removes the component to be serviced from the information system and prior to non-local maintenance or
diagnostic services, sanitizes the component (with regard to organizational information) before removal
from organizational facilities, and after the service is performed, inspects and sanitizes the component
(with regard to potentially malicious software) before reconnecting the component to the information
system.
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NIST SP 800-53 Control: MA-4

HUD Policy: 4.6.4
The CIO or designated agent ensures that:
a. The appropriate organizational officials approve, control, and monitor remotely executed maintenance and
diagnostic activities.
b. All sessions are terminated when remote maintenance is completed.
. If password-based authentication is used, the passwords are changed following each maintenance service.
d. For high-impact systems, the CIO or designated agent ensures that:

e Remote diagnostic or maintenance services are performed by a service or organization that
implements for its own information system the same level of security as that implemented on the
information system being serviced.

e  The system being serviced is sanitized and physically separated from other information systems prior
to the connection of the remote access line, if remote diagnostic or maintenance services are required
from a service or organization that does not implement security controls at the same level of security
as that implemented on the system being serviced. If the information system cannot be sanitized (e.g.,
due to a system failure), remote maintenance is not allowed.

e Records for such activities are maintained and periodically reviewed.

e. Program Offices/System Owners of high-impact systems addresses the installation and use of remote
diagnostic links in the System Security Plan.

4.6.5. Maintenance Personnel

Since maintenance personnel are making modifications to the system or system components, the
opportunity for accidental or intentional compromises or mistakes exists.

NIST SP 800-53 Control: MA-5

MA-5: The organization:

a. Establishes a process for maintenance personnel authorization and maintains a list of authorized
maintenance organizations or personnel;

b. Ensures that non-escorted personnel performing maintenance on the information system have required
access authorizations; and

c. Designates organizational personnel with required access authorizations and technical competence to
supervise the maintenance activities of personnel who do not possess the required access authorizations.

Security Baseline: Low, Moderate, and High

E-1: The organization:
a. Implements procedures for the use of maintenance personnel that lack appropriate security clearances or
are not U.S. citizens, that include the following requirements:

1. Maintenance personnel who do not have needed access authorizations, clearances, or formal access
approvals are escorted and supervised during the performance of maintenance and diagnostic
activities on the information system by approved organizational personnel who are fully cleared, have
appropriate access authorizations, and are technically qualified; and

2. Prior to initiating maintenance or diagnostic activities by personnel who do not have needed access
authorizations, clearances or formal access approvals, all volatile information storage components
within the information system are sanitized and all non-volatile storage media are removed or
physically disconnected from the system and secured.

b. Develops and implements alternate security safeguards in the event an information system component
cannot be sanitized, removed, or disconnected from the system.

Security Baseline: High
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NIST SP 800-53 Control: MA-5

HUD Policy: 4.6.5

a. The CIO or designated agent ensures that only authorized individuals perform maintenance on information
systems. If maintenance personnel need access to organizational information, they must be supervised by
organizational personnel with authorized access to such information.

4.6.6. Timely Maintenance

If a system or system component is critical for the system to remain available, HUD must ensure
that maintenance can be performed within a pre-determined and agreed time in order to avoid a
greater interruption to the business functions that the system supports.

NIST SP 800-53 Control: MA-6

MA-6: The organization obtains maintenance support and/or spare parts for [Assignment: organization-defined
information system components] within [Assignment: organization-defined time period] of failure.

Security Baseline: Moderate and High

HUD Policy: 4.6.6

a. The Program Offices/System Owners identifies critical components that support their moderate- or high-
impact systems that are hosted on infrastructure services provided platforms and works with the Deputy
CIO for 100 to ensure that maintenance support and parts are provided within 48 hours of failure.

b. For information systems not hosted on the infrastructure platform, the Program Offices/System Owners
identifies critical components that support their moderate- or high-impact systems that are hosted on
infrastructure services provided platforms and ensures that maintenance support and parts are provided
within 48 hours of failure.

4.7. System and Information Integrity

System and information integrity controls ensure that policies and procedures are implemented to
protect information assets from malicious code as well as enable rapid identification, reporting,
and correction of information system flaws.

FIPS 200 Requirement

Organizations must: (i) identify, report, and correct information and information system flaws in a timely
manner; (ii) provide protection from malicious code at appropriate locations within organizational information
systems; and (iii) monitor information system security alerts and advisories and take appropriate actions in
response.

4.7.1. System and Information Integrity Policy and Procedures
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NIST SP 800-53 Control: SI-1

SI-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. Asystem and Information Integrity Policy that addresses the purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the system and Information Integrity Policy and
associated system and information integrity controls.
b. Reviews and updates the current:
1. System and Information Integrity Policy [Assignment: organization-defined frequency]; and
2. System and information integrity procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.7.2. Flaw Remediation

Flaws in information systems provide an opportunity for systems to be compromised, therefore,
flaws particularly those related to security, must be remediated. Flaw remediation must follow
the configuration management process.

NIST SP 800-53 Control: SI-2

SI-2: The organization:
a. ldentifies, reports, and corrects information system flaws;

b. Tests software and firmware updates related to flaw remediation for effectiveness and potential side effects
before installation;

c. Installs security-relevant software and firmware updates within [Assignment: organization-defined time
period] of the release of the updates; and

d. Incorporates flaw remediation into the organizational configuration management process.

Security Baseline: Low, Moderate, and High

E-1: The organization centrally manages the flaw remediation process.

Security Baseline: High

E-2: The organization employs automated mechanisms [Assignment: organization-defined frequency] to
determine the state of information system components with regard to flaw remediation.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SI-2

HUD Policy: 4.7.2
The OCIO:
a.

Establishes and maintains a flaw remediation program for HUD’s network infrastructure, testing patches,
service packs, and hot fixes for effectiveness and potential side effects prior to installation in accordance
with NIST SP 800-40, Procedures for Handling Security Patches.

For moderate- and high-impact systems, the Program Offices/System Owners use automated mechanisms to
manage and install updates and to determine monthly, and upon demand, the state of information system
components with regard to flaw remediation.

Ensures Program Offices/System Owners manage software changes and updates for HUD mission/business
applications in accordance with the Software Configuration Management Policy Handbook, 3252.1, which
establishes and maintains integrity of software products throughout a project's software life-cycle.

4.7.3. Malicious Code Protection

Software is vulnerable to malicious code so it is essential that HUD provide protection against
malicious code and ensure that mechanisms and tools are in place to assist in this protection.

NIST SP 800-53 Control: SI-3

SI-3: The organization:
a.

Employs malicious code protection mechanisms at information system entry and exit points to detect and
eradicate malicious code;

Updates malicious code protection mechanisms whenever new releases are available in accordance with

organizational configuration management policy and procedures;

Configures malicious code protection mechanisms to:

1. Perform periodic scans of the information system [Assignment: organization-defined frequency] and
real-time scans of files from external sources at [Selection (one or more); endpoint; network entry/exit
points] as the files are downloaded, opened, or executed in accordance with organizational security
policy; and

2. [Selection (one or more): block malicious code; quarantine malicious code; send alert to administrator;
[Assignment: organization-defined action]] in response to malicious code detection.

Addresses the receipt of false positives during malicious code detection and eradication and the resulting

potential impact on the availability of the information system.

Security Baseline: Low, Moderate, and High

E-1: The organization centrally manages malicious code protection mechanisms.

Security Baseline: Moderate and High

E-2: The information system automatically updates malicious code protection mechanisms.

Security Baseline: Moderate and High

84 March 2016




HUD Handbook 2400.25 REV-4.1

NIST SP 800-53 Control: SI-3

HUD Policy: 4.7.3

a. The Deputy CIO for 100 implements a defense-in-depth strategy for systems hosted on the infrastructure
services platform that:

b. The Deputy CIO for IOO implements appropriate file/protocol/content filtering to protect data and
networks against malicious code in accordance with HUD’s Internet Usage Policy.

c. Forinformation systems not hosted on the infrastructure platform, the Program Office System Owner
implements a defense-in-depth strategy for systems hosted on the infrastructure services platform that:

d. For information systems not hosted on the infrastructure platform, the Program Office System Owner
implements appropriate file/protocol/content filtering to protect data and networks against malicious code in
accordance with HUD’s Internet Usage Policy.

Installs and centrally manages antivirus software at each critical information entry point (e.g., firewalls,
email servers, and remote-access servers) and at each workstation, server, and mobile computing
device. The software shall be configured to check all files automatically on access, downloads, and
email.

Installs updates to antivirus software and signature files at each critical information entry point (e.g.,
firewalls, email servers, and remote-access servers) and at each workstation, server, and mobile
computing device promptly without requiring that end users specifically request the update.

Configures the software to prevent users from disabling or modifying configuration settings.
Installs security patches to servers and desktops promptly.
Automatically forwards alerts generated by anti-virus software to HUD’s intrusion detection system.

Installs and centrally manages antivirus software at each critical information entry point (e.g., firewalls,
email servers, and remote-access servers) and at each workstation, server, and mobile computing
device. The software shall be configured to check all files automatically on access, downloads, and
email.

Installs updates to antivirus software and signature files at each critical information entry point (e.g.,
firewalls, email servers, and remote-access servers) and at each workstation, server, and mobile
computing device promptly without requiring that end users specifically request the update.

Configures the software to prevent users from disabling or modifying configuration settings.
Installs security patches to servers and desktops promptly.
Automatically forwards alerts generated by anti-virus software to HUD’s intrusion detection system.

4.7.4.

Information System Monitoring

Because of the number of attempted attacks against information systems and the amount of data
produced as a result of an event, the use of monitoring tools and techniques is important in the
detection, containment and analysis of attacks.
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NIST SP 800-53 Control: SI-4

Sl-4: The organization:
a.  Monitors the information system to detect:
1. Attacks and indicators of potential attacks in accordance with [Assignment: organization-defined
monitoring objectives]; and
2. Unauthorized local, network, and remote connections.

b. Identifies unauthorized use of the information system through [Assignment: organization-defined
techniques and methods];

c. Deploys monitoring devices: (i) strategically within the information system to collect organization-
determined essential information; and (ii) at ad hoc locations within the system to track specific types of
transactions of interest to the organization;

d. Protects information obtained from intrusion-monitoring tools from unauthorized access, modification, and
deletion;

e. Heightens the level of information system monitoring activity whenever there is an indication of increased
risk to organizational operations and assets, individuals, other organizations, or the Nation based on law
enforcement information, intelligence information, or other credible sources of information;

f.  Obtains legal opinion with regard to information system monitoring activities in accordance with applicable
federal laws, Executive Orders, Directives, policies, or regulations; and

g. Provides [Assignment: organization-defined information system monitoring information] to [Assignment:
organization-defined personnel or roles] [Selection (one or more): as needed; [Assignment: organization-
defined frequency]].

Security Baseline: Moderate and High

E-2: The organization employs automated tools to support near real-time analysis of events.

Security Baseline: Moderate and High

E-4: The information system monitors inbound and outbound communications traffic [Assignment:
organization-defined frequency] for unusual or unauthorized activities or conditions.

Security Baseline: Moderate and High

E-5: The information system alerts [Assignment: organization-defined personnel or roles] when the following
indications of compromise or potential compromise occur: [Assignment: organization-defined compromise
indicators].

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SI-4

HUD Policy: 4.7.4

a. The Deputy CIO for 100 ensures the HUD network infrastructure is monitored for information system
attacks and unauthorized access and use. The Monitoring Program consists of monitoring devices deployed
within the Departmental network boundaries, at the network infrastructure perimeter, and external devices
managed by the US Computer Emergency Readiness Team (US-CERT). The Program monitors inbound
and outbound communications and provides near-real-time alerts based on intrusion detection system (IDS)
signatures maintained by the IDS manufacturer and threat analyses conducted by US CERT. Monitoring
activity is heightened whenever there is an indication of increased risk to organizational operations and
assets.

b. The Deputy CIO for 100 ensures that unprivileged users may not circumvent network infrastructure
intrusion detection and prevent capabilities.

c. The OCIO ensures coordination with the legal, enforcement and oversight on all matters related to
information system monitoring activities.

d. For high-impact systems, the information system provides a real time alert when the following events
occur:

e Access to selected privileged files of applications; and
e Activities inconsistent with the user’s profile or pattern of use.

4.7.5. Security Alerts, Advisories and Directives

External security alerts and advisories provide information to personnel prior to an incident,
providing a possible opportunity to correct system vulnerabilities that might potentiality
compromise a system.

NIST SP 800-53 Control: SI-5

SI-5: The organization:

a. Receives information system security alerts, advisories, and directives from [Assignment: organization-
defined external organizations] on an ongoing basis;
Generates internal security alerts, advisories, and directives as deemed necessary;
Disseminates security alerts, advisories, and directives to: [Selection (one or more): [Assignment:
organization-defined personnel or roles]; [Assignment: organization-defined elements within the
organization]; [Assignment: organization-defined external organizations]]; and

d. Implements security directives in accordance with established time frames, or notifies the issuing
organization of the degree of noncompliance.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to make security alert and advisory information available
throughout the organization.

Security Baseline: High
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NIST SP 800-53 Control: SI-5

HUD Policy: 4.7.5

a.  The OCIO ensures the establishment and maintenance of a Program to receive, analyze applicability, and
provide targeted security alerts to pertinent personnel within the Department and with applicable external
stakeholders. This Program relies on advisories and alerts from the US Computer Emergency Readiness
Team (US-CERT) and vendors for the hardware and software products implemented on the HUD network.

b. This Program disseminates information on current risks, threats, attacks, exploits, and corresponding
mitigation strategies through alerts and advisories.

c. The HUD Computer Incident Response Team (HUD-CIRT) maintains a central repository of security alerts
and advisories applicable to the Department including status of remediation activities.

d. Program Offices/System Owners of moderate- or high-impact systems shall ensure that security alerts,

advisories, Intrusion Detection System (IDS) alerts, and vulnerabilities identified during vulnerability scans
and penetration tests are tracked and responded to as security incidents.

4.7.6. Security Functionality Verification

The system security functions are essential in the protection of information assets, consequently,
it is important that these functions execute appropriately and should be verified during system
startup and restart.

NIST SP 800-53 Control: SI-6

SI-6. The information system:

a. Verifies the correct operation of [Assignment: organization-defined security functions];

b. Performs this verification [Selection (one or more): [Assignment: organization-defined system transitional
states]; upon command by user with appropriate privilege; [Assignment: organization-defined frequency]];

c. Notifies [Assignment: organization-defined personnel or roles] of failed security verification tests; and

d. [Selection (one or more): shuts the information system down; restarts the information system; [Assignment:
organization-defined alternative action(s)]] when anomalies are discovered.

Security Baseline: High

HUD Policy: 4.7.6

a. The Program Offices/System Owners ensures security functions for which automated self-tests can be
executed, the information system verifies the correct operation of the security function at system startup and
restart, and restarts the system when anomalies are discovered.

4.7.7. Software, Firmware, and Information Integrity

Software and Information Integrity refers to the processes and procedures used to control
changes and maintain the integrity of the components for any system, including hardware and
software. HUD’s processes and procedures identify the configuration of software at a given
point in time, control changes to configurations systematically, maintain software integrity,
provide traceability, and establish a software baseline library. This minimizes and manages risks
in developing and maintaining software.

NIST SP 800-53 Control: SI-7

SI-7: The organization employs integrity verification tools to detect unauthorized changes to [Assignment:
organization-defined software, firmware, and information].

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SI-7

E-1: The information system performs an integrity check of [Assignment: organization-defined software,
firmware, and information] [Selection (one or more): at startup; at [Assignment: organization-defined
transitional states or security-relevant events]; [Assignment: organization-defined frequency]].

Security Baseline: Moderate and High

E-2: The organization employs automated tools that provide notification to [Assignment: organization-defined
personnel or roles] upon discovering discrepancies during integrity verification.

Security Baseline: High

E-5: The information system automatically [Selection (one or more): shuts the information system down;
restarts the information system; implements [Assignment: organization-defined security safeguards]] when
integrity violations are discovered.

Security Baseline: High

E-7: The organization incorporates the detection of unauthorized [Assignment: organization-defined security-
relevant changes to the information system] into the organizational incident response capability.

Security Baseline: Moderate and High

E-14: The organization:

a. Prohibits the use of binary or machine-executable code from sources with limited or no warranty and
without the provision of source code; and

b. Provides exceptions to the source code requirement only for compelling mission/operational requirements
and with the approval of the authorizing official.

Security Baseline: High

HUD Policy: 4.7.7

a. The OCIO ensures the establishment and maintenance of a software configuration management program
that ensures the Departmental information and information systems are protected against unauthorized
changes. The Program shall ensure software undergoes integrity assessments prior to initial deployment
into production and periodically thereafter, but no less frequently than annually.

4.7.8. Spam Protection

Spam presents another mechanism to introduce vulnerabilities into a system. Spam is the use of
electronic messaging systems to send unsolicited bulk messages, especially advertising,
indiscriminately. Too often, vulnerabilities may be embedded in the spam in the form of
executable programs, references to Internet addresses where malicious programs might be
downloaded, or requests for personnel data from the recipient. The recipient may or may not
know how to respond to spam which introduces additional vulnerabilities to the system.

NIST SP 800-53 Control: SI-8

SI-8: The organization:
a. Employs spam protection mechanisms at information system entry and exit points to detect and take action
on unsolicited messages; and
b. Updates spam protection mechanisms when new releases are available in accordance with organizational
configuration management policy and procedures.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SI-8

E-1: The organization centrally manages spam protection mechanisms.

Security Baseline: Moderate and High
E-2: The information system automatically updates spam protection mechanisms.

Security Baseline: Moderate and High

HUD Policy: 4.7.8

a. The Deputy CIO for 100 installs and centrally manages spam and spyware protection mechanisms at each
critical information entry point (e.g., firewalls, email servers, and remote-access servers) and at
workstations, servers, and mobile computing devices connected to the network. The mechanism shall have
the capability for automatic updates.

b. The Deputy CIO for OO updates spam protection mechanisms (including signature definitions) when new
releases are available in accordance with organizational configuration management policy and procedures.

4.7.9. Information Input Validation

Information systems are only legitimate if the information in the system is accurate, complete
and has not been compromised.

NIST SP 800-53 Control: SI-10

SI-10: The information system checks the validity of [Assignment: organization-defined information inputs].

Security Baseline: Moderate and High

HUD Policy: 4.7.9

a. For moderate- or high impact systems, the Program Offices/System Owners ensure that the information
system checks information inputs for accuracy, completeness, and validity. Valid syntax and semantics of
information system inputs (e.g., character set, length, numerical range, acceptable values).

4.7.10. Error Handling

Information systems must identify and handle errors by only providing the necessary information
required to handle the error, limiting the information that could be used to possibly compromise
the system.

NIST SP 800-53 Control: SI-11

SI-11. The information system:
a. Generates error messages that provide information necessary for corrective actions without revealing
information that could be exploited by adversaries; and

b. Reveals error messages only to [Assignment: organization-defined personnel or roles].

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SI-11

HUD Policy: 4.7.10

a. For moderate- or high-impact systems, the Program Offices/System Owners ensure the information system
identifies and handles error conditions in an expeditious manner.

b. Program Offices/System Owners ensure the information system generates error messages that provide
information necessary for corrective actions without revealing sensitive information in error logs and
administrative messages that could be exploited by adversaries.

c. Program Offices/System Owners ensure the information system reveals error messages only to authorized
personnel.

4.7.11. Information Handling and Retention

Information system outputs (i.e., reports, files) could be used to compromise the system or
expose information that should be protected.

NIST SP 800-53 Control: SI-12

SI-12: The organization handles and retains information within the information system and information output
from the system in accordance with applicable federal laws, Executive Orders, Directives, policies, regulations,
standards, and operational requirements.

Security Baseline: Low, Moderate and High

HUD Policy: 4.7.11

a. Program Offices/System Owners handle and retain information system output, both paper and digital, in
accordance with federal laws and regulations, HUD policy, and organizational responsibilities.

4.8. Media Protection

Information resides in many forms and can be stored in different ways. Media controls are
protective measures specifically designed to safeguard electronic data and hardcopy information.
This policy addresses the protection, marking, sanitization, production input/output, and disposal
of media containing sensitive information.

FIPS 200 Requirement

Organizations must: (i) protect information contained in organizational information systems in printed form or
on digital media; (ii) limit access to information in printed form or on digital media removed from
organizational information systems to authorized users; and (iii) sanitize or destroy digital media before disposal
or release for reuse.

4.8.1. Media Protection Policy and Procedures

The Media Protection Policy and procedures must be consistent with applicable laws, Executive
Orders, Directives, policies, regulations, standards, and guidance. Where applicable, the Media
Protection Policy and procedures will reference related HUD documents either by the document
name or number, rather than repeating the requirements herein.
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NIST SP 800-53 Control: MP-1

MP-1: The organization:
a. Develops, documents, and disseminates to [Assignment; organization-defined personnel or roles]:

1. A Media Protection Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the media protection policy and associated media
protection controls.

b. Reviews and updates the current:
1. Media Protection Policy [Assignment: organization-defined frequency]; and
2. Media protection procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.8.2. Media Access

In order to protect and secure sensitive information, the media used to store or present the
information must be protected from improper access and properly destroyed when no longer
required.

NIST SP 800-53 Control: MP-2

MP-2: The organization restricts access to [Assignment: organization-defined types of digital and/or non-digital
media] to [Assignment: organization-defined personnel or roles].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.8.2

a. Program Offices/System Owners establish procedures to ensure that moderate and high sensitive
information in printed form or digital media cannot be accessed, removed, or stolen by unauthorized
individuals.

b. HUD implements physical and logical security controls to protect systems, buildings, and related
supporting infrastructures from unauthorized media access.

4.8.3. Media Marking

In order to protect the information on stored media, the media should be appropriately labeled
with its sensitivity so that individuals handling the media or information understand the level of
protection that must be provided.
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NIST SP 800-53 Control: MP-3

a.

MP-3: The organization:

Security Baseline: Moderate and High

Marks information system media indicating the distribution limitations, handling caveats, and applicable
security markings (if any) of the information; and

Exempts [Assignment: organization-defined types of information system media] from marking as long as
the media remain within [Assignment: organization-defined controlled areas].

a.

HUD Policy: 4.8.3

Program Offices/System Owners and Users ensure that all media containing moderate and high-impact
sensitive information is appropriately marked with the sensitivity of the information stored on the media. At
a minimum, printed output that is not otherwise appropriately marked shall have a cover sheet and digital
media shall be labeled with the distribution limitations, handling caveats, and applicable security markings,
if any, of the information.

4.8.4. Media Storage

An additional level of protection of information is provided by securely storing the media based
on the information’s required level of protection.

NIST SP 800-53 Control: MP-4

a.

MP-4: The organization:

Security Baseline: Moderate and High

Physically controls and securely stores [Assignment: organization-defined types of digital and/or non-
digital media] within [Assignment: organization-defined controlled areas]; and

Protects information system media until the media are destroyed or sanitized using approved equipment,
techniques, and procedures.

HUD Policy: 4.8.4
a.

Program Offices/System Owners and Users control access to and securely store all information system
media (i.e., both paper and digital) containing moderate or high-impact sensitive information, including
backup and removable media, in a secure location when not in use.

For high-impact systems, media is stored in locked canisters or encrypted if the information system media
is removed from the primary storage area.

Program Offices and Users ensure that unattended laptops in offices are secured via a locking cable, locked
office, or a locked cabinet or desk.

Program Offices/System Owners maintain records certifying that such destruction was performed.

4.8.5. Media Transport

To prevent a possible compromise to information, the media storing the information must be
protected during transport outside of the controlled area.

NIST SP 800-53 Control: MP-5

MP-5: The organization:
a.

Protects and controls [Assignment: organization-defined types of information system media] during
transport outside of controlled areas using [Assignment: organization-defined security safeguards];

Maintains accountability for information system media during transport outside of controlled areas;
Documents activities associated with the transport of information system media; and
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NIST SP 800-53 Control: MP-5
d. Restricts the activities associated with the transport of information system media to authorized personnel.

Security Baseline: Moderate and High

E-4: The information system implements cryptographic mechanisms to protect the confidentiality and integrity
of information stored on digital media during transport outside of controlled areas.

Security Baseline: Moderate and High

HUD Policy: 4.8.5

a. Program Offices/System Owners establish procedures to ensure that sensitive information in printed form
or digital media can only be picked up, received, transferred, or delivered to authorized individuals.

b. Program Offices/System Owners maintain records documenting any transportation of sensitive printed or
digital media.

4.8.6. Media Sanitization

When media is disposed of, it is necessary to properly sanitize the media to prevent
compromising the data by destroying the data or destroying the media.

NIST SP 800-53 Control: MP-6

MP-6: The organization:

a. Sanitizes [Assignment: organization-defined information system media] prior to disposal, release out of
organizational control, or release for reuse using [Assignment: organization-defined sanitization techniques
and procedures] in accordance with applicable federal and organizational standards and policies; and

b. Employs sanitization mechanisms with the strength and integrity commensurate with the security category
or classification of the information.

Security Baseline: Low, Moderate, and High

E-1: The organization reviews, approves, tracks, documents, and verifies media sanitization and disposal
actions.

Security Baseline: High

E-2: The organization tests sanitization equipment and procedures [Assignment: organization-defined
frequency] to verify that the intended sanitization is being achieved.

Security Baseline: High

E-3: The organization applies nondestructive sanitization techniques to portable storage devices prior to
connecting such devices to the information system under the following circumstances: [Assignment:
organization-defined circumstances requiring sanitization of portable storage devices].

Security Baseline: High
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NIST SP 800-53 Control: MP-6

HUD Policy: 4.8.6
a. Program Offices/System Owners shall ensure that any sensitive information stored on media surplus or
returned to the manufacturer shall be purged from the media before disposal.

Disposal shall be performed following the guidance in NIST SP 800-88, Guidelines for Media Sanitation.
Program Offices/System Owners shall maintain records certifying that such sanitization was performed.

d. Program Offices/System Owners shall ensure that sensitive information is purged from the hard drives of
any workstation or server returned to the equipment surplus pool or transferred to another individual.

e. Program Offices/System Owners shall ensure that media (e.g., paper, diskettes, and removable disk drives)
containing sensitive information is destroyed in such a manner that all sensitive information on that media
cannot be recovered by ordinary means. Examples of appropriate methods are crosscut shredders,
degaussing, and approved disk-wiping software.

4.8.7. Media Use

When media is disposed of, it is necessary to properly sanitize the media to prevent
compromising the data by destroying the data or destroying the media.

NIST SP 800-53 Control: MP-7

MP-6: The organization [Selection: restricts; prohibits] the use of [Assignment: organization-defined types of
information system media] on [Assignment: organization-defined information systems or system components]
using [Assignment: organization-defined security safeguards].

Security Baseline: Low, Moderate, and High

E-1: The organization prohibits the use of portable storage devices in organizational information systems when
such devices have no identifiable owner.

Security Baseline: High

HUD Policy: 4.8.7

a. Program Offices/System Owners ensure that any sensitive information stored on media surplus or returned
to the manufacturer is purged from the media before disposal.

Disposal shall be performed following the guidance in NIST SP 800-88, Guidelines for Media Sanitation.
Program Offices/System Owners maintain records certifying that such sanitization was performed.

d. Program Offices/System Owners ensure that sensitive information is purged from the hard drives of any
workstation or server returned to the equipment surplus pool or transferred to another individual.

e. Program Offices/System Owners ensure that media (e.g., paper, diskettes, and removable disk drives)
containing sensitive information is destroyed in such a manner that all sensitive information on that media
cannot be recovered by ordinary means. Examples of appropriate methods are crosscut shredders,
degaussing, and approved disk-wiping software.

4.9. Incident Response

An incident is a violation or imminent threat of violation of information security policies,
acceptable use policies, or standard computer security practices. Incidents may result from
intentional or unintentional actions. Incident response relates to action taken in reaction to an
incident occurrence. These incidents can severely disrupt computer-supported operations,
compromise the confidentiality of sensitive information, and diminish the integrity of critical
data. To help combat the disruptive short- and long-term effects of security incidents, each
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government agency is required to implement and maintain a security incident reporting and
handling capability.

The following policies describe the mechanisms that must be in place to address the ability to
respond to events in the network environment.

FIPS 200 Requirement

Organizations must: (i) establish an operational incident handling capability for organizational information
systems that includes adequate preparation, detection, analysis, containment, recovery, and user response
activities; and (ii) track, document, and report incidents to appropriate organizational officials and/or authorities.

4.9.1. Incident Response Policy and Procedures

The Incident Response Policy and procedures must be consistent with applicable laws, Executive
Orders, Directives, policies, regulations, standards, and guidance. Where applicable, the Incident
Response Policy and procedures will refer to the references by the associated reference
description or number, so that these policies are not repeating the reference.

NIST SP 800-53 Control: IR-1

IR-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:
1. AnIncident Response Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and
2. Procedures to facilitate the implementation of the incident response policy and associated incident
response controls.
b. Reviews and updates the current:
1. Incident Response Policy [Assignment: organization-defined frequency]; and
2. Incident response procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

4.9.2. Incident Response Training

Quickly responding to incidents provides a mechanism for controlling the impact of the incident
on the information system; therefore, individuals must understand their incident response
responsibilities and the actions they should take if an incident is suspected or occurred. To
accomplish this, individuals require training in incident detection and response. The following
policy addresses the requirement for all personnel involved in incident response activities to
receive training in incident response procedures.
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NIST SP 800-53 Control: IR-2

IR-2: The organization provides incident response training to information system users consistent with assigned

roles and responsibilities:

a.  Within [Assignment: organization-defined time period] of assuming an incident response role or
responsibility;

b. When required by information system changes; and

c. [Assignment: organization-defined frequency] thereafter.

Security Baseline: Low, Moderate, and High

E-1: The organization incorporates simulated events into incident response training to facilitate effective
response by personnel in crisis situations.

Security Baseline: High

E-2: The organization employs automated mechanisms to provide a more thorough and realistic incident
response training environment.

Security Baseline: High

HUD Policy: 4.9.2

a. Program Offices/System Owners ensure that personnel with incident response responsibilities receive
training at least once a year.

b. For high-impact systems, incident response training incorporates simulated events to facilitate effective
response by personnel in a crisis and employ automated mechanisms.

4.9.3. Incident Response Testing

To determine the effectiveness and weaknesses of HUD’s incident response capability and to
improve on that capability requires that tests and exercises be performed in a controlled manner
and the results analyzed.

NIST SP 800-53 Control: IR-3

IR-3: The organization tests the incident response capability for the information system [Assignment:
organization-defined frequency] using [Assignment: organization-defined tests] to determine the incident
response effectiveness and documents the results.

Security Baseline: Moderate and High

E-1: The organization coordinates incident response testing with organizational elements responsible for related
plans.

Security Baseline: Moderate and High

HUD Policy: 4.9.3

a. Incident Response is a common control owned by OCIO.

b. The OCIO tests the Department’s incident response capability once a year and documents the test results.
c. For high-impact systems the tests employ automated mechanisms.

4.9.4. Incident Handling

The HUD Computer Incident Response Team (HUD-CIRT) is the focal point for the
implementation of HUD’s incident response capability and requires participation by all Program
Offices/System Owners. In order to protect information assets, HUD’s security incident
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handling capability must provide the necessary steps for security incident detection and
resolution. The following policy provides guidance for implementing an incident handling
capability.

NIST SP 800-53 Control: IR-4

IR-4: The organization:

a. Implements an incident handling capability for security incidents that includes preparation, detection and
analysis, containment, eradication, and recovery;

b. Coordinates incident handling activities with contingency planning activities; and

c. Incorporates lessons learned from ongoing incident handling activities into incident response procedures,
training, and testing/exercises, and implements the resulting changes accordingly.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to support the incident handling process.

Security Baseline: Moderate and High

E-4: The organization correlates incident information and individual incident responses to achieve an
organization-wide perspective on incident awareness and response.

Security Baseline: High

HUD Policy: 4.9.4

a. The OCIO establishes and maintains an incident response capability to prevent, detect, track, and respond
to information security incidents and alerts in accordance with NIST SP 800-61, Computer Security
Incident Handling Guide. Lessons learned from ongoing incident handling activities are incorporated into
the incident response training, procedures and implemented accordingly.

b. For moderate- or high-impact systems, the OCIO provides automated mechanisms to support the incident
handling process.

49.5. Incident Monitoring

In order to protect the information systems, it is necessary to monitor for incidents, as
information assets are susceptible at any time to either intentional or unintentional damaging
incidents. The following policy addresses the requirement that the organization utilizes
mechanisms to monitor security incidents.

NIST SP 800-53 Control: IR-5

IR-5 The organization tracks and documents information system security incidents.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to assist in the tracking of security incidents and in the
collection and analysis of incident information.

Security Baseline: High

HUD Policy: 4.9.5

a. The OCIO ensures that the HUD-CIRT has a process to track and document information system security
incidents on an ongoing basis.

b.  For high-impact systems, the tracking of security incidents and the collection and analysis of incident
information employs automated mechanisms.
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4.9.6. Incident Reporting

The timely reporting of incidents or suspected incidents assists in the incident containment,
impact and mitigation. This includes reporting incidents dealing with Personally Identifiable
Information (PII). A PIl incident involves suspected and confirmed breaches in the protection of
personally identifiable information in electronic or physical form.

The following policy addresses the requirement that organizations report security related
incidents to the appropriate entities.

NIST SP 800-53 Control: IR-6

IR-6: The organization:

a. Requires personnel to report suspected security incidents to the organizational incident response capability
within [Assignment; organization-defined time period]; and

b. Reports security incident information to [Assignment: organization-defined authorities].

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to assist in the reporting of security incidents.

Security Baseline: Moderate and High

HUD Policy: 4.9.6

a. All users of HUD information technology assets report computer security incidents to the HUD IT service
provider immediately upon validation that an incident has occurred.

b. The OCIO ensures that computer security incidents reported to the HUD IT service provider function are
reported to the HUD-CIRT in accordance with established reporting time frames.

c. The HUD-CIRT reports computer security incidents to appropriate authorities, including the United States
Computer Emergency Readiness Team (US-CERT), in accordance with Federal incident reporting
guidelines.

d. For moderate- or high-impact systems, the HUD-CIRT uses automated mechanisms to assist in the
reporting of security incidents.

e. HUD-CIRT is responsible for providing OITS incident-related information for the Department’s FISMA
reports.

4.9.7. Incident Response Assistance

Since the handling of security incidents is not a primary duty of information system users,
system users should have resources available to them to assist in responding to incidents from
staff whose responsibilities include security incident response.

The following policy addresses the requirement to provide users with a source for incident
support.

NIST SP 800-53 Control: IR-7

IR-7: The organization provides an incident response support resource, integral to the organizational incident
response capability that offers advice and assistance to users of the information system for the handling and
reporting of security incidents.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: IR-7

E-1: The organization employs automated mechanisms to increase the availability of incident response-related
information and support.

Security Baseline: Moderate, and High

HUD Policy: 4.9.7

a. The HUD-CIRT provides all HUD’s users with guidance and assistance (e.g., help desk) for handling and
reporting of security incidents.
b. For moderate- or high-impact systems, the HUD-CIRT employs automated mechanisms to increase the
availability of incident response-related information and support.
4.9.8. Incident Response Plan

The following policy addresses the requirement for the Department to have an Incident Response
Plan for incident support.

NIST SP 800-53 Control: IR-8

IR-8: The organization
a.

Security Baseline: Low, Moderate, and High

Develops an Incident Response Plan that:

1. Provides the organization with a roadmap for implementing its incident response capability;

2. Describes the structure and organization of the incident response capability;

3. Provides a high-level approach for how the incident response capability fits into the overall
organization;

4. Meets the unique requirements of the organization, which relate to mission, size, structure, and
functions;

5. Defines reportable incidents;

6. Provides metrics for measuring the incident response capability within the organization;

7. Defines the resources and management support needed to effectively maintain and mature an incident
response capability; and

Is reviewed and approved by [Assignment: organization-defined personnel or roles];

Distributes copies of the incident response plan to [Assignment: organization-defined incident response
personnel (identified by name and/or by role) and organizational elements];

Reviews the Incident Response Plan [Assignment: organization-defined frequency];

Updates the Incident Response Plan to address system/organizational changes or problems encountered
during plan implementation, execution, or testing;

Communicates the Incident Response Plan changes to [Assignment: organization-defined incident response
personnel (identified by name and/or by role) and organizational elements]; and

Protects the Incident Response Plan from unauthorized disclosure and modification.

HUD Policy: 4.9.8
a.

b.

The OCIO ensures that the HUD-CIRT develops and maintains the HUD’s Incident Response Plan as part
of the OCIO’s responsibility as the common control provider for the Department.

The OCIO ensures the Plan is distributed upon request, and on an as-needed basis, to incident response
personnel. The HUD-CIRT maintains the list of incident response personnel.

The OCIO ensures the HUD’s Incident Response Plan is kept current and revised to address
system/organizational changes or problems. At a minimum, the Plan is reviewed annually.
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4.10. Awareness and Training

A key objective of an effective Information Security Program is to ensure that all employees and
contractors understand their roles and responsibilities and are adequately trained to perform
them. HUD cannot protect the confidentiality, integrity, and availability of its information
systems and the information they contain without the knowledge and active participation of its
employees and contractors in the implementation of sound security principles.

Each organization is required to make general users and personnel with significant security
responsibilities for a system aware of the security risks associated with their use and
management of that system.

This control ensures that mechanisms are in place to verify and track security awareness and
specialized security training for personnel who have been designated as having significant
security responsibilities.

FIPS 200 Requirement

Organizations must: (i) ensure that managers and users of organizational information systems are made aware of
the security risks associated with their activities and of the applicable laws, Executive Orders, directives,
policies, standards, instructions, regulations, or procedures related to the security of organizational information
systems; and (ii) ensure that organizational personnel are adequately trained to carry out their assigned
information security-related duties and responsibilities.

4.10.1.  Security Awareness and Training Policy and Procedures

The Security Awareness and Training Policy and procedures must be consistent with applicable
laws, Executive Orders, Directives, policies, regulations, standards, and guidance.

NIST SP 800-53 Control: AT-1

AT-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A Security Awareness and Training Policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the Security Awareness and Training Policy and
associated security awareness and training controls; and

b. Reviews and updates the current:
3. Security Awareness and Training Policy [Assignment: organization-defined frequency]; and
4. Security awareness and training procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD?’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.
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4.10.2. Security Awareness Training

All users with access to the Department’s information have a responsibility to safeguard that
information. The Department must ensure that users and personnel with significant security
responsibilities for an IT system are aware of the security risks associated with their access to
and use of Departmental information and management of IT systems. This control family ensures
that users of Departmental information receive security awareness training, that personnel with
significant security responsibilities receive specialized security training, and that all training is
tracked.

NIST SP 800-53 Control: AT-2

AT-2: The organization provides basic security awareness training to information system users (including
managers, senior executives, and contractors):

a. As part of initial training for new users;
b.  When required by information system changes; and
c. [Assignment: organization-defined frequency] thereafter.

Security Baseline: Low, Moderate, and High

HUD Policy: 4.10.2

a. The OITS establishes an Information Security Awareness and Training Program in accordance with NIST
800 SP 800-50, Building an Information Technology Security Awareness and Training Program. The
Program shall be consistent with CFR Part 5 Subpart C (5 CFR 930.301).

b. Program Offices/System Owners ensure that HUD personnel and contractors accessing HUD information
systems receive initial training in security awareness and accepted security practices as part of their
orientation or when required by system changes. They shall sign the Rules of Behavior and receive
refresher training by the determined date established by OMB to meet the FISMA legislation requirement
for federal agencies.

c. Unless a waiver is granted by the CISO, user accounts and access privileges, including access to email, will
be disabled for those HUD employees and contractors who have not received annual refresher training.

4.10.3. Role-based Security Training

Individuals with responsibilities directly related to securing information assets must maintain the
skills necessary to identify vulnerabilities, identify security incidents, implement security
solutions to mitigate vulnerabilities, and ensure the security of information assets. This control
requires that personnel assigned significant security responsibilities receive specialized security
training.

NIST SP 800-53 Control: AT-3

AT-3: The organization provides Role-based Security Training to personnel with assigned security roles and
responsibilities:

a. Before authorizing access to the information system or performing assigned duties;

b. When required by information system changes; and

c. [Assignment: organization-defined frequency] thereafter.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: AT-3

HUD Policy: 4.10.3

a. The OITS identify roles and responsibilities in HUD that must receive annual specialized security training.

b. Program Offices/System Owners ensure that HUD personnel and contractors with significant security
responsibilities (e.g., ISSOs and system administrators) receive annual specialized training specific to their
security responsibilities. Training may be required more frequently due to system changes. The level of
training shall be commensurate with the individual’s duties and responsibilities and promote a consistent
understanding of the principles and concepts of information system security.

c. Program Offices/System Owners establish additional system-specific security training requirements when
necessary.

d. Unless a waiver is granted by the CISO, user accounts and access privileges, including access to email, will
be disabled for those HUD employees who have not received annual refresher training.

4.104. Security Training Records

Security training records must be maintained and used as a mechanism for monitoring the status
of security training.

NIST SP 800-53 Control: AT-4

AT-4: The organization:

a. Documents and monitors individual information system security training activities including basic security
awareness training and specific information system security training; and

b. Retains individual training records for a period of [Assignment: organization-defined].

Security Baseline: Low, Moderate, and High

HUD Policy: 4.10.4

a. Program Offices retain training records that include the individual names and positions, types of training
received, and cost of training for a period of 5 years.

b. Program Offices prepare and submit awareness and training statistics to the OITS. These statistics shall
include the (1) total number of personnel and the total number of personnel who received awareness training,
and (2) total number of information security personnel with significant security responsibilities and the total
number who were trained.
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5.0 TECHNICAL POLICIES

Technical controls are the security controls (i.e., safeguards or countermeasures) for an
information system that are primarily implemented and executed by the information system
through mechanisms contained in the information system’s hardware, software, or firmware
components.

5.1. ldentification and Authentication

Authentication is the process of establishing confidence in user identities electronically presented
to an information system. Individual authentication is the process of establishing an understood
level of confidence that an identifier refers to a specific individual. Authentication focuses on
confirming an individual’s identity, based on the reliability of the individual’s credentials.
Authentication of user identities is accomplished using passwords, tokens, PKI certificates, key
cards, biometrics, or in the case of multifactor authentication, some combination therein.

The following policies ensure that there is a mechanism in place to associate user and system
activity to the credentials used.

FIPS 200 Requirement

Organizations must identify information system users, processes acting on behalf of users, or devices and
authenticate (or verify) the identities of those users, processes, or devices, as a prerequisite to allowing access to
organizational information systems.

5.1.1. Identification and Authentication Policy and Procedures

The following policy addresses the requirement to develop policy and procedures for
identification and authentication.

NIST SP 800-53 Control: 1A-1

IA-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. An Identification and Authentication Policy that addresses purpose, scope, roles, responsibilities,
management commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the Identification and Authentication Policy and
associated identification and authentication controls.

b. Reviews and updates the current:
1. Identification and Authentication Policy [Assignment: organization-defined frequency]; and
2. ldentification and authentication procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.
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5.1.2. Identification and Authentication (Organizational Users)

Authentication of user identities is accomplished using passwords, tokens, PKI certificates, key
cards, biometrics, or in the case of multi-factor authentication, some combination therein.

FIPS 201 and its attendant SP 800-73 and SP 800-76 specify a Personal Identity Verification
(P1V) card token for use in the unique identification and authentication of federal employees and
contractors. NIST SP 800-63 provides guidance on remote electronic authentication. When
information systems are accessed through local interfaces and contained within a controlled
environment with physical access controls, the risk of using passwords as opposed to other forms
of authentication, are somewhat mitigated. Thus, passwords that meet NIST SP 800-63 level 2
password requirements used locally in an environment with adequate physical access controls
can be used in FIPS 199/SP 800-53 moderate-impact systems.

NIST SP 800-53 Control: 1A-2

IA-2: The information system uniquely identifies and authenticates organizational users (or processes acting on
behalf of organizational users).

Security Baseline: Low, Moderate, and High

E-1: The information system implements multi-factor authentication for network access to non-privileged
accounts.

Security Baseline: Low, Moderate, and High
E-2: The information system uses multi-factor authentication for network access to non-privileged accounts.

Security Baseline: Moderate and High

E-3: The information system implements multi-factor authentication for local access to privileged accounts.

Security Baseline: Moderate and High

E-4: The information system implements multi-factor authentication for local access to non-privileged accounts.

Security Baseline: High

E-8: The information system implements replay-resistant authentication mechanisms for network access to
privileged accounts.

Security Baseline: Moderate and High

E-9: The information system implements replay-resistant authentication mechanisms for network access to non-
privileged accounts.

Security Baseline: High

E-11: The information system implements multi-factor authentication for remote access to privileged and non-
privileged accounts such that one of the factors is provided by a device separate from the system gaining access
and the device meets [Assignment: organization-defined strength of mechanism requirements].

Security Baseline: Moderate and High

E-12: The information system accepts and electronically verifies Personal Identity Verification (P1V)
credentials.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: 1A-2

HUD Policy: 5.1.2

a. Program Offices/System Owners ensure that HUD information systems are capable of controlling and
limiting user access based on positive user identification and authentication mechanisms accordance with
FIPS 201 Personal Identity Verification for Federal Employees and Contractors and supporting NIST
special publications. Moderate or high-impact systems employ multi-factor authentication mechanisms in
accordance with Federal Directives and standards.

b. Program Offices/System Owners ensure that privileged users authenticate to network accounts based on
multi-factor authentication mechanisms.

c. Moderate- or high-impact systems shall employ multi-factor authentication mechanisms for local access to
privileged accounts.

d. The CISO, in conjunction with the Deputy CIO for 100, ensures that HUD’s PKI can support the
requirements for E-authentication in accordance with NIST SP-800-63, Electronic Authentication
Guideline: Recommendation of the National Institute of Standards and Technology.

e. The CISO, in conjunction with the Deputy CIO for 100, ensures that HUD’s PKI can support the
requirements for personal identification verification in accordance with NIST FIPS 201, Personal Identity
Verification for Federal Employees and Contracts and the supporting NIST Special Publications.

f.  The OCIO ensures that HUD information systems use replay-resistant authentication mechanisms including
Kerberos for Windows, Secure Sockets Layer Version 3.0 (SSL 3.0), and/or Transport Layer Security
Version 1.0 (TLS1.0) or higher for web-based authentication and terminal emulators for mainframes, for
network access to privileged accounts.

g. High-impact systems shall employ multi-factor authentication for network access to privileged accounts and
shall use replay-resistant authentication mechanisms as defined above for network access to non-privileged
accounts.

5.1.3. Device lIdentification and Authentication

Multi-tier systems can use middle- and back-end systems to connect to legacy systems and
databases. In certain situations, this connection takes place using a generic ID and password that
may contain full system privileges. Compromise of these IDs/passwords can result in system
misuse.

Networks that do not use device authentication are open to intrusions by attackers who have
access to their physical location. Shared media networks and dynamic protocols, like Dynamic
Host Configuration Protocol (DHCP), are susceptible to attacks from anyone with physical
access to a network connection (e.g., network wall outlet). The attacker can plug in the device
and start using it to capture packets of data or to start scanning the network for vulnerable
systems.

To ensure that only approved devices can connect to the network and that approved applications
can connect to back-end systems, the authenticators need to be protected from unauthorized
disclosure and use.

The information system typically uses either shared known information (e.g., Media Access
Control [MAC] or Transmission Control Protocol/Internet Protocol [TCP/IP] addresses), an
organizational authentication solution (e.g., IEEE 802.1x and Extensible Authentication Protocol
[EAP]), or a Radius server with EAP-Transport Layer Security (TLS) authentication to identify
and authenticate devices on local and/or wide area networks (WAN). The Department also
assigns unique user IDs and passwords to machines to facilitate data transfers between
information systems.
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The following policy provides guidance for ensuring that HUD information systems uniquely
identify and authenticate devices that attempt to establish connections.

NIST SP 800-53 Control: 1A-3

IA-3: The information system uniquely identifies and authenticates [Assignment: organization-defined specific
and/or types of devices] before establishing a [Selection (one or more): local; remote; network] connection.

Security Baseline: Moderate and High

HUD Policy: 5.1.3

a. Program Offices/System Owners use authentication procedures, mechanism, or protocol to secure
authenticators used for application, host, or device authentication. The required strength of the selected
authentication mechanism is determined by the FIPS security category of the information system.

b. The OCIO assigns IDs and passwords, commonly called Machine IDs or X-IDs, to IT hardware and
applications to facilitate data interfaces and data sharing.

c. Machine IDs are only used in machine-to-machine communications where the machines are Departmental
servers and enterprise database software.

5.14. Identifier Management

Managing identifiers involves maintaining a method for using credentials for the unique
identification and authentication of users. The following policy provides guidance for the
management of user identifiers.

NIST SP 800-53 Control: 1A-4

IA-4: The organization manages information system identifiers by:
a. Receiving authorization from [Assignment: organization-defined personnel or roles] to assign an individual,
group, role, or device identifier;

Selecting an identifier that identifies an individual, group, role, or device;

Assigning the identifier to the intended individual, group, role, or device;

Preventing reuse of identifiers for [Assignment: organization-defined time period]; and
Disabling the identifier after [Assignment: organization-defined time period of inactivity].

® oo T

Security Baseline: Low, Moderate, and High

HUD Policy: 5.1.4

a. Program Offices/System Owners ensure that user identifiers are implemented and maintained that support
access control, least privilege, and system integrity in accordance with FIPS 201, Personal Identity
Verification for Federal Employees and Contractors and supporting NIST Special Publications.

b. HUD users shall not share identification or authentication materials of any kind; nor shall any HUD user
allow any other person to operate any HUD system by employing the user’s identity.

c. HUD users and/or developers and contractors shall never use a Machine 1D or X-ID as a surrogate
mechanism for accessing HUD information systems.

d. The system ISSO ensures that user IDs are disabled after a period of inactivity of no more than 90 days. For
moderate- or high-impact systems, the system shall do this automatically.

5.1.5. Authenticator Management

The following policy provides guidance for the management of authenticators to include
passwords. A password is a secret that a claimant memorizes and uses to authenticate the
claimant’s identity. Passwords are typically character strings. Strong passwords have a minimum
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of eight alphanumeric characters with at least one uppercase letter, one lowercase letter, one
digit, and one special character. Strong passwords do not have common words or permutations of
the user name and multi-factor authenticators.

The use of a password by more than one individual is discouraged throughout HUD. However,
there may be circumstances (e.g., operation of crisis management or operations centers, watch
teams, and other duty personnel) that require the use of group USERIDs and passwords.

Multi-factor authentication is an authentication system or a token that uses more than one
authentication factor. The three types of authentication factors are something you know,
something you have, and something you are. Authentication requires that the Claimant prove,
through a secure authentication protocol, that he or she controls the token. The Claimant unlocks
the token with a password or biometric, or uses a secure multi-token authentication protocol to
establish two-factor authentication (through proof of possession of a physical or software token
in combination with some memorized secret knowledge). FIPS 201 and its attendant SP 800-73
and SP 800-76 specify a personal identity verification (PIV) card token for use in the unique
identification and authentication of federal employees and contractors. In circumstances where
Federal employees or contractors are not eligible or required to receive a PIV card, HUD relies
on alternative multi-factor authentication mechanisms to ensure appropriate authentication
strength and protection.

NIST SP 800-53 Control: 1A-5

IA-5: The organization manages information system authenticators by:

a. Verifying, as part of the initial authenticator distribution, the identity of the individual, group, role, or
device receiving the authenticator;

b. Establishing initial authenticator content for authenticators defined by the organization;
Ensuring that authenticators have sufficient strength of mechanism for their intended use;

Establishing and implementing administrative procedures for initial authenticator distribution, for
lost/compromised or damaged authenticators, and for revoking authenticators;

Changing default content of authenticators prior to information system installation;

Establishing minimum and maximum lifetime restrictions and reuse conditions for authenticators;
Changing/refreshing authenticators [Assignment: organization-defined time period by authenticator type];
Protecting authenticator content from unauthorized disclosure and modification;

Requiring individuals to take, and having devices implement, specific security safeguards to protect
authenticators; and

j. Changing authenticators for group/role accounts when membership to those accounts changes.

o o
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Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: 1A-5

E-1: The information system, for password-based authentication:;

a. Enforces minimum password complexity of [Assignment: organization-defined requirements for case
sensitivity, number of characters, mix of upper-case letters, lower-case letters, numbers, and special
characters, including minimum requirements for each type];

b. Enforces at least the following number of changed characters when new passwords are created:
[Assignment: organization-defined number];

c. Stores and transmits only cryptographically-protected passwords;

d. Enforces password minimum and maximum lifetime restrictions of [Assignment: organization-defined
numbers for lifetime minimum, lifetime maximum;

Prohibits password reuse for [Assignment: organization-defined number] generations; and

f.  Allows the use of a temporary password for system logons with an immediate change to a permanent
password.

Security Baseline: Low, Moderate, and High

E-2: The information system, for PKI-based authentication:

a. Validates certifications by constructing and verifying a certification path to an accepted trust anchor
including checking certificate status information;

Enforces authorized access to the corresponding private key;
Maps the authenticated identity to the account of the individual or group; and

d. Implements a local cache of revocation data to support path discovery and validation in case of inability to
access revocation information via the network.

Security Baseline: Moderate and High

E-3: The organization requires that the registration process to receive [Assignment: organization-defined types
of and/or specific authenticators] be conducted [Selection: in person; by a trusted third party] before
[Assignment: organization-defined registration authority] with authorization by [Assignment: organization-
defined personnel or roles].

Security Baseline: Moderate and High

E-11: The information system, for hardware token-based authentication, employs mechanisms that satisfy
[Assignment: organization-defined token quality requirements].

Security Baseline: Low, Moderate, and High

109 March 2016



HUD Handbook 2400.25 REV-4.1

NIST SP 800-53 Control: 1A-5

HUD Policy: 5.1.5
a. Program Offices/System Owners ensure that authenticators are distributed to individuals and/or devices in
accordance with the Department’s identity, credential and access management business processes.
b. The OCIO and OCHCO:
e Establish and maintain administrative procedures for initial authenticator distribution including in

person receipt for PIV cards, for lost/compromised or damaged authenticators, for revoking
authenticators, and for refreshing authenticators.

e Refresh PIV cards in accordance with Federal standards, but in no case should a PIV card be valid more
than 5 years.

o Establish the minimum content for authenticators based on Federal Directives and Standards including
Homeland Security Presidential Directive 12(HSPD-12) and FIPS 201, Personal Identity Verification
for Federal Employees and Contractors, and supporting NIST Special Publications.

c. Program Offices/System Owners of information systems that require authentication controls over the
Internet between outside parties and HUD utilize authentication mechanisms for the information system, in
accordance with NIST SP 800-63, Electronic Authentication Guide.

d. Program Offices/System Owners ensure that information systems categorized as moderate or high-impact
require multi-factor authentication. To the extent information systems are integrated into the Department’s
Single Sign-On infrastructure, they are not required to establish system-specific authentication mechanisms.

e. Inthose systems where user identity is authenticated by password:

e The system ISSO determines and enforces appropriate measures to ensure that strong passwords are
used.

e The system ISSO develops and implements administrative procedures for initial password distribution,
for lost/compromised passwords, and for revoking passwords.

e The system ISSO determine and enforce the appropriate frequency for changing Passwords in
accordance with HUD policy established under 85.2.2.

e The system shall ensure that users cannot reuse a password for at least eight iterations.

e  The system shall ensure that passwords are not displayed when entered.

e  The system shall protect passwords from unauthorized disclosure and modification when stored and
transmitted.

e Users shall not share personal passwords.

f.  Users shall select strong passwords and not reuse old passwords. All passwords are required to be 8
characters in length including 1 upper case, 1 number and 1 special character (e.g., !, @, #, $).

g. Use of group passwords shall be limited to situations dictated by operational necessity or those critical for
mission accomplishment. Use of a Group User ID and password must be approved by the appropriate
Authorizing Official.

5.1.6. Authenticator Feedback

The following policy provides guidance to ensure that authentication information is not revealed
during the authentication process.

NIST SP 800-53 Control: 1A-6

IA-6: The information system obscures feedback of authentication information during the authentication process
to protect the information from possible exploitation/use by unauthorized individuals.

Security Baseline: Low, Moderate, and High

110 March 2016



HUD Handbook 2400.25 REV-4.1

NIST SP 800-53 Control: 1A-6

HUD Policy: 5.1.6

a. Inthose systems where user identity is authenticated by a password, the system shall ensure that passwords
are not displayed when entered (e.g., displaying asterisks when a user types in a password).

b. Information systems relying on Machine IDs shall ensure that IDs and passwords are stored in separate
files, are never displayed or shared, and only accessible to authorized individuals.

5.1.7. Cryptographic Module Authentication

The FIPS 199 Security Category (for integrity and confidentiality) of the information being
transmitted should guide the decision on the use of cryptographic mechanisms.

The following policy provides guidance regarding the use of encryption mechanisms on HUD
information systems.

NIST SP 800-53 Control: 1A-7

IA-7: The information system implements mechanisms for authentication to a cryptographic module that meet
the requirements of applicable Federal laws, Executive Orders, Directives, policies, regulations, standards, and
guidance for such authentication.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.1.7

a. Program Offices/Systems Owners identify information systems transmitting or storing sensitive information
that may require protection based on a risk assessment. If encryption is required, the following methods are
acceptable for encrypting sensitive information:

e  Products using triple Data Encryption Standard (3DES) or Advanced Encryption Standard (AES)
algorithms that have been validated under FIPS 140-2 (as amended). (All new systems should use AES
because it is expected that triple DES will be phased out.)

e Transport Layer Security Version 1.0 (TLS1.0) or higher

e National Security Agency (NSA) Type 2 or Type 1 encryption

b. The CISO and Deputy CIO for 100 ensure cryptographic key establishment and management is done in

accordance with NIST SP 800-56, Recommendation on Key Establishment Schemes, and NIST SP 800-57,

Recommendation on Key Management.

5.1.8. Identification and Authentication (Non-organizational Users)

HUD’s vast community of users, well over 90%, are non-organizational users and include
grantees, state and local government employees and third-party business partners. It is a broad
and complex universe of information system users where confidence in virtual identities is
critical to the Department’s housing mission. It is critical to balance the need for confidence that
the non-organizational user is the authorized entity while ensuring Departmental business
processes are meeting availability requirements. The Department must ensure the secure
identification of people (and processes acting on behalf of non-organizational users), while
maintaining an efficient and cost-effective traffic flow.

The Federal Government has much work underway to federate identity which would allow the
connection of one identity repository to another. Federation enables identity providers and
relying parties to agree and to operate under compatible policies, standards, and technologies so
the end-user identity information provided by identity providers can be understood and trusted
such that a user does not have to manually logon to multiple systems. The ultimate goal of
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identity federation is to enable users of one domain to securely access data or systems of another
domain seamlessly, and without the need for completely redundant user administration.

NIST SP 800-53 Control: 1A-8

IA-8: The information system uniquely identifies and authenticates non-organizational users (or processes
acting on behalf of non-organizational users).

Security Baseline: Low, Moderate, and High

E-1: The information system accepts and electronically verifies Personal Identity Verification (PIV) credentials
from other federal agencies.

Security Baseline: Low, Moderate, and High
E-2: The information system accepts only FICAM-approved third-party credentials.

Security Baseline: Low, Moderate, and High

E-3: The organization employs only FICAM-approved information system components in [Assignment;
organization-defined information systems] to accept third-party credentials.

Security Baseline: Low, Moderate, and High
E-4: The information system conforms to FICAM-issued profiles.

Security Baseline: Low, Moderate, and High
HUD Policy: 5.1.8

a. State and local governments must provide their employees that require access to HUD systems a unique
nine-digit number. This number must consist of a unique departmental agency code and an employee
position humber.

b. Program Offices/System Owners ensure information systems under their purview require authentication
mechanisms that are sufficiently robust to uniquely identify non-organizational users (or processes acting
on behalf) consistent with the information system’s exposure to risks of authentication error as defined
under NIST 800-63, Electronic Authentication Guideline.

c. Program Offices/System Owners who elect to accept identity credentials issued by third-party identity
providers shall only accept identity credentials from providers whose reliability has been established and
accepted by the agency or a provider who is a member of the Federal Trust Framework and have been
through the Federal Trust Framework Provider Adoption Process.

5.2. Access Control

Access control addresses user authorization to utilize an information system. It also addresses the
processes and types of transactions that are allowed. The following policies ensure that there are

limitations on who can access a system and the mechanisms for verifying a users needs to access
the system.

FIPS 200 Requirement

Organizations must limit information system access to authorized users, processes acting on behalf of authorized
users, or devices (including other information systems) and to the types of transactions and functions that
authorized users are permitted to exercise.
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5.2.1. Access Control Policy and Procedures

The following policy addresses the requirement to develop policy and procedures for access
control.

NIST SP 800-53 Control: AC-1

AC-1: The organization:
a. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. An Access Control Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the Access Control Policy and associated access
controls.

b. Reviews and updates the current:
1. Access Control Policy [Assignment: organization-defined frequency]; and
2. Access control procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

5.2.2. Account Management

The following policy provides guidance for the management of accounts on HUD information
systems. This includes account creation, auditing, modifying and disabling. The policy also
identifies roles and responsibilities.
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NIST SP 800-53 Control: AC-2

AC-2: The organization:

a. Identifies and selects the following types of information system accounts to support organizational
missions/business functions: [Assignment: organization-defined information system account types];

Assigns account managers for information system accounts;
Establishes conditions for group and role membership;

d. Specifies authorized users of the information system, group and role membership, and access
authorizations (i.e., privileges) and other attributes (as required) for each account;

e. Requires approvals by [Assignment: organization-defined personnel or roles] for requests to create
information system accounts;

f.  Creates, enables, modifies, disables, and removes information system accounts in accordance with
[Assignment: organization-defined procedures or conditions];

g. Monitors the use of information system accounts;
h. Notifies account managers:
1.  When accounts are no longer required,;
2. When users are terminated or transferred; and
3. When individual information system usage or need-to-know changes.
i. Authorizes access to the information system based on:
1. A valid access authorization;
2. Intended system usage; and
3. Other attributes as required by the organization or associated missions/business functions.

j. Reviews accounts for compliance with account management requirements [Assignment: organization-
defined frequency]; and

k. Establishes a process for reissuing shared/group account credentials (if deployed) when individuals are
removed from the group.

Security Baseline: Low, Moderate, and High

E-1: The organization employs automated mechanisms to support the management of information system
accounts.

Security Baseline: Moderate and High

E-2: The information system automatically [Selection: removes; disables] temporary and emergency accounts
after [Assignment: organization-defined time period for each type of account].

Security Baseline: Moderate and High

E-3: The information system automatically disables inactive accounts after [Assignment: organization-defined
time period].

Security Baseline: Moderate and High

E-4: The information system automatically audits account creation, modification, enabling, disabling, and
removal actions, and notifies [Assignment: organization-defined personnel or roles].

Security Baseline: Moderate and High

E-5: The organization requires that users log out when [Assignment: organization-defined time-period of
expected inactivity or description of when to log out].

Security Baseline: High

E-11: The information system enforces [Assignment: organization-defined circumstances and/or usage
conditions] for [Assignment: organization-defined information system accounts].
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NIST SP 800-53 Control: AC-2

Security Baseline: High

E-12: The organization:
(a) Monitors information system accounts for [Assignment: organization-defined atypical use]; and

(b) Reports atypical usage of information system accounts to [Assignment: organization-defined personnel or
roles].

Security Baseline: High

E-13: The organization disables accounts of users posing a significant risk within [Assignment: organization-
defined time period] of discovery of the risk.

Security Baseline: High

HUD Policy: 5.2.2

a. Program Offices/System Owners ensure that users of information systems supporting their programs have a
validated requirement to access these systems.

b. Program Offices/System Owners, in concert with the System Security Administrator, ensure that Access
privileges which increase from greater than read only be processed through HUD’s account management
system.

c. Program Offices/System Owners ensure that users of information systems under their purview have
approved access requests prior to granting access to the systems.

d. Individuals that perform duties as Administrators shall have separate administrator and non-administrator
accounts.

e. ISSOs ensure that emergency accounts are properly authorized and maintained. For moderate- and high-
impact systems, these accounts shall be automatically disabled after 48 hours.

ISSOs ensure that guest/anonymous accounts are not used.

g. The Deputy CIO for 100 ensure that all default vendor or factory-set administrator accounts and passwords
shall be changed before installation or use on all systems owned or operated on behalf of HUD.

h. Program Offices/System Owners ensure that user access is reviewed once a year.

i. Program Offices/System Owners ensure that their information systems implement access control measures
to provide protection from unauthorized alteration, loss, unavailability, or disclosure of information.

j. The ISSO ensures that user IDs are disabled after a period of inactivity of no more than 90 days. If an
information system has been enabled for Single Sign-On (SSO), 1ISSOs may measure the 90 days of
inactivity based on a user’s last logon to the HUD network. Logon may include access to the HUD Local
Area Network (LAN) or logon via one of HUD’s remote access connections. ISSOs must ensure that the
base system(s) upon which an information system relies for the 90 day inactivity trigger is identified in
system documentation. For moderate- and high-impact systems, the 90 day inactivity trigger must be
automated.

k. Program Offices/System Owners ensure that their moderate- and high-impact systems use an automated
mechanism to support management of information system accounts. For moderate- and high-impact
systems, the automated mechanism shall track account creation, disabling, and termination to support audit
of such actions and, as required, notify appropriate individuals.

5.2.3. Access Enforcement

The following policy provides guidance to ensure that HUD information systems include
mechanisms for enforcing access control policies.
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NIST SP 800-53 Control: AC-3

AC-3: The information system enforces approved authorizations for logical access to information and system
resources in accordance with applicable access control policies.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.2.3

a. The CISO along with the Deputy CIO for 100 ensures access control policies (e.g., identity-based policies,
role-based policies, rule-based policies) and associated access enforcement mechanisms (e.g., access control
lists, access control matrices, cryptography) are used throughout HUD to control access between users (or
processes acting on behalf of users) and objects (e.g., devices, files, records, processes, programs, domains)
in the information system.

b. Program Offices/System Owners, and System Security Administrators grant, modify, and remove access to
applications in accordance with Department and information system policies, and report evidence of
unauthorized access or known security breaches.

c. Access enforcement mechanisms are employed at the application level, when necessary, to provide
increased information security for the organization.

d. If encryption of stored information is employed as an access enforcement mechanism, the cryptography
used is FIPS 140-2 (as amended) compliant.

5.2.4. Information Flow Enforcement

Information flow enforcement is the capability of a system to control the flow of information
between sources and destinations both internal to the system and between interconnected
systems. The mechanisms commonly used are label-based control, which relies on explicit labels
on information, source and destination items and, domain-based, control which relies on
protected processing domains.

The following policy addresses the requirement for HUD information systems to enforce the
authorizations for governing internal flow of information.

NIST SP 800-53 Control: AC-4

AC-4: The information system enforces approved authorizations for controlling the flow of information within
the system and between interconnected systems based on [Assignment: organization-defined information flow
control policies].

Security Baseline: Moderate and High

HUD Policy: 5.2.4

a. Program Offices/System Owners ensure moderate- and high-impact systems within their purview are
capable of enforcing flow control by using explicit labels on information internal to the system as well as
between systems.

5.2.5. Separation of Duties

Separation of duties is designed to prevent a single individual from being able to disrupt or
corrupt a critical security process. This separation is necessary for adequate internal control of
sensitive information systems.

The following policy addresses the requirement for HUD systems to have the capability to
enforce separation of duties through the use of unique user identifiers.
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NIST SP 800-53 Control: AC-5

AC-5: The organization:
a. Separates [Assignment: organization-defined duties of individuals];
b. Documents separation of duties of individuals; and
c. Defines information system access authorizations to support separation of duties.

Security Baseline: Moderate and High

HUD Policy: 5.2.5

a. Program Offices/System Owners divide and separate duties and responsibilities of critical information
system functions among different individuals to minimize the possibility that any one individual would
have the necessary authority or systems access to be able to engage in fraudulent or criminal activity.
Program Offices/System Owners maintain documents which support the separation of duties.
Program Offices/System Owners implement separation of duties through assigned information system
access authorizations.

5.2.6. Least Privilege

To protect sensitive information and limit the damage that can result from accident, error, or
unauthorized use, the principle of least privilege must be applied. The principle of least privilege
requires that users be granted the most restrictive set of privileges (or lowest clearance) needed
to perform authorized tasks (i.e., users should be able to access only the system resources needed
to fulfill their job responsibilities).

The application of this principle ensures that access to sensitive information is granted only to
those users with a valid ‘need to know’.

The following policy provides guidance to ensure that the principle of least privilege is enforced.

NIST SP 800-53 Control: AC-6

AC-6: The organization employs the principle of least privilege, allowing only authorized accesses for users (or
processes acting on behalf of users) which are necessary to accomplish assigned tasks in accordance with
organizational missions and business functions.

Security Baseline: Moderate and High

E-1: The organization explicitly authorizes access to [Assignment: organization-defined security functions
(deployed in hardware, software, and firmware) and security-relevant information].

Security Baseline: Moderate and High

E-2: The organization requires that users of information system accounts, or roles, with access to [Assignment:
organization-defined security functions or security-relevant information], use non-privileged accounts or roles,
when accessing nonsecurity functions.

Security Baseline: Moderate and High

E-3: The organization authorizes network access to [Assignment: organization-defined privileged commands]
only for [Assignment: organization-defined compelling operational needs] and documents the rationale for such
access in the security plan for the information system.

Security Baseline: High
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NIST SP 800-53 Control: AC-6

E-5: The organization restricts privileged accounts on the information system to [Assignment: organization-
defined personnel or roles].

Security Baseline: Moderate and High

E-9: The information system audits the execution of privileged functions.

Security Baseline: Moderate and High

E-10: The information system prevents non-privileged users from executing privileged functions to include
disabling, circumventing, or altering implemented security safeguards/countermeasures.

Security Baseline: Moderate and High

HUD Policy: 5.2.6

a. Program Offices/System Owners employ the concept of least privilege, allowing only authorized accesses
for users (and processes acting on behalf of users) which are necessary to accomplish assigned tasks in
accordance with organizational missions and business functions.

5.2.7. Unsuccessful Logon Attempts

The following policy provides guidance to ensure that HUD information systems are configured
to lock any user account immediately and automatically following a specified number of
consecutive failed logon attempts.

NIST SP 800-53 Control: AC-7

AC-7: The information system:

a. Enforces a limit of [Assignment: organization-defined number] consecutive invalid logon attempts by a user
during a [Assignment: organization-defined time period]; and

b. Automatically [Selection: locks the account/node for an [Assignment: organization-defined time period];
locks the account/node until released by an administrator; delays next logon prompt according to
[Assignment: organization-defined delay algorithm]] when the maximum number of unsuccessful attempts
is exceeded.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.2.7

a. Program Offices/System Owners ensure that their information systems implement and enforce an Account
Lockout Policy that limits the number of consecutive failed logon attempts to three within a thirty-minute
period.

b. The account remains locked until the user unlocks the account using the self-service account management
functionality managed by the OCIO or the manual intervention by an appropriate Security Administrator.
Users who have not registered with the Department’s self-service account management functionality will be
requested by the Security Administrator to register immediately upon being restored access. Account lock-
out occurs regardless of whether the login is via a local or network connection.

5.2.8. System Use Notification

Successful prosecution of unauthorized access to HUD systems requires that users be notified
prior to their entry into the systems that the data in the system is owned by HUD and that
activities on the system are subject to monitoring. All multi-user computer systems will display a
warning message when a user attempts to access the system, and prior to actually logging into a
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system, informing users that equipment is the property of the government, that the use of
government property is for the conduct of government business only, and that the use of
government equipment is subject to monitoring.

The following policy provides guidance to ensure that all HUD systems display a standard
notification message and the appropriate warnings to users of those systems.

NIST SP 800-53 Control: AC-8

AC-8: The information system:

a. Displays to users an CISO-approved system use notification message or banner before granting access to
the system that provides privacy and security notices consistent with applicable Federal laws, Executive
Orders, Directives, policies, regulations, standards, and guidance and states that:

1. Users are accessing a U.S. Government information system;

2. Information system usage may be monitored, recorded, and subject to audit;

3. Unauthorized use of the information system is prohibited and subject to criminal and civil penalties;
and

4. Use of the information system indicates consent to monitoring and recording.

b. Retains the notification message or banner on the screen until users acknowledge the usage conditions and
take explicit actions to log on to or further access the information system; and

c. For publicly accessible systems:

1. Displays a CISO-approved system use information, before granting further access;

2. Displays references, if any, to monitoring, recording, or auditing that are consistent with privacy
accommodations for such systems that generally prohibit those activities; and

3. Includes a description of the authorized uses of the system.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.2.8

a. The CISO, as approved by the HUD’s Office of General Counsel, provides a standard notification message
for HUD systems that warns unauthorized users that they have accessed a U.S. Government system and can
be punished. The wording shall also warn authorized users that they are subject to monitoring and recording
and that use of the system indicates consent to such monitoring and recording.

b. Information systems internal to the HUD network shall display a warning banner stipulated by the HUD
CISO and the Privacy Officer, and approved by the HUD’s Office of General Counsel, when applicable.
The warning banner shall require users to click through, indicating acknowledgment, prior to granting
access to the system.

c. Information systems accessible to the public shall provide both a security and privacy statement approved
by the CISO and the Privacy Officer at every entry point. The statement shall include a description of the
authorized uses of the system.

5.2.9. Concurrent Session Control

Highly sensitive systems should limit the number of sessions that a user can have active to
prevent possible unauthorized disclosure, modification, and/or destruction of sensitive
information.

The following policy provides guidance to ensure that high-impact HUD systems limit the
number of concurrent sessions.

NIST SP 800-53 Control: AC-10

AC-10: The information system limits the number of concurrent sessions for each [Assignment: organization-
defined account and/or account type] to [Assignment: organization-defined number].
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NIST SP 800-53 Control: AC-10

Security Baseline: High

HUD Policy: 5.2.9
a. For high-impact systems, the Program Offices/System Owners ensure that the system does not allow
concurrent sessions.

5.2.10. Session Lock

The following policy provides guidance to ensure that HUD information systems are configured
to deactivate any user session immediately and automatically following a specified period of
inactivity, in such a way that will require the user to re-authenticate the user’s identity before
resuming interaction with the system.

NIST SP 800-53 Control: AC-11

AC-11: The information system:

a. Prevents further access to the system by initiating a session lock after [Assignment: organization-defined
time period] of inactivity or upon receiving a request from a user; and

b. Retains the session lock until the user re-establishes access using established identification and
authentication procedures.

Security Baseline: Moderate and High

E-1: The information system conceals, via the session lock, information previously visible on the display with a
publicly viewable image.

Security Baseline: Moderate and High

HUD Policy: 5.2.10

a.  All users shall ensure that their unattended workstations are either logged off or locked, or that a password-
protected screensaver is used.

b. The Deputy CIO for 100 ensures HUD (owned or leased) workstations are configured to automatically
lock after a minimum of 15 minutes but in no circumstances exceeding 30 minutes of inactivity.

c. Program Offices/System Owners of moderate- or high-impact systems shall ensure that applications are
configured to automatically lock after a minimum of 15 minutes but in no circumstances exceeding 30
minutes of inactivity. If an information system has been enabled for Single Sign-On, session lock-out may
rely on the session lock out parameters set for the workstation or logon method used such as remote access.

d. Program Offices/System Owners of moderate- or high- impact systems shall ensure that applications are
configured to terminate user-initiated logical sessions after a period of 8 hours. Logical sessions are
initiated whenever a user accesses an organizational system; session termination terminates all processes
associated with a user’s logical session except those processes that are specifically created by the user (i.e.,
session owner) to continue after the session is terminated. Session termination requires users to re-
authenticate to the application.

5.2.11. Session Termination

The following policy provides guidance to ensure that HUD information systems are configured
to terminate any remote user session immediately and automatically following a specified period
of inactivity.
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NIST SP 800-53 Control: AC-12

AC-12: The information system automatically terminates a user session after [Assignment: organization-
defined conditions or trigger events requiring session disconnect].

Security Baseline: Moderate and High

HUD Policy: 5.2.11

a. Program Offices/System Owners ensure information systems automatically terminate a user session after
user exits or disconnects from session or within 30 minutes of inactivity.

5.2.12. Permitted Actions without Identification or Authentication

The following policy provides guidance for identifying user actions that can be performed on
HUD’s publicly available information systems.

NIST SP 800-53 Control: AC-14

AC-14: The organization:

a. ldentifies [Assignment: organization-defined user actions] that can be performed on the information system
without identification or authentication consistent with organizational missions/business functions; and

b. Documents and provides supporting rationale in the Security Plan for the information system, user actions
not requiring identification or authentication.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.2.12

a. Program Offices/System Owners identify and document specific user actions that can be performed on
public websites or other publicly available information systems without identification and authentication.

b. For moderate- or high-impact systems, actions to be performed without identification and authentication
will be permitted only to the extent necessary to accomplish mission objectives. Permitted actions shall be
documented in security plans.

5.2.13. Remote Access

Remote access controls are applicable to information systems other than public web servers or
systems specifically designed for public access. HUD restricts access achieved through dial-up
connections (e.g., limiting dial-up access based upon source of request) or protects against
unauthorized connections or subversion of authorized connections (e.g., using virtual private
network (VPN) technology). HUD permits remote access for privileged functions

(e.g., maintenance ports, system and device administration) only for compelling operational
needs and during emergencies.

The following policy provides guidance for the implementation and monitoring of remote access
capabilities.

NIST SP 800-53 Control: AC-17

AC-17: The organization:

a. Establishes and documents usage restrictions, configuration/connection requirements, and implementation
guidance for each type of remote access allowed; and

b. Authorizes remote access to the information system prior to allowing such connections.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: AC-17

E-1: The information system monitors and controls remote access methods.

Security Baseline: Moderate and High

E-2: The information system implements cryptographic mechanisms to protect the confidentiality and integrity
of remote access sessions.

Security Baseline: Moderate and High

E-3: The information system routes all remote accesses through [Assignment: organization-defined number]
managed network access control points.

Security Baseline: Moderate and High

E-4: The organization:

(a) Authorizes the execution of privileged commands and access to security-relevant information via remote
access only for [Assignment: organization-defined needs]; and

(b) Documents the rationale for such access in the security plan for the information system.

Security Baseline: Moderate and High

HUD Policy: 5.2.13

a.  The Deputy CIO for 10O provides remote access mechanisms that are centrally managed, monitored, and
protected by strong authentication. The mechanisms shall have the capability to provide strong
cryptographic mechanisms for authentication and protection of sensitive information during transmission.
For access to moderate- or high-impact systems, the session shall be encrypted and access shall be managed
through a limited number of managed access control point.

b. Program Offices/System Owners authorize and approve remote access methods for systems under their
purview. The remote access methods shall only use mechanisms authorized by the Deputy CIO for 100.

c. Remote access is limited to official use by individuals authorized by HUD management to work at home, or
other non-HUD worksite, (e.g., maintenance ports, system and device administration) only for compelling
operational needs and during emergencies.

d. ISSOs authorize (in writing) users requiring remote access including remote access for privileged functions,
and documents the rationale for such access in the Security Plan.

e. Program Offices/Systems Owners of moderate- or high-impact systems shall use encryption to implement
the following controls:

e Remote access;

o Wireless access;

e  Cryptographic module authentication; and
e Transmission integrity and confidentiality.

f.  Program Offices/System Owners prohibit users from copying HUD-related documents to the hard/floppy
drives of personally- or privately-owned computers. During the time a user is on the HUD telecommuting
website, he or she is strictly prohibited from having an open peer-to-peer software connection (e.g.,
LimeWire, Napster) that enables internet file sharing (commonly used in the sharing of music files, with the
Internet community at large).

5.2.14.  Wireless Access Restrictions
Wireless communications technologies include the following:

Wireless systems (e.g., wireless local area networks (WLAN), wireless wide area networks
(WWAN), wireless personal area networks (WPAN), peer-to-peer wireless networks, 1T
systems that leverage commercial wireless services). Wireless systems include the
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transmission medium, stationary integrated devices, firmware, supporting services, and
protocols.

Wireless portable electronic devices (PED) capable of storing, processing, or transmitting
sensitive information (e.g., wireless-capable laptop computers, personal digital assistants
(PDA), tablets, smart telephones, two-way pagers, handheld radios, cellular telephones,
personal communications services (PCS) devices, multifunctional wireless devices, portable
audio/video recording devices with wireless capability, scanning devices, and messaging
devices (including Blackberry devices))

Wireless tactical systems, including mission-critical communication systems and devices
(e.g., include Land Mobile Radio (LMR) subscriber devices and infrastructure equipment,
remote sensors, and technical investigative communications systems)

Wireless communications are inherently insecure. The following policy provides guidance to
ensure that the transmission and storage of sensitive information using wireless technologies are
protected from compromise.

NIST SP 800-53 Control: AC-18

AC-18: The organization:

a. Establishes usage restrictions, configuration/connection requirements, and implementation guidance for
wireless access; and

b. Authorizes wireless access to the information system prior to allowing such connections.

Security Baseline: Low, Moderate, and High

E-1: The information system protects wireless access to the system using authentication of [Selection (one or
more): users; devices] and encryption.

Security Baseline: High

E-4: The organization identifies and explicitly authorizes users allowed to independently configure wireless
networking capabilities.

Security Baseline: High

E-5: The organization selects radio antennas and calibrates transmission power levels to reduce the probability
that usable signals can be received outside of organization-controlled boundaries.

Security Baseline: High

HUD Policy: 5.2.14

a. The Deputy CIO for 100 approves the implementation and use of all Wireless Local Area Networks
(WLAN) and wireless access points, including international requests at a specified risk level and only after
they have been certified and accredited.

b. The Deputy CIO for 100 ensures that all WLANSs and wireless fidelity (Wi-Fi) Access Protection have
been configured in accordance with NIST SP 800-48, Wireless Network Security and NIST SP 800-97,
Guide to IEEE 802.11: Establishing Robust Security Networks.

c. The Deputy CIO for IOO implements encryption and strong identification and authentication (e.g.,
Extensible Authentication Protocol with WAP or Institute of Electrical and Electronics Engineers (IEEE)
802.11i) on moderate- or high-impact WLANS and access points.

d. The Deputy CIO for IOO and CISO shall scan for rogue access points on HUD’s high-impact systems
annually.
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5.2.15. Access Control for Mobile Devices

The following policy provides guidance regarding the access control for portable and mobile
devices connecting to HUD networks.

NIST SP 800-53 Control: AC-19

AC-19: The organization:

a. Establishes usage restrictions, configuration requirements, connection requirements, and implementation
guidance for organization-controlled mobile devices; and

b. Authorizes the connection of mobile devices to organizational information systems.

Security Baseline: Low, Moderate and High

E-5: The organization employs [Selection: full-device encryption; container encryption] to protect the
confidentiality and integrity of information on [Assignment: organization-defined mobile devices].

Security Baseline: Moderate and High

HUD Policy: 5.2.15

a. The Deputy CIO for 100 establishes connection criteria for allowing portable or mobile devices access to
HUD’s networks.

b. The Deputy CIO for 100 establishes and maintains a Mobile Device Management (MDM) Program which:

o  Ensures implementation of the connection criteria for all mobile devices connecting to the HUD
network following the Mobile Device Management Policy procedures.

o Develops and maintains security control standards for all HUD-owned mobile IT devices that create,
access, process or store Agency information, and the information created, collected, and processed on
behalf of HUD on these devices.

e  Monitors the HUD network for compliance with the MDM Program requirements.

c. Program Offices/System Owners and Users shall ensure moderate- or high-impact information residing on
portable or mobile systems use FIPS 140-2-approved (as amended) encryption to protect the information.

5.2.16. Use of External Information Systems

The following policy provides guidance regarding the use of external or personal information
systems. Users shall not use personally owned equipment (e.g., laptop computers or personal
digital devices (PDA)) or software to process, access, or store sensitive information. Such
equipment also includes plug-in and wireless peripherals (e.g., Blackberry) that may employ
removable media (e.g., CDs and DVDs), Universal Serial Bus (USB) flash (thumb) drives,
external drives, and diskettes.

NIST SP 800-53 Control: AC-20

AC-20: The organization establishes terms and conditions, consistent with any trust relationships established
with other organizations owning, operating, and/or maintaining external information systems, allowing
authorized individuals to:

a. Access the information system from external information systems; and
b. Process, store, or transmit organization-controlled information using external information systems.

Security Baseline: Low, Moderate, and High

E-1: The organization permits authorized individuals to use an external information system to access the
information system or to process, store, or transmit organization-controlled information only when the
organization:
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NIST SP 800-53 Control: AC-20

(a) Verifies the implementation of required security controls on the external system as specified in the
organization’s Information Security Policy and Security Plan; or

(b) Retains approved information system connection or processing agreements with the organizational entity
hosting the external information system.

Security Baseline: Moderate, and High

E-2: The organization [Selection: restricts; prohibits] the use of organization-controlled portable storage devices
by authorized individuals on external information systems.

Security Baseline: Moderate and High

HUD Policy: 5.2.16

a. Program Offices/System Owners prohibit users from using personally- or privately-owned equipment and
software (e.g., laptop computers, Blackberries, Universal Serial Bus (USB) flash drives, external drives,
diskettes, removable media, or personal digital devices) to process, access, or store information for HUD-
related work except through approved remote access (e.g., Telework Agreements), or email without prior
written approval from the Program Offices/System Owner.

b. Employees and contractors shall not directly connect equipment not owned or leased by HUD to HUD
equipment or networks without prior written approval from the CISO. The written approval shall include a
terms and conditions statement that addresses at a minimum: (i) the types of applications that can be
accessed from personally-owned information systems; (ii) the maximum FIPS 199 security category of
information that can be processed, stored, and transmitted; (iii) how other users of the personally-owned
information system will be prevented from accessing federal information; (iv) the use of virtual private
network (VPN) and firewall technologies; (v) the use of and protection against the vulnerabilities of
wireless technologies; (vi) the maintenance of adequate physical security controls; (vii) the use of virus and
spyware protection software; and (viii) how often the security capabilities of installed software are to be
updated (e.g., operating system and other software security patches, virus definitions, firewall version
updates, and spyware definitions).

¢c. HUD employees or contractors shall not transmit sensitive HUD information to any personal email account
that is not authorized to receive it.

d. Program Offices/System Owners prohibit users from downloading HUD-related work onto any external
media from their HUD computer for the purpose of working on those documents or tasks on any
personally- or privately-owned computer equipment.

5.2.17. Information Sharing

The following policy addresses the personal use of government office equipment and HUD
information systems. Policies governing personal use may be contained in several HUD
management directives.

NIST SP 800-53 Control: AC-21

AC-21: The organization:

a. Facilitates information sharing by enabling authorized users to determine whether access authorizations
assigned to the sharing partner match the access restrictions on the information for [Assignment:
organization-defined information sharing circumstances where user discretion is required]; and

b. Employs [Assignment: organization-defined automated mechanisms or manual processes] to assist users in
making information sharing/collaboration decisions.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: AC-21

HUD Policy: 5.2.17
The CISO must:

a. Facilitate information sharing by enabling authorized users to determine whether access authorizations
assigned to the sharing partner match the access restrictions on the information for information sharing
circumstances where user discretion is required]; and

b. Employ an automated mechanisms or manual processes to assist users in making information
sharing/collaboration decisions.

5.2.18. Publicly Accessible Content

NIST SP 800-53 Control: AC-22

AC-22: The organization:
a. Designates individuals authorized to post information onto a publicly accessible information system;

b. Trains authorized individuals to ensure that publicly accessible information does not contain nonpublic
information;

c. Reviews the proposed content of information prior to posting onto the publicly accessible information
system to ensure that nonpublic information is not included; and

d. Reviews the content on the publicly accessible information system for nonpublic information [Assignment:
organization-defined frequency] and removes such information, if discovered.

Security Baseline: Low, Moderate, and High
HUD Policy HUD:22

HUD Policy: 5.2.18

The CIO must:

a. Designate individuals authorized to post information onto a publicly accessible information system;

b. Train authorized individuals to ensure that publicly accessible information does not contain nonpublic
information;

c. Review the proposed content of information prior to posting onto the publicly accessible information
system to ensure that nonpublic information is not included; and

d. Review the content on the publicly accessible information system for nonpublic information quarterly and
remove such information, if discovered.

5.3. Audit and Accountability

Audit and Accountability addresses the ability to maintain a record of system application and
user activity. In conjunction with the appropriate tools and procedures, auditing can assist in
detecting security violations, performance problems, and application flaws.

This control ensures that there is a mechanism in place to track and associate user and system
activity to events.

FIPS 200 Requirement

Organizations must: (1) create, protect, and retain information system audit records to the extent needed to
enable the monitoring, analysis, investigation, and reporting of unlawful, unauthorized, or inappropriate
information system activity; and (ii) ensure that the actions of individual information system users can be
uniquely traced to those users so they can be held accountable for their actions.
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5.3.1. Audit and Accountability Policy and Procedures

The following policy addresses the requirement to develop and maintain audit and accountability
policy and procedures.

NIST SP 800-53 Control: AU-1

AU-1: The organization:
a. Develops, documents, and disseminates to [Assignment; organization-defined personnel or roles]:

1. An Audit and Accountability Policy that addresses purpose, scope, roles, responsibilities, management
commitment, coordination among organizational entities, and compliance; and

2. Procedures to facilitate the implementation of the audit and accountability policy and associated audit
and accountability controls; and

b. Reviews and updates the current:
1. Audit and Accountability Policy [Assignment: organization-defined frequency]; and
2. Audit and accountability procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

5.3.2. Audit Events

Audit events are those activities that can be tracked that provide information regarding system
resource usage. The following policy addresses the requirement for HUD information systems to
generate records for identified auditable events.

NIST SP 800-53 Control: AU-2

AU-2: The organization:

a. Determines that the information system is capable of auditing the following events: [Assignment:
organization-defined auditable events];

b. Coordinates the security audit function with other organizational entities requiring audit-related information
to enhance mutual support and to help guide the selection of auditable events;

c. Provides a rationale for why the auditable events are deemed to be adequate to support after-the-fact
investigations of security incidents; and

d. Determines that the following events are to be audited within the information system: [Assignment:
organization-defined audited events (the subset of the auditable events defined in AU-2 a.) along with the
frequency of (or situation requiring) auditing for each identified event].

Security Baseline: Low, Moderate, and High
E-3: The organization reviews and updates the audited events [Assignment: organization-defined frequency].

Security Baseline: High

HUD Policy: 5.3.2

a. HUD information systems must be capable of auditing the following events: (i.e., event type; account logon
events, account management; object access; policy change; privilege use; process tracking; system events).
CA eTrust Audit captures the following: (i) date and time of event; (ii) the component of the information
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NIST SP 800-53 Control: AU-2

system where the event occurred; (iii) type of event; (iv) user/subject identity; and (v) the outcome (failure)
of the event; (vi) session, connection, transaction, and activity duration; (vii) source and destination
addresses)

Unauthorized access, unauthorized system or data modification, system outages or performance
interruptions, system performance malfunctions, data leakage, or unauthorized data extraction/removal.

Program Offices/System Owners shall identify for each system under their purview, the minimum events
requiring auditing on a continuous basis and which events require auditing in response to specific situations
based on an assessment of risk and documented in the System Security Plan. The auditing frequency shall be
specified in System Security Plans.

Program Offices/System Owners review and update, as needed, the list of auditable events for systems under

their purview. At a minimum, the auditable events shall be adequate to support after-the-fact investigations
of security incidents.

5.3.3. Content of Audit Records

The following policy provides guidance to ensure that the information that is included in audit
records is sufficient to determine system activity.

NIST SP 800-53 Control: AU-3

AU-3: The information system generates audit records containing information that establishes what type of
event occurred, when the event occurred, where the event occurred, the source of the event, the outcome of the
event, and the identity of any individuals or subjects associated with the event.

Security Baseline: Low, Moderate, and High

E-1: The information system generates audit records containing the following additional information:
[Assignment: organization-defined additional, more detailed information].

Security Baseline: Moderate and High

E-2: The information system provides centralized management and configuration of the content to be captured
in audit records generated by [Assignment: organization-defined information system components].

Security Baseline: High

HUD Policy: 5.3.3

a. Program Offices/System Owners ensure that audit trails are sufficient in detail to facilitate the
reconstruction of events if a system is compromised or if a malfunction occurs or is suspected. The audit trail
shall contain, at a minimum, the following information:

e Time and date of the event;

e  The component of the information system (e.g., software component and hardware component);
e  Where the event occurred,;

e Type of event;

e  User/Subject identity;

e  Outcome (success or failure) of the event; and

e Additional items as defined in the Security Plan.

b. For moderate- to high-impact systems, the audit function shall have the capability of providing more
detailed information for audit events identified by type, location, or subject. For high-impact systems, the
system shall provide the capability for centralized management of audit records.
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5.34. Audit Storage Capacity
The following policy provides guidance to ensure that audit record storage capacity is sufficient.

NIST SP 800-53 Control: AU-4

AU-4: The organization allocates audit record storage capacity in accordance with [Assignment: organization-
defined audit record storage requirements].

Security Baseline: Low, Moderate, and High

HUD Policy: 5.3.4

a. Program Offices/System Owners shall ensure that the system allocates sufficient audit record storage
capacity and configures auditing to reduce the likelihood of such capacity being exceeded.

5.3.5. Response to Audit Processing Failures

The following policy provides guidance to ensure that HUD information systems are capable of
alerting personnel in the event of an audit processing failure.

NIST SP 800-53 Control: AU-5

AU-5: The information system:

a. Alerts [Assignment: organization-defined personnel or roles] in the event of an audit processing failure; and

b. Makes the following additional actions: [Assignment: organization-defined actions to be taken (e.g., shut
down information system, overwrite oldest audit records, stop generating audit records)].

Security Baseline: Low, Moderate, and High

E-1: The information system provides a warning to [Assignment: organization-defined personnel, roles, and/or
locations] within [Assignment: organization-defined time period] when allocated audit record storage volume
reaches [Assignment: organization-defined percentage] of repository maximum audit record storage capacity.

Security Baseline: High

E-2: The information system provides an alert in [Assignment: organization-defined real-time period] to
[Assignment: organization-defined personnel, roles, and/or locations] when the following audit failure events
occur: [Assignment: organization-defined audit failure events requiring real-time alerts].

Security Baseline: High

HUD Policy: 5.3.5

a. Program Offices/System Owners ensure that the system alerts the appropriate officials in the event of an
audit failure or when the audit capacity is close to being reached.

For high-impact systems, the appropriate officials are alerted when the storage volume reaches 80%.
For high-impact systems, appropriate officials are alerted in real-time when audit capabilities are disabled.

d. Program Offices/System Owners shall make a risk-based decision on which one of the following actions the
system should take in the event of an audit failure or when the audit capacity is being reached:

e  Shut down the system;
e  Overwrite the oldest audit records; or
e  Stop generating audit records.
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5.3.6. Audit Review, Analysis, and Reporting

The following policy provides guidance to ensure that processes are developed for reviewing,
analyzing and reporting audit records.

NIST SP 800-53 Control: AU-6

AU-6: The organization:

a. Reviews and analyzes information system audit records [Assignment: organization-defined frequency] for
indications of [Assignment: organization-defined inappropriate or unusual activity]; and

b. Reports findings to [Assignment: organization-defined personnel or roles].

Security Baseline: Moderate and High

E-1: The organization employs automated mechanisms to integrate audit review, analysis, and reporting
processes to support organizational processes for investigation and response to suspicious activities.

Security Baseline: Moderate and High

E-3: The organization analyzes and correlates audit records across different repositories to gain organization-
wide situational awareness.

Security Baseline: Moderate and High

E-5: The organization integrates analysis of audit records with analysis of [Selection (one or more):
vulnerability scanning information; performance data; information system monitoring information;
[Assignment: organization-defined data/information collected from other sources] to further enhance the ability
to identify inappropriate or unusual activity.

Security Baseline: High

E-6: The organization correlates information from audit records with information obtained from monitoring
physical access to further enhance the ability to identify suspicious, inappropriate, unusual, or malevolent
activity.

Security Baseline: High

HUD Policy: 5.3.6

a. Program Offices/System Owners review and analyze information system audit records frequently for
indications of inappropriate or unusual activity, and report findings to designated organizational officials;
and

b. Program Offices/System Owners adjust the level of audit review, analysis, and reporting within the
information system when there is a change in risk to organizational operations, organizational assets,
individuals, other organizations, or the Nation based on law enforcement information, intelligence
information, or other credible sources of information.

5.3.7. Audit Reduction and Report Generation

The following policy provides guidance to ensure that HUD information systems are capable of
processing audit records.
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NIST SP 800-53 Control: AU-7

AU-7: The information system provides an audit reduction and report generation capability that:

a. Supports on-demand audit review, analysis, and reporting requirements and after-the-fact investigations of
security incidents; and

b. Does not alter the original content or time ordering of audit records.

Security Baseline: Moderate and High

E-1: The information system provides the capability to process audit records for events of interest based on
[Assignment: organization-defined audit fields within audit records].

Security Baseline: Moderate and High

HUD Policy: 5.3.7

a. Program Offices/System Owners of moderate- or high-impact systems shall utilize audit reduction, review,
and reporting techniques, while ensuring that original audit records needed to support after-the-fact
investigations are not altered or compromised in such a manner as to reduce their utility and reliability in
after-the-fact investigations.

b. Program Offices/System Owners of moderate- and high-impact systems shall ensure the system provides
the capability to automatically process audit records for events of interest based upon selectable, event
criteria.

5.3.8. Time Stamps

The following policy provides guidance to ensure that HUD information systems provide time
stamps for use in audit record generation.

NIST SP 800-53 Control: AU-8

AU-8: The information system:
a. Uses internal system clocks to generate time stamps for audit records; and

b. Records time stamps for audit records that can be mapped to Coordinated Universal Time (UTC) or
Greenwich Mean Time (GMT) and meets [Assignment: organization-defined granularity of time
measurement].

Security Baseline: Low, Moderate, and High

E-1: The information system:

(@) Compares the internal information system clocks [Assignment: organization-defined frequency] with
[Assignment: organization-defined authoritative time source]; and

(b) Synchronizes the internal system clocks to the authoritative time source when the time difference is greater
than [Assignment: organization-defined time period].

Security Baseline: Moderate and High

HUD Policy: 5.3.8

a. Program Offices/System Owners ensure that information systems under their purview provide time stamps
for use in audit record generation. The time stamps shall be generated using internal information system
clocks that are synchronized twice daily system-wide.

5.3.9. Protection of Audit Information
The following policy provides guidance to ensure that audit information is protected.
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NIST SP 800-53 Control: AU-9

AU-9: The information system protects audit information and audit tools from unauthorized access,
modification, and deletion.

Security Baseline: Low, Moderate, and High

E-2: The information system backs up audit records [Assignment: organization-defined frequency] onto a
physically different system or system component than the system or component being audited.

Security Baseline: High

E-3: The information system implements cryptographic mechanisms to protect the integrity of audit information
and audit tools.

Security Baseline: High

E-4: The organization authorizes access to management of audit functionality to only [Assignment:
organization-defined subset of privileged users].

Security Baseline: Moderate and High

HUD Policy: 5.3.9

a. Program Offices/System Owners ensure that their audit trails and audit logs are protected from
unauthorized modification, access, or destruction while online and during offline storage.

5.3.10. Non-Repudiation

Non-repudiation protects users from being falsely accused of not completing an activity such as
sending an email message or not signing an electronic document. Digital Signatures are one
mechanism for insuring non-repudiation.

A digital signature is an electronic analogue of a written signature. The digital signature can be
used to prove to a recipient or third-party that the originator did in fact sign the message (i.e., the
message originators cannot repudiate the message).

NIST SP 800-53 Control: AU-10

AU-10: The information system protects against an individual (or process acting on behalf of an individual)
falsely denying having performed [Assignment: organization-defined actions to be covered by non-repudiation].

Security Baseline: High

HUD Policy: 5.3.10

a. System Owners must ensure the information system protects against an individual falsely denying having
performed a particular action.

5.3.11. Audit Record Retention

The following policy provides guidance to ensure that audit logs are retained in accordance with
HUD records retention policies.
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NIST SP 800-53 Control: AU-11

AU-11: The organization retains audit records for [Assignment: organization-defined time period consistent
with records retention policy] to provide support for after-the-fact investigations of security incidents and to
meet regulatory and organizational information retention requirements.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.3.11

a. Program Offices/System Owners ensure that audit logs are recorded and retained in accordance with
HUD’s records retention policies, but in no case shall the retention frequency be less than one year for
moderate- or high-impact systems.

5.3.12. Audit Generation

NIST SP 800-53 Control: AU-12

AU-12: The information system:

a. Provides audit record generation capability for the auditable events defined in AU-2a at [Assignment:
organization-defined information system components];

b. Allows [Assignment: organization-defined personnel or roles] to select which auditable events are to be
audited by specific components of the information system; and

c. Generates audit records for the events defined in AU-2 d. with the content defined in AU-3.

Security Baseline: Low, Moderate, and High

E-1: The information system compiles audit records from [Assignment: organization-defined information
system components] into a system-wide (logical or physical) audit trail that is time-correlated to within
[Assignment: organization-defined level of tolerance for relationship between time stamps of individual records
in the audit trail].

Security Baseline: High

E-3: The information system provides the capability for [Assignment: organization-defined individuals or roles]
to change the auditing to be performed on [Assignment: organization-defined information system components]
based on [Assignment: organization-defined selectable event criteria] within [Assignment: organization-defined
time thresholds].

Security Baseline: High

HUD Policy: 5.3.12

a. Program Offices/System Owners retain recorded system audit records in accordance with HUD’s record
retention policies, but for no less than one year.

b. Program Offices/System Owners allow designated organizational personnel to select which auditable events
are to be audited by specific components of the system.

c. Program Offices/System Owners shall generate audit records, at a minimum, for the list of auditable events
in AU-2 at an information system level, (i.e., covering all the components that exist within an information
system’s defined system boundaries). At a minimum, the audit records shall provide documentation details
specified in AU-3 of this policy.

d. Program Offices/System Owners shall specify in their System Security Plans which information system
components shall generate auditable event records.
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5.4. System and Communications Protection

System and communications protection controls ensure that system and communications
protection policies and procedures are implemented that address the protection of information
transmitted or received by the organization’s information systems.

The following policies address placing appropriate protection in place for systems and
communications to include separation of functions, cryptographic key management, denial of
service and boundary protection.

FIPS 200 Requirement

Organizations must: (i) monitor, control, and protect organizational communications (i.e., information
transmitted or received by organizational information systems) at the external boundaries and key internal
boundaries of the information system; and (ii) employ architectural designs, software development techniques,
and systems engineering principles that promote effective information security within organizational
information systems.

54.1. System and Communications Protection Policy and Procedures

The following policy provides guidance to ensure that system and communications (network)
protection policy and procedures are developed.

NIST SP 800-53 Control: SC-1

SC-1: The organization:
b. Develops, documents, and disseminates to [Assignment: organization-defined personnel or roles]:

1. A System and Communications Protection Policy that addresses the purpose, scope, roles,
responsibilities, management commitment, coordination among organizational entities, and
compliance; and

2. Procedures to facilitate the implementation of the System and Communications Protection Policy and
associated system and communications protection controls; and

c. Reviews and updates the current:
1. System and Communications Protection Policy [Assignment: organization-defined frequency]; and
2. System and communications protection procedures [Assignment: organization-defined frequency].

Security Baseline: Low, Moderate, and High

Implementation

This control is implemented by the Information Technology Security Policy, Handbook 2400.25 Rev. 4, that
defines HUD’s formal security policies and the HUD Information Technology Security Procedures that defines
HUD’s formal security procedures. HUD reviews the policies and procedures minimally every year or when
impacted by a significant change or underlying standard. The HUD security policies and procedures are
disseminated via the HUD Intranet for all HUD’s users to access.

5.4.2. Application Partitioning

The following policy provides guidance to ensure that HUD information systems are capable of
separating user functionality from system management functionality.
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NIST SP 800-53 Control: SC-2

SC-2: The information system separates user functionality (including user interface services) from information
system management functionality.

Security Baseline: Moderate and High

HUD Policy: 5.4.2

a. Program Offices/System Owners ensure that moderate- or high-impact systems physically or logically
separate user interface services (e.g., public web pages) from information storage and management services
(e.g., database management). Separation may be accomplished using different computers, different central
processing units, different instances of the operating system, different network addresses, combinations of
these methods, or other methods as appropriate.

5.4.3. Security Function Isolation

The following policy provides guidance to ensure that HUD information systems are capable of
separating security functions from non-security functions.

NIST SP 800-53 Control: SC-3

SC-3: The information system isolates security functions from nonsecurity functions.

Security Baseline: High

HUD Policy: 5.4.3

a. Program Offices/System Owners ensure high-impact systems under their purview isolates security
functions from non-security functions (i.e., by means of partitions, domains) including access to and
integrity of the hardware, software, and firmware that perform these functions. Maintain a separate
execution domain (e.g., address space) for each executing process.

5.4.4. Information in Shared Resources

An information remnant is a small part or trace of information remaining after an information
transfer. Therefore, it is important to prevent information produced by the actions of a prior
user/role from being available to any current user/role that obtains access to a shared system
resource after that resource has been released back to the information system. The following
policy provides guidance to ensure that HUD information systems are capable of preventing
unauthorized and unintended transfer of information through shared system resources.

NIST SP 800-53 Control: SC-4

SC-4: The information system prevents unauthorized and unintended information transfer via shared system
resources.

Security Baseline: Moderate and High

HUD Policy: 5.4.4

a. Program Offices/System Owners shall ensure that moderate- and high-impact systems within their purview
prevent information, including encrypted representations of information, produced by the actions of a prior
user/role (or the actions of a process acting on behalf of a prior user/role), from being available to any
current user/role (or current process) that obtains access to a shared system resource (e.g., registers, main
memory, secondary storage) after that resource has been released back to the information system.
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5.45. Denial of Service Protection

Since the Internet is an open network available to everyone, including hackers and attackers,
HUD must strike a balance that provides Internet connectivity to its constituents while
maintaining an appropriate level of security. The following policy provides guidance to ensure
that HUD networks are protected against denial of service attacks.

NIST SP 800-53 Control: SC-5

SC-5: The information system protects against or limits the effects of the following types of denial of service
attacks: [Assignment: organization-defined types of denial of service attacks or reference to source for such
information] by employing [Assignment: organization-defined security safeguards].

Security Baseline: Low, Moderate, and High

HUD Policy: 5.4.5

a. The Deputy CIO for 100 ensures that controlled interfaces protecting the boundary filter certain types of
packets to protect devices on HUD’s internal network from being directly affected by denial of service
attacks.

5.4.6. Boundary Protection

Within HUD, boundary protection of IT resources is accomplished by the installation and
operation of controlled interfaces (e.g., proxies, gateways, routers, firewall, and encrypted
tunnels). Controlled interfaces, when used in concert with a variety of additional security
controls (e.g., intrusion detection systems, personnel background checks, security guards, data
encryption, and physical security barriers), provide an added level of assurance that unauthorized
personnel will be unable to access departmental automated systems.

By tracking and controlling data, deciding whether to pass, drop, reject, or encrypt the data,
controlled interfaces have proven to be an effective means of securing a network.

NIST SP 800-53 Control: SC-7

SC-7: The information system:

a.  Monitors and controls communications at the external boundary of the system and at key internal
boundaries within the system;

b. Implements subnetworks for publicly accessible system components that are [Selection: physically;
logically] separated from internal organizational networks; and

c. Connects to external networks or information systems only through managed interfaces consisting of
boundary protection devices arranged in accordance with organizational security architecture.

Security Baseline: Low, Moderate, and High

E-3: The organization limits the number of external network connections to the information system.

Security Baseline: Moderate and High
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NIST SP 800-53 Control: SC-7

E-4: The organization:

a. Implements a managed interface for each external telecommunication service;

b. Establishes a traffic flow policy for each managed interface;

c. Protects the confidentiality and integrity of the information being transmitted across each interface;
d

Documents each exception to the traffic flow policy with a supporting mission/business need and duration
of that need; and

e. Reviews exceptions to the traffic flow policy [Assignment: organization-defined frequency] and removes
exceptions that are no longer supported by an explicit mission/business need.

Security Baseline: Moderate and High

E-5: The information system at managed interfaces denies network communications traffic by default and
allows network communications traffic by exception (i.e., deny all, permit by exception).

Security Baseline: Moderate and High

E-7: The information system, in conjunction with a remote device, prevents the device from simultaneously
establishing non-remote connections with the system and communicating via some other connection to
resources in external networks.

Security Baseline: Moderate and High

E-8: The information system routes [Assignment: organization-defined internal communications traffic] to
[Assignment: organization-defined external networks] through authenticated proxy servers at managed
interfaces.

Security Baseline: High

E-18: The information system fails securely in the event of an operational failure of a boundary protection
device.

Security Baseline: High

E-19: The information system blocks both inbound and outbound communications traffic between [Assignment:
organization-defined communication clients] that are independently configured by end users and external
service providers.

Security Baseline: High

137 March 2016



HUD Handbook 2400.25 REV-4.1

NIST SP 800-53 Control: SC-7

HUD Policy: 5.4.6

a. Program Offices/System Owners ensure that interconnections between sensitive information systems under
their purview and information systems not controlled by HUD are established only through controlled
interfaces. The controlled interfaces shall be accredited at the highest security level of information on the
network.

b. The Deputy CIO for IT Operations ensures that a failure of the controlled interfaces does not result in any
unauthorized release of information outside the information system boundary.

c. The Deputy CIO for 10O ensures that there is no public access to HUD’s internal networks except as
appropriately mediated through a proxy server.

d. The Deputy CIO for 100 ensures that alternate processing sites provide the same level of protection for
network connections as the primary site.

e. The Deputy CIO for 100 ensures that any direct connection of HUD networks to the Internet or to
Extranets occurs through controlled interfaces that have been certified and accredited.

f. The Deputy CIO for IT Operations ensures that publicly accessible information system components (e.g.,
public web servers) reside on separate sub-networks with separate physical network interfaces.

g. Program Offices/System Owners, working with the Deputy CIO for 100, shall prevent the unauthorized
release of information outside of the information system boundary or any unauthorized communication
through the information system boundary when there is an operational failure of the boundary protection
mechanisms.

54.7. Transmission Confidentiality and Integrity

Extreme caution should be exercised when telecommunications protection techniques

(e.g., protective distribution systems) are being considered as alternatives to the use of
encryption. While such technologies may represent a lower-cost approach, they may not provide
an adequate level of protection.

The FIPS 199 security category (for integrity) of the information being transmitted should guide
the decision on the use of cryptographic mechanisms. NSTISSI No. 7003 contains guidance on
the use of Protective Distribution Systems.

The following policy provides guidance to ensure that HUD information systems are capable of
protecting the integrity of information during transmission.

Additionally, the following policy provides guidance to ensure that HUD information systems
are capable of protecting the confidentiality of information during transmission. NIST SP 800-52
and SP 800-77 provide guidance for protecting transmission confidentiality.

NIST SP 800-53 Control: SC-8

SC-8: The information system protects the [Selection (one or more): confidentiality; integrity] of transmitted
information.

Security Baseline: Moderate and High

E-1: The information system implements cryptographic mechanisms to [Selection (one or more): prevent
unauthorized disclosure of information; detect changes to information] during transmission unless otherwise
protected by [Assignment: organization-defined alternative physical safeguards].

Security Baseline: High
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NIST SP 800-53 Control: SC-8

HUD Policy: 5.4.7

a. Program Offices/System Owners ensure that the integrity of the information in systems under their purview
is protected during transmission. For moderate and high-impact systems, the system shall employ
cryptographic mechanisms to ensure recognition of changes to information during transmission, unless
adequately protected by alternate physical measures (e.g., protective distribution systems).

b. Program Offices/System Owners ensure that the confidentiality of the information in systems under their
purview is protected during transmission. For moderate and high-impact systems, the system shall employ
cryptographic mechanisms to prevent unauthorized disclosure of information during transmission, unless
otherwise protected by adequate physical measures (e.g., protective distribution systems).

5.4.8. Network Disconnect

The following policy provides guidance to ensure that HUD information systems are configured
to terminate a network connection immediately and automatically following a specified period of
inactivity.

NIST SP 800-53 Control: SC-10

SC-10: The information system terminates the network connection associated with a communications session at
the end of the session or after [Assignment: organization-defined time period] of inactivity.

Security Baseline: Moderate and High

HUD Policy: 5.4.8

a. The Deputy CIO for IT Operations ensures that the network connections associated with communications
sessions are terminated within 10 minutes after the communication session ends or after a period of
inactivity of 10 minutes. Program Offices/System Owners may request a waiver from the CISO due to
documented operating requirements.

5.4.9. Cryptographic Key Establishment and Management

The following policy addresses the requirement for organizations to implement mechanisms and
procedures for establishing and managing cryptographic keys.

NIST SP 800-53 Control: SC-12

SC-12: The organization establishes and manages cryptographic keys for required cryptography employed
within the information system in accordance with [Assignment: organization-defined requirements for key
generation, distribution, storage, access, and destruction].

Security Baseline: Moderate and High

E-1: The organization maintains availability of information in the event of the loss of cryptographic keys by
users.

Security Baseline: High

HUD Policy: 5.4.9

a. The CISO and Deputy CIO for 100 ensures cryptographic key establishment and management is done in
accordance with NIST SP 800-56, Recommendation on Key Establishment Schemes, and NIST SP 800-57,
Recommendation on Key Management.
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5.4.10. Cryptographic Protection

Encryption is the process of changing plain text into cipher text for the purpose of security or
privacy. There are two basic types of cryptography:

e Secret Key Systems—also called symmetric systems; and
e Public Key Systems—also called asymmetric systems.

In Secret Key Systems, the same key is used for both encryption and decryption; that is, all
parties participating in the communication share a single key. In Public Key Systems there are
two keys; a public key and a private key. The public key used for encryption is different from the
private key used for decryption. The two keys are mathematically related, but the private key
cannot be determined from the public key.

Refer to NIST SP 800-21, Guideline for Implementing Cryptography in the Federal Government,
for more in-depth information on cryptography.

A digital signature is an electronic analogue of a written signature. The digital signature can be
used to prove to a recipient or third-party that the originator did in fact sign the message (i.e., the
message originators cannot repudiate the message). Signature generation makes use of a private
key to generate a digital signature. Signature verification makes use of a public key that
corresponds to, but is not the same as, the private key. The security of a digital signature system
depends on maintaining the secrecy of users’ private keys.

Encryption can be used to do, but is not limited to, the following:

e Encrypt data while in storage (e.g., hard drives, diskettes, and tapes);

e Encrypt data while in transmission;

e Encrypt individual files for transmission over an unsecured medium;

e Encrypt email messages;

e Guarantee the integrity of a file or message, and detect any modifications;
e Provide the legally binding equivalent of a hand signature in digital form;
e Support non-repudiation;

e Support authentication, including strong authentication;

e Support electronic financial transactions, including electronic funds transfers, automated
teller machine transactions, cash cards, gift cards, and credit cards; and

e Provide copyright protection (e.g., for DVDs).

The following policy provides guidance to ensure that HUD information systems that store
sensitive information are capable of implementing a method for encrypting that information.

NIST SP 800-53 Control: SC-13

SC-13: The information system implements [Assignment: organization-defined cryptographic uses and type of
cryptography required for each use] in accordance with applicable federal laws, Executive Orders, directives,
policies, regulations, and standards.

Security Baseline: Low, Moderate, and High
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NIST SP 800-53 Control: SC-13

HUD Policy: 5.4.10

a. Program Offices/System Owners identify IT systems transmitting or storing sensitive information that may
require protection based on a risk assessment. If encryption is required, the following methods are
acceptable for encrypting sensitive information:

e  Products using triple Data Encryption Standard (3DES) or Advanced Encryption Standard (AES)
algorithms that have been validated under FIPS 140-1 or FIPS 140-2 (as amended). (All new systems
should use AES because it is expected that triple DES will be phased out).

e  Secure Sockets Layer Version 3.0 (SSL3.0) or Transport Layer Security Version 1.0 (TLS1.0).
e National Security Agency (NSA) Type 2 or Type 1 encryption.

5.4.11. Collaborative Computing

The following policy provides guidance regarding the use of collaborative computing resources
such as audio and video conferencing.

NIST SP 800-53 Control: SC-15

SC-15: The information system:

a. Prohibits remote activation of collaborative computing devices with the following exceptions:
1. [Assignment: organization-defined exceptions where remote activation is to be allowed]; and
2. Provides an explicit indication of use to users physically present at the devices.

Security Baseline: Low, Moderate, and High

E-1: The information system provides physical disconnect of camera and microphone in a manner that supports
ease of use.

Security Baseline: N/A

HUD Policy: 5.4.11

a. Program Offices/System Owners of moderate- or high-impact systems that use collaborative computing
resources, like audio and video conferencing and electronic white boards, shall ensure that the collaborative
computing resources cannot be activated remotely and provide explicit indication of use to the local user.

5.4.12. Public Key Infrastructure Certificates

A public key infrastructure (PKI) is an architecture that provides the means to bind public keys
to their owners and helps in the distribution of reliable public keys in large heterogeneous
networks. Public keys are bound to their owners by public key certificates. These certificates,
which contain information such as the owner’s name and the associated public key, are issued by
a reliable certification authority (CA). A public key/private key pair is generated using the PKI.
The user retains the private key. The issuing CA signs the public key, creating a public key
certificate. These certificates are used by the PKI to validate a public key. Public key/private
keys can be used in a public key cryptographic system to encrypt data. They also can be used to
create digital signatures.

The following policy provides guidance for the selection and implementation of a PKI
architecture within the HUD enterprise.
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NIST SP 800-53 Control: SC-17

SC-17: The organization issues public key certificates under an [Assignment: organization-defined certificate
policy] or obtains public key certificates from an approved service provider.

Security Baseline: Moderate and High

HUD Policy: 5.4.12

a. The CISO, in conjunction with the Deputy CIO for 100, selects and implements a PKI for HUD in
accordance with NIST SP 800-32, Introduction to Public Key Technology and the Federal PKI
Infrastructure.

b. The CISO, in conjunction with the Deputy CIO for 100, establishes HUD’s root CA and operates under an
approved Certificate Policy and Certificate Practice Statement. Any additional CAs within HUD must be
subordinate to the HUD root.

c. Program Offices wishing to establish their own CA shall request approval from the CISO, be a subordinate
to the HUD root, and operate under an approved Certificate Policy and Certificate Practice Statement.

d. The CISO shall cross-certify the HUD root CA with the Federal Bridge. The certificate policies and
practice statements of CAs subordinate to the HUD root must comply with the Federal Bridge Certificate
Policy.

. The CISO performs a yearly compliance audit of the root CA and all subordinate CAs.

f.  The CISO, in conjunction with the Deputy CIO for 100, ensures separate public/private key pairs are used
for encryption and digital signature.

g. Users shall not disclose or allow the use of their private keys. If a user shares his or her private key, the user
is accountable for all transactions signed with the user’s private key.

h.  Users shall be responsible for the security of their private keys.

5.4.13. Mobile Code

Mobile (downloadable) code is software that is transmitted from a remote source across a
network to a local system and then executed on that local system (e.g., personal computer, PDA,
mobile phone, Internet appliance). Examples include ActiveX controls, Java applets, script run
within the browser, and HTML e-mail. Although mobile code is a legitimate method for
distributing application software, it is most frequently associated with “malicious mobile code”
(e.g., viruses, worms, Trojan horses) that executes without the permission of or any explicit
action by the local system’s owner/user.

The following policy provides guidance for the use of mobile code on HUD information
systems.

NIST SP 800-53 Control: SC-18

SC-18: The organization:
a. Defines acceptable and unacceptable mobile code and mobile code technologies;

b. Establishes usage restrictions and implementation guidance for acceptable mobile code and mobile code
technologies; and

c. Authorizes, monitors, and controls the use of mobile code within the information system.

Security Baseline: Moderate and High

HUD Policy: 5.4.13

a. HUD employees or contractors shall not download or install mobile code (e.g., ActiveX or JavaScript) that
has not been approved by the CISO.
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5.4.14. Voice Over Internet Protocol

Voice over Internet Protocol (VolIP) and similar technologies move voice over digital networks
using protocols that may have been originally designed for data networking rather than voice.

The following policy provides guidance for the secure implementation of VVoice over Internet
Protocol (VolP) technologies in the HUD enterprise.

NIST SP 800-53 Control: SC-19

SC-19: The organization:

a. Establishes usage restrictions and implementation guidance for Voice over Internet Protocol (VolIP)
technologies based on the potential to cause damage to the information system if used maliciously; and

b.  Authorizes, monitors, and controls the use of VoIP within the information system.

Security Baseline: Moderate and High

HUD Policy: 5.4.14

a. Program Offices/System Owners wishing to use VVolP in information systems under their purview must
obtain approval from the CISO and Deputy CIO for 100 and follow the guidance in NIST SP 800-58,
Security Considerations for VolP Systems.

5.4.15. Secure Name/Address Resolution Service (Authoritative Source)

The following policy provides guidance to ensure that name and address resolution services is
capable of providing additional data origin and integrity artifacts.

NIST SP 800-53 Control: SC-20

SC-20: The information system:

a. Provides additional data origin authentication and integrity verification artifacts along with the authoritative
name resolution data the system returns in response to external name/address resolution queries; and

b. Provides the means to indicate the security status of child zones and (if the child supports secure resolution
services) to enable verification of a chain of trust among parent and child domains, when operating as part of
a distributed, hierarchical name space.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.4.15

a. Program Offices/System Owners ensure that moderate- and high-impact systems under their purview enables
remote clients to obtain origin authentication and integrity verification assurances for the name/address
resolution information obtained through the service following the guidance in NIST SP 800-81, Security
Domain Name Deployment Guide.

5.4.16.  Secure Name/Address Resolution Service (Recursive or Caching
Resolver)

The following policy provides guidance to ensure that name and address resolution services are
protected through the use of client level data authentication and integrity verification.
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NIST SP 800-53 Control: SC-21

SC-21: The information system requests and performs data origin authentication and data integrity verification on
the name/address resolution responses the system receives from authoritative sources.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.4.16

a. Program Offices/System Owners ensure that high-impact systems under their purview that provide
name/address resolution service for local clients perform data origin authentication and data integrity
verification on the resolution responses it receives from authoritative source when requested by client
systems following the guidance in NIST SP 800-81, Security Domain Name Deployment Guide.

5.4.17.  Architecture and Provisioning for Name/Address Resolution
Service

The following policy provides guidance to ensure that name and address resolution services are
protected through the use of role separation.

NIST SP 800-53 Control: SC-22

SC-22: The information systems that collectively provide name/address resolution service for an organization are
fault-tolerant and implement internal/external role separation.

Security Baseline: Low, Moderate, and High

HUD Policy: 5.4.17

a. Each DNS server shall have a duplicate server, one configured as primary and the other as secondary. The
two servers must be located in two different network subnets and geographically separated (i.e., not located
in the same physical facility). If organizational information technology resources are divided into those
resources belonging to internal networks and external networks, authoritative DNS servers with two roles
(internal and external) are established. The list of clients who can access the authoritative DNS server of a
particular role is also specified. Follow the guidance in NIST SP 800-81, Secure Domain Name System
(DNS) Deployment Guide.
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5.4.18. Session Authenticity
The following policy provides guidance to ensure that session level protection is implemented.

NIST SP 800-53 Control: SC-23

SC-23: The information system protects the authenticity of communications sessions.

Security Baseline: Moderate and High

HUD Policy: 5.4.18

a. The Deputy CIO for 100 ensures that session-level protection is implemented following the guidance in
NIST SP 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations,
and NIST SP 800-77, Guide to IPsec VPNs, where needed (e.g., for service-oriented architectures providing
web-based services).

5.4.19. Fail in Known State
The following policy provides guidance to ensure that session level protection is implemented.

NIST SP 800-53 Control: SC-24

SC-24: The information system fails to a [Assignment: organization-defined known-state] for [Assignment:
organization-defined types of failures] preserving [Assignment: organization-defined system state information]
in failure.

Security Baseline: High

HUD Policy: 5.4.19

b. The Deputy CIO for 100 ensures that session-level protection is implemented following the guidance in
NIST SP 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations,
and NIST SP 800-77, Guide to IPsec VPNs, where needed (e.g., for service oriented architectures providing
web-based services). For high-impact systems, implement session-level protection using FIPS 140-2 (as
amended) approved cryptographic modules.

5.4.20. Protection of Information at Rest
The following policy provides guidance to ensure that session level protection is implemented.

NIST SP 800-53 Control: SC-28

SC-28: The information system protects the [Selection (one or more): confidentiality; integrity] of [Assignment:
organization-defined information at rest].

Security Baseline: Moderate and High

HUD Policy: 5.4.20

c. The Deputy CIO for 100 ensures that session-level protection is implemented following the guidance in
NIST SP 800-52, Guidelines for the Selection and Use of Transport Layer Security (TLS) Implementations,
and NIST SP 800-77, Guide to IPsec VPNs, where needed (e.g., for service oriented architectures providing
web-based services). For high-impact systems, implement session-level protection using FIPS 140-2 (as
amended) approved cryptographic modules.
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6.0 PROGRAM MANAGEMENT

The information security program management (PM) controls complement the security controls
and focus on the HUD-wide information security requirements that are independent of any
particular information system and are essential for managing information security programs.
HUD must document the program management controls in the Information Security Program
Plan (ISPP). The HUD-wide Information Security Program Plan supplements the individual
security plans developed for each information system. Together, the security plans for the
individual information systems and the information security program cover the totality of
security controls employed by the HUD organization.

6.1. Information Security Program Plan

HUD will define an organization-wide program management plan that documents the
organization-wide program management controls and organization-defined common controls.

NIST SP 800-53 Control: PM-1

PM-1: The organization:
a. Develops and disseminates an organization-wide Information Security Program Plan that:

1. Provides an overview of the requirements for the security program and a description of the security
program management controls and common controls in place or planned for meeting those
requirements;

2. Includes the identification and assignment of roles, responsibilities, management commitment,
coordination among organizational entities, and compliance;

3. Reflects coordination among organizational entities responsible for the different aspects of
information security (i.e., technical, physical, personnel, cyber-physical); and

4. Is approved by a senior official with responsibility and accountability for the risk being incurred to
organizational operations (including mission, functions, image, and reputation), organizational assets,
individuals, other organizations, and the Nation.

b. Reviews the organization-wide Information Security Program Plan [Assignment: organization-defined
frequency];

c. Updates the Plan to address organizational changes and problems identified during plan implementation or
security control assessments; and

d. Protects the Information Security Program Plan from unauthorized disclosure and modification.

Security Baseline: N/A
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NIST SP 800-53 Control: PM-1

HUD Policy: 6.1.1

a. The OCIO develops, disseminates, and reviews annually a department Information Security Program Plan
that:

e  Provides an overview of the requirements for the security program and a description of the security
program management controls and common controls in place or planned for meeting those
requirements.

¢  Provides sufficient information about the program management controls and common controls
(including specification of parameters for any assignment and selection operations either explicitly or
by reference) to enable an implementation that is unambiguously compliant with the intent of the Plan
and a determination of the risk to be incurred if the Plan is implemented as intended.

e Includes roles, responsibilities, management commitment, coordination among organizational entities,
and compliance.

o s approved by a senior official with responsibility and accountability for the risk being incurred to
organizational operations (including mission, functions, image, and reputation), organizational assets,
individuals, other organizations, and the Nation;

b. The OCIO revises the Plan to address organizational changes and problems identified during plan
implementation or security control assessments.

6.2. Senior Management Security Officer

HUD will appoint a senior information security officer with the mission and resources to coordinate,
develop, implement and maintain an organization-wide information security program.

NIST SP 800-53 Control: PM-2

PM-2: The organization appoints a senior information security officer with the mission and resources to
coordinate, develop, implement, and maintain an organization-wide Information Security Program.

Security Baseline: N/A

HUD Policy: 6.2

a. The OCIO appoints a Chief Information Security Officer (CISO) who will have the mission and resources
to coordinate, develop, implement, and maintain an organization-wide Information Security Program.

6.3. Information Security Recourses

Organizations may designate and empower an Investment Review Board (or similar group) to
manage and provide oversight for the information security-related aspects of the capital planning
and investment control process.
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NIST SP 800-53 Control: PM-3

PM-3: The organization:

a. Ensures that all capital planning and investment requests include the resources needed to implement the
Information Security Program and documents all exceptions to this requirement;

b. Employs a Business Case/Exhibit 300/Exhibit 53 to record the resources required; and

c. Ensures that information security resources are available for expenditure as planned.

Security Baseline: N/A

HUD Policy: 6.3

a. The OCIO ensures that each capital planning and investment request includes the resources needed to
implement the Information security Program and documents all exceptions to this requirement.

b. The OCIO employs a Business Case (e.g., Exhibit 300, Exhibit 53) to record the resources required.

c. The OCIO ensures that information security resources are available for expenditure as planned.

6.4. Plan of Action and Milestones Process

The Plan of Action and Milestones (POA&Ms) are a key document in the security authorization
package and are subject to federal reporting requirements established by the Office of
Management and Budget (OMB). POA&Ms updates are based on the findings from security
control assessments, security impact analyses, and continuous monitoring activities. OMB
FISMA reporting guidance contains instructions regarding organizational plans of action and
milestones.

A Plan of Action and Milestone (POA&M) is a tool that identifies tasks that need to be
accomplished to correct an identified weakness in an IT System or IT Program. It details
resources required to accomplish the elements of the plan, the steps or milestones needed to
accomplish the task, and the schedule for completing the milestones.

NIST SP 800-53 Control: PM-4

PM-4: The organization:

a. Implements a process for ensuring that Plans of Action and Milestones for the Security Program and
associated organizational information systems:
1. Are developed and maintained,;
2. Document the remedial information security actions to adequately respond to risks on the

organizational operations and assets, individuals, other organizations, and the Nation; and

3. Are reported in accordance with OMB FISMA reporting requirements.

b. Reviews Plans of Action and Milestones for consistency with the organizational risk management strategy
and organization-wide priorities for risk response actions.

Security Baseline: N/A

HUD Policy 6.4

a. The OITS develops, implements, and manages a process for ensuring that Plans of Action and Milestones
(POA&MSs) for the Security Program and the associated HUD information systems are maintained, and
document the remedial information security actions to mitigate risk to organizational operations and
assets, individuals, other organizations, and the Nation.
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6.5. Information System Inventory

The organization develops and maintains an inventory of its information systems. This control
addresses the inventory requirements in FISMA. OMB provides guidance on developing
information systems inventories and associated reporting requirements.

NIST SP 800-53 Control: PM-5
PM-5: The organization develops and maintains an inventory of its information systems.

Security Baseline: N/A

HUD Policy 6.5

a. The OCIO develops and maintains a comprehensive inventory of information systems and relevant
security information for those systems. The authoritative inventory is HUD’s Inventory of Automated
Systems (1AS) and is the central reporting of information on applications (or systems) which supports
business areas within the Department. The authoritative source for detailed security information is CSAM.

6.6. Information Security Measures of Performance

The organization measures the effectiveness or efficiency of the information security program
and the security controls employed in support of the program.

NIST SP 800-53 Control: PM-6

PM-6: The organization develops, monitors, and reports on the results of information security measure of
performance.

Security Baseline: N/A

HUD Policy 6.6

a. The OCIO develops, defines, monitors, and reports on the results of information security measures of
performance, which are the outcome-based metrics to measure/evaluate the effectiveness or efficiency of
the Information Security Program and the security controls employed in support of the program.

6.7. Enterprise Architecture

To ensure that security is appropriately addressed throughout business activities, HUD developed
a business-driven, risk-aware, Enterprise Security Architecture (ESA) that identifies the major
security processes that support implementation of sound security practices and the components
that are affected by these processes. The basic framework for the ESA covers external security
drivers, security governance, security strategy and risk management, security operations,
periodic reviews and continuous monitoring.

NIST SP 800-53 Control: PM-7

PM-7: The organization develops an enterprise architecture with consideration for information security and
the resulting risk to organizational operations, organizational assets, individuals, other organizations, and the
Nation.

Security Baseline: N/A
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NIST SP 800-53 Control: PM-7

HUD Policy 6.7

a. The OCIO develops an enterprise architecture with consideration for information security and the resulting
risk to organizational operations, organizational assets, individuals, other organizations.

b. The OITS maintains the Network Security Architecture in coordination with the Deputy CIO for 100.

6.8. Critical Infrastructure Plan

The organization defines critical infrastructure and key resources that are outlined in a critical
infrastructure plan.

NIST SP 800-53 Control: PM-8

PM-8: The organization addresses information security issues in the development, documentation, and
updating of a critical infrastructure and key resources protection plan.

Security Baseline: N/A

HUD Policy 6.8

a. The OCIO addresses information security issues in the development, documentation, and updating of a
Critical Infrastructure and Key Resources Protection Plan.

b. The Critical Infrastructure and Key Resources Protection Plan shall be consistent with applicable Federal
laws, Executive Orders, Directives, policies, regulations, standards, and guidance.

6.9. Risk Management Strategy

The organization develops a Risk Management Strategy that includes an unambiguous
expression of the risk tolerance for the organization, acceptable risk assessment methodologies,
risk mitigation strategies, a process for consistently evaluating risk across the organization with
respect to the organization’s risk tolerance, and approaches for monitoring risk over time.

NIST SP 800-53 Control: PM-9

PM-9: The organization:

a. Develops a comprehensive strategy to manage risk to organizational operations and assets, individuals,
other organizations, and the Nation associated with the operation and use of information systems;

b. Implements the Risk Management Strategy consistently across the organization; and

c. Reviews and updates the Risk Management Strategy [Assignment: organization-defined frequency] or as
required, to address organizational changes.

Security Baseline: N/A
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NIST SP 800-53 Control: PM-9

HUD Policy 6.9

a. The OCIO develops a comprehensive strategy to manage risk to organizational operations and assets,
individuals, other organizations, and the Nation associated with the operation and use of information
systems.

b. The OCIO implements the Risk Management Strategy consistently across the organization. The Risk
Management Strategy shall include, but not be limited to the following:

An unambiguous expression of the risk tolerance for the organization;

Acceptable risk assessment methodologies;

Risk mitigation strategies;

A process for consistently evaluating risk across the organization with respect to the organization’s

risk tolerance; and

e  Approaches for monitoring risk over time.

6.10. Security Authorization Process

The security authorization process for information systems requires the implementation of the
Risk Management Framework (RMF) and the employment of associated security standards and
guidelines. Specific roles within the Risk Management Process include a designated authorizing
official for each organizational information system.

NIST SP 800-53 Control: PM-10

PM-10: The organization:

a. Manages (i.e., documents, tracks, and reports) the security state of organizational information systems and
the environments in which those systems operate through security authorization processes;

b. Designates individuals to fulfill specific roles and responsibilities within the organizational risk
management process; and

c. Fully integrates the security authorization processes into an organization-wide risk management program.

Security Baseline: N/A

HUD Policy: 6.10

a. Program Offices/System Owners manage (i.e., documents, tracks, and reports) the security state of
organizational information systems through security authorization processes.
b. Program Offices/System Owners designate individuals to fulfill specific roles and responsibilities within the
organizational risk management process; and
c. The OCIO fully integrates the security authorization processes into an organization-wide Risk Management
Program.

6.11. Mission/Business Process Definition

NIST SP 800-53 Control: PM-11

PM-11: The organization:

a. Defines mission/business processes with consideration for information security and the resulting risk to
organizational operations, organizational assets, individuals, other organizations, and the Nation; and

b. Determines information protection needs arising from the defined mission/business processes and revises
the processes as necessary, until achievable protection needs are obtained.

Security Baseline: N/A
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NIST SP 800-53 Control: PM-11

HUD Policy 6.11

a. HUD defines mission/business processes with consideration for information security and the resulting risk to
organizational operations, organizational assets, individuals, other organizations, and the Nation.

b. HUD determines information protection needs arising from the defined mission/business processes and
revises the processes as necessary, until an achievable set of protection needs is obtained.

6.12. Insider Threat Program

NIST SP 800-53 Control: PM-12

PM-12: The organization implements an insider threat program that includes a cross-discipline insider threat
incident handling team.

Security Baseline: N/A

HUD Policy 6.12

a. The OCIO ensures that the HUD-CIRT implements an insider threat program that includes a cross-
discipline insider threat incident handling team.

6.13. Information Security Workforce

NIST SP 800-53 Control: PM-13

PM-13: The organization establishes an information security workforce development and improvement
program.

Security Baseline: N/A

HUD Policy 6.13

a. The Office of Information Security establishes an information security workforce development and
improvement program for the HUD organization.

6.14. Testing, Training, and Monitoring

NIST SP 800-53 Control: PM-14

PM-14: The organization:
a. Implements a process for ensuring that organizational plans for conducting security testing, training, and
monitoring activities associated with organizational information systems:
1. Are developed and maintained; and
2. Continue to be executed in a timely manner;
b. Reviews testing, training, and monitoring plans for consistency with the organizational risk management
strategy and organization-wide priorities for risk response actions.

Security Baseline: N/A
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NIST SP 800-53 Control: PM-14

HUD Policy 6.14

The CISO ensures that the Office of Information Security:
a. Implements a process for ensuring that HUD plans for conducting security testing, training, and monitoring
activities associated with HUD information systems:
1. Are developed and maintained; and
2. Continue to be executed in a timely manner;
b. Reviews testing, training, and monitoring plans for consistency with the HUD organization risk management
strategy and HUD-wide priorities for risk response actions.
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7.0 PRIVACY CONTROLS

The HUD organization cannot have effective privacy without a basic foundation of information

security. Privacy is more than security and includes the principles of transparency, notice, and
choice.

This section provides a structured set of controls for protecting privacy and serves as a roadmap
for the HUD organization to use in identifying and implementing privacy controls concerning the
entire life cycle of Personally Identifiable Information (PII), whether in paper or electronic form.
The security controls focus on information privacy as a value distinct from, but highly
interrelated with, information security. Privacy controls are the administrative, technical, and
physical safeguards employed within organizations to protect and ensure the proper handling of
Pll.

7.1. Authority and Purpose

7.1.1. Authority to Collect

NIST SP 800-53 Control: AP-1

AP-1: The organization determines and documents the legal authority that permits the collection, use,
maintenance, and sharing of personally identifiable information (PII), either generally or in support of a
specific program or information system need.

Security Baseline: N/A
HUD Policy 7.1.1

a. The HUD Chief Privacy Officer must determine and document the legal authority that permits the
collection, use, maintenance, and sharing of personally identifiable information (PIl) for each information
system.

7.1.2. Purpose Specification

NIST SP 800-53 Control: AP-2

AP-2: The organization describes the purpose(s) for which personally identifiable information (P1I) is
collected, used, maintained, and shared in its privacy notices.

Security Baseline: N/A

HUD Policy 7.1.2

b. The Chief Privacy Officer must document the purpose(s) for which personally identifiable information
(PI) is collected, used, maintained, and shared in its privacy notices.
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7.2. Accountability, Audit, and Risk Management

7.2.1. Governance and Privacy Program

NIST SP 800-53 Control: AR-1

AR-1: The organization:

a. Appoints a Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO) accountable for
developing, implementing, and maintaining an organization-wide Governance and Privacy Program to
ensure compliance with all applicable laws and regulations regarding the collection, use, maintenance,
sharing, and disposal of personally identifiable information (PIl) by programs and information systems;

b.  Monitors federal privacy laws and policy for changes that affect the Privacy Program;

c. Allocates [Assignment: organization-defined allocation of budget and staffing] sufficient resources to
implement and operate the organization-wide Privacy Program;

d. Develops a strategic organizational Privacy Plan for implementing applicable privacy controls, policies,
and procedures;

e. Develops, disseminates, and implements operational privacy policies and procedures that govern the
appropriate privacy and security controls for programs, information systems, or technologies involving
PIl; and

f.  Updates the Privacy Plan, policies, and procedures [Assignment: organization-defined frequency, at least
biennially].

Security Baseline: N/A

HUD Policy 7.2.1

a. The HUD CIO appoints a Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO)
accountable for developing, implementing, and maintaining an HUD-wide Governance and Privacy Program to
ensure compliance with all applicable laws and regulations regarding the collection, use, maintenance, sharing,
and disposal of personally identifiable information (P11) by programs and information systems. The Chief
Privacy Officer monitors Federal privacy laws and policy for changes that affect the privacy program.

c. The HUD CIO allocates sufficient resources to implement and operate the HUD-wide Privacy Program.

d. The Chief Privacy Officer develops a strategic HUD-wide Privacy Plan for implementing applicable privacy
controls, policies, and procedures.

e. The Chief Privacy Officer develops, disseminates, and implements operational privacy policies and
procedures that govern the appropriate privacy and security controls for programs, information systems, or
technologies involving PII.

f. The Chief Privacy Officer updates the Privacy Plan, policies, and procedures at least biennially.

7.3. Privacy Impact and Risk Assessment

NIST SP 800-53 Control: AR-2

AR-2: The organization:

a. Documents and implements a privacy risk management process that assesses privacy risk to individuals
resulting from the collection, sharing, storing, transmitting, use, and disposal of personally identifiable
information (P1I); and

b. Conducts Privacy Impact Assessments (P1As) for information systems, programs, or other activities that
pose a privacy risk in accordance with applicable law, OMB policy, or any existing organizational policies
and procedures.

Security Baseline: N/A
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NIST SP 800-53 Control: AR-2

HUD Policy 7.3

a. The Chief Privacy Officer documents and implements a privacy risk management process that assesses
privacy risk to individuals resulting from the collection, sharing, storing, transmitting, use, and disposal of
personally identifiable information (PII). b. The Chief Privacy Officer and/or ISSO conducts Privacy Impact
Assessments (P1As) for information systems, programs, or other activities that pose a privacy risk in
accordance with applicable Federal law, OMB policy, or any existing HUD policies and procedures.

7.4. Privacy Requirements for Contractors and Service Providers

NIST SP 800-53 Control: AR-3

AR-3: The organization;

a. Establishes privacy roles, responsibilities, and access requirements for contractors and service providers;
and

b. Includes privacy requirements in contracts and other acquisition-related documents.

Security Baseline: N/A

HUD Policy 7.4

The HUD Chief Privacy Officer :
b. Establishes privacy roles, responsibilities, and access requirements for contractors and service providers.
b. Includes privacy requirements in contracts and other acquisition-related documents.

7.5. Privacy Monitoring and Auditing

NIST SP 800-53 Control: AR-4

AR-4: The organization monitors and audits privacy controls and internal privacy policy [Assignment:
organization-defined frequency] to ensure effective implementation.

Security Baseline: N/A

HUD Policy 7.5

c. The HUD Chief Privacy Officer monitors and audits privacy controls and internal privacy policy on an
annual basis to ensure effective implementation.

7.6. Privacy Awareness and Training

NIST SP 800-53 Control: AR-5

AR-5: The organization:

a. Develops, implements, and updates a comprehensive training and awareness strategy aimed at ensuring
that personnel understand privacy responsibilities and procedures;

b. Administers basic privacy training [Assignment: organization-defined frequency, at least annually] and
targeted, role-based privacy training for personnel having responsibility for personally identifiable
information (P11) or for activities that involve PII [Assignment: organization-defined frequency, at least
annually]; and

c. Ensures that personnel certify (manually or electronically) acceptance of responsibilities for privacy
requirements [Assignment: organization-defined frequency, at least annually].

Security Baseline: N/A
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NIST SP 800-53 Control: AR-5

HUD Policy 7.6

The HUD Chief Privacy Officer:

a. Develops, implements, and updates a comprehensive training and awareness strategy aimed at ensuring
that personnel understand privacy responsibilities and procedures.

b. Administers basic privacy training on an annual basis and targeted, role-based privacy training for
personnel having responsibility for personally identifiable information (PI1) or for activities that involve
P11 on an annual basis.

c. Ensures that personnel certify (manually or electronically) acceptance of responsibilities for privacy
requirements at least annually.

7.7. Privacy Reporting

NIST SP 800-53 Control: AR-6

AR-6: The organization develops, disseminates, and updates reports to the Office of Management and Budget
(OMB), Congress, and other oversight bodies, as appropriate, to demonstrate accountability with specific
statutory and regulatory privacy program mandates, and to senior management and other personnel with
responsibility for monitoring Privacy Program progress and compliance.

Security Baseline: N/A

HUD Policy 7.7

a. The HUD Chief Privacy Officer develops, disseminates, and updates reports to the Office of Management
and Budget (OMB), Congress, and other oversight bodies, as appropriate, to demonstrate accountability
with specific statutory and regulatory privacy program mandates, and to senior management and other
personnel with responsibility for monitoring the Privacy Program progress and compliance.

7.8. Privacy-Enhanced System Design and Development

NIST SP 800-53 Control: AR-7

AR-7: The organization designs information systems to support privacy by automating privacy controls.

Security Baseline: N/A
HUD Policy 7.8

a. The HUD CISQ, in conjunction with the HUD Chief Privacy Officer, ensures that information systems are
designed to support privacy by automating privacy controls.
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7.9. Accounting of Disclosures

NIST SP 800-53 Control: AR-8

AR-8: The organization:

a. Keeps an accurate accounting of disclosures of information held in each system of records under its
control, including:
1. Date, nature, and purpose of each disclosure of a record; and
2. Name and address of the person or agency to which the disclosure was made.

b. Retains the accounting of disclosures for the life of the record or 5 years after the disclosure is made,
whichever is longer; and

c. Makes the accounting of disclosures available to the person named in the record upon request.

Security Baseline: N/A

HUD Policy 7.9
The HUD Chief Privacy Officer:
a. Keeps an accurate accounting of disclosures of information held in each system of records under its
control, including:
o Date, nature, and purpose of each disclosure of a record; and
e Name and address of the person or agency to which the disclosure was made.
b. Retains the accounting of disclosures for the life of the record or 5 years after the disclosure is made,
whichever is longer.
c. Makes the accounting of disclosures available to the person named in the record upon request.

7.10. Data Quality and Integrity

7.10.1. Data Quality

NIST SP 800-53 Control: DI-1

DI-1: The organization:

a. Confirms to the greatest extent practicable upon collection or creation of personally identifiable
information (PI11), the accuracy, relevance, timeliness, and completeness of that information;

b. Collects PII directly from the individual to the greatest extent practicable;

c. Checks for, and corrects as necessary, any inaccurate or outdated PIl used by its programs or systems
[Assignment: organization-defined frequency]; and

d. Issues guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of disseminated
information.

Security Baseline: N/A

E-1: The organization requests that the individual or individual’s authorized representative validate PII during
the collection process.

Security Baseline: N/JA

E-2: The organization requests that the individual or individual’s authorized representative revalidate that PII
collected is still accurate [Assignment: organization-defined frequency].

Security Baseline: N/JA
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NIST SP 800-53 Control: DI-1

HUD Policy 7.10.1

The HUD Chief Privacy Officer:

a. Confirms to the greatest extent practicable upon collection or creation of personally identifiable
information (PI11), the accuracy, relevance, timeliness, and completeness of that information.

b. Collects PII directly from the individual to the greatest extent practicable.

c. Checks for and corrects, as necessary, any inaccurate or outdated PIl used by its Programs or systems
annually.

d. Issues guidelines ensuring and maximizing the quality, utility, objectivity, and integrity of disseminated
information.

7.10.2. Data Integrity and Data Integrity Board

NIST SP 800-53 Control: DI-2

DI-2: The organization:

a. Documents processes to ensure the integrity of personally identifiable information (PI1) through existing
security controls; and

b. Establishes a Data Integrity Board when appropriate to oversee organizational Computer Matching
Agreements123 and to ensure that those agreements comply with the computer matching provisions of the
Privacy Act.

Security Baseline: N/A
E-1: The organization publishes Computer Matching Agreements on its public website.

Security Baseline: N/A

HUD Policy 7.10.2

The HUD Chief Privacy Officer:

a. Documents processes to ensure the integrity of personally identifiable information (PI1) through existing
security controls.

b. Establishes a Data Integrity Board when appropriate to oversee organizational Computer Matching
Agreements and to ensure that those agreements comply with the computer matching provisions of the
Privacy Act.

7.11. Data Minimization and Retention

7.11.1. Minimization of Personally Identifiable Information

NIST SP 800-53 Control: DM-1

DM-1: The organization:

a. ldentifies the minimum personally identifiable information (P1l) elements that are relevant and necessary
to accomplish the legally authorized purpose of collection;

b. Limits the collection and retention of Pl to the minimum elements identified for the purposes described in
the notice and for which the individual has provided consent; and

c. Conducts an initial evaluation of PII holdings and establishes and follows a schedule for regularly
reviewing those holdings at least annually to ensure that only PII identified in the notice is collected and
retained, and that the PII continues to be necessary to accomplish the legally authorized purpose.

Security Baseline: N/A
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NIST SP 800-53 Control: DM-1

E-1: The organization, where feasible and within the limits of technology, locates and removes/redacts
specified Pl and/or uses anonymization and de-identification techniques to permit use of the retained
information while reducing its sensitivity and reducing the risk resulting from disclosure.

Security Baseline: N/A

HUD Policy 7.11.1
The HUD Chief Privacy Officer:
a.

b.

Identifies the minimum personally identifiable information (PI1) elements that are relevant and necessary
to accomplish the legally authorized purpose of collection.

Limits the collection and retention of PII to the minimum elements identified for the purposes described in
the notice and for which the individual has provided consent.

Conducts an initial evaluation of PII holdings and establishes and follows a schedule for regularly
reviewing those holdings on an annual basis to ensure that only PlII identified in the notice is collected and
retained, and that the PII continues to be necessary to accomplish the legally authorized purpose.

7.11.2. Data Retention and Disposal

NIST SP 800-53 Control: DM-2

DM-2: The organization:
a.

b.

Security Baseline: N/A

Retains each collection of personally identifiable information (PII) for [Assignment: organization-defined
time period] to fulfill the purpose(s) identified in the notice or as required by law;

Disposes of, destroys, erases, and/or anonymizes the PlI, regardless of the method of storage, in
accordance with a NARA-approved record retention schedule and in a manner that prevents loss, theft,
misuse, or unauthorized access; and

Uses [Assighment: organization-defined techniques or methods] to ensure secure deletion or destruction of
P11 (including originals, copies, and archived records).

E-1: The organization, where feasible, configures its information systems to record the date PII is collected,
created, or updated and when PII is to be deleted or archived under an approved record retention schedule.

Security Baseline: N/A

HUD Policy 7.11.2
The HUD Chief Privacy Officer:
a.

b.

Retains each collection of personally identifiable information (PI1) to fulfill the purpose(s) identified in
the notice or as required by law.

Disposes of, destroys, erases, and/or anonymizes the PlI, regardless of the method of storage, in
accordance with a NARA-approved record retention schedule and in a manner that prevents loss, theft,
misuse, or unauthorized access.

Uses HUD-approved sanitization mechanisms to ensure secure deletion or destruction of PII (including
originals, copies, and archived records).
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7.11.3. Minimization of P11 Used in Testing, Training, and Research

NIST SP 800-53 Control: DM-3

DM-3: The organization:

a. Develops policies and procedures that minimize the use of personally identifiable information (PII) for
testing, training, and research; and

b. Implements controls to protect P1l used for testing, training, and research.

Security Baseline: N/A

E-1: The organization, where feasible, uses techniques to minimize the risk to privacy of using P1I for
research, testing, or training.

Security Baseline: N/A

HUD Policy 7.11.3
The HUD Chief Privacy Officer:

a. Develops policies and procedures that minimize the use of personally identifiable information (PII) for
testing, training, and research.
b. Implements controls to protect PIl used for testing, training, and research.

7.12. Individual Participation and Redress

7.12.1. Consent

NIST SP 800-53 Control: IP-1

IP-1: The organization:

a. Provides means, where feasible and appropriate, for individuals to authorize the collection, use,
maintaining, and sharing of personally identifiable information (P1I) prior to its collection;

b. Provides appropriate means for individuals to understand the consequences of decisions to approve or
decline the authorization of the collection, use, dissemination, and retention of PlI;

c. Obtains consent, where feasible and appropriate, from individuals prior to any new uses or disclosure of
previously collected PII; and

d. Ensures that individuals are aware of and, where feasible, consent to all uses of Pl not initially described
in the public notice that was in effect at the time the organization collected the PII.

Security Baseline: N/A
E-1: The organization implements mechanisms to support itemized or tiered consent for specific uses of data.

Security Baseline: N/A

HUD Policy 7.12.1

The HUD Chief Privacy Officer:

a. Provides means, where feasible and appropriate, for individuals to authorize the collection, use,
maintaining, and sharing of personally identifiable information (PII) prior to its collection.

b. Provides appropriate means for individuals to understand the consequences of decisions to approve or
decline the authorization of the collection, use, dissemination, and retention of PII.

c. Obtains consent, where feasible and appropriate, from individuals prior to any new uses or disclosure of
previously collected PII.

d. Ensures that individuals are aware of and, where feasible, consent to all uses of PII not initially described
in the public notice that was in effect at the time the organization collected the PII.
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7.12.2. Individual Access

NIST SP 800-53 Control: IP-2

IP-2: The organization:
a.

b.
C.

d.

Security Baseline: N/A

Provides individuals the ability to have access to their personally identifiable information (P11) maintained
in its system(s) of records;

Publishes rules and regulations governing how individuals may request access to records maintained in a
Privacy Act System of Records;

Publishes access procedures in System of Records Notices (SORNS); and

Adheres to Privacy Act requirements and OMB policies and guidance for the proper processing of Privacy
Act requests.

HUD Policy 7.12.2
The HUD Chief Privacy Officer:
a.

b.

C.
d.

Provides individuals the ability to have access to their personally identifiable information (P11) maintained
in its system(s) of records.

Publishes rules and regulations governing how individuals may request access to records maintained in a
Privacy Act System of Records.

Publishes access procedures in System of Records Notices (SORNS).

Adheres to Privacy Act requirements and OMB policies and guidance for the proper processing of Privacy
Act requests.

7.12.3. Redress

NIST SP 800-53 Control: IP-3

IP-3: The organization:
a.

b.

Security Baseline: N/A

Provides a process for individuals to have inaccurate personally identifiable information (PIl) maintained
by the organization corrected or amended, as appropriate; and

Establishes a process for disseminating corrections or amendments of the P1I to other authorized users of
the PII, such as external information-sharing partners and, where feasible and appropriate, notifies affected
individuals that their information has been corrected or amended.

HUD Policy 7.12.3
The HUD Chief Privacy Officer:
a.

b.

Provides a process for individuals to have inaccurate personally identifiable information (PIl) maintained
by the organization corrected or amended, as appropriate.

Establishes a process for disseminating corrections or amendments of the P1I to other authorized users of
the PII, such as external information-sharing partners and, where feasible and appropriate, notifies affected
individuals that their information has been corrected or amended.

7.12.4. Complaint Management

NIST SP 800-53 Control: IP-4

IP-4: The organization implements a process for receiving and responding to complaints, concerns, or
questions from individuals about the organizational privacy practices.

Security Baseline: N/A
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NIST SP 800-53 Control: IP-4

E-1: The organization responds to complaints, concerns, or questions from individuals within [Assignment:
organization-defined time period].

Security Baseline: N/A

HUD Policy 7.12.4

The HUD Chief Privacy Officer implements a process for receiving and responding to complaints, concerns, or
questions from individuals about the HUD privacy practices.

7.13. Security

7.13.1. Inventory of Personally Identifiable Information

NIST SP 800-53 Control: SE-1

SE-1: The organization:

a. Establishes, maintains, and updates [Assignment: organization-defined frequency] an inventory that
contains a listing of all programs and information systems identified as collecting, using, maintaining, or
sharing personally identifiable information (PII); and

b. Provides each update of the PII inventory to the CIO or information security official [Assignment:
organization-defined frequency] to support the establishment of information security requirements for all
new or modified information systems containing PII.

Security Baseline: N/A

HUD Policy 7.13.1
The HUD Chief Privacy Officer:

a. Establishes, maintains, and updates annually an inventory that contains a listing of all Programs and
information systems identified as collecting, using, maintaining, or sharing personally identifiable
information (PII).

b. Provides each update of the PII inventory to the CIO or information security official annually to support
the establishment of information security requirements for all new or modified information systems
containing PII.

7.13.2. Privacy Incident Response

NIST SP 800-53 Control: SE-2

SE-2: The organization:

a. Develops and implements a Privacy Incident Response Plan; and

b. Provides an organized and effective response to privacy incidents in accordance with the organizational
Privacy Incident Response Plan.

Security Baseline: N/A

HUD Policy 7.13.2
The HUD Chief Privacy Officer:

a. Develops and implements a HUD Privacy Incident Response Plan.
b. Provides an organized and effective response to privacy incidents in accordance with the HUD Privacy
Incident Response Plan.
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7.14. Transparency

7.14.1. Privacy Notice

NIST SP 800-53 Control: TR-1

TR-1: The organization:
a.

Security Baseline: N/A

Provides effective Notice to the public and to individuals regarding: (i) its activities that impact privacy,
including its collection, use, sharing, safeguarding, maintenance, and disposal of personally identifiable
information (PI1); (ii) authority for collecting PII; (iii) the choices, if any, individuals may have regarding
how the organization uses PIl and the consequences of exercising or not exercising those choices; and (iv)
the ability to access and have Pl amended or corrected if necessary;

Describes: (i) the PI1I the organization collects and the purpose(s) for which it collects that information; (ii)
how the organization uses Pl internally; (iii) whether the organization shares Pl with external entities, the
categories of those entities, and the purposes for such sharing; (iv) whether individuals have the ability to
consent to specific uses or sharing of P11 and how to exercise any such consent; (v) how individuals may
obtain access to PII; and (vi) how the PII will be protected; and

Revises its public notices to reflect changes in practice or policy that affects P1I or changes in its activities
that impact privacy, before or as soon as practicable after the change.

E-1: The organization provides real-time and/or layered notice when it collects PII.

Security Baseline: N/A

HUD Policy 7.14.1
The HUD Chief Privacy Officer:
a.

Provides effective Notice to the public and to individuals regarding: (i) its activities that impact privacy,
including its collection, use, sharing, safeguarding, maintenance, and disposal of personally identifiable
information (PI1); (ii) authority for collecting PII; (iii) the choices, if any, individuals may have regarding
how the organization uses P1I and the consequences of exercising or not exercising those choices; and (iv)
the ability to access and have PIl amended or corrected if necessary.

Describes: (i) the PIl the HUD organization collects and the purpose(s) for which it collects that
information; (ii) how the organization uses PII internally; (iii) whether the organization shares P1I with
external entities, the categories of those entities, and the purposes for such sharing; (iv) whether
individuals have the ability to consent to specific uses or sharing of PIl and how to exercise any such
consent; (v) how individuals may obtain access to PII; and (vi) how the PIl will be protected.

Revises its public notices to reflect changes in practice or policy that affects P1I or changes in its activities
that impact privacy, before or as soon as practicable after the change.

7.14.2.  System of Records Notices and Privacy Act Statements

NIST SP 800-53 Control: TR-2

TR-2: The organization:
a.

b.
C.

Security Baseline: N/A

Publishes System of Records Notices (SORNS) in the Federal Register, subject to required oversight
processes, for systems containing personally identifiable information (PI1);

Keeps SORNSs current; and

Includes Privacy Act Statements on its forms that collect P1I, or on separate forms that can be retained by
individuals, to provide additional formal notice to individuals from whom the information is being
collected.
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NIST SP 800-53 Control: TR-2
E-1: The organization publishes SORNSs on its public website.

Security Baseline: N/A

HUD Policy 7.14.2

The HUD Chief Privacy Officer:

a. Publishes System of Records Notices (SORNSs) in the Federal Register, subject to required oversight
processes, for systems containing personally identifiable information (PII).

b. Keeps SORNSs current and publishes SORNs on the HUD public website.

c. Includes Privacy Act Statements on its forms that collect PIl, or on separate forms that can be retained by
individuals, to provide additional formal notice to individuals from whom the information is being
collected.

7.14.3. Dissemination of Privacy Program Information

NIST SP 800-53 Control: TR-3

TR-3: The organization:
a. Ensures that the public has access to information about its privacy activities and is able to
communicate with its Senior Agency Official for Privacy (SAOP)/Chief Privacy Officer (CPO); and
b. Ensures that its privacy practices are publicly available through organizational websites or otherwise.

Security Baseline: N/A

HUD Policy 7.14.3

The CIO:

a. Ensures that the public has access to information about its privacy activities and is able to communicate
with its HUD Chief Privacy Officer.

b. Ensures that its privacy practices are publicly available through organizational websites or otherwise.

7.15. Use Limitation

7.15.1. Internal Use

NIST SP 800-53 Control;: UL-1

UL-1: The organization uses personally identifiable information (PI1) internally only for the authorized
purpose(s) identified in the Privacy Act and/or in public notices.

Security Baseline: N/A

HUD Policy 7.15.1

a. HUD only uses personally identifiable information (PII) internally only for the authorized purpose(s)
identified in the Privacy Act and/or in public notices.
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7.15.2. Information Sharing with Third Parties

NIST SP 800-53 Control: UL-2

UL-2: The organization:
a.

b.

Security Baseline: N/A

Shares personally identifiable information (PII) externally, only for the authorized purposes identified in
the Privacy Act and/or described in its notice(s) or for a purpose that is compatible with those purposes;
Where appropriate, enters into Memoranda of Understanding, Memoranda of Agreement, Letters of Intent,
Computer Matching Agreements, or similar agreements, with third parties that specifically describe the PII
covered and specifically enumerate the purposes for which the Pl may be used;

Monitors, audits, and trains its staff on the authorized sharing of P1l with third parties and on the
consequences of unauthorized use or sharing of PIl; and

Evaluates any proposed new instances of sharing P11 with third parties to assess whether the sharing is
authorized and whether additional or new public notice is required.

HUD Policy 7.15.2

The HUD Chief Privacy Officer:
a.

b.

Shares personally identifiable information (PII) externally, only for the authorized purposes identified in
the Privacy Act and/or described in its notice(s) or for a purpose that is compatible with those purposes.
Where appropriate, enters into Memoranda of Understanding, Memoranda of Agreement, Letters of Intent,
Computer Matching Agreements, or similar agreements, with third parties that specifically describe the P1I
covered and specifically enumerate the purposes for which the PIl may be used.

Monitors, audits, and trains its staff on the authorized sharing of P11 with third parties and on the
consequences of unauthorized use or sharing of PII.

Evaluates any proposed new instances of sharing P11 with third parties to assess whether the sharing is
authorized and whether additional or new public notice is required.
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APPENDIX A. SECURITY CONTROL MAPPINGS

Relationship of Security Controls to Other Standards and Control Sets

The first mapping table in this appendix provides organizations a general indication of SP 800-53
security control coverage with respect to other frequently referenced security control standards
and control sets. The security control mappings are not exhaustive and are based on a broad
interpretation and general understanding of the control sets being compared. The mappings are
created by using the primary security topic identified in each of the SP 800-53 security controls
and searching for a similar security topic in the other referenced security control standards and
control sets. Security controls with similar functional meaning (e.g., SP 800-53, Contingency
Planning, and 1SO/International Electrotechnical Commission [IEC] 17799, Business Continuity)
are included in the mapping table. In some instances, similar topics are addressed in the security
control sets but provide a different context, perspective, or scope (e.g., SP 800-53 addresses
privacy requirements in terms of privacy policy notification, whereas ISO/IEC 17799 addresses
privacy requirements in terms of legislation and regulations). Organizations are encouraged to
use the mapping table as a starting point for conducting further analysis and interpretation of
control similarity and associated coverage when comparing disparate control sets.

MAPPING NIST SP 800-53 TO ISO/IEC 27001

NIST SP 800-53 CONTROLS ISO/IEC 27001 CONTROLS HUD
Policy
AC-1 Access Control Policy and A5.11,A512 A6.1.1, A6.1.2,A6.1.3, A8.11, 5.2.1
Procedures A.10.1.1,A.10.8.1,A.11.1.1, A.11.3.3, A.11.4.1,

A.11.6.1,A.11.7.1,A.11.7.2,A.12.3.2, A.15.1.1,
A.15.2.1

AC-2 Account Management A.8.3.3,A11.2.1,A11.2.2,A.11.2.4, A.11.5.2, 5.2.2
A.11.55,A.11.5.6

AC-3 Access Enforcement A.7.2.2,A.10.6.1, A.10.7.3, A.10.7.4, A.10.8.1 5.2.3

A.10.9.1, A.10.9.2, A.10.9.3, A.11.2.2, A.11.5.4,
A.11.6.1,A12.4.3,A.15.1.3

AC-4 Information Flow Enforcement A.7.2.2,A.10.7.3, A.10.8.1, A.11.45,A.11.4.7, 5.2.4
A.12.5.4

AC-5 Separation of Duties A.10.1.3 5.2.5

AC-6 Least Privilege A.11.2.2,A11.41,A.11.4.4,A.1154,A.116.1, 5.2.6
A.12.4.3

AC-7 Unsuccessful Logon Attempts A.115.1 5.2.7

AC-8 System Use Notification A.6.2.2, A11.5.1, A.15.1.5 5.2.8

AC-9 Previous Logon (Access) A.115.1 n/a

Notification

AC-10 Concurrent Session Control None 5.2.9

AC-11 Session Lock A.11.3.2,A.11.3.3,A. 1155 5.2.10

AC-12 Session Termination A.11.5.5 5.2.11

AC-13 | Withdrawn n/a

AC-14 Permitted Actions without None 5.2.12

Identification or Authentication

1 The Security Control Mapping table includes references to: (i) NIST SP 800-53, Contingency Planning; (ii) ISO/IEC
17799:2000, Code of Practice for Information Security Management; (iii) NIST SP 800-26, Security Self-
Assessment Guide for Information Technology System; and (iv) GAO, Federal Information System Controls Audit
Manual. The numerical designations in the respective columns indicate the paragraph number(s) in the above
documents where the security controls, control objectives, or associated implementation guidance may be found.
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NIST SP 800-53 CONTROLS ISO/IEC 27001 CONTROLS HUD
Policy
AC-15 | Withdrawn n/a
AC-16 | Security Attributes A.7.2.2,A.10.7.3 n/a
AC-17 Remote Access A.10.6.1, A.10.8.1, A.10.8.5, A.11.4.1, A.11.4.2, 5.2.13
A.1146, A11.7.1,A11.7.2
AC-18 Wireless Access A.10.6.1, A.10.8.1, A.11.4.1, A11.4.2, A11.4.6, 5.2.14
A11.7.1
AC-19 Access Control for Mobile A.9.25,6A.10.4.1, A.10.7.3, A.11.4.3, A.11.4.6, 5.2.15
Devices Al11.7.1
AC-20 Use of External Information A.6.2.1, A7.1.3,A9.25 A.10.6.1, A.10.8.1, A.11.4.1, | 5.2.16
Systems A.11.42,A11.4.6
AC-21 | Information Sharing None 5.2.17
AC-22 | Publicly Accessible Content A.10.9.3,A.11.6.1 5.2.18
AC-23 Data Mining Protection None n/a
AC-24 | Access Control Decisions A.11.6.1 n/a
AC-25 Reference Monitor None n/a
AT-1 Security Awareness and Ab5.1.1, A512 A6.1.1,A6.1.2,A6.1.3, A8.1.1, 4.10.1
Training Policy and Procedures | A.10.1.1, A.15.1.1, A.15.2.1
AT-2 Security Awareness Training A.6.2.2,A.8.2.2,A.104.1 4.10.2
AT-3 Role-Based Security Training A.6.2.2,A.8.2.2,A10.4.1 4.10.3
AT-4 Security Training Records None 4.10.4
AT-5 Withdrawn n/a
AU-1 Audit and Accountability Policy | A.5.1.1, A.5.1.2, A.6.1.1, A.6.1.2, A.6.1.3, A.8.1.1, 5.3.1
and Procedures A.10.1.1,A.15.1.1, A.15.2.1, A.15.3.1
AU-2 Audit Events A.10.10.1, A.10.10.2, A.10.10.4, A.10.10.5, A.11.5.4, 5.3.2
A.15.3.1
AU-3 Content of Audit Records A.10.10.1, A.10.10.2, A.10.10.4 5.3.3
AU-4 Audit Storage Capacity A.10.3.1, A.10.10.3 5.3.4
AU-5 Response to Audit Processing A.10.3.1, A.10.10.3 5.3.5
Failures
AU-6 Audit Review, Analysis, and A.10.10.2, A.10.10.5, A.13.1.1, A.15.1.5 5.3.6
Reporting
AU-7 Audit Reduction and Report A.10.10.2, A.13.2.3 5.3.7
Generation
AU-8 Time Stamps A.10.10.1, A.10.10.6, A.13.2.3 5.3.8
AU-9 Protection of Audit Information A.10.10.3, A.13.2.3, A.15.1.3, A.15.3.2 5.3.9
AU-10 Non-repudiation A.10.8.4, A.10.9.1, A.10.9.2, A.12.2.3 5.3.10
AU-11 | Audit Record Retention A.10.10.1, A.13.2.3, A.15.1.3 5.3.11
AU-12 Audit Generation A.10.10.1, A.10.10.2, A.10.10.4, A.10.10.5 5.3.12
AU-13 | Monitoring for Information A1254 n/a
Disclosure
AU-14 Session Audit A.10.10.1 n/a
AU-15 | Alternate Audit Capability None n/a
AU-16 | Cross-Organizational Auditing None n/a
CA-1 Security Assessment and A5.1.1,A512 A6.1.1, A6.1.2,A6.1.3A.6.1.4, 3.4.1
Authorization Policies and A.6.1.8,A8.1.1,A10.1.1,A.15.1.1, A15.21
Procedures
CA-2 Security Assessments A.6.1.8, A.6.2.2,A.10.3.2, A.13.1.2, A.15.2.1, 3.4.2
A.15.2.2
CA-3 System Interconnections A.6.2.1, A6.2.2,A.6.2.3,A.10.6.1, A.10.6.2, A.10.8.1, | 3.4.3
A.10.8.2, A.10.8.5, A.11.4.2
CA-4 Withdrawn n/a
CA-5 Plan of Action and Milestones None 3.4.4
CA-6 Security Authorization A.6.1.4, A.10.3.2 3.45
CA-7 Continuous Monitoring A.6.1.8, A.12.6.1, A.13.1.2, A.15.2.1, A.15.2.2 3.4.6
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CA-8 Penetration Testing None 3.4.7
CA-9 Internal System Connections None 3.4.8
CM-1 Configuration Management A5.1.1,A51.2 A6.1.1 A6.1.2, A6.1.3, A81.1, 45.1
Policy and Procedures A.10.1.1,A.12.4.1,A125.1, A15.1.1, A.15.2.1
CM-2 Baseline Configuration A.10.1.2,A.10.1.4,A.124.1 452
CM-3 Configuration Change Control A.10.1.2,A.10.3.2, A.12.4.1, A.125.1, A.12.5.2, 45.3
A.12.5.3
CM-4 Security Impact Analysis A.10.1.2, A.10.1.4, A.10.3.2, A.12.4.1, A.12.5.2, 454
A.1253
CM-5 Access Restrictions for Change | A.10.1.2, A.12.4.1, A.12.4.3, A.125.3 455
CM-6 Configuration Settings A.10.10.2 4.5.6
CM-7 Least Functionality A11.41,A11.4.4,A11.46,A.12.4.1 457
CM-8 Information System A7.11,A7.1.2 4.5.8
Component Inventory
CM-9 Configuration Management A6.1.3. A7.1.1, A7.1.2,A10.1.2, A.10.1.4, A.10.3.2, | 4.5.9
Plan A12.41,A.12.43,A1251,A125.2, A.125.3
CM-10 | Software Usage Restrictions A.12.4.1,A.15.1.2 4.5.10
CM-11 | User-Installed Software A.10.4.1, A.10.10.2, A.12.4.1, A.15.15 4511
CP-1 Contingency Planning Policy Ab5.1.1, A512 A6.1.1,A6.1.2,A6.1.3, A8.1.1, 4.4.1
and Procedures A.10.1.1,A.14.1.1,A14.1.3,A15.1.1, A15.2.1
CP-2 Contingency Plan A6.1.2,A.6.1.3,A0.1.4,A10.31,A14.1.1,A14.1.2, | 4.4.2
A.14.1.3,A.14.1.4,A1415
CP-3 Contingency Training A.8.2.2 4.4.3
CP-4 Contingency Plan Testing A.6.1.2, A14.1.4,A.14.15 4.4.4
CP-5 Withdrawn n/a
CP-6 Alternate Storage Site A.9.1.4,A14.1.3 445
CP-7 Alternate Processing Site A.9.1.4,A14.1.3 4.4.6
CP-8 Telecommunications Services A.9.2.2,A14.1.3 4.47
CP-9 Information System Backup A.10.5.1, A.14.1.3, A.15.1.3 4.4.8
CP-10 Information System Recovery A.14.1.3 4.4.9
and Reconstitution
CP-11 | Alternate Communications A.14.1.3 n/a
Protocols
CP-12 | Safe Mode None n/a
CP-13 | Alternative Security A.14.1.3 n/a
Mechanisms
1A-1 Identification and A5.1.1,A512 A6.1.1, A6.12 A6.13 A8.1.1, 5.1.1
Authentication Policy and A.10.1.1,A.15.1.1,A15.2.1
Procedures
I1A-2 Identification and A.10.9.1, A.10.9.2, A.11.4.2, A11.5.1, A.11.5.2 5.1.2
Authentication (Organizational
Users)
1A-3 Device Ildentification and A.11.4.2,A11.4.3 5.1.3
Authentication
1A-4 Identifier Management A.11.2.1, A.11.5.2 5.14
IA-5 Authenticator Management A11.2.1,A11.23,A11.3.1,A1151, A115.2, 5.15
A.11.5.3
1A-6 Authenticator Feedback A.11.5.1, A.11.5.3 5.1.6
1A-7 Cryptographic Module A.15.1.6 5.1.7
Authentication
IA-8 Identification and A.10.9.1, A.10.9.2,A.11.4.2, A11.5.1, A.11.5.2 5.1.8
Authentication (Non-
Organizational Users)
1A-9 Service ldentification and None n/a
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IA-10 Adaptive Identification and None n/a
Authentication
IA-11 Re-authentication A.11.5.6 n/a
IR-1 Incident Response Policy and A5.1.1,A51.2, A6.1.1 A6.1.2, A6.1.3 A81.1, 49.1
Procedures A.10.1.1,A13.1.1,A13.2.1,A15.1.1, A15.2.1
IR-2 Incident Response Training A.8.2.2,A104.1 4.9.2
IR-3 Incident Response Testing None 49.3
IR-4 Incident Handling A6.1.2,A6.1.6,A.13.2.1,A13.2.2, A13.2.3 4.9.4
IR-5 Incident Monitoring None 4.9.5
IR-6 Incident Reporting A.6.1.6, A.13.1.1 4.9.6
IR-7 Incident Response Assistance A.6.1.6 49.7
IR-8 Incident Response Plan A.10.4.1 49.8
IR-9 Information Spillage Response | None n/a
IR-10 Integrated Information Security | A.13.2.2 n/a
Analysis Team
MA-1 System Maintenance Policy A5.11,A512 A6.1.1, A6.1.2,A6.1.3, A8.11, 46.1
and Procedures A.10.1.1, A.15.1.1, A.15.2.1
MA-2 Controlled Maintenance A.9.2.4,A0.2.7,A11.4.4 4.6.2
MA-3 Maintenance Tools A9.2.4,A104.1 4.6.3
MA-4 Nonlocal Maintenance A9.24,A1144 4.6.4
MA-5 Maintenance Personnel A.9.1.1, A9.2.4,A12.4.3 4.6.5
MA-6 Timely Maintenance A.9.2.4 4.6.6
MP-1 Media Protection Policy and A5.1.1,A51.2,A6.1.1,A6.1.2,A6.1.3,A8.1.1, 4.8.1
Procedures A.10.1.1, A.10.7.1, A11.1.1, A.11.3.3, A.12.3.1,
A.15.1.1, A.15.1.3,A.15.2.1
MP-2 Media Access A.7.2.2,A.10.7.3, A.11.3.3 4.8.2
MP-3 Media Marking A.7.2.2,A.10.7.3, A.10.7.4 4.8.3
MP-4 Media Storage A.10.7.1, A.10.7.4,A.11.3.3, A.15.1.3 4.8.4
MP-5 Media Transport A9.25 A9.2.7,A.10.7.1, A.10.8.3 4.85
MP-6 Media Sanitization A.9.2.6,A.10.7.1, A.10.7.2 4.8.6
MP-7 Media Use A.10.4.1, A.10.7.1 4.8.7
MP-8 Media Downgrading None n/a
PE-1 Physical and Environmental A5.1.1,A51.2 A6.1.1, A6.1.2,A6.1.3,A81.1, 4.2.1
Protection Policy and A9.1.4,A9.15 A.10.1.1, A15.1.1, A15.2.1
Procedures
PE-2 Physical Access Authorizations | A.8.3.3, A.9.1.2 422
PE-3 Physical Access Control A9.1.1,A9.12 A9.13 A9.16,A11.44 4.2.3
PE-4 Access Control for A9.1.1,A9.1.2 A9.1.3 A9.23 4.2.4
Transmission Medium
PE-5 Access Control for Output A9.1.1,A9.1.2 A9.13 425
Devices
PE-6 Monitoring Physical Access A.9.1.2, A.10.10.2 4.2.6
PE-7 Withdrawn n/a
PE-8 Visitor Access Records A.9.1.2, A.10.10.2 4.2.7
PE-9 Power Equipment and Cabling A.9.1.4,A9.2.2,A9.2.3 4.2.8
PE-10 Emergency Shutoff A.9.2.2 4.3
PE-11 Emergency Power A.9.2.2 43.1
PE-12 Emergency Lighting A.9.2.2 4.3.2
PE-13 Fire Protection A.6.1.6,A9.14,A021 4.3.3
PE-14 | Temperature and Humidity A.9.2.1,A9.2.2 4.3.4
Controls
PE-15 | Water Damage Protection A.9.1.4,A9.2.1 4.3.5
PE-16 Delivery and Removal A.9.1.6, A9.2.7 4.3.6
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PE-17 Alternate Work Site A.9.25 A11.7.2 4.3.7
PE-18 Location of Information System | A.9.1.4, A9.2.1 4.3.8
Components
PE-19 Information Leakage A9.1.4,A9.21,A125.4 n/a
PE-20 | Asset Monitoring and Tracking None n/a
PL-1 Security Planning Policy and A5.1.1,A5.12 A6.11 A6.1.2 A6.13 A8.1.1, 321
Procedures A.10.1.1, A15.1.1, A15.2.1
PL-2 System Security Plan A.6.1.2 3.2.2
PL-3 Withdrawn n/a
PL-4 Rules of Behavior A.6.15 A6.22, A6.23 A7.13.A811, A8.13, 3.2.3
A.8.2.1, A10.8.1, A.11.7.1, A11.7.2, A.13.1.2,
A.15.1.5
PL-5 Withdrawn n/a
PL-6 Withdrawn n/a
PL-7 Security Concept of Operations | A.12.1.1 n/a
PL-8 Information Security A.12.11 3.24
Architecture
PL-9 Central Management None n/a
PS-1 Personnel Security Policy and A5.1.1,A51.2 A6.1.1, A6.1.2,A6.1.3,A8.1.1, 4.1.1
Procedures A.10.1.1, A.15.1.1, A.15.2.1
PS-2 Position Risk Designation A8.1.1 412
PS-3 Personnel Screening A.8.1.2 4.1.3
PS-4 Personnel Termination A.8.3.1, A.8.3.2, A8.3.3 4.1.4
PS-5 Personnel Transfer A.8.3.1,A8.3.2,A833 4.15
PS-6 Access Agreements A.6.1.5,A6.2.3,A.7.1.3,A.8.1.1,A.8.1.3,A8.2.1, 4.1.6
A.10.8.1,A.11.7.1, A.11.7.2, A.15.1.5
PS-7 Third-Party Personnel Security | A.6.1.3, A.6.2.3, A.8.1.1, A8.2.1 4.1.7
PS-8 Personnel Sanctions A.8.2.3,A15.1.5 4.1.8
RA-1 Risk Assessment Policy and A51.1,A512 A6.1.1, A6.1.2,A6.1.3 A8.1.1, 3.1.1
Procedures A.10.1.1, A.15.1.1, A.15.2.1
RA-2 Security Categorization A7.21,A12.11 3.1.2
RA-3 Risk Assessment A6.2.1,A12.6.1,A14.1.2 3.1.3
RA-4 Withdrawn n/a
RA-5 Vulnerability Scanning A.12.6.1, A.15.2.2 3.14
RA-6 Technical Surveillance None n/a
Countermeasures Survey
SA-1 System and Services A51.1,A512 A6.11, A6.1.2,A6.1.3 A8.1.1, 3.3.1
Acquisition Policy and A.10.1.1, A.125.5,A.15.1.1, A15.2.1
Procedures
SA-2 Allocation of Resources A6.1.2,A.10.3.1 3.3.2
SA-3 System Development Life A6.1.3,A121.1 3.3.3
Cycle
SA-4 Acquisition Process A.10.3.2,A.12.1.1, A.125.5 3.34
SA-5 Information System A.10.1.1, A.10.7.4, A.13.1.2, A.15.1.3 3.35
Documentation
SA-6 Withdrawn n/a
SA-7 Withdrawn n/a
SA-8 Security Engineering Principles | A.10.4.2, A.12.1.1 3.3.6
SA-9 External Information System A.6.1.3,A6.1.5 A6.2.1, A.6.2.2,A.6.2.3,A8.2.1, 3.3.7
Services A.10.2.1, A.10.2.2, A.10.2.3, A.10.6.2, A.10.8.2,
A.12.55
SA-10 Developer Configuration A.10.1.2, A.10.1.4, A.10.2.3, A.10.3.2, A.12.4.3, 3.3.8
Management A.12.5.1, A.12.5.3, A.12.55
SA-11 Developer Security Testing and | A.6.1.8, A.10.3.2, A.12.5.5, A.13.1.2 3.3.9
Evaluation
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SA-12 Supply Chain Protections A.12.5.5 3.3.10
SA-13 | Trustworthiness A.12.55 n/a
SA-14 | Criticality Analysis None n/a
SA-15 Development Process, A.12.4.2, A.12.55 3.3.11
Standards, and Tools
SA-16 Developer-Provided Training A.8.2.2 3.3.12
SA-17 Developer Security None 3.3.13
Architecture and Design
SA-18 | Tamper Resistance and None n/a
Detection
SA-19 Component Authenticity None n/a
SA-20 | Customized Development of None n/a
Critical Components
SA-21 Developer Screening A.8.1.2 n/a
SA-22 | Unsupported System None n/a
Components
SC-1 System and Communications A5.11,A512 A6.1.1, A6.1.2,A6.1.3, A8.11, 5.4.1
Protection Policy and A.10.1.1, A.10.8.1,A.11.4.1, A.12.3.1, A.15.1.1,
Procedures A.15.2.1
SC-2 Application Partitioning A.10.4.2, A.10.9.2, A.11.45,A.11.5.4 5.4.2
SC-3 Security Function Isolation A.10.4.2, A.10.9.2 5.4.3
SC-4 Information In Shared None 5.4.4
Resources
SC-5 Denial of Service Protection A.10.3.1, A.10.6.1 5.4.5
SC-6 Resource Availability None n/a
SC-7 Boundary Protection A.10.4.1, A.10.4.2, A.10.6.1, A.10.8.1, A.10.8.4, 5.4.6
A.10.9.1, A.10.9.2, A.10.10.2, A.11.4.1, A.11.4.5,
A.11.4.6,A.11.4.7,A11.6.2
SC-8 Transmission Confidentiality A.10.6.1, A.10.8.1, A.10.8.4, A.10.9.1, A.10.9.2, 5.4.7
and Integrity A.12.2.3
SC-9 Withdrawn n/a
SC-10 Network Disconnect A.10.6.1,A.11.3.2, A.115.5 5.4.8
SC-11 | Trusted Path None n/a
SC-12 | Cryptographic Key A.12.3.2 5.4.9
Establishment and
Management
SC-13 | Cryptographic Protection A.10.9.1, A.10.9.2, A.15.1.6 5.4.10
SC-14 | Withdrawn n/a
SC-15 | Collaborative Computing A.10.8.1 5.4.11
Devices
SC-16 | Transmission of Security A7.2.2 n/a
Attributes
SC-17 | Public Key Infrastructure A.12.3.2 5.4.12
Certificates
SC-18 | Mobile Code A.10.4.2,A12.4.1 5.4.13
SC-19 | Voice Over Internet Protocol None 5.4.14
SC-20 | Secure Name/Address A.10.6.1 5.4.15
Resolution Service
(Authoritative Source)
SC-21 Secure Name/Address A.10.6.1 5.4.16
Resolution Service (Recursive
or Caching Resolver)
SC-22 | Architecture and Provisioning A.10.6.1 5.4.17
for Name/Address Resolution
Service
SC-23 Session Authenticity None 5.4.18
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SC-24 Fail in Known State None 5.4.19
SC-25 | Thin Nodes None n/a
SC-26 | Honeypots None n/a
SC-27 | Platform-Independent None n/a
Applications
SC-28 Protection of Information at None 5.4.20
Rest
SC-29 | Heterogeneity None n/a
SC-30 Concealment and Misdirection None n/a
SC-31 Covert Channel Analysis A.12.5.4 n/a
SC-32 | Information System Partitioning | A.11.6.2 n/a
SC-33 | Withdrawn n/a
SC-34 Non-Modifiable Executable None n/a
Programs
SC-35 Honeyclients None n/a
SC-36 | Distributed Processing and None n/a
Storage
SC-37 | Out-of-Band Channels None n/a
SC-38 | Operations Security A.125.4 n/a
SC-39 Process Isolation None n/a
SC-40 | Wireless Link Protection None n/a
SC-41 | Port and I/O Device Access None n/a
SC-42 | Sensor Capability and Data A.10.4.1 n/a
SC-43 | Usage Restrictions A.115.6 n/a
SC-44 | Detonation Chambers A.10.8.4 n/a
SI-1 System and Information A5.11,A512 A6.1.1, A6.1.2,A6.1.3, A8.11, 4.7.1
Integrity Policy and Procedures | A.10.1.1, A.10.4.1, A.15.1.1, A.15.2.1
SI-2 Flaw Remediation A.12.6.1, A.13.1.2 4.7.2
SI-3 Malicious Code Protection A.10.4.1, A.10.9.3 4.7.3
SI-4 Information System Monitoring | A.10.9.3, A.10.10.2, A.10.10.3, A.15.3.1 4.7.4
SI-5 Security Alerts, Advisories, and | A.6.1.6, A.6.1.7, A.10.4.1, A.10.9.3, A.12.6.1, 475
Directives A.13.1.2
SI-6 Security Function Verification A.10.10.2, A.10.10.6, A.12.2.2 4.7.6
SI-7 Software, Firmware, and A.10.4.1, A.10.9.3, A.10.10.2, A.12.2.2, A.12.2.3, 4.7.7
Information Integrity A12.4.1
SI-8 Spam Protection None 4.7.8
SI-9 Withdrawn n/a
SI-10 Information Input Validation A.10.7.3,A.10.9.3, A.12.2.1, A.12.2.2 4.7.9
SI-11 Error Handling None 4.7.10
SI-12 Information Handling and A.10.7.3,A.15.1.3,A.15.1.4 4,711
Retention
SI-13 Predictable Failure Prevention None n/a
Sl-14 Non-Persistence None n/a
SI-15 Information Output Filtering A.12.2.4 n/a
SI-16 Memory Protection None n/a
SI-17 Fail-Safe Procedures None n/a
PM-1 Information Security Program A5.1.1,A512 A6.1.1, A6.1.2,A6.1.3 6.1.1
Plan
PM-2 Senior Information Security A.6.1.1,A6.1.2, A6.1.3 6.2
Officer
PM-3 Information Security Resources | A.6.1.1 6.3
PM-4 Plan of Action and Milestones None 6.4
Process
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PM-5 Information System Inventory A7.1.1, A7.1.2 6.5
PM-6 Information Security Measures | None 6.6
of Performance
PM-7 Enterprise Architecture None 6.7
PM-8 Critical Infrastructure Plan None 6.8
PM-9 Risk Management Strategy A.6.1.8, A6.2.1,A14.1.2 6.9
PM-10 | Security Authorization Process | A.6.1.3, A.6.1.4 6.10
PM-11 Mission/Business Process None 6.11
Definition
PM-12 Insider Threat Program None 6.12
PM-13 | Information Security Workforce | A.8.2.2 6.13
PM-14 | Testing, Training, and A.8.2.2 6.14
Monitoring
PM-15 | Contacts with Security Groups A6.1.7 n/a
and Associations
PM-16 | Threat Awareness Program None. n/a
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3DES
AC
AES
ASHRAE
AT
ATO
AU
BIA
CA
CAD
CCMB
CFR
CIP
CISO
CM
CMP
CO
COOP
COTS
CP
CPIC
CPO
CSAM
DES
DHCP
DISA
DNS
EA
EAP
EO
ESIGN
FAR
FICAM
FIPS
FISMA
GMT
GPEA
GSS
COR
HSPD
HUDAR
HUD
HUD-CIRT

Triple Data Encryption Standard

Access Control Family

Advanced Encryption Standard

American Society of Heating, Refrigerating and Air-Conditioning Engineers
Awareness and Training Family

Authority To Operate

Audit and Accountability Family

Business Impact Analysis

Certification, Accreditation, and Security Assessment Family
Computer-aided Design

Configuration Control Management Board

Code of Federal Regulations

Critical Infrastructure Protection

Chief Information Security Officer
Configuration Management Family
Configuration Management Plan

Contracting Officer

Continuity of Operations

Commercial Off-the-Shelf

Contingency Planning Family

Capital Planning and Investment Control

Chief Privacy Officer

Cyber Security Assessment and Management
Data Encryption Standard

Dynamic Host Conference Protocol

Defense Information Systems Agency

Domain Name System

Enterprise Architecture

Extensible Authentication Protocol

Executive Order

Electronic Signature in Global National Commerce Act
Federal Acquisition Regulation

Federal Identity, Credential, and Access Management
Federal Information Processing Standard
Federal Information Security Management Act
Greenwich Mean Time

Government Paperwork Elimination Act
General Support System

Contracting Officer Representative

Homeland Security Presidential Directive

HUD Acquisition Regulation

Department of Housing and Urban Development
HUD Computer Incident Response Team
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1A

IAS

ID

IDS
IEEE
1G

100

IR

ISA
ISPP
ISSO
IT

LAN
LMR
MA
MAC
MBI
MDM
MOA/U
MP
N/A
NIST
NIST SP
NSA
NSTISSI

OAMS
OCHCO
OCIO
OGC
OIG
OITS
OMB
OCPO
OCRPM
OPM
PCS
PDA
PDS

PE

PED
PIA

Pl

PIV
PKI

Identification and Authentication Family
Inventory of Automated Systems

Identification

Intrusion Detection System

Institute of Electrical and Electronics Engineers
Inspector General

Infrastructure and Operations Office

Incident Response Family

Interconnection Security Agreement
Information Security Program Plan

Information System Security Officer
Information Technology

Local Area Network

Land Mobile Radio

Maintenance Family

Media Access Control

Minimum Background Investigations

Mobile Device Management

Memorandum of Agreement/Understanding
Media Protection Family

Not Applicable

National Institute of Standards and Technology
National Institute of Standards and Technology Special Publication
National Security Agency

National Security Telecommunications and Information Systems Security
Instruction

Office of Administration and Management Services
Office of the Chief Human Capital Officer
Office of the Chief Information Officer

Office of General Counsel

Office of the Inspector General

Office of Information Technology Security
Office of Management and Budget

Office of the Chief Procurement Officer

Office of Customer Relations and Performance Management
Office of Personnel Management

Personal Communications Services

Personal Digital Assistant

Protective Distribution Services

Physical and Environmental Protection Family
Portable Electronic Devices

Privacy Impact Assessment

Personally Identifiable Information

Personal Identity Verification

Public Key Infrastructure
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PL
POA&M
PM

PS
PTA
RA
SA

SC
SCCB
SCM
SCMP
SDM
Sl
SORN
SOwW
SP
SA&A
SAOP
SSL3.0
SSO
SSP
ST&E
TCP/IP
TLS1.0
TRM
TSP
UPS
USB
US-CERT
USGCB
uTcC
VolP
VPN
WAN
Wi-Fi
WLAN
WPAN

Planning Family

Plan Of Action & Milestones

Program Management, Program Plan

Personnel Security Family

Privacy Threshold Analysis

Risk Assessment Family

System and Services Acquisition Family
Systems and Communications Protection Family
Software Configuration Control Board
Software Configuration Management

Software Configuration Management Plan
System Development Methodology

System and Information Integrity Family
System of Record Notice

Statement of Work

Special Publication

Security Assessment & Authorization

Senior Agency Official for Privacy

Secure Sockets Layer Version 3.0

Single Sign-On

System Security Plan

Security Test & Evaluation

Transmission Control Protocol/Internet Protocol
Transport Layer Security Version 1.0

Technical Reference Model
Telecommunications Service Priority
Uninterrupted Power Supply

Universal Serial Bus

United States Computer Emergency Readiness Team
United States Government Configuration Baseline
Universal Time Coordinated

Voice over Internet Protocol

Virtual Private Network

Wide Area Network

Wireless Fidelity

Wireless Local Area Networks

Wireless Personal Area Networks
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APPENDIX C. Definitions

The following definitions are applicable to HUD policies and procedures.

Sensitive Information

Personally Identifiable
Information

Public Information

Information Technology

FIPS 199, Standards for Security Categorization of Federal
Information and Information Systems, was published in
December 2003. It is now the mandatory standard for
categorizing the sensitivity associated with federal information
and information systems (except national security systems).

FIPS 199 provides federal departments with a more detailed
categorization of their information assets than the Computer
Security Act of 1987 recognized. FIPS 199 distinguishes among
low, moderate, and high sensitivity categories and deals
explicitly with integrity, availability, and confidentiality as
security goals. Categories correspond to the different degrees of
potential impact a security incident may have on a department’s
mission, assets, legal responsibilities, functions, or individuals.

Personally Identifiable Information (PI1) is any item, collection,
or grouping of information about an individual that is
maintained by an agency, including identifying information,
education, financial transactions, medical history, Social
Security Numbers, and criminal or employment history.

This type of information can be disclosed to the public without
restriction, but requires protection against erroneous
manipulation or alteration (e.g., a public website).

The Clinger-Cohen Act defines information technology as any
equipment or interconnected system or subsystem of equipment
that is used in the automatic acquisition, storage, manipulation,
management, movement, control, display, switching,
interchange, transmission, or reception of data or information
by an executive agency. For purposes of the preceding
definition, equipment refers to that used by HUD or by a
contractor under contract with HUD if that contractor (1)
requires the use of such equipment or (2) requires the use, to a
significant extent, of such equipment in the performance of a
service or the furnishing of a product. The term information
technology includes computers, ancillary equipment, software,
firmware, and similar procedures, services (including support
services), and related resources.
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HUD Information System

General Support System

Major Applications

Minor Applications

Mission Critical
Information System

A HUD information system is information technology that is
(1) owned, leased, or operated by a Program Office, (2)
operated by a contractor on behalf of HUD, or (3) operated by
another federal, state, or local government agency on behalf of
HUD. HUD systems include both general support systems and
major applications.

An interconnected set of information resources under the same
direct management control that shares common functionality. It
normally includes hardware, software, information, data,
applications, communications, and people. A general support
system can be, for example, a local area network (LAN)
including smart terminals that support a branch office, an
agency-wide backbone, a communications network, a
departmental data processing center and its operating system
and utilities, a tactical radio network, or a shared information-
processing service organization. The Office of the Chief
Information Officer is the Program Office responsible for most
of these systems at HUD and the Deputy CIO for 100 are the
System Owner for such systems.

A major application is an information system that requires
special attention to security due to the risk and magnitude of
harm resulting from the loss, misuse, or unauthorized access to
or modification of the information in the application. A major
application may actually be made up of hardware, software, and
firmware, but it is distinguishable from a general support
system by the fact that it is a discreet application; whereas,
general support systems may support multiple applications.

A minor application is an information system that generally
operates on an accredited general support system and utilizes
the security controls of the general support system to provide an
adequate level of security (although additional security controls
may also be implemented within the application).

Mission-critical information systems are systems that an
organization designates as critical to fulfilling its mission,
including certain administrative systems.
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1.0 Introduction

The purpose of the HUD Privacy Program Plan is to provide an overview of HUD’s
Privacy Program. This Plan, which is consistent with the requirements enumerated in
OMB Circular A-130, Managing Information as a Strategic Resource includes:

e A description of the structure of HUD’s Privacy Program;

e The resources dedicated to HUD’s Privacy Program;

e The role of the Senior Agency Official for Privacy (SAOP), the Chief Privacy
Officer (CPO), and other privacy staff;

e The strategic goals and objectives of the Privacy Program;

e The program management controls in place to meet applicable privacy
requirements and manage privacy risks; and

e Additional information deemed important by HUD’s SAOP to provide an overview
of HUD’s Privacy Program requirements.

1.1 Annual Update

The Privacy Program Plan will be reviewed at minimum on an annual basis to ensure
program objectives align with the most current Federal requirements.

2.0 Overview of HUD Privacy Program

2.1 Mission Statement

HUD'’s program is led by HUD’s SAOP and is managed by the CPO within the Privacy
Office, located in HUD’s Office of the Assistant Secretary for Administration, Chief
Administrative Officer (OCAQO). The mission of the HUD Privacy Program is to protect
and minimize impacts on the privacy of individuals, while achieving HUD’s mission.

The Office plans to achieve this mission by cultivating a strong culture of privacy
protection throughout the Department and providing a risk-based, enterprise-wide
program based upon sound privacy practices in compliance with applicable laws and
that maintains and builds public trust. The Privacy Office implements requirements in
the Privacy Act of 1974, as amended; E-Government Act of 2002; and the Federal
Information Security Modernization Act (FISMA), as well as policy directives and best
practices issued in furtherance of those Acts.

The Privacy Office adheres to HUD’s Privacy Policy and the policy framework embodied
in the Fair Information Practice Principle (FIPPs) to ensure that individual privacy is
protected throughout the creation, collection, maintenance, use, dissemination and
disposal of all personally identifiable information (PIl) maintained by the HUD. The
Privacy Office carries out the following core functions:

e Develops and administers HUD’s privacy policies and procedures;
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e Provides privacy awareness training and targeted privacy trainings to HUD
personnel;

e Assesses all new or proposed programs, systems, technologies, and business
processes for privacy risks and provides recommendations to strengthen privacy
protections;

e Collaborates with HUD’s Office of Information Technology Security (OITS) to
implement and operationalize policies and tools to secure the confidentiality,
integrity, and availability of HUD’s information and information systems;

e Operates a data breach response program to ensure that all incidents involving
personally identifiable information (PII) are properly reported, investigated, and
mitigated, as appropriate; and

e Maintains updated privacy artifacts in compliance with legal requirements (e.g.,
System of Records Notice, Privacy Impact Assessments, and Privacy Act
Notices).

2.2 HUD Privacy Office Organization

HUD’s Privacy Program is housed within the Office of the CAQO. The Privacy Office
develops and executes policies and procedures to ensure that privacy is protected for
all employees, contractors and those who entrust their personal information to the HUD.
The Privacy Office is led by HUD’s SAOP pursuant to OMB Memorandum 16-24, Role
and Designation of Senior Agency Officials for Privacy.

The SAOP is HUD'’s key policy advisor on implementing the HUD’s Privacy Policy,
Privacy Act of 1974; the privacy provisions of the Federal Information Security
Modernization Act (FISMA); the privacy provisions contained in the E-Government Act
of 2002; Office of Management and Budget (OMB) requirements; and National Institute
of Standards and Technology (NIST) guidance. In accordance with OMB Circular A-
130, Managing Information as a Strategic Resource, the SAOP is responsible for:

e Serving as HUD’s senior policy authority on matters relating to the public
disclosure of information, advising on privacy issues related to informed consent,
disclosure risks, and data sharing;

e Developing and overseeing implementation of Agency-wide policies
and procedures relating to the Privacy Act, and assuring that personal
information contained in Privacy Act systems of records is handled in
compliance with its provisions;

e Communicating HUD’s privacy vision, principles, and policies internally
and externally working with the Privacy Liaison Officers (PLO’s) in
each business area as appropriate;

e Advocating strategies for data and information collection and dissemination, and
conducting an annual Pl inventory to ensure HUD's privacy policies and
principles are reflected in all operations;
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e Managing privacy risks associated with HUD activities that involve the
creation, collection, use, processing, storage, maintenance, dissemination,
disclosure, and disposal of Pll by programs and information systems.

e Ensuring that HUD employees have the appropriate training and
education concerning privacy laws, regulations, policies, and
procedures;

e Working with HUD stakeholders to ensure the vendors with access to PlI
that engage in business with HUD abide by federal privacy requirements;

e Overseeing HUD’s process for reviewing and approving Privacy
Impact Assessments (PIA) to ensure compliance with the E-

Government Act;

e Coordinating with HUD’s Chief Technology Officer (CTO) and Chief
Information Security Officer (CISO) to ensure that the FISMA authorization
and accreditation (A&A) process for new and existing systems
appropriately addresses privacy-related risks;

e Partnering with the CTO and CISO to ensure all aspects of HUD’s
Privacy Program are incorporated into HUD’s enterprise infrastructure,
information technology (IT), and IT security program.

In accordance with OMB Memorandum 16-24, HUD’s SAOP has delegated the
daily operations of HUD’s Privacy Program to HUD’s CPO. With the oversight of
HUD’s SAOP, the CPO handles all the substantive components of HUD’s Privacy
Office. HUD’s Privacy Office is staffed by a team of management analysts and
specialists who have privacy duties. Additionally, each business area is required
to appoint a Privacy Liaison Officer who serves as the ambassador between the
agency'’s office and the Privacy Office. The PLO is responsible for overseeing
compliance with privacy regulations in their respective business area, including
understanding PIAs, SORNs, CMAs, breach notification guidelines, and other
requirements for handling PII.

2.3 Strategic Goals and Objectives for Privacy
GOAL 1

Maintain compliance with federal privacy laws, regulations, and best
practices.

The Privacy Office

> Objective 1.1 — Increase accountability and transparency by enhancing
and regularly updating HUD’s foundational privacy documents to comply
with the Privacy Act, the E-Government Act of 2002, OMB requirements,
and best practices. These documents include HUD’s SORNSs, and PIAs.

» Objective 1.2 — Provide sound and consistent legal advice to HUD’s
client offices concerning the interpretation and application of federal
privacy laws, regulations, and other best practices.
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» Objective 1.3 — Review, assess, and advise business owners throughout
HUD about HUD programs, projects, information sharing arrangements,
systems, and other initiatives to comply with the HUD Privacy Policy.
This includes limiting the collection, maintenance, use, and
dissemination of PIl whenever possible.

» Objective 1.4 — Ensure that privacy-related complaints and incidents at
HUD are reported systematically, efficiently processed, and appropriately
mitigated in accordance with legal requirements and HUD policies and
procedures.

GOAL 2

Foster a culture of privacy and demonstrate leadership through policy and
strategic partnership

The Privacy Office’s core mission is to preserve and enhance privacy protections
for all individuals who entrust their personal information to the Agency and
fostering a culture of privacy at the Agency is a necessary component for
achieving this mission. In accordance with the FIPPs, HUD is authorized to only
collect information necessary to carry out its mission and must use that
information in accordance with the stated purpose for which it was originally
collected. HUD is also authorized to collect, maintain, use, and disseminate
personal information from individuals who work and seek to work for the Agency.

» Objective 2.1 — Provide guidance and issue policies related to privacy by
partnering with the PLO’s and leaders across HUD to embed and
enhance privacy protections throughout the life cycle of HUD initiatives,
programs, projects, and systems.

> Objective 2.2 — Leverage the expertise of the Federal Privacy Council, as
well as experts from professional privacy associations, to foster dialogue and
learn about emerging issues.

» Objective 2.3 — Understand the PII collected from each business area by
collecting information from the annual PII inventory.

» Objective 2.4 — Partner with the CIO and CISO on key initiatives that promote
privacy, including embedding privacy in the development lifecycle.

GOAL 3

Provide outreach, training, and education to promote and enhance privacy
Agency-wide

HUD'’s Privacy Office ensures that all HUD personnel have a baseline
understanding of federal privacy requirements by providing training for new hires
and annually thereafter. HUD’s Privacy Office also develops and provides
targeted, role-based training to employees with specialized roles on a periodic
basis.
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» Objective 3.1 — Ensure consistent application of privacy requirements
across the Agency.
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» Objective 3.2 — Develop and deliver targeted, role-based training for employees

with specialized roles and other key stakeholders across the Agency.

» Objective 3.3 — Provide privacy awareness as laid out in the
communication plan by educating HUD personnel about the importance
of adhering to the FIPPs and partner with the PLOs to embed privacy
into HUD’s business practices.

GOAL 4

Develop and maintain top privacy professionals that can serve as trusted privacy

advisors for the Agency

HUD'’s Privacy Office has grown considerably over the past few years and
continues to mature. Attracting and retaining specialized talent is critical to the
Privacy Office’s continued success. Providing support, opportunities for
professional growth and development, and maintaining a workplace environment
in which they are valued are all crucial to recruiting and maintaining a high-
performing workforce.

» Objective 4.1 — Support employee development and emphasize the
importance of training and professional development in
performance planning, including increasing the number of
individuals with privacy certifications through a nationally
recognized association each year.

» Objective 4.2 — Provide advice and guidance to HUD offices on
complicated privacy issues.

3.0 Privacy Workforce Management

HUD’s SAOP collaborates with members of HUD’s executive leaders to maintain
and enhance a current workforce planning process, maintain workforce skills,
recruit and retain privacy professionals, and to develop a set of competency
requirements for staff in HUD’s Privacy Office. HUD’s SAOP facilitates and
oversees role-based training for HUD’s workforce to ensure HUD personnel have
the appropriate knowledge and skill to embed privacy into their respective
business processes. Finally, HUD’s SAOP collaborates with members of HUD’s
executive leaders to ensure that managers take advantage of flexible hiring
authorities for specialized positions where necessary.

4.0 Budget and Acquisition

HUD’s SAOP ensures that the Agency identifies and plans for the resources
needed to implement its Privacy Program each year. The SAOP collaborates with
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members of HUD’s ELC to review IT capital investment plans and budgetary
requests to ensure that privacy requirements and associated privacy controls are
identified and collaborates with key stakeholders to ensure privacy risks are
addressed to the maximum extent possible.

5.0 Risk Management Framework

HUD adheres to the process described in NIST SP 800-37, Risk Management
Framework Rev. 5, to incorporate information security and privacy risk management
activities into the system development life cycle. The SAOP collaborates with HUD’s
CTO and CISO to:

e Analyze data elements used by each of HUD’s information system,
including the information processed, maintained, and transmitted by each
system, based on an impact analysis compliant with NIST FIPS
Publication 199, Standards for Security Categorization of Federal
Information and Information Systems; and

e Conduct a privacy impact assessment which assesses the privacy risks for
each of HUD’s information systems.

Additionally, HUD maintains a Security and Privacy Control Catalogue, a living
document that addresses all security and privacy requirements listed in NIST SP
800-37 Rev. 5. The catalogue’s privacy controls include (1) privacy authorizations
policy and procedures, (2) authority to collect, (3) purpose specification, and (4)
information sharing with external parties.

6.0 Privacy Control Requirements

HUD has implemented NIST SP 800-53, Rev. 4 to ensure compliance with applicable
statutory, regulatory, and policy requirements with respect to information security. The
Privacy Office is in the process of finalizing privacy controls for HUD’s information
systems in compliance with NIST SP 800-53, Rev. 4 Appendix J. HUD also adheres to
Section 208 of the E-Government Act of 2002, which requires agencies to conduct PIA
for electronic systems and collections. The Privacy Office conducted an initial analysis,
known as a privacy threshold analysis (PTA) of each of HUD’s electronic systems to
determine whether a PIA is required. HUD determined that it was unnecessary to
separately conduct PTAs as the initial analysis could be streamlined and incorporated
into the PIA. Finally, HUD ensures compliance with the Privacy Act by publishing
SORNSs in the Federal Register.
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6.1 HUD Control Allocation

HUD'’s Privacy Office is in the process of finalizing its baseline privacy controls
document, which implements the requirements contained in NIST SP 800-53, Rev. 4
Appendix J. The Privacy Office will designate each control as program management,
common, information system-specific, or hybrid. Common controls are controls that are
inherited by multiple information systems. Information system-specific controls are
controls that are implemented for a particular information system or the portion of a
hybrid control that is implemented for a particular information system. Hybrid controls
are controls that are implemented for an information system in part as a common
control and in part as an information system-specific control. The determination as to
whether a privacy control is a common, information system-specific, or hybrid control is
based on context..

6.2 Privacy Impact Assessment (PIA)

A PIA is legally required by Section 208 of the E-Government Act of 2002 and
analyzes how information in an identifiable form is collected, maintained, stored,
and disseminated. The PIA analyzes the privacy risks as well as the protections
and process for handling information to mitigate the privacy risks. PIAs are
conducted when:

1. Developing or procuring information systems or projects that collect,
maintain, or disseminate information in identifiable form, from or about,
members of the public; or

2. Initiating a new electronic collection of information in identifiable form from
10 or more persons (excluding agencies, instrumentalities or employees of
the federal government).

HUD has incorporated the FIPPS into its PIAs. HUD’s PlAs describe: (1) the
legal authority that permits the collection of information; (2) the specific type of
information used by the system; (3) how and why the system uses the
information; (4) whether the system provides notice to individuals that their
information is used by the system; (5) the length of time the system retains
information; (6) whether and with whom the system disseminates information;
(7) procedures individuals may use to access or amend information used by the
system; and (8) physical, technical, and administrative safeguards applied to the
system to secure the information.

Pursuant to HUD’s PTA/PIA Policy and Procedures, if the SAOP determines a
PIA is required, the Information System Security Officer (ISSO) and System
Owner (SO) complete the PIA. A Privacy Analyst in the Privacy Office then
reviews the PIA to ensure it is accurate and complete and analyze whether
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privacy risks are mitigated to an acceptable level. Once complete, the SAOP
signs the document.

PIAs should be updated when a new authorization to operate date has been
issued, at minimum every three years or as necessary where a system change
creates new privacy risks. Examples include:

1. Conversions — Converting paper-based records to electronic systems;

2. Anonymity to Non-Anonymous — Applying functions to an existing information
that changes anonymous information into information in identifiable form;

3. Significant System Management Changes — Applying new technologies that
significantly change how information in identifiable form is managed in the
system

4. Significant Merging — Adopting or altering business processes so government
databases holding information in identifiable form are merged, centralized, or
matched with other databases or otherwise significantly manipulated;

5. New Public Access — Applying new user authenticating technology (e.g.,
password, digital certificate, biometric) to electronic information accessed by
the public;

6. Commercial Sources — Incorporating information in identifiable form
purchased or obtained from public or commercial sources into existing
databases;

7. New Interagency Uses — Working together with other agencies on shared
functions involving significant new uses or exchanges of information in
identifiable form;

8. Internal Flow or Collection — When alteration of a business process results in
significant new uses or disclosures of information or incorporation into the
system of additional items of information in identifiable form

9. Alterations in the Character of Data — When the nature of new information in
identifiable form added to a collection raises the risks to personal privacy
(e.g., addition of health or financial information).

6.3 Contractors and Third Parties

HUD ensures contractors and third parties that: (1) create, collect, use, process,
store, maintain, disseminate, disclose, or dispose of Pll on behalf of the Agency;
or (2) operate or use information systems on behalf of the Agency comply with the
mandated privacy requirements. HUD’s Privacy Office coordinates with HUD’s
Contracting Division to ensure that the applicable privacy clauses are included in
the terms and conditions in contracts and other agreements involving the creation,
collection, use, processing, storage, maintenance, dissemination, disclosure, and
disposal of HUD information.

10
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6.4 System of Records Notices (SORN)

HUD adheres to Privacy Act requirements for publishing SORNs in the Federal
Register. A system of records is a group of any records under the control of any
agency from which information is retrieved by a unique identifier, including but
not limited to an individual’'s name, Social Security number, symbol, or other
identifier assigned to the individual.

The Privacy Act incorporates the FIPPs into SORNs. SORNSs: (1) inform HUD’s
many clients and partners about the kinds of personal information agencies
maintain; (2) state the legal authority under which the agency collects and
maintains individuals’ information; (3) describe the purpose for which the agency
may use the information; (4) describe the categories of information contained in
the system of records; (5) describe the physical, administrative, and technical
safeguards used to secure the information; (6) describe how an individual may
request access to or amend their information; and (7) describe with whom the
agency may share information contained within the system of records without
obtaining prior consent of the data subject.

6.5 Privacy Act Statements

Privacy works with each of the Program Offices to ensure that a Privacy Act statement
is provided or otherwise made available when the Agency collects PIl. HUD’s Privacy
Act Statements have incorporated key aspects of the FIPPs and provide individuals with
the:

e Agency’s legal authority to collect the information, such as statute,
executive order, and/or regulation;

e Purpose for collecting the information and how it will be used;

e Routine uses of the information, which describes to whom HUD may
disclose information and for what purpose; and

e Whether providing the information is mandatory or voluntary, along with the
effects if any, on the individual for not providing all or any part of the information
requested.

e Applicable SORN and link

6.6 Privacy Act Regulations

HUD has promulgated regulations which implement the requirements contained in the
Privacy Act of 1974. The regulations, which are located at 5 C.F.R. Part 1630, apply to
all records maintained by HUD that contain identifiable information about individuals and
which are included as part of a system of records. HUD’s regulations establish
procedures that enable individuals to access records maintained about them; provide
detailed procedures for how to amend inaccurate information; and limit individuals who
may access such information.

11
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7.0 Privacy Policy

HUD has developed a privacy policy that establishes a set of privacy principles and
applies those principles to employees, individuals applying for HUD programs, business
partners, contractors and clients. These principles and policy requirements govern

how HUD identifies, processes, and minimizes Pll and explains how HUD complies with
the privacy requirements.

HUD will be accountable for complying with these principles, providing training to
personnel who use or process PII, and auditing the actual use of Pll to demonstrate
compliance with these principles and applicable privacy protection requirements.
Additionally, HUD will incorporate key privacy requirements into the Agency’s Rules of
Behavior.

8.0 Breach Response and Management

HUD has an obligation to protect the information entrusted to the Agency. The Privacy
Office takes this obligation very seriously and has developed a policy and procedures to
inform HUD employees and contractors of their obligation to protect PIl and to instruct
them specific steps they must take in the event there is an actual or potential
compromise of PIl. HUD’s process for responding to a breach of PIl are part of the
Agency’s formal Incident Response Policy and Procedures and is based on OMB
Memorandum 17-12, Preparing for and Responding to a Breach of Personally
Identifiable Information and requires:*

e All HUD employees and contractors to immediately report any potential or actual
incidents to HUD’s Computer Incident Response Team (CIRT) as soon as they
become aware that an incident may have occurred;

e The CIRT investigates the facts and circumstances surrounding the potential
incident and further requires the SAOP and CPO or their designee to investigate
whether PIl was potentially or actually compromised,;

e The SAOP determines which remediation methods should be used in the event
of an actual compromise of Pll based on the type of harm caused to the
individual(s);

e The CIRT conducts after action reports for high- and moderate-risk incidents that
document the details of the incidents and the steps taken to remediate the gaps
that caused the incident to occur; and

e The SAOP shall periodically, but not less than annually, convene the agency's
breach response team to hold a tabletop exercise. The purpose of the tabletop
exercise is to test the breach response plan and to help ensure that members of
the team are familiar with the plan and understand their specific roles.

1HUD’s Privacy Office works closely with the CISO and his team to uphold the confidentiality, integrity,
and availability for HUD information and information systems. These procedures describe the Privacy
Office’s role in the incident response process. In accordance with HUD’s Incident Response Policy and
Procedures, there are additional steps the CISO is required to take to detect, contain, respond to, and
prevent incidents, in accordance with NIST SP 800-61, Rev. 2, Computer Security Incident Handling
Guide*
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9.0 Awareness and Training

HUD requires all employees and contractors to complete the General Cybersecurity
Training when first beginning work with the Agency and annually thereafter. HUD
conducts its annual training through the Agency’s HUD Virtual University (HVU). The
training provides an overview of important statutory, regulatory, and other federal
privacy requirements, including the Privacy Act and the E-Government Act of 2002. For
those with privacy specific responsibilities in PIl handling, there are additional role-
based trainings. The Privacy Office has also created a communication plan for
developing and executing communications across HUD.

9.1 New Employee Orientation Training

HUD'’s Privacy Office provides general cybersecurity training to all new employees on
their first day of beginning work with the Agency. New employee orientation sessions
provide an overview about the importance of privacy at HUD, how to handle privacy-
protected information, and the penalties for violating the Privacy Act. This presentation
also includes an overview of the importance of completing and PIAs for all HUD
systems. Finally, the Privacy Office ensures all new employees are briefed on the
importance of immediately reporting all potential and actual incidents involving PII to the
IRT. All employees will have access to privacy training materials through their PLO.

9.2 HUD Virtual University (HVU)

HUD delivers annual privacy training, through the Agency’s centralized training system,
called HUD Virtual University. Employees and contractors can access content contained
in the system. A list of privacy trainings available at HVU can be found in the Privacy
Training Plan located on the Privacy Office sharepoint.

9.3 Role-Based Training

In addition to new-hire and annual privacy training requirements, HUD’s Privacy Office
provides role-based training to employees with specialized roles on a periodic basis,
focusing on how employees in various HUD Offices should leverage the federal
guidelines and best practices as part of their official duties. PLOs in every HUD Office
will have additional monthly trainings for their role.

10.0 Privacy Reporting

The Federal Information Security Modernization Act (FISMA) requires federal agencies
to develop, document, and implement agency-wide information security programs that
include plans and procedures to ensure the security of operations for information
systems that support the operations of the agencies. All federal agencies are required to
submit an annual report to OMB; the United States Department of Homeland Security;
and to specific Committees in the United States Representatives and Senate.

HUD’s SAOP completes the SAOP report, which is submitted as part of HUD’s annual
FISMA report. In response to questions developed by DHS and OMB, HUD’s SAOP

13
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provides an overview of a variety of activities conducted by the Privacy Office during the
reporting period.

As a part of its privacy plan, HUD has created a Privacy Office Executive Dashboard, a
bimonthly report with updates on Privacy Office highlights, information on incidents,
risks and issues, as well as updates on communications, trainings, consults, and PlII
minimization efforts.

11.0 Conclusion

HUD is committed to safeguarding PIl the information entrusted to the Agency. HUD’s
Privacy Office uses all methods of regulation, policy, guidance, and principles to further
it is objective across the Agency. Privacy considerations are embedded in all levels of
decision-making and operations in an effort to continue to build a culture of trust and
privacy at the HUD.

Nancy Corsiglia
Senior Agency Official for Privacy

October 2021
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HUD Privacy Program Changes FY23

In FY23, HUD was able to significantly mature its Privacy Program through improvements to policy,
Personally Identifiable Information (PII) identification and minimization, communications, and training.

e The Privacy Office advanced Pll identification and minimization efforts by issuing data calls and
coordinating with stakeholders across the Department to complete system privacy
documentation.

o As a part of this effort, the Privacy Office has published reference guides, templates, and
other supplemental material to support compliance privacy documentation across
Program Offices.

e The Privacy Office has continued to hold recurring communications and trainings with Privacy
Liaison Officers (PLOs) and System Owners, allowing for improved communication and
workflow. HUD is continuing to develop privacy role-based trainings to improve the overall
privacy compliance and awareness across the organization.
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1.0 Introduction

The HBNRP outlines HUD’s approach for coordinating a response to a privacy
incident. This document complies with Office of Management and Budget (OMB)
Memorandum 17-12, “Preparing for and Responding to a Breach of Personally
Identifiable Information”, January 3, 2017, which requires all individuals with
access to the agency's Federal information and information systems to report a
suspected or confirmed breach to the agency as soon as possible and without
unreasonable delay, consistent with the agency's incident management policy and
procedures, National Institute of Standards and Technology (NIST) standards and
guidelines, as well as the United States Computer Emergency Readiness Team
(US-CERT) notification guidelines.

Safeugarding privacy is intrinsic to the nature of HUD’s mission. Without strong
adherence to federally required protection of personally identifiable information,
the public will not trust that HUD can maintain the sensitive personal data required
by federal affordable housing programs and FHA insured mortgages. Loss of trust
could impede HUD'’s ability to provide services to those who need them most.
HUD is committed to the privacy of its customers and expects compliance with
these Standard Operating Procedures (SOP) to maintain and increase public
trust.

1.1 Rescission

This document rescinds and replaces the following:

e Office of the Chief Information Office (OCIO) Handbook 3150.1, Breach
Notification Policy and Response Plan.

e HUD Breach Notification Response Team - Privacy Breach Standard Operating
Procedures, 3150.2.

1.2 Scope

This document provides the full SOP for the HUD Breach Notification Response Team
(HBNRT) for handling and managing privacy related incidents, whether paper,
electronic, or voice based. The standards established in this document are derived
from various U.S. Laws, Federal Mandates, Presidential Directives, Federal Guidance,
accepted industry standards, and best practices. This SOP includes in-depth
information for assessing and responding to incidents and breaches involving
Personally Identifiable Information (PII).

Section 4.0 of this SOP, pertaining to incident detection and reporting applies to all
HUD employees, contractors, and third parties. A printable copy of Section 4.0
information for general HUD personnel can be found on the HUD Privacy Website.
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Once incidents and suspected incidents are reported to the HUD Help Desk,
cybersecurity incidents will be escalated per Cyber Incident Response Plan (CIRP),
which governs cybersecurity incident handling procedures.

1.3 Effective Date
This Handbook is effective as of 10/18/2021

2.0 Definitions
2.1 System of Records

The Privacy Act of 1974 establishes a code of fair information practices that governs the
collection, maintenance, use, and dissemination of personally identifiable information
about individuals that is maintained in systems of records (SOR) by federal agencies. A
SOR is a group of records under the control of an agency from which information is
retrieved by the name of the individual or by some unique identifier assigned to the
individual. The Privacy Act requires that agencies give the public notice of their SORs
by publication in the Federal Register. The Privacy Act prohibits the disclosure of
information from a SOR absent the written consent of the subject individual unless the
disclosure is pursuant to one of twelve statutory exceptions. The Act also provides
individuals with a means to seek access to and amendment of their records and sets
forth various agency record-keeping requirements.

2.2 Personally Identifiable Information

Pl refers to information that can be used to distinguish or trace an individual's identity,
individually or when combined with other personal or identifying information that is
linked or linkable to a specific individual. PllI determination requires a case-by-case
assessment of the specific risk that an individual can be identified, with recognition that
non-Pll can become PII whenever additional information is made publicly available — in
any medium and from any source—that, when combined with other available
information, could be used to identify an individual.

Some examples of Pll include name, Social Security Number, date of birth (DOB), email
address, mailing address, medical history, family relationships, vehicle identifiers
including license plates, unique names, certificate, license, telephone and/or other
specific reference numbers and/or any information that can directly identify an
individual.

2.3 Sensitive Personally Identifiable Information

Sensitive Personally Identifiable Information (SPII) is Pl that if lost, compromised, or
disclosed without authorization, could result in substantial harm, embarrassment,
inconvenience, or other adverse effects to an individual. Some forms of PII are sensitive
as stand-alone data elements.
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Some examples of SPII include biometric information (e.g., DNA, iris images,
fingerprint, and photographic facial images), Social Security Number (SSN), account
numbers, and any other unique identifying numbers (e.g., driver's license number, or
financial account number, etc.). Other data elements such as citizenship or immigration
status; medical information; ethnic, religious, and account passwords, in conjunction
with the identity of an individual (directly or indirectly inferred), can also be SPII.

2.4 Security vs. Privacy Incidents

A cybersecurity incident is an event occurring on or conducted through a computer
network that actually or imminently jeopardizes the confidentiality, integrity, or
availability of computers, information or communications systems or networks, physical
or virtual infrastructure controlled by computers or information systems, or information
resident thereon.

A privacy incident, as defined by OMB Memorandum 17-12 is “An occurrence that (1)
actually or imminently jeopardizes, without lawful authority, the integrity, confidentiality,
or availability of information or an information system; or (2) constitutes a violation or
imminent threat of violation of law, security policies, security playbooks, or acceptable
use policies.” Common examples of privacy incidents include using PII for purposes
other than the stated purpose for which the information was originally collected,
exceeding the retention period for PII, and collecting and/or using PIl without first
providing proper notice. The term “privacy incident” encompasses both suspected and
confirmed incidents involving PII. Privacy incidents encompass PIl maintained in
electronic, paper, and voice-based format.

Not all cybersecurity incidents are privacy incidents and, conversely, not all privacy
incidents are cybersecurity incidents, but some incidents can be both a privacy incident
and a cybersecurity incident, as shown in the box in the center of Figure 3-1. If an
incident involves both HUD IT Systems and PIl, both the HUD Chief Information
Security Officer (CISO) and HBNRT must collaborate to develop the appropriate
reporting artifacts.

Privacy Incidents Privacy & Cybersecurity Cybersecurity Incidents
Incidents

e Collecting/using PII e Network intrusions that Denial of service
without providing gain unauthorized attack
notice access to PII Malicious code

Collecting PII without Unauthorized use, Unauthorized access
providing opportunity storage, or disclosure to a system
for consent for of PIl contained on Inappropriate system
collection HUD systems usage (e.g.,

threatening email
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e Using PII without e Improper transfer of PlII
providing opportunity over HUD networks
for consent for uses (e.g., emailing
Unauthorized use, unencrypted SSNs)
storage, or disclosure

of PII not involving
HUD systems or
networks (e.g., paper
records or verbal
disclosure)

Figure 1: Cybersecurity vs. Privacy Incidents

2.5 Breach

Per OMB M-17-12, a breach is “the loss of control, compromise, unauthorized
disclosure, unauthorized acquisition, unauthorized access, or any similar term referring
to situations where persons other than authorized individuals and for any other than
authorized purpose have access or potential access to PIl in usable form, whether
physical or electronic.”

2.6 Notice

Privacy safeguards that are required in the Privacy Act include permitting an individual
to 1) determine what records pertaining to him or her are collected, maintained, used, or
disseminated by agencies; 2) prevent records pertaining to an individual obtained by
agencies for a particular purpose from being used or made available for another
purpose without the individual’'s consent, and 3) gain access to information pertaining to
himself or herself in agency records. The Privacy Act specifically requires notice via
System of Record Notice (SORN) publication in the Federal Register whenever a SOR
is established or revised (see Section (e)(4) of the Privacy Act). The Privacy Act also
requires notice through its requirement for agencies to provide Privacy Act Statements
to individuals whom the agencies are asking to supply information about themselves
(see Section (e)(3) of the Privacy Act), when such information will be maintained in a
SOR.

2.7 Harm

Harm means any adverse effects that would be experienced by an individual whose PII
was the subject of a loss of confidentiality, as well as any adverse effects experienced
by the organization that maintains the PIl. Harm to an individual includes any negative
or unwanted effects (i.e., that may be socially, physically, or financially damaging).
Examples of types of harm to individuals include, but are not limited to, the potential for
blackmail, identity theft, physical harm, discrimination, or emotional distress.
Organizations may also experience harm as a result of a loss of confidentiality of Pl
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maintained by the organization, including, but not limited to, administrative burden,
financial losses, loss of public reputation and public confidence, and legal liability.

3.0 Privacy Incident Handling Roles and

Responsibilities

This section provides a description of the roles and responsibilities of the different
individuals and groups who play a major role in the privacy incident handling process at
HUD.

3.1 HUD Breach Notification Response Team

The HBNRT is a core group of HUD privacy stakeholders who are responsible for
managing a privacy incident lifecycle, including preparation, detection and risk analysis,
triage and escalation, response and recovery, and coordination of any post-incident
activities with the HUD SOC/CIRT.

In collaboration with the Chief Information Officer (CIO), the HBNRT is responsible for
involving other key stakeholders to assist with the appropriate follow-up after a privacy
incident and for escalating and/or notifying an incident alert and involving other entities
within HUD and other key officials within stakeholder organizations (as necessary).

3.2 General Responsibilities of Each Member

e Provide advice, expertise, and assistance to the entire HBNRT, where
necessary, and handle privacy incidents in consultation with other members
of the team,

¢ Provide recommendations and assistance to the CIO regarding the
investigation, notification, and mitigation of High Impact and Moderate
Impact privacy incidents,

e Coordinate with external entities such as law enforcement during the
investigation, notification, or mitigation stages of High Impact or Moderate
Impact privacy incidents, as warranted, and

e Review implementation of this guidance at least annually or whenever there
is a material change in HUD practices.

10
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3.3 Specific Responsibilities of Each Member
3.3.1 Senior Agency Official for Privacy

Chair the HBNRT,
Convene the HBNRT, as needed, and
Review and approve all HBNRT meeting minutes and notes.

3.3.2 Chief Privacy Officer

Work in close consultation with the CISO and IT Security regarding privacy
incident handling and other privacy issues affecting IT systems,

Work with the CISO and IT Security to ensure a complete and accurate US-
CERT incident report as needed,

Collaborate with the CIO to draft documents, as necessary, to support the
privacy incident handling process,

Consult with the CIO, Deputy CIO, Associate CIO for Information Assurance,
and CISO concerning privacy incident handling,

Work with the CISO and IT Security to contain privacy incidents,

Work with the CISO and IT Security to assess the likely risk of harm posed
by the privacy incident (e.g., Low, Moderate, or High Impact) to determine
who should handle the investigation, notification, and mitigation of the
incident,

Handle the investigation, notification, and mitigation for privacy incidents
working with the CISO and IT Security,

Make joint decisions with the HBNRT regarding the propriety of external
notification to affected third parties and the issuance of a press release in
High and Moderate Impact privacy incidents that occurred and provide
recommendations to the CIO,

Provide internal notification to HUD senior officials prior to the authorized
public release of information related to privacy incidents,

Make incident closure recommendations in consultation with the HBNRT,

Maintain and update point-of-contact (POC) information for privacy incident
handling,

Prepare an annual report for the CIO outlining the lessons learned from
privacy incidents that occurred during the year and identifying ways to
strengthen Departmental safeguards for Pll and to improve privacy incident
handling, and

Brief the CIO and senior management on the status and outcome of ongoing
and completed privacy incidents.
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3.3.3 Chief Information Security Officer

e Work with the Chief Privacy Officer to ensure a complete and accurate
privacy incident Report,

e Consult with the CIO, Deputy CIO, Associate CIO for Information Assurance,
and Chief Privacy Officer concerning privacy incident handling,

e Work with the Chief Privacy Officer to contain privacy incidents,

e Work with the Chief Privacy Officer to assess the likely risk of harm posed
by the privacy incident (e.g., low, moderate, or high impact) to determine
who should handle the investigation, notification, and mitigation of the
incident,

e Handle the investigation, notification, and mitigation for privacy incidents
working with the Chief Privacy Officer,

e Collaborate with the Chief Privacy Officer to draft documents, as necessary,
to support the privacy incident handling process,

e Make joint decisions with the HBNRT regarding the propriety of external
notification to affected third parties and the issuance of a press release in
High and Moderate Impact privacy incidents that occurred and provide
recommendations to the CIO,

e Make incident closure recommendations in consultation with the HBNRT,
and

e Examine monthly reports issued by US-CERT addressing the privacy
incidents that were reported to US-CERT.

3.3.4 Assistant Secretary for Congressional and
Intergovernmental Relations

e Consult and coordinate with the CISO and Chief Privacy Officer to determine
when notification of the Congressional Oversight Committee Chair is
necessary for a privacy incident,

e Send notification to the Congressional Oversight Committee chair when an
incident is deemed a “major incident,” and

¢ Respond to Congressional inquiries related to privacy incidents.

3.3.5 Associate Chief Information Officer for Information
Assurance

e Advise the CIO and the Deputy CIO on all matters pertaining to privacy and
the privacy/security interface, and

12
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Consult with the CIO, Deputy CIO, CISO, and Chief Privacy Officer
concerning privacy incident handling.

3.3.6 Chief Financial Officer (CFO)

Serve as a member of the HBNRT when CFO-designated financial systems
are involved in the privacy incident,

Approve reimbursement of expenses related to investigation of privacy
incidents,

Notify the issuing bank when the privacy incident involves government-
authorized credit cards,

Notify the bank or other entity involved when the privacy incident involves
individuals’ bank account numbers to be used for the direct deposit of credit
card reimbursements, government salaries, travel vouchers, or any benefit
payment, and

Provide recommendations to the Chair of the HBNRT and the Component
Head, in consultation with other members of HBNRT, regarding the propriety
of external notification to affected third parties and the issuance of a press
release in privacy incidents involving CFO-designated financial systems.

3.3.7 Chief Information Officer

Provide management direction to security operations, ,

Serve as an advocate for privacy and computer security incident-response
activities in consultation with the CISO and Chief Privacy Officer,

Advise the Secretary of any issues arising from privacy incidents that affect
infrastructure protection, vulnerabilities, or issues that may cause public
concern or loss of credibility, ,

Ensure that incidents are reported within the required reporting time
requirements,

Provide recommendations to the Secretary in consultation with the CISO,
Chief Privacy Officer, and other members of the HBNRT regarding the
propriety of external notification to affected third parties and the issuance of
a press release, and

Advise the Secretary on the applicability of privacy incidents for
communication to the White House.

3.3.8 Chief Procurement Officer

Address credit monitoring acquisition requirements when it is determined
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that credit monitoring will be offered.

3.3.9 Customer Relationship Manager

e Provide recommendations to the HBNRT regarding managing interactions
with external entities that engage with HUD and may potentially be affected
by privacy incidents.

3.3.10 General Counsel

e Provide legal advice to the HBNRT regarding the potential for disciplinary
action or corrective action against HUD personnel arising from a privacy
incident,

e Provide recommendations to the CISO and Chief Privacy Officer in
consultation with other members of the HBNRT regarding the propriety of
external notification to affected third parties and the issuance of a press
release,

e Provide advice on whether referral of a privacy incident to other authorities is
warranted,

e Serve as the Department’s official legal representative in any formal
administrative or judicial proceedings that might arise as a result of a
suspected or actual breach, and

e Review, revise, and comment on reports and corrective actions taken.

3.3.11 General Deputy Assistant Secretary for Public Affairs

e Work with the HBNRT to coordinate the external notification to affected third
parties and the issuance of a press release, and

e Serve as sole point-of-contact for media-related inquiries about privacy
incidents.

3.3.12 Human Capital Officer

e Work with the CFO, Chief Privacy Officer, or other members of the , as
needed, in privacy incidents involving individuals’ bank account numbers to
be used for the direct deposit of credit-card reimbursements, government
employee’s salaries, or any benefit information,

e Consult with the Secretary or designee(s) in cases involving potential
disciplinary or corrective action arising from a privacy incident, and

e Maintain a record of all disciplinary or corrective actions taken against HUD
personnel that arise out of a privacy incident.
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3.3.13 Inspector General

Consult with the CISO and Chief Privacy Officer on a case-by-case basis to
determine the appropriate incident handling procedures for Moderate and
High Impact privacy incidents, as warranted,

Provide recommendations to the CISO and Chief Privacy Officer, in
consultation with other members of the HBNRT, regarding the propriety of
external notification to affected third parties and the issuance of a press
release,Conduct an investigation to determine:

o If the breach was intentional,
o If employee misconduct was involved,

o If the breach was a single incident or part of a broad-based criminal
effort;

o If the incident is part of an ongoing investigation by the Federal
Bureau of Investigation, Secret Service, or other federal, state, or
local law enforcement, and,

o If notice to individuals or third parties would compromise an ongoing
law enforcement investigation,

Incidents involving potential employee involvement in incidents (i.e.,
employee misconduct) will be referred to the Office of the Inspector General
(IG) Office of Special Investigations, which is authorized to conduct
employee misconduct investigations, and

Notify the Attorney General of any criminal violations relating to the
disclosure or use of Pll and Covered Information as required by the
Inspector General Act of 1987, as amended.

3.3.14 Affected Program Manager

Ensure compliance with federal laws and Departmental privacy policy
concerning the operation and maintenance of information systems and
programs,

Recognize privacy incidents,
Understand the privacy incident-reporting process and procedures

Understand how to contact the HUD National Help Desk when a privacy
incident occurs,

Receive initial reports from HUD personnel regarding the possible detection
of privacy incidents,

Consult with the Chief Privacy Officer when necessary to obtain guidance
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concerning privacy incident handling and other privacy issues affecting
information systems,

Assist the CISO and Chief Privacy Officer with the development of facts for
the Privacy Incident Report, and

Assist with the investigation and mitigation of a privacy incident to the extent
necessary.

3.3.15 Affected Office Manager

Ensure compliance with federal laws and Departmental privacy policy
concerning the operation and maintenance of information systems and
programs,

Recognize privacy incidents,

Understand how to contact the HUD National Help Desk when a privacy
incident occurs,

Receive initial reports from HUD personnel regarding the possible detection
of privacy incidents and ensure all suspect and actual incidents within the
office are reported to the HUD Help Desk,

Inform the Program Manager of any suspected or actual incidents that are
reported to the HUD Help Desk,

Obtain guidance, when necessary, concerning privacy incident handling and
other privacy issues affecting information systems,

Assist the CISO and Chief Privacy Officer with the development of facts for
the Privacy Incident Report, and

Assist with the investigation and mitigation of a privacy incident to the extent
necessary.

3.3.16 Senior Advisor to the Secretary

Provide recommendations to the Secretary in consultation with members of
the HBNRT regarding the handling of privacy incidents.

3.4 Other Individuals and Entities

General privacy incident handling responsibilities for individuals and entities
who are not members of the HBNRT are provided below.

3.4.1 Deputy Secretary

Consult with HUD senior officials regarding the handling of privacy incidents
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as warranted by the circumstances, and

e Provide recommendations to the Secretary, in consultation with members of
the HBNRT regarding the propriety of external notification to affected third
parties and the issuance of a press release.

3.4.2 Chief Operating Officer

e Provide recommendations to the HBNRT regarding the impact upon HUD
operations of privacy incidents and potential approaches for handling
incidents.

3.4.3 Deputy Chief Information Officer

e Act as Chair of the HBNRT in the SAOP’sSenior Agency Official for
Privacy’s (SAOP) absence,

e Receive immediate notification of privacy incidents reported to the US-
CERT, and

e Advise the CIO on the applicability of privacy incidents for communication to
the White House.

3.4.4 HUD Computer Incident Response Team (HUD
SOC/CIRT)

¢ Notifies the US-CERT when a reported cybersecurity incident involves PII.

3.4.5 HUD Help Desk

e Act as the First Responder for privacy incidents by processing reports of
suspected or confirmed incidents involving PII,

e Recognize privacy incidents,
¢ Understand the privacy incident reporting process and procedures,

e Create a Help Desk Service Ticket and initial Privacy Incident Report and
notify the HUD IT Operations (Ops) Manager, and

e Notify the Privacy Office by escalating the initial Privacy Incident Report to
the IT-HUD ADMIN-CIRT-PII queue for incidents involving PII.

3.4.6 HUD Personnel

e Attend periodic Privacy Awareness Training and Education,

e Maintain the privacy and security of all PlII,
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e Recognize privacy incidents,

e Upon the detection or discovery of suspected or confirmed incidents
involving PII, contact the Program Manager or other “responsible official,”
such as a supervisor,

e Use PIl only for the purposes intended, and
e Follow all HUD procedures for the use, dissemination, and storage of PII.

3.4.7 Associate CIO for Service Delivery

e Notify the CISO and Chief Privacy Officer when a reported incident involves
Pll, and

e In the absence of the Chief Privacy Officer, notify HUD Security Operations
Center/Cyber Incident Response Team (SOC/CIRT).

3.4.8 HUD Third Parties

e Maintain the privacy and security of all PlII,
e Use PIl only for the purposes intended,

e Follow all HUD policies and procedures for the use, dissemination, and
storage of PII, and

e Recognize and report privacy incidents.

4.0 Privacy Incident Response Process

4.1 Incident Detection and Reporting

The privacy incident response process activates upon the discovery and report of a
privacy incident. All HUD employees, HUD contractors, and HUD third parties must
report a privacy incident regardless of whether the PlIl is in electronic, including
voice, or physical form.

4.1.1 Initial Discovery and Reporting Procedures
After confirming that the incident has been reported, Office Managers must inform
the Program Manager of the incident for awareness.
1. Upon discovery of a suspected or verified privacy incident, HUD personnel
must immediately inform the HUD Help Desk.
a. The HUD Help Desk can be reached at 1-888-297-8689 (Select
Option 9 for assistance).
2. After reporting the incident to the HUD Help Desk, HUD personnel must
inform their Office Manager of the incident.
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