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4.0 Using the System Online

4 USING the SYSTEM (Online)

The Web Access Security Subsystem (WASS) consists of a Secure Connection and a
Secure Systems component. The Secure Connection includes the registration process and
the login. Once you have successfully logged in, you are managed by the Secure
Systems component of WASS.

4.1 Registration

Registration is completed online. As an external first time Regular USER, you will
register online by opening a Netscape browser and going to the URL:
www.hud.gov/offices/reac/online/reasyst.cfm. The Online System Login Screen
provides information about online systems, login, online registration, and password reset.
There are also some tools to facilitate your use of HUD subsystems. The web registration
process is only for external users.

On this screen you will click on the = Onfine Regitration button as shown in Figure 4.1.
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Figure 4-1 Online System Login Screen for WASS

The “Need A User ID” screen (Figure 4-2) is displayed and is the place where you need
to select one of the three applicable secure connection registration forms: Multifamily
Housing Entity, Public Housing Agency, or Independent User. Select the applicable link
to display the registration form.
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Figure 4-2 Need a User ID?

It is critical that all the information is entered accurately. The registration process takes
approximately a week for Coordinators to receive their IDs through their Business
Partners. External Regular USERS can contact their coordinator the day after
registration to have their User IDs activated and to have access privileges assigned to
them. Errors in the registration process could delay access to systems for several weeks.

The registration form in Figures 4-3 and 4-4 is for Public Housing Authority registrants.
This registration form is for organizations that have a Public House Agency (PHA) ID.
The PHA ID is entered as the Organization ID. If you use the Multifamily registration
form (Figures 0-5 and 0-6), you will enter a Tax Identification Number (TIN) or Social
Security Number (SSN) for the Organization ID. For the Independent User, the
Identification Number is the user’s Social Security Number.
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Coordinator and User Registration
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Figure 4-3 Online Registration
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Figure 4-4 Online Registration (Continued)
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As you are filling out the online registration form, make sure you fulfill the registration
requirements described in Table 4-1. After verifying your information click on the
Send Application | button and a confirmation screen like Figure 4-5 will appear.

System Coordinator Registration

SYSTEM COORDINATOR REGISTRATION CONFIRMATION:

Farst Nawie:! RICHARD

Midldfe Inirial: L

Larst Name SI\-IFT[SUN

Nociald Necuriiy Nuwiber: 111-21-3333

Chrgamization Name: HOUSING AND COMMUNITY DEV
Ohrgamization 1 QOOI00000

F-nicril Address: smithiework.com

Muothers Maiden Name WERR

You are registening as a Participant Coordinator for the Participant HHA Wilson
APARTMENTS PROJECT, INC. - 990300000

Please confirm the following address for HHA WILIKINA APARTMENTS PROJECT, INC..

677 KING 8T
HONOLULU HI 96813

Your requested Coordinator ID or activaton code number will be mailed to the above address associated
with the property owner, PHA or other HUD program paricipant vou seek to represent as a coordinator
You will need to obtain vour IDVeede number from the program participant’s CEQ or Executive Direclon
at this address. If vou do not recogmze this as a current, complete or correct address associated with the
HUD program participant vou seek fo represent, please cancel this application and have the program
participant contact the appropriate HUD field office representative 1o obtain a clanfication or correction
of the address. If you do not know the HUD field office contact for this program participant,
commumicate your address concem to the REAC Customer Service Center, via the below e-mail click
box at REAC_CSC. Please provide your name and daytime phong number.

I Confirm / Submit I Cancel Application

Figure 4-5 Registration Confirmation

If you are registering as a Coordinator, it is important to confirm the name and mailing
address of the Organization with whom you are registering. Your requested Coordinator
ID or activation code number will be mailed to the address associated with the property
owner, PHA or other HUD program participant you seek to represent as a Coordinator. If
you do not recognize the information as a current, complete or correct address associated
with the HUD program participant you seek to represent, please cancel this application by
clicking on the  cancel Application | button and have the program participant contact the
appropriate HUD field office representative to obtain a clarification or correction of the
address. If you do not know the HUD field office contact for this program participant,
communicate your address concern to the REAC Customer Service Center, via E-mail at
REAC CSC@hud.gov. Please provide your name and daytime phone number in the E-
mail.
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Table 4-1 Registration Requirements

Registration Requirement Description

The CEO or Executive Director of every trusted business partner must designate a Coordinator to serve
as his/her representative in controlling access to the system and performing other system administration
functions.

There will be a limit of two Coordinators for a particular trusted business partner.

A registration application must indicate whether application type is User or Coordinator.

Every application must provide the applicant’s first and last name. Middle initial is optional

Every application must provide the applicant’s social security number

A PHA application must provide the name of the PHA organization the applicant represents.

A PHA application must provide a valid PHA organization number of the organization the applicant
represents.

Every application must provide a six character password

Every application must provide the maiden name of the applicant’s mother.

Only one user ID may be generated for the same user. A user ID is uniquely identified by a user’s
SSN.

The Coordinator is responsible for informing USERS of their user ID.

A multifamily application must provide the name of the HUD-registered Organization or Individual the
applicant represents.

A multifamily application must provide the Tax Identification (TIN) or Social Security Number of the
HUD-registered Organization or Individual the applicant represents.

A multifamily application must specify whether the HUD-registered entity they represent is an
organization or an individual.

The TIN submitted on a multifamily application must be a HUD approved business partner.

The PHA organization number submitted on PHA application on must be a HUD approved business
partner.

An appraiser must be a HUD approved Single Family Appraiser in order for his/her registration
application to be valid.

An AQA contractor must be a contractor of record with HUD in order for his/her registration
application to be valid.

After carefully completing the registration form and checking it for accuracy, click on the
confirm/submit button to submit it for processing by WASS.

Coordinators should contact their Business Partner in about a week to confirm a
successful registration. The Business Partner will provide the Coordinator the User ID
necessary to access WASS and allow the Coordinator to assign user privileges for the
subsystems. While the Coordinator has extended privileges to perform system
administration functions, the Coordinators use subsystems just as any Regular USER.

Regular USERS should contact their Coordinators to inform them that their registration is
complete. The Coordinator can find and provide the Regular USER his User’s ID and
make access assignments of roles and actions the next day after the registration. After
your Coordinator assigns your access privileges, the Regular USER can Login and begin
work. Select Login and the Challenge box appears. You are now accessing the Secure
Connection portion of WASS. Enter your User ID and password and click on the DK|
button. The Secure System Main Menu displays links to the HUD/PIH-REAC Systems
based upon the privileges (roles and actions) assigned to you by your coordinator.
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Figure 4-6 User Login and Challenge Box

A Regular USER does not have access to System Administration functionality except for
the Change Password function. Coordinators, individuals who work for the Help Desks,
System Administrators, and Super Administrators are the only users who see the other
system administration functions. The number of System Administration functions that
appear for users who have expanded system administration functions vary depending on
their responsibilities.

4.2 System Administration Functions

User Maintenance is the first System Administration step for a Coordinator setting up the
privileges for a Regular USER. Actions, groups, and roles must be assigned for the
different systems before assigning contracts, property, or PHAs to a Regular USER. The
User Maintenance function is found under System Administration. See Figure 4-7.
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Figure 4-7 System Administration and User Maintenance Function
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4.2.1 User Maintenance

Regular USERS depend on a Coordinator to change access privileges. The Regular
USER’s only System Administration function is to Change Password. Coordinators use
a series of screens to find users and assign access privileges for Business Partners,
properties, contracts, PHAs, groups, roles, and actions.

Table 4-2 User Maintenance Functions for Coordinators

Name of System Maintenance Action Description

Assistance Contract Assignment Maintenance Assign or unassigns a contract to a Regular USER
Business Partners Maintenance 1. Assigns a Regular USER to a Business Partner

2. Adds or deletes a Business Partner relationship
PHA Assignment Maintenance Assign or Unassign PHA to a Regular USER
Maintain User Information Edit the descriptive information for a Regular USER
Maintain User Profile - Actions Assigns or unassigns actions to a Regular USER
Maintain User Profile - Groups Assigns or unassigns a Group to a Regular USER
Property Assignment Maintenance Assigns or unassigns property to a Regular USER

4.2.2 User Maintenance - User Search/Selection

Figure 4-8 shows the initial screen after selecting the User Maintenance link. This screen
allows the Coordinator to search for a User ID. When the Regular USER completes the
registration form, the Coordinator can use information about the Regular USER to find
the Regular USER’s User ID.

The Search Function only displays Regular USERS to the Coordinator for those Regular
USERS that share a common Business Partner with the Coordinator. Also, all
Independent Users are displayed if the Coordination marks the check box to search for
Independent Users.

e 1=l x|

tor Help  <&Send

ﬁ’ } System Administration housing | mail | help | search | home
L

Secure Systems

User Maintenance

iOn this form, you can either search for a User
by User ID, or search for Users by entering your search criteria.

Search by User ID
To search for a User by User ID,
enter a User ID and then click the “Search for User™ button.

User ID ‘

Search for User |

Search Users
Te search for a User, enter at least one search criteria

and then click the “Search Users” button

First Name

Last Name

I [check here to limit search to Independent Users

Search Users Cancel |

El== [Document: Done

Figure 4-8 Initial User Maintenance Screen

Coordinators represent the business partner and monitor/assign/unassign the roles and
actions of USERS associated with his Business Partner. The business practice associated
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with a business partner and one or more subsystems is the concern of the business partner
and the Systems Administrators for the subsystem. The list of roles and actions available
for assignment to external USERS is shown in Appendix B.

Secure Systems provides the Coordinator with the online capability to update USER
Information and to add/delete/modify USER access privileges. WASS manages access
based on the registration process, preferences of the business partner, and the decisions of
the Coordinator. Secure Systems is not involved in the management of the data flows
between USER and any of the other PIH-REAC or HUD subsystems/systems.

Table 4-3 lists the Maintain User Information screens. These are the screens that
essential for making assignments for contracts, Business Partners, and property.

Table 4-3 User Maintenance Screens

User Maintenance Screens Descriptions

Figure 4-10 Edit User Information
Figure 4-13 Assign/Unassign Actions
Figure 4-16 Assign/Unassign Groups
Figure 4-19 Assign/Unassign Roles

4.2.3 Maintain User Information

To maintain a Regular USER’s information, select the Maintain User Information link
under the System Administration menu. Search/select the desired Regular USER as
described in Section 4.8.1 above. The Maintain User screen is displayed with the
selected USER’s information. To edit the USER’s information select the Maintain User
Information from the Choose a Function pull down list.

A ' System Administration Reusteng | el | heip | sesrch | Bome
|

Secure Systems

Maintain User MMOODOO

U=sr Information :
Usar 10 |ROOOO0
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i i & o 0 Sras T
" Asrimmment bsintan sss Chogse s Function
+ Bupingsy Faringry ok N
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Propaty Aaseynrnenl Manlananca

Figure 4-9 Maintain User Information
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After clicking on the = Submit | button the Edit User Information screen is displayed for

your edits. Edits can be made to the Regular USER’s name and email address. If the
USER’s SSN is incorrect, follow these steps: Step 1: Contact the TAC to provide the
updated SSN. Step 2: The TAC will validate your request and contact one of the Super
Administrators to make the update.

If the USER is no longer associated with your Business Partner (For example,
employment is terminated) you can terminate a USER’s access to Secure Systems by
selecting Terminated from the User Status pull down box. This can only be done if the
Regular USER is not working for any other Business Partner.

System Administration howsing | mall | help | search

Secure Systems

Edit User Information for User Mooooo

[Please enter Usar Information
User 1D (200000

First Name IlJohn

Middle Initial |[E'

e I T
ST rMother's Maiden Name |hnaid¢nsmrth

administration

|
| Last Name || Doe
|
|

Email Address ||

uUser Status |ACTIVE o
+ Basswenrd Change

- Proparty Assignavent User Type |[Buzinessz Fartner
el it n ancae

= Usar haintenanca

The user is a coordinator for one
or more systems and cannot be remowed.

The user has active or pending relationships.
You cannot remove the user as a Coordinator.
Coordinator [Yesz

« Financial Assnssmeant TINSSSMN |[ 000000004, 000000002 ]
Submysbom - Multifamily

Figure 4-10 Edit User Information

After making the desired changes, click on the Save | button. A transaction confirmation
screen will be displayed confirming the updates.

A ucces ol Trans action

You have successfully edited MODDOD

o

Figure 4-11 User Edit Transaction Confirmation
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4.2.4 Maintain User Profile — Actions

4.2.4.1 Assignment of Actions

Assignment of User Actions provides the Regular USER with the privileges necessary to
accomplish his work with a PIH-REAC or HUD system. Actions include such privileges
as create draft, access all screens, validate drafts, make submissions, and approve
adjustments (See Appendix B for a listing of assignable actions).

To assign/update actions for a USER, first search/select the USER as described in Section

4.2.2 above. On the Maintain User Information Screen select Maintain User Profile —
Actions from the Choose a Function pull down list.

System Administration Bouing | man | help | search

Secure Systems

Maintain User MOO000D

User Information
User ID (M O00O0O0
First Name |lohn
Middle Indtial J
Last Name Doe
User Status  Actve
Coordinator  Yes

Adsieament Haintraan User Type Busmess Partner
= MRS P Choose a Function

+ Bagaard Chanes T
B0 | Mairiain User Profile - Actions =]
[EECLE et Assistance Confracl Assignmen Mainleénance

* Ugar raigben i Business Parrers Martenance
Maentam User information

Maantam Liser Profile - Groups
R ] Waonian Llger Pales
« Pinamcial Assesament Properly Assignment Mainlenance

:'Euhhbl-ﬁl 1 ”Hllil’-ll—i!

Figure 4-12 Maintain User (Maintain User Profile - Actions)

After clicking on the Submit | button, the Assign/Unassign Actions screen is displayed
for your edits to the USER’s Profile.
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Figure 4-13 Assign/Unassign Actions for Regular USER

Assign the User actions for the desired subsystem by clicking on the check box next to
the desired action(s) under the appropriate subsystem(s). After clicking on the

Assign/Unassign Actions | button at the bottom of the screen the following

transaction confirmation screen is displayed

UCCE 5ful Transa ction

You have successfully assigned funassigned action(s) to user MMIO0D00,

oK|

Figure 4-14 Assign/Unassign Action(s) Transaction Confirmation

4.2.4.2 Unassignment of Actions

To remove actions from a Regular USER, you follow the same steps for the assignment
of actions except the last step. For the last step, you click on the checked box next to the
desired action(s) and this will remove the existing check next to those actions and after

clicking the Assign/Unassign Actions button the Regular USER will no longer
have the Actions you just unassigned.
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4.2.5 Maintain User Profile — Groups

Some systems (For example, M2M and MDDR) have set up Groups to which USERS
may be assigned. Assignment of a Regular USER to a Group(s) is another way to
provide a Regular USER a set of privileges already assigned to any member of the
Group.

4.2.5.1 Assignment of Groups

To assign/unassign a Regular USER to a Group(s), first search/select the Regular USER
as described above in Section 4.2.2, User Maintenance — User Search/Selection. On the
Maintain User Information Screen select Maintain User Profile — Groups from the
Choose a Function pull down list.

System Administration moualng | man | help | search

Secure Systems

Maintain User KMOOODD

User Information
User ID W 00000
First Name Jl:hl'l
Middle Initial J
Lost Nome | Doe
User Status  Actve
Coordinator | Yes

s MEslstance Contract User Type

fssletan 7 vpe Busmess Parmer

5 B'j:.ghny:_:"_i:nﬂi Choose a Fun:lﬂt_:-n

* Bazseed Chanoe Jeoe |

o R | Mairiain User Profile - Actions =]
[EECLES e Agssistance Contracl Assignmenl Mainlgnance

= LE oy ol ot gy Busingss Parners Mantenance

Masntam User information
Martain Uner Prolile - Aot

VT SR MDES

» Einancial A Sk P Assign i
grr:.‘df:.-h. -’Eu’tmii ||:|FP|'1_'|' ssignment Mainlenance

Figure 4-15 Maintain User (Maintain User Profile - Groups)

After clicking on the Submit | button the Assign/Unassign Groups screen is displayed
for your edits to the USER’s Profile.
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Figure 4-16 Assign/Unassign Groups

Assign the User Groups for the desired subsystem by clicking on the check box next to
the desired Group(s) under the appropriate subsystem(s). After clicking on the
Assign/Unassign Groups |button at the bottom of the screen the following

transaction confirmation screen is displayed.
|
Successful Transaction ;

}Ynu have successfully assigned funassigned group{s) to user w0000,

oK

Figure 4-17 Assign/Unassign Groups Transaction Confirmation

4.2.5.2 Unassignment of Groups

To remove a User from a Group, you follow similar steps as for the assignment of
Groups; however, you click on the check box next to the desired Group(s) and this will
remove the existing check next to those Groups and after clicking the

Aszsign/Unassign Groups | button the USER will no longer be a member of the

Groups you just unassigned.

4.2.6 Maintain User Roles

Another approach to granting access privileges is to assign roles. Roles have associated
Actions such as create draft and query system as we observed in Assign Actions. The
assignment of roles and actions depends on the culture of a specific system. The
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assignment of roles is a necessary first step before assigning contracts, PHAs, and
properties.

4.2.6.1 Assignment of Roles

To assign/update Roles for a USER, first search/select the USER as described in Section
4.8.1 above. On the Maintain User Information Screen select Maintain User Profile —
Roles from the Choose a Function pull down list.

Sscure Systams

System Administration Beualng | mall | help | search

Maintain User MODDOOD

| User Information
User 1D W 00000
First Name Llohn
Middie Initial ]
Last Name | Doe
User Status | Actve
Coordinator  Yes

e e ASPE Ve b | actder

g :
- Budlaeds Naitn Chaese a Function

+ Pagawsil Chanas |I'I.I'IainEin User Roks |

e Pl It L3
* Malntenangse [Azsiatance Contract Assignment Mainlenance
# Usay Malmbanancs [Busingss Partness Mainlenance
Baintain User Inforration
t:a-nlam User Profile - Actions
Itantain Wser Profile - Groups

[ Aaintain Uzer Roles

= Pin As : ; b
| Furf.."'ﬂf.!... aesamical [Property Assignmant Maintananc

Figure 4-18 Maintain User (Maintain User Roles)

After clicking on the Submit | button the Assign/Unassign Roles screen is displayed for
your edits to the USER’s Profile.
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System Administration humsing | mail | el | search | heme

Secure Systems

Assign/Unassign Raoles for User MODD0DD

User Information
UserID hOOO00
First Name John
mMiddle Initial T
Last Mame [os
User Status  Active
Coordinator Yes

systam =
administration User Type Busness Parner
- fozbanir Innbd PFlease checkfuncheck boxes to assignfunassign roles to the user

2 !"-'I !'" Fartnere FASSLB - Financial Assessment Subsyst. Submission
: Euu:mﬂ;ﬂ.um ™ CRC - TEA Certifier
FainEsnancs " EUB - AFS Subanitter
AR LOCCS - Line of Cradit Control 3'|'El5EhI'|'|
|F ADM - Admmistrabion
7 QRY - Query

[ EEC - Ergaisiton

Figure 4-19 Assign/Unassign Roles

Assign the User Roles for the desired system by clicking on the check box next to the
desired role(s) under the appropriate system(s). After clicking on the
Assign/Unassign Roles | button at the bottom of the screen the following

transaction confirmation screen is displayed.

howting | mail | help | search | bania

ﬂ e System Administration

Secure Systems
AssignfUnassign Role Confirmation for User M00000

| Rales to Assion to User MEB2 28
System Code [ Role code Role Description
[ FASSLIE [ SLIE AFS Subemitter

Mo roles were selected to unassign.

Sy sbEm
administration

Confinm | Cancal |

Figure 4-20 Assign/Unassign Roles Confirmation
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After reviewing the pending assignment of roles for the Regular USER, click on the
Confirm | button to accept the change. The transaction confirmation screen is display to
confirm the transaction.

Successful Transaction

|*|"uu have successfully assignedfunassigned role{s) to user 0000

K|

Figure 4-21 Assign Roles Transaction Confirmation

4.2.6.2 Unassignment of Roles

To remove Roles from a Regular USER, you follow the same steps as for the assignment
of Roles except the last step. The last step requires you to click on the checked box next

to the desired Role(s). This will remove the existing check next to those Roles and after

clicking the Assign/Unassign Roles | button the Regular USER will no longer

have the Roles you just unassigned.

4.2.7 Assistance Contract Assignment Maintenance

The Assistance Contract Assignment Maintenance function provides the capability for a
Coordinator (not Regular USER) to assign a contract and an associated role or roles to a
Regular USER.

4.2.7.1 Assign Contract Function
The Coordinator performs a three-step process.

Step 1: Enter the USER’s ID
Step 2: Select the Assign Contract function
Step 3: Enter either the Property ID, Contract #, or CAID.
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Baiislig | mall | help | search | bame

ﬂ e System Administration
|

Secure Systems . _ .
Assistance Caontract Assignment Maintenance

Please enter a Liser ld: =
User [D :ll'uﬂﬂﬂﬂﬂ
Enter a Function.

|.-"'.5£|;r Contract j

Property 10 | s00000000
{of) Contract & |
SyELerry {or) GAID I ]'

administration
4 Pasistanoe Condract
Assignrreent Flaintensase

+ Bugingss Partnid:

M S inbemanc
& Pagpriiid Thateps
o Projarty Adignmant

A a ni i
= Usar Mamdbenante

Submil | Cancel |

Figure 4-22 Assistance Contract Maintenance

After clicking on the =ubmit | button, the Coordinator makes decisions on the Assign

Contract screen about the roles and contracts to assign to the Regular USER. This
function cannot be performed successfully unless appropriate roles have been first
assigned to the Regular USER in User Maintenance.
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ﬁ' ’__: System Administration housing | mall | heln | search | home
|

Secure Systems Assign Contract

* A Pre-RFP Role can be assigned only to a Pre-RFP Contract
* j Post-RFP Role can be assigned only to a Post-RFP Contract
* A Role marked as "Both™ can be assigned to either a Pre-RFP or a Post-RFP Contract

\ Assign contract{s) to User{(M88228)

a MICHAEL | Select a role for contract assignment
ADM - Administration (Post

Bales REMS Post-RFP Contract Administrator (Post)

QRY Query (Post) -
system | Select contract(s) t ign
administration a0 CULAIMAND T —

o Assistance Contract
Assignment Maintenance

o Business Pariners
Maintenance

+ Password Change

« Property Assignment
Maintenance Contracts

+ User Maintenance

Subsystem - Multifamily
Housing (FASS

+ Einancial Assessment

+ Financial Assessment |

Submit Cancel |

Figure 4-23 Assign Contract

The Coordinator selects a role and the Contract(s) to assign the Regular USER and clicks
on the Submit | button. A message is displayed confirming the assignment.

housing | mail | help | search | home

ﬁf System Administration
|

secure Systems

You have successfully asssigned the contract to User M88228.

o]

Figure 4-24 Confirmation Assignment of Contract

4.2.8 Unassign Contract Function

The Coordinator can view or unassign contracts for a user by selecting Assistance
Contract Maintenance and then entering the USER’s ID and selecting View/Unassign
Contract from the pull down menu.

User’s Manual Page 4-18



4.0 Using the System Online

P

m_ 28 System Administration
g

Bonsing | mill | haip | seand | oo

Socure Sysiems

Assiztonce Contrect Assignment Mantenance

Flmans eninr & Uamr Io:

User LD IMI:ll:lljl:ll:l
Ervhes s Finemssn .

|'-"’||_=-m'l_;-|!~',p--.n Lankract j
For Assign Comkrect, ome of B follewing crteris rsst b it
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{sr) cam| =]
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Submit | Cancel ]
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= Eiame i 7y The
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Figure 4-25 Assistance Contract Assignment Maintenance

After clicking on the Submit button, there is a displayed listing of contracts already
assigned to the USER. If there are no contracts with roles assigned to the USER, a
message will be displayed indicating this fact. The Coordinator can Unassign a
contract(s) and role(s) by clicking in the desired check box (es) and selecting the

Submit | button.

ﬂ' System Administration NoUSEND | MBIl | ReID | SEArCH | home
I

Secure Systems

Wik O Lnassign Conbract Assgnments

Unagsnn Contractis) for (MERZEE]

Froperty LD Contract Humber | Contrack Hama .I::ﬂ:‘t
™ z00004< | HI11000001 | KULAIMAND ELDERLY HOUS[NG PROVECT ADM
™ z000o4: | HI11000001 [ KULAIMAND ELDERLY HOUSING PROJEST FIv
I &00004: | HI10000OL | EULAIMAND ELDERLY HOUEING PROUECT | QRY
I z0o004< | HI11000001 KULAIMAND ELDERLY HOUSIMG PROJECT REQ
2000042 | HI11000001 [ EULAIMAND ELDERLY HOUSING PROJECT | 5CA
I z0o0o44 | HI1000001 KULAIMAND ELDERLY HOUSIMG PROJECT | TRE
I aooon4< | HIT00000] KULAIMAND ELDERLY AQUSIHG PROVEST | TTQ
[ z0o004« | HI1000001 KULAIMAND ELDERLY HOUSING PROJECT | TV
i T zonon4< | Al0O0O0L KULAIMANG ELDERLY HOUSING PROVECT VIR
o 7 200004 | BI100000L [ KULAIMANG ELDERLY HOUSING PROJECT | VES
FEIEGTCECh ™ sooonz: | HI100L504 | KAHUKU ELDERLY HOUSING PROJECT ADM
- z00002; | H11000004 KAHUED ELDERLY HOUZING PROJECT POV
I zoo0pz: | HI10D0004 KAHUKED ELDERLY HOUSIMG PROJECT ORY
 zoo002; | B11000004 EAHUED ELDERLY HOUZING FROJECT | REQ
I z0o0pz: | HI11000004 KAHUKU ELDERLY HOUSING PROJECT SCA
- zooopz: | HIT000004 KAHUKED ELDERLY HOUSIHG PROJECT [ TRE
Subaysiam [ s0000 2 | HINOOODGS | KAHUKU ELDERLY HOUSING PROJECT -rr;:- :
» ESIEIM AFPSRIRST ™ zooopz: | H11000004 KAHUEWD ELDERLY HOUSING PROJECT TV

Figure 4-26 Unassign Contract Assignments
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After clicking on the  Submit | button, a message is displayed confirming that the
contract is Unassigned.

housing | mail | hedp | seanch | home

ﬂ Fi) System Administration

Secure Systems

You have succecsfully unasssigned the contract from User »oom

O]

Figure 4-27 Confirmation of Unassignment of Contract

4.3 Business Partners Maintenance

The first Coordinator relationship with a Business Partner is an “Original” relationship. The
privilege of working for that Business Partner is assigned at the time of Coordinator registration
and when the Business Partner provides the Coordinator with the Coordinator User ID. After the
“initial” coordinator registration process, Coordinators may request/establish relationships with
multiple Business Partners. The Coordinators request/establish these “Additional” relationships
through the Business Partners Maintenance screens. These additional relationships are referred to
as BPR relationships.

4.3.1 Business Partner Maintenance

The Coordinator first selects the Business Partner Maintenance link on the Systems
Administration section menu. When the screen in Figure 4-28 is displayed, the Coordinator
enters Coordinator User ID as the first step in adding an additional Business Partner. Second
step: Select Request New/Delete Existing Relationships. This is the same screen that will be seen
later for adding or deleting Business Partners for Regular USERS.

beusiny | mall | helo | seaecl | hossa

m 3 System Administration
[ =

Secure Systems
Businass Partners Maintenance

Plesss anter 5 User 1d:
User 10 [ MOOODD
Pleass enter a Funchion:

Leguest New/Delete Existing Relalionship K

Sabimil | Cancel J

3
system i
administration

» Suribaman Lanired
AsalgnEest B R
= [
[ ]

fus LTI L DEETI

Figure 4-28 Business Partner Maintenance Request
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After clicking on the  Submit | button the Add/Delete Relationships screen is displayed.

ﬂ_ . System Administration Bauzing | mall | heln | search | home
|

Secure Systems

Add f Delete Relationships

For John J. Doe WOOOOO

[ Select relationzhips to delete
Statiis Ta I0 Narne | Type |

. & 9E0E3025 - HHA WILIKINA APARTHENTE FROJECT, IMC. {Dnganizaiion) =]
A FE033ET - Howsing & Community Developoment o of Heesi (Organizateon)

BystEm

administration
« BEnnintanse Contraat -
Buninnes Farboers

Haintenance

+ Prassuveged ihug: P & -
+ Pregerhy Resigemeat | Relationships to adid

Sl amiepgngg | Tl leﬂﬂ?ﬁllu"pHﬂ | ] Business Partner Type
o [MoD0D -

| iF'anlLu;anl {Onganization) x|

| IF'aﬂltlpiul [rganization) 'ﬂ

= " ¥ | | [ TR YT |

Figure 4-29 Request/Add Business Relationships

4.3.1.1 Requesting A Business Partner Relationship

The Coordinator enters the Business Partner’s TIN, SSN, or PHA ID under Relationships
to add and selects the Business Partner Type from the pull down list. After clicking on
the Submit | button, the Add/Delete Confirmation Screen is displayed. In the case of

adding a business relationship, it is important to recheck the accuracy of the information.
Specifically you should verify the Business Partner’s mailing address is correct. Your
Activation Code will be mailed to this address at the specified address. If this address is
incorrect, you should coordinate with this business partner to contact the HUD field
office for an address update.
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hoesing | mall | help | seprch | bame

ﬂ' h System Administration
|

Secure Systems
AddDelete Relationships Confirmation

For John J. Doe bMOOOOO

Relationships( Delated) )
Thern: are no relationships to delete!

[ Relotionshins{ Added)

Type Taw ID | Nafme
Oeean City Housing Autharity
AFEA L] - A 202 E 4TH Streat
administration Larganization N 000 = DCEMMN CITY :
» Qaybvtaacs Contract K} - 08226 3006
4 Bwiness Pasiners
Hainksmants
+ Pageward Charge Confirm Cancal

+
Hainitrnance

* Uper Mgintengnce

Figure 4-30 Add/Delete Relationships Confirmation

If you are satisfied with the information about the Business Partner, select the Canfirm
button. Secure Systems will display a screen that confirms a successful transaction.

ﬁ' ’_ System Administration housing | mail | heln | search | home
|

Secure Systems

You have successfully completed the function.

o

Figure 4-31 Request Business Partner Relationship Transaction Confirmation

4.3.2 Activation of a Requested Business Partner Relationship

The request by the Coordinator for an additional Business Partner relationship (BPR
Coordinator) will trigger a letter to be sent to the Business Partner with an Activation
Key for the relationship. Once the Coordinator obtains the Business Partner Relationship
Activation Key from the Business Partner, he/she logs into Secure Systems, and selects
Business Partner Maintenance. The coordinator enters the User ID and selects Activate
Relationships from the pull down box.
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housing | mall | heln | search | home

ﬂ' System Administration
|

Secure systems

Business Partners Maintenance

Please enter a User Id:

user 10 | ROOOOD

[Please enter a Function:

L4 civate Relationships

Subm Cancal ]

SY5TE
administration
& Asiztance [ontyact

Apsigament Maintenance
o Rusimeis Pardneis

Maniwnancs

Figure 4-32 Business Partners Maintenance — Activate Relationship

After clicking on the  Submit | button, the Activate Relationships screen is displayed

Bausing | madl | help | search | homwe

ﬂ e System Administration
|

Sacure Systems

Activate Belationzhips

Fuar
John J. Coe kADOOOO

l—l: 1 I _ﬁy " di = nctivabion hl"
TIRSSSNPHA 1D - Mame Activation Key
HOOD - Crcean City Housing Authonty (R0COGI Y2 OG0 GLONATGED

Subrmil | Cam:ell

Figure 4-33 Activate Relationships

The Coordinator enters the Activation Key provided in the letter from his requested
Business Partner and clicks on the = Submit | button. A message will be displayed

confirming the successful completion of the transaction.
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housing | mail | help | search | home

ﬁ_ !7 System Administration
|

Secure Systems

You have successfully completed the function.

o

Figure 4-34 Business Partner Relationship Activation Transaction Confirmation

Once the Coordinator has obtained privileges for a business partner, assignments of
privileges for the Regular USERS can be done.

4.3.3 Deactivate a Business Partner Relationship

A Coordinator may Deactivate his/her Coordinator relationship with any of his Business
Partners other than the relationship with the Original Business Partner for which he
registered. To Deactivate a Coordinator relationship with a Business Partner, the
Coordinator selects Business Partner Maintenance from the Systems Administration
menu; enters his/her User ID, and selects Deactivate Existing Relationship from the pull
down box.

howting | mall | hedp | ssarch [ home

System Administration

Secure Sysiems
Business Partners Maintenance

[Pleate enlir & e I4d:

| User D || M00000

| Please enter o Fomnciionm

Deactivate Relabionshi

Eunll[_r;rl_[ Carsc el

Figure 4-35 Business Partner Maintenance — Deactivation Request

After clicking on the Submit | button the Deactivate Relationships screen is displayed.
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baasing | mall | belw | Search | homs

ﬂ T System Administration

Secure Systems
Deactivate Relationships

For  John J. Ooe b 0OO0ODO

| Select relationships to deactivate
Participant Type TINSSEMN SPHA 1D Mame
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atministration ;l
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. e
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Figure 4-36 Business Partner Relationship — Deactivate Relationships

The Coordinator selects the Business Partner relationship to deactivate and clicks on the
Submit | button. A message is displayed confirming the successful transaction.

ﬂ_ n System Administration bousing | wall | heln | seareh | ome
|

Secure Systems

You have successfully completed the function.

o

Figure 4-37 Business Partner Deactivation Transaction Confirmation

4.3.4 Deleting A Business Partner Relationship

First Step: The Coordinator selects the desired Business Partner Relationship to delete.
Second Step: The Coordinator scrolls to the bottom of the screen and clicks on the
Submit | button.

User’s Manual Page 4-25



4.0 Using the System Online
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Figure 4-38 Delete Business Partner Relationships

The Add/Delete Relationships Confirmation Screen is displayed.

m_ e System Administration
|

Secure Systems
add/Delete Relationships Confirmation

For John J. Doe bd 00000

Relatinnships{ Deleted)
Type Tax 1y Mama: Htakus

Heusing & Commurety Devalopment Corp of

CvganizationdA0E0E, e dotive Additionsl (A3

“Relatisnehipef Added)
system There are no relationships to be added

administration
» Bieetrbanos Lantret

Cavirm | Ear-:ﬁll

» Husiness Partnem
Hunbenance

* Basemerd Chargs

Figure 4-39 Delete Business Partner Relationship Confirmation

The Coordinators reviews the Business Partner Relationship that is to be deleted and, if
correct, the Coordinator clicks on the  Canfirm | button. Each successful transaction is

rewarded with a confirmation message shown in Figure 4-40.
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housing | mail | help | search | home

ﬁ_ o System Administration
i

Secure Systems

You have successfully completed the function.

o]

Figure 4-40 Confirmation of Business Relationship Maintenance

4.4 PHA Assignment Maintenance

441 Assign PHA

The Coordinator assigns PHAs and applicable roles to the Regular USER by selecting the
PHA Assignment Maintenance link under Systems Administration and filling in the
information on the PHA Assignment Maintenance screen. Follow these steps:

Step 1: Enter the User ID of the Regular USER

Step 2: Indicate whether the action is to assign or unassign a PHA

Step 3: Enter the PHA ID. If you do not know the PHA ID, you can select the name of
the state to display a listing of all the state’s PHAs and sort the PHASs in that state by
PHA ID number or by name.

A Coordinator can assign PHAs and applicable roles only if applicable privileges have
already been assigned to the Regular USER in User Maintenance.

3 PHA Assignment Maintenance - Netscape

System Administration

N

lall
I“ ""I ) PHA Assignment Maintenance
e e User I
5 = Assign PHA " ¥View or Unassign PHA

For Assignment, provide one of the following
PHA ID

or State I 'l
 PHAID

If selected criterion is Jtate, sort the results by & N
* Mame

“iew Selection I

(@ == |[Document & Done

Figure 4-41 PHA Assignment Maintenance

After clicking on the _ ViewSelectan | button the Assign PHA screen is displayed. Select a
role and applicable PHAC(s).
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Assign PHA For User mMoo00o

Roles PHAs
Adrninistration (A0N) - [lng Syracuse Housing Aulhorily
Genenc M2h Rola (WM2W) o2 Buffalo Municipal Housing
PHA Subemitter (PSB) ! 4
PHA User (PHU
Phvsical Inspection
Cluery (QRY) m
REMS Post-RFF Backup Cont [BCA) [} Albany Housing Authority
REME Post-RFF Contract &d (CA) 10 Watartown Housing Authority
REMS Post-RFF Supervisory (SCA) M1 Miagara Falls Housing Authorily
Requisition (REQ) = M12 Troy Housing Authority =
l.}o Update

[Securs Fyetame Wenu] [PHA Meintenanes]
Figure 4-42 Assignment of PHA and PHA Roles

After clicking on the Update | button, an Update Results screen will appear confirming that
all updates have been completed successfully.

Update Results

All updates have heen completed successfully.
R— Mz [PHA M 4]
Figure 4-43 Confirmation of PHA Assignment

4.4.2 View or Unassign PHA

The Coordinator may view or unassign PHAs with associated Roles for a Regular USER
by using the PHA Assignment Maintenance screen (Figure 4-44). Enter the Regular
USER ID, select View or Unassign PHA and click on the _ ViewSekcian | button. The
Unassign PHA screen is displayed showing the current PHAs assigned to the user.
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Unassign PHA For Us2imo0000

PHA ID PHA Name Role Code
[~ C35 Housing Authority of the City of San Buenaventura BCA
[7 C35 Housing Authority of the City of San Buenaventura PSB
r L35 E‘&GL;J&STI{I‘E(%%UTHDRIT? OF THE CITY OF pep
7 L59 Vernon Community Action Council ADM
¥ 103 The Municipal Heng Authority City Yonkers FI'V
W 10% New York City Housing Authority FIV
7 M06 Utica Housing Authority PIV

Subimit

[Becure Syatems hilenu] [PHA Maintenatice]

Figure 4-44 View or Unassign PHA for a USER

To unassign PHAs, select the check marked box (es) next to the applicable PHA(s) and
click on the ~Submit | button. A confirmation screen will be displayed confirming the

unassignment of PHA(s).

Update Results

2 unassigns have completed successfully.

[Becure Svstems MWler] [PHA IWaintenance]

Figure 4-45 Unassignment Confirmation Screen
4.5 Password Change

4.5.1 Changing Password

For the user, changing your password is the only system administration function
applicable. The frequent changing of Passwords is an important step in increasing
security. You can change your password at anytime; however, if you have not changed
your password for over 21 days you will be prompted after login to change your
password. To change your password, select the Change Password link under System
Administration. Enter your old password. Then enter a new password, reenter it to
verify it, and click on the Save | button.

User’s Manual Page 4-29



4.0 Using the System Online

ﬂ il User Login

beuizing | madl | hedp | s=arch | hama

Secure Systems
Change User Password 00000

Pleaze enter your old and new passwords
Uger I0 | haJ0000

Old Passyveord
Pave Passveond
arlfy Neve Passvrond

Soe| | Gancel |

Contant updated Gpedl 29, 2002 'nlil:l-c o Top

W5, Dapadmant of Houging and Urban Dassloprogst
451 Pk Shrast S0, Waihingten, DT 20410
Telephore: (202) TOS-1152 TTF: (207) 700-04%5

Figure 4-46 Change Password

4.5.2 Forgotten Password
Have you forgotten your password? Go to the URL address:
www.hud.gov/offices/reac/online/reasyst.cfm on the REAC-PIH Online web page and
select | Passwomo reseT | to display the Reset Password page, Figure 4-47.

Seenre Systems -——-—-

HIUD»

RESET PASSWORD
*Please note that all of the following fields are required.

User ID I

First IName I

Last Name I
Social Security Number I - I_— I
Mother's NMaiden Mame I

Feset Password I

Figure 4-47 Reset Password

The information that you provide is compared to the data in Secure Systems that was
obtained during your registration process. If you have provided information that
corresponds to the information in Secure Systems, your password will be reset to a
randomly generated 6 character alphanumeric password. This new password will be E-
mailed to the E-mail address Secure Systems has as part of your User Information. Make
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sure to keep your Coordinator informed of all changes in your User Information.
Otherwise, Secure Systems will rely on the information provided at registration.

If you encounter any problems during the Forgotten Password process and receive an
error message from the system, please contact the Technical Assistance Center (TAC) at
(888) 245-4860. A TAC User has the capability to reset passwords. Before the TAC
User will issue your password, he or she needs to verify your identity. The TAC User
will ask for your User ID, first name, last name, last four digits of your SSN, and your
mother’s maiden name. If you have correctly answered these security questions, then the
TAC User will reset your password to “password”.

4.6 Property Assignment Maintenance

4.6.1 Property Assignment

Property Assignment Maintenance is used by the Coordinator to assign properties with
applicable roles to a Regular USER. Assignments of properties with roles to a Regular
User can only be performed if the Coordinator has first assigned the applicable Roles and
Actions to Regular USERS using User Maintenance under System Administration.

The Coordinator selects the Property Assignment Maintenance link from the sidebar and
sees the screen shown in Figure 4-48. In order to assign property for the Regular USER,
enter the User ID for the Regular USER who is to have access and then enter one of the
other items of information — Property ID, FHA Number, Contract Number or servicing

site — and click on the =Submit | button.

prg svst.m Administration wewsing | mail | s | seensi |

Svcure Eytlems

Property Assignment Maintenance

Plemss swier & Uner i |
Usa= 1N , S [LEEET
L L LT
| At kaigin P gt :! |
R e e
Frnperty 18 | 0000000 |

FiA HImIIr. :

LENTE L HEmbEr i

Beruicimg fiie :I
|For Assign Propedly, show Pt.ngerr}r Owners |
: [Current Owners.= |
iy e | o]

* Wi bee e Bresry
 Lhwws 1 pi il mms p

izﬁ:l.ul_:"-_r?h_r! .
Figure 4-48 Initial Property Assignment Maintenance Screen

Next you will see the Assign Property screen as shown in Figure 4-49.
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Figure 4-49 Assign Property Screen

Step 1: Select one or more properties. Step 2: Select an applicable user role. Step 3: Click
on the Submit | button. A transaction confirmation screen will be displayed.

Successful Transaction

'I‘fnu have successfully asssigne d the Property to User M OD0DD

oK

Figure 4-50 Property Assignment Transaction Confirmation

If you want to assign properties from a list of Servicing Site’s properties, select the
Property Assignment Maintenance link from the System Administration menu. Enter the
User ID and select the Servicing Site from the Servicing Site pull down box.
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Figure 4-51 Property Assignment within a Servicing Site

After clicking on the ~Submit | button, the Assign Property for USER is displayed with
the listing of properties associated with the selected Servicing Site.
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Figure 4-52 Assign Property for USER from a Listing of Servicing Site Properties
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Proceed as described above to assign properties with associated roles to the Regular
USER.

4.6.2 View or Unassign Properties

A Coordinator can view or unassign properties for a Regular User by selecting the
Property Assignment Maintenance link under System Administration.

Step 1: Enter the User ID.
Step 2: Select the View or Unassign Property option.

Step 3: Click on the Submit | button.

ﬂ  Eme System Administration

howsing | mall | hely | sEarch | Roms

Secure Systems

Froperty Azsignment Mainbenance

| Pliease enter a llser Idi

| Chucss & Funckon:

'-.-'IE'H'?[:EE_E_!'.ICE T:"u ety

|For Assign Propesty, pravide oom of the follewing:

Preperty I [
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system I: pntract Humber I—
- adrmrl-l:'l:-:tl on SR 1 j
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St | Cancal |
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® ger Aotivity Repert
Figure 4-53 View or Unassign Property
The View/Unassign Property screen is displayed with a listing of properties with

associated roles currently assigned to the Regular USER. To unassign a properties.
Click on the check box in Figure 4-54 next to the property to unassign.
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Figure 4-54 View/Unassign Property for USER

After clicking on the Submit | button at the bottom of the screen a transaction
confirmation screen is displayed.

Successful Transaction

|‘|"uu have successfully unasssigned the Property from User MO0000

oK]

Figure 4-55 Property Unassignment Transaction Confirmation

4.7 User Activity Report

This report is only available to a Super Administrator. If the Coordinator needs some
additional information about USER activity, a request can be made through the
appropriate Help Desk.

4.8 Special Instructions and Caveat

4.8.1 Special Instructions for Error Correction

WASS employs error codes to provide timely alerts of the need for corrective action.
Below is a list of some error messages you may encounter as a Coordinator and a
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description of what you need to do, as well as where you can expect to encounter the
message. Error messages provide Coordinators information about requirements for
information and actions that violate one or more business rules. See Appendix A for

many of the Business Rules.

Table 4-4 Error Messages

Error Messages
At least one criteria must be provided

User Action
Provide at least one
criteria

When Occurs
On those screens that
require more

information than the
User ID

User MXXXXX not found

Enter correct ID

When enter incorrect
User ID

The user ID that was entered is a SASS
user. This function is not used for SASS
users

Check to see if User ID is

correct. If yes, leave
function.

When in Assign
Business Partner

This function is not applicable to user
MO00000

Check User ID or leave
system administration
function

When Coordinator is
in functional area
with no privileges for
User ID

4.8.2 Caveats and Exceptions

Access to government computer systems and information can be misunderstood. This
access is a privilege. Abuse of the privilege is punishable. It is in your better interest to
protect your access by not leaving your computer unattended while you are logged on.
And use the information acquired from the HUD systems as set forth in your relationship
with your business partner and by the managers of the system or systems you access.

Before working on any particular system, you should determine if there are any
restrictions on how you use the systems. How you interact with your Coordinator and the
systems is your responsibility.

Misuse of Federal Information through the HUD Secure Connection web site falls under
the provisions of title 18, United States Code, Section 1030. This law specifies penalties
for exceeding authorized access, alterations, damage, or destruction of information
residing on Federal Computers.
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