Secure Systems
Topic 2: System Administration

Topic 2: System Administration

Topic Overview:

The purpose of this topic is to:

Demonstrate how to perform different system administration tasks that are the
responsibility of the Coordinator.

Walkthroughs:

Each of the following walkthroughs will demonstrate how to perform Coordinator system
administration tasks within the Secure Systems.

Walkthrough 5:  Retrieve User Secure Systems ID

Walkthrough 6:  Assign a System Role to the Standard User
Walkthrough 7:  Assign Participant to a Standard User
Walkthrough 8:  View / Unassign a Participant to a Standard User
Walkthrough 9:  Add Business Partner Relationship

Walkthrough 10: Activate Business Partner Relationship
Walkthrough 11: Assign PHAs to Users

Walkthought 12: Unassign User’'s PHA Assignment

Walkthrough 13: Change Password
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Walkthrough 5: Retrieve User Secure Systems ID

Introduction

Once a Standard User has registered with HUD and notified the Coordinator of their
registration, the Coordinator must retrieve the Secure Systems ID and provide it to the
Standard User. This walkthrough demonstrates how the Coordinator retrieves a User’s

Secure Systems ID.

Process Steps

Step 1: Log in to the Secure Systems.
See Walkthrough 2: Log in to the Secure Systems for more information.

Step 2: Single click the User ID Maintenance link.

The User ID Maintenance page opens.

System Administration
L I " Il * User ID Mlalntenance

aad ik B et User ID

] ; ™ Wlaintzan Tser Information
" Wlaintzan Tzer Profile
™ Eetriewre Tser [T

Subimit

N J‘\
u Sl I
Homs E=ch 1o Top
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Single click the button & next to Retrieve User IDs.

Step 3:
Step 4: Single click the Submit button.
The User Maintenance Retrieve User IDs page opens.
III III User Maintenance
* II ﬁlll * Retrieve User IDs
and Urban Desehopment Last Name |
Secure Systems First Name |
Menu Date Range* From I_fl_fl—
T [
*Date range applies to the date on which the user ID was created or last updated.
Submit |
o A\
H’fr:c Backto To!:l
Lact Modified: March 26, 1993
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Step 5: Enter the appropriate Standard User information in the Last Name and
First Name fields to retrieve an individual Standard User’'s Secure Systems
ID.
NOTE: THE COORDINATOR MAY OPT TO ENTER A DATE RANGE INSTEAD OF A USER NAME.
DATE FIELD ENTRIES ARE USEFUL FOR RETRIEVING SEVERAL SECURE SYSTEMS IDS AT
ONCE. USE THE 2-DIGIT MONTH, 2-DIGIT DAY, 4-DIGIT YEAR FORMAT FOR DATE RANGE
ENTRIES.
Step 6: Single click the Submit button.
The User List for the business partner opens. The User List includes the
business partner’s Tax ID and the last name, first name, User ID and status
of the Standard Users for that business partner.
User List
| Tax ID | Last Name iFirst Name iUser 1D !ﬁl
lundefined [COLLING  [FRANCIS [M37968[ A
hndefined KATMER ~ |FRANK ~ [M37954| A
undefined MCMILLAN [T 37978 &
[l aity Ileta] [System Maintenance] [Uzer IMaintenance] [Retrieve User IDs]
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Step 7: The Coordinator should note the User’s Secure Systems ID to provide it to
the Standard User after completing Standard User set-up tasks.
NOTE: THeE COORDINATOR SHOULD PROVIDE THE STANDARD USER WITH THEIR SYSTEM
ID AFTER THEY HAVE ASSIGNED THE NECESSARY RIGHTS. THE COORDINATOR MUST
RETRIEVE THE STANDARD USER’S |D AND ASSIGN ANY NECESSARY RIGHTS BEFORE
PROVIDING THE STANDARD USER WITH THEIR ID.
Step 8: Single click the Main Menu link to return to the Secure Systems page.
O U.S. Department of Housing and Urban Development Page 2-5
08/06/99 Version 1.0



Secure Systems

Walkthrough 6: Assign a System Role to the Standard User

Walkthrough 6: Assign a System Role to the Standard User

Introduction

In order to access the system, a Standard User must be assigned a system specific role
allowing them to electronically access information. This walkthrough demonstrates how the
Coordinator assigns system specific roles to the Standard User.

Process Steps

Step 1. Log in to the Secure Systems.

See Walkthrough 2: Log in to the Secure Systems for more information.

Step 2: Single click the User ID Maintenance link.

The User ID Maintenance page opens.

*HHH*

USS. Dept. of Housing
and Urban Development

Secure Systems
Menu

System Administration

User ID Maintenance

User ID I

" Maintain User Information
 Maintain Tser Profile
 Retrieve User IDs

Subrnit |
5 N
Hfu:c Backto TOIDI
Last Modified: Fme 28, 1900
Step 3: Enter the User’s Secure Systems ID in the User ID field.
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Step 4: Single click the button C next to Maintain User Information.

Step 5: Single click the Submit button.

The Maintain User Information page opens.

Maintain User Information

User ID: HOOSEM

First Name: !SUSJ-,N

Middle Initial: [£

Last Name: ;HORRIS
Organization User Status User Type
ia * Active & HUD Tser
" Terminated  HUD Tzer With
Internet Access

[ Assign Role(s) [ Delete Rolesis)
HUD - MF Project Manger =] HUD - MF Project Manger =]

H H

Update |
[Lulaits Bl eta] [Sarstem Maintenance] [Jeer Maintenatce]
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The Maintain User Information page dipslays the following Standard User
information:

- Secure Systems ID

- First Name, Middle Initial, and Last Name

- Organization ID and Tax Identification Number (TIN)
- User Status

- User Type

- User Role(s) which may be assigned

- User Role(s) which may be deleted

NOTE: ROLES DISPLAY BASED ON THE SYSTEM(S) IDENTIFIED IN THE COORDINATOR’S

PROFILE
Step 6: Single click the checkbox next to Assign Role(s).
Step 7: Single click on the appropriate role located in the Assign Role(s) scroll box

to highlight the role.

Step 8: Single click the Update button.

The Update Results page opens. This confirms that the role assignment
was successful.

Update Results

All updates have heen successfully completed.

[Eewew User HOOSEM]

secure Aystems Menu] [ser Maintenance
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Step 9:

Step 10:

If applicable, single click on the Review User link.

The Maintain User Information page re-opens. The Standard User’s
assigned role is displayed in the Delete Role(s) scroll box.

NOTE: TO DELETE A STANDARD USER’S ROLE, SINGLE CLICK THE CHECK BOX NEXT TO
DELETE ROLE(S) AND SELECT THE APPROPRIATE ROLE FOR DELETION. SINGLE CLICK THE
UPDATE BUTTON TO DELETE IT.

Single click the Secure Systems Menu link to return to the Secure
Systems page.
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Walkthrough 7: Assign Participant to the Standard User

Introduction

The Coordinator must also assign participants to the Standard User. Participants are
entities that wish to conduct business with HUD, such as property owners, management
agents, and their affiliates. This walkthrough demonstrates how the Coordinator makes
participant assignments to the Standard User.

Process Steps

Step 1: Log in to the Secure Systems.
See Walkthrough 2: Log in to the Secure Systems for more information.

Step 2: Single click the Participant Assignment Maintenance link.

The Participant Assignment Maintenance page opens.

III III System Administration
* I]lﬁ"] * Participant Assignment Maintenance
e e ver [
Secure Systems
Menu % Agsign Participant " View or Unassign Participant
Submit |
N AN
H—au»_ic Backto TOIDI
Last Modified: ime 28, 1999
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Step 3: Enter the User's Secure Systems ID in the User field.
Step 4: Single click the button O next to Assign Participant.
Step 5: Single click the View Selection button.

The Assign Participant For User page opens.

Assign Participant For User HOOSEM

Roles Participants

MF Project Manger (FPI) _vj 9017 KENT WILLAGE HOUSING FOR THE ELDERLY, INC =
27518 KENT VILLAGE ASS0C

27624 KENT VILLAGE ASS0C

28548 KENT WILLAGE PRTHS

28554 KENT WILLAGE PRTNS

28556 KENT WILLAGE PRTNS

28558 KENT WILLAGE PRTNS

40738 KENT VILLAGE INC

40739 KENT WILLAGE INC

40740 KENT WILLAGE INC ;!
Update |
Ilain M ena] [Bystem Maintenasnce] [Tzer Maintenance] [Participant Maintenance
Step 6: Select the appropriate participant to assign to the Standard User from the

Participants list.

NOTE: THE COORDINATOR CAN SELECT MULTIPLE PARTICIPANTS BY PRESSING AND
HOLDING THE CONTROL KEY WHILE CLICKING ON EACH APPROPRIATE PARTICIPANT.
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Step 7: Single click the Update button.
The Update Results page opens.

Update Results

All updates have heen successfully completed.

Secure Swstems henu] [Participant I aintenance

Step 8: Single click the Secure Systems Menu link to return to the Secure
Systems page.
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Walkthrough 8: View / Unassign Participant to the Standard User

Introduction

This walkthrough demonstrates how the Coordinator views and unassigns a participant to
the Standard User.

Process Steps

Step 1: Log in to the Secure Systems.
See Walkthrough 2: Log in to the Secure Systems for more information.

Step 2: Single click the Participant Assignment Maintenance link.

The Property Assignment Maintenance page opens.

System Administration
Participant Assignenent Maintenance

User |7

T Axsign Participant " Wiew or Unassign Participant

Suhrnit

% a
Fra Eexchi 1o Top)

Lest Mo i e 30, el

Step 3: Enter the User's Secure Systems ID in the User field.
Step 4: Single click the button O next to View or Unassign Participant.
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Step 5: Single click the View Selection button.

The Unassign Participant page opens. This page displays the participant
(or participants) assigned to the Standard User.

Unassign Participant For JOHN JONES (MOOCTD)

Farticipant [¥ame TIN/SSIN Participant Type Role Code
M EEITH FEOPERTIES TG D2 554 165 ] ERC

Subrrit |

Step 6: Single click on the checkbox of the participant to be removed from the
Standard User’s assignment.

Step 7: Single click the Submit button.
The Update Results page opens.

Update Results

1 unassign has successfully completed

[Becure Syetems henu] [Participant Maintenance

Step 8: Single click the Secure Systems Menu link to return to the Secure
Systems page.
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Walkthrough 9: Add Business Partner Relationship

Introduction

Coordinators may be responsible for more than one business partner. A Coordinator is
established for the primary business partner using the steps outlined in Walkthrough 3:
Establish Coordinator in the System. For subsequent business partners, the Coordinator
must use the Business Partner Maintenance option. This walkthrough demonstrates how
the Coordinator requests relationships with additional business partners.

Process Steps

Step 1: Log in to the Secure Systems.
See Walkthrough 2: Log in to the Secure Systems for more information.

Step 2: Single click the Business Partners Maintenance link.

The Business Partners Maintenance page opens.

System Administration
* I " Il Ty Business Panners hlaintenance
U, Nirps, of rwsing, User [ |H1i1131

aad Tabean B Aogumend

T Recues: IMew ! Delete Exstmg Belabenshps
T Actwete Belabonshps
™ Deactiate Belationships

Subirmit
s g
k. et |
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Step 3: Enter the Coordinator's Secure Systems ID in the User ID field.

Step 4: Single click the button O next to Request New / Delete Existing
Relationships.

Step 5: Single click the Submit button.

The Request New / Delete Existing Relationships page opens.

Request/Delete Relationships For User M11111

Original Relationship: null - null il
[” Delete Relationship(s) I" Request Relationship(s)
-l TxID/PHAIDD EP Type

iF‘anicipant Ll
IPanicipant .Ll
IPanicipant Ll
IPanicipant LI
[ Participant =]
| Participant =]
lF‘ar‘ticipant ;l
IPanicipant LI
iPanicipant Ll
IPanicipant .Ll

|

Submit |

Ilain Menu] [Tser Group Maintenance] [User Maintenance] [Business Partners Maintenasnce

Step 6: Single click the checkbox next to Request Relationship(s).
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Step 7: Place the cursor in the first text field and enter the business partner’s Tax
Identification Number (TIN).

NOTE: TO ADD MULTIPLE BUSINESS PARTNERS, ENTER THE CORRESPONDING TINS IN THE

SUBSEQUENT TEXT FIELDS.
Step 8: Select the appropriate business partner from the drop down menu.
Step 9: Single click the Submit button.

The Update Results page opens.

Update Results

All updates have heen successfully completed.

[Eewmew zer BASOOT]

[Becure Svstems Menu] [Business Partners Maintenatice]

Step 10: Single click the Secure Systems Menu link to return to the Secure
Systems page.

NOTE: TODELETE A BUSINESS PARTNER RELATIONSHIP, SINGLE CLICK THE CHECK BOX
NEXT TO DELETE RELATIONSHIP(S) AND SELECT THE APPROPRIATE BUSINESS PARTNER
FOR DELETION. SINGLE CLICK THE SUBMIT BUTTON TO DELETE IT.
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Walkthrough 10: Activate Business Partner Relationship

Introduction

Once the Coordinator submits the request for an additional business partner relationship,
the system generates an activation key. The activation key consists of numbers and
uppercase letters. HUD sends a letter to the CEO or Executive Director of the business
partner which contains the activation key for the Coordinator. The Coordinator receives the
activation key from the CEO or Executive Director of the business partner and is then able
to activate the new relationship in the system. This walkthrough demonstrates how the
Coordinator establishes relationships with additional business partners.

Process Steps

Step 1: Log in to the Secure Systems.
See Walkthrough 2: Log in to the Secure Systems for more information.

Step 2: Single click the Business Partners Maintenance link.

The Business Partners Maintenance page opens.

System Administration
Business Partners haintemance
Ueer D [H11111
™ Begavet Mew [ Dalete Exitiinge Belagicaehipe

™ Actwate Eelahodships
T Dieacdivat e Belaticeships

Submit |

& ‘f‘-l
.lr.:r...- Ao tn

Lot Biodified: Boas 10 L3FS
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Step 3: Enter the Coordinator's Secure Systems ID in the User ID field.
Step 4: Single click the button O next to Activate Relationships.
Step 5: Single click the Submit button.

The Activate Relationships page opens.

Activate / Deactivate Relationships For User M04000

I Deactivaie Relationship(s) " Activate Relationship(s)
030314095 - REAL-MNET MANAGEMENT, ING. <] [030314122 - TOM WHITTAKER REAL ESTATE =]
730952618 - BETHANY PLACE INC. 030317188 - LAKE CHAMPLAIN HOUSING YE

030323771 - TECHMNICAL PLAMMING & MANA

| - | |
Submit I

[Tulain Bdernd] [Systern Ifaintenance] [Tser hiaintenance] [Business Partners Ilaintenatce

Step 6: Single click the checkbox next to Activate Relationship(s).

Step 7: Single click the appropriate business partner from the Activate
Relationship(s) scroll box to highlight the business partner.
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Step 8: Single click the Submit button.
The Update Results page opens.

Update Results

All updates have heen conpleted successfully.

[Secure Swatems Ienn] [Business Partners Ilaintenatice]

Step 9: Single click the Secure Systems Menu link to return to the Secure
Systems page.

NOTE: TO DEACTIVATE A BUSINESS PARTNER RELATIONSHIP, SINGLE CLICK THE CHECK
BOX NEXT TO DEACTIVATE RELATIONSHIP(S) AND SELECT THE APPROPRIATE BUSINESS
PARTNER FOR DELETION. SINGLE CLICK THE SUBMIT BUTTON TO DEACTIVATE IT.
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Walkthrough 11: Assign PHAs to Users

Introduction

This walkthrough demonstrates how the Coordinator assigns PHAS to the User.

Process Steps

Step 1: Log in to the Secure Systems.
See Walkthrough 2: Log in to the Secure Systems for more information.

Step 2: Single click the PHA Assignment Maintenance link.

The PHA Assignment Maintenance page opens.

System Administration

) H ﬁlil )
U5, Dhept. of Housing

and Urban Development User I

Secure Systems

Menu % Agsign PHA  View or Unassign FHA

PHA Assignment Maintenance

For &Assignment, provide one of the following:

PHATD [

or State I j

 PHAID
If selected criterion is Btate, sort the results by &
* Name

Wiew Selection |

2N

1 I
Ezck to Top

Last Modified: Fme 22, 1000

I+

Step 3: Enter the User’s Secure Systems ID in the User field.

Step 4: Single click the button O next to Assign PHA.
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Step 5: Enter the PHA ID in the PHA 1D field.

If the PHA ID is unknown, the State drop-down menu may be used to select
the state where the PHA is located.

Step 6 Single click the button & next to appropriate sort method, PHA ID or
Name.
Step 7: Single click the View Selection button.
The Assign PHA For User page opens.
i Haintam PHA Azsignment - Hetocaps
Bk Edt Yew Ho Dowmescaior  Heb
i oA @ B N - W o= 8 B
i Elsck: Ak A=lnad Hone Sesch  Pletcaps Pt Smciaiy alt
j of " Pogkmaik: A Hlmilncl_m"rnlsnha:n.hl'n?pas:_usmid-h‘l111113pm>_ph:_id-&pﬂs¢_ot—abe-LAhw:_smLﬁ:ld—WE =l {0 whatts Rulted
raverrmed
Assign PHA For User M11111
Ruoles THAs

AFS Submiiter [SUB) = LAOZ4  Bogalusa Housing Auihorty i’

APPE Updata [2LIF] L4122 Colfss Housing Authorty

PASE Analyat (PAA) LAd52  East Carroll Rural Howsing, Inc

PLEE Enginear (PAE) LA0  HOUSIMNG AUTHORITY OF LAKE CHARLES

FASE CTH [PAR) LA001 HOUESIMG AUTHORITY CF NEW CRLEAMS

PHA Subrniter (PEE] La0m  HOUSIMG AUTHORITY ©F SHREWEPORT

Scheduls (SCH) Laols  HOUSING AUTHORTY ©OF THE CITY OF LAFAYETTE

TRACS Tenard Duery (TTO) LAaZ38 Howsing Authonty of ity of Covinglon

TRACS Youchar Quaery (Twi LA103 Hausing Authanty of City of Elidell

‘igw Iremet Rapon (4R 2] LA029  Housing Autharty of Crowley =l

Lkdats
e
g == Dcctanerd Dana i S o Y.
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Step 8: Single click the appropriate role(s) from the Roles scroll box to highlight the
role(s).

NOTE: THE COORDINATOR CAN SELECT MULTIPLE ROLES BY PRESSING AND HOLDING THE
CONTROL KEY WHILE CLICKING ON EACH APPROPRIATE ROLE.

Step 9: Single click the appropriate PHAs from the PHASs scroll box to highlight the
PHAs.

NOTE: THE COORDINATOR CAN SELECT MULTIPLE PHAS BY PRESSING AND HOLDING THE
CONTROL KEY WHILE CLICKING ON EACH APPROPRIATE PHAS.

Step 10: Single click the Update button.
The Update Results page opens.

i Uzer Message - Hetsoupe

Bk Edb e oo Dovmescaior  Hep
[ 3 o 3 A 2 @ =+ 3 &
_, Elack Wi FA=lnad Hone Smach  Mlelscaps Prirt: Secaiy il
'l < " Dookmaiks K Hebeilb:Iunn'ﬂ!ﬂﬂuEMS:|UH.++3::¢.I$HM_MN¢M‘!DH1‘-HH.EIHE!ytﬂﬂ_mﬂ'u_H1FH-'UM&‘wat! jﬁ'%iﬁﬁiﬂﬁd
revvremer
Update Resulis
All upd atex have heen completed succossiully.
[Emwn Swptama Megya] (FHA Memlenanca]
L
g =l [Oiociamend: Dang T e = -
Step 11: Single click the Secure Systems Menu link to return to the Secure
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Systems page.
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Walkthrough 12: Delete User’'s PHA Assignment

Introduction
This walkthrough demonstrates how the Coordinator deletes a User's PHA assigment(s).

Process Steps

Step 1: Log in to the Secure Systems.
See Walkthrough 2: Log in to the Secure Systems for more information.

Step 2: Single click the PHA Assignment Maintenance link.

The PHA Assignment Maintenance page opens.

System Administration

) H ﬁlil )
U5, Dhept. of Housing

and Urban Development User I

Secure Systems

Menu  Agsign PHA # View or Unassign FHA

PHA Assignment Maintenance

For &Assignment, provide one of the following:

PHATD [

or State ILouiSiana j

 PHAID
If selected criterion is Btate, sort the results by &
* Name

Wiew Selection |

2N

1 I
Ezck to Top

Last Modified: Fme 22, 1000

I+

Step 3: Enter the User’s Secure Systems ID in the User field.

Step 4: Single click the button O next to View or Unassign PHA.

O U.S. Department of Housing and Urban Development Page 2-25
08/06/99 Version 1.0



Secure Systems
Walkthrough 12: Delete User’'s PHA Assignment

Step 5: Enter the PHA ID in the PHA 1D field.

If the PHA ID is unknown, the State drop-down menu may be used to select
the state where the PHA is located.

Step 6: Single click the button & next to appropriate sort method, PHA ID or
Name.
Step 7: Single click the View Selection button.
The Unassign PHA For User page opens.
Unassign PHA For User M11111
PHAIDD PHA Name Ruole Code
HOWSING ATTHOEITY OF THE CITY OF
- FLDSl DEEEFIELD EEACH Feb
v LA02-4= Bogalusa Housing Authornty FEE
WV LAD2% Housing Authority of Crowley PSE
v LA103 Housing Authonty of City of Shidell PSR
¥ L4122 Colfax Housing Authority PEE
¥ LAZ38 Housing Authonty of City of Cowington ESE
¥ LAZEZ East Carroll Bural Housing, Inc. PEE
™ MEO2T Ellsworth Housing Authority EEE
Subrmit i
[[lain Ilena] [T zer Group IWMaintenance] [Uzer Maintenatice] [PHA Maintenatnce]
Step 8: Single click the checkbox net to the PHA ID in the PHA ID column to select
the PHA to unassign.
Step 9: Single click the Submit button.
The Update Results page opens.
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T Ty —
MRV e b Durnmibicetcd Heb

*l:ﬁ.:r..ﬂd:l%i:

O S
_ Bk iz Adoad Home Seach: Melscaps  Pord Geanaip
i J_Emmﬂh A Petsle [reonplieds succesalp basen_meruslsghmers Binkoden_ren_tesePHaHanienares = 3 wiet's Aakdbed

Update Results

& mmassigns hawe completed saceassiully.

B ECUrE S'EL'I‘II'II T !H.n. Pl kil i |

5 == Dasomens: Dane Sk et o ER &

Single click the Secure Systems Menu link to return to the Secure

Systems page.

Step 10:

Page 2-27
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Walkthrough 13: Change Password

Introduction

This walkthrough demonstrates how the Coordinator changes their own password.

Process Steps

Step 1: Log in to the Secure Systems.
See Walkthrough 2: Log in to the Secure Systems for more information.

Step 2: Single click the Password Change link.

The Change Password page opens.

Change Password
Fleaze enter a newr Fasaword [%

User I} BI11111

O1d Password:
MNew Password:
Retrpe New Password: 1 Login J

Notice to internet users: ¥ ovr passvrord chanpe eeouest may oot takee effect fov up to 15
mminutes

S sl
Step 3: Enter the old password in the Old Password field.
Step 4: Enter the new password in the New Password field.
This password is case-sensitive and must be 6 characters (letters and/or
numbers).
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Step 5: Re-enter the new password in the Retype New Password field.

Step 6: Single click the Login button.

The old password is changed to the new password and the Secure Systems
page re-opens.

NOTE: PASSWORD CHANGES ARE NOT INSTANTANEOUS. IT MAY TAKE UP TO 15 MINUTES
TO PROCESS THE CHANGE ON THE INTERNET SERVER.

O U.S. Department of Housing and Urban Development Page 2-29
08/06/99 Version 1.0



