CHAPTER IV

ACCESSING SOCIAL SECURITY AND SUPPLEMENTAL SECURITY INCOME
DATA VIA THE INTERNET

This Chapter provides information on how to receive SS and SSI Benefit History and Income
Discrepancy reports through a secure Internet facility. HUD strongly urges dl program
adminigtrators to use the Internet becauseit:

permits users to obtain the reports as soon as HUD places the information on the Internet facility,
eliminaing the time delay of receiving the reports via postd ddlivery and PC SprintMail,

permits searching of eectronic data to quickly locate information on specific tenants,
diminates mailing codts,
provides agreater degree of security over sendtive persond information than mailings,

dlowsthe HAs download of report datain aformat suitable for importing into a database for
users who wish to manage their own database, and*

enables program adminigtrators that use an Internet service provider to obtain access to other
information of interest concerning HUD' s programs.

Security for the dectronic SSand SSI datais criticad. Accordingly, HUD has developed extensve
measures to protect the data from unauthorized access. Some key security features affecting user
access to the Internet include:

Users mugt enter alogin and password. This procedure ensures that a HA or OA will have
access to only their own reports.

Data encryption occurs that is trangparent to the user. This prevents unauthorized access to the
datawhilein transmisson.

The extensve security measures provide a high degree of protection against unauthorized access. In
the event that any authorized user learns of any security violaions, they should immediately report
such violationsto the SS/SS| Hotline at 1-888-245-4860.

* Thisfeature is not available for OAs. Generally, thisfeatureis cost beneficial only to HAswith alarge number
of rental housing units.
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Program administrators must initiate security measures that will supplement the
HUD-provided security measures. These measuresinclude, but are not limited to:

limiting access to the SS and SSl login and password to only afew gaff,
changing the password when gtaff terminate employment,

limiting accessto SSand SSI data (whether in paper or eectronic form) to those individuas who
need access,

ddeting automated files of SS and SSI data when no longer needed,

providing training, at least annudly, of security awareness, privacy protection, and compliance
with State privacy laws, and

investigating reports on potential security violations and taking prompt corrective actions as
appropriate.

A. Obtaining Internet Access

Program adminigtrators will be respongble for obtaining Internet access through aloca
Internet Service Provider.

Program administrators will accessthe TASS Internet Reporting System using a Web
Browser Client. The Web Browser must support the following feasturesin order to
successfully access the TASS Internet Reporting System:

HTML 3.2 standards,
JavaScript,
Secure Socket Layer (SSL)

Program administrators should consult their Internet Service Provider with questions on Web
browser compatibility. The TASS Internet application requires the use of a\Web browser
that supports specific features. Users should be aware that the Internet connection through
these services may be dow, or inaccessible a times. HUD recommends that program
adminigrators pick an Internet Service Provider that offers adirect dia-up connection.

B. Establishing Internet Browser Settings
If the user isusing a Netscape Navigator version earlier than 4.0, the browser must be
configured to alow caching of pages retrieved through a secure connection. To st this

option, choose "Network Preferences...” from the Options menu. Select the "Cache' tab in
the window that opens, then check the option labeled "Allow Persistent Caching of Pages
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Retrieved through SSL." Selecting this option will speed the saving of reports, but users
must be aware that the reports will be stored on the computer's drive as unencrypted
temporary files.
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C. Accessing SSand SSI Reports- HAs

HUD uses two security methods to limit accessto SSand SSl reports: (1) auser
identification code and password assigned to each housing agency that administers the Office
of Public and Indian Housing rental assistance programs and (2) a user identification code
and password assigned to each individual user granted access to SS and SSI reports through
Secure Connection. HUD anticipates that al program administrators will access the SS and
SSI reports through Secure Connection.

TASS will be accessed viaa Uniform Resource Locator (URL) provided to authorized users
by HUD. Userswill then be presented with alogin screen as shown below. (Please note:
Screens shown below are used to provide SS and SSI data for the Office of Public and
Indian Housing' stenants. The TRACS screens used to provide data for the Office of
Housing' s tenants are shown in Chapter 1V.D of this Guide.)

kit Netscape - [TEVS Login and Password]
File Edit Wiew Go Bookmarks Options Directory  ‘Window Help

D G| WD

Home Feload ImiEges Dpeh Print

o

Fotuizrd

&

Eack

éa|;§;

Find

@ Gota Ihttps:a"a’www.hud.gov!tevs

e guide : localoffices - guestbook

about hud': library : complaints

Please enter your login and password

Login: I

Password: I
Click to Login |
Report Status:

MTCE Feports last loaded on August 5, 1998 for recertifications due November 1098,

TEVYS Internet Facility Announcement: July 23, 1998
W atch for TEVS news here!

@] |Document: Done

In the fields provided, the user should enter the login and password provided by HUD. If
the password is entered incorrectly three consecutive times, the account will be locked. The
program administrator must contact the TASS Hotline at (202) 708-4932 extension 3319 or
3321, to have the account unlocked. To login, select the "Click to Login™ button.
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The logon screen will dso give information concerning the most recent report updates. This
will dlow users to know when new reports are available without the need to log onto the
system. Thislogin screen may aso contain TASS news and messages from the TASS
Internet Fecility Administrator.

If thisisthe first time the user has entered the system or the password has expired, the user
will be prompted to change their password.

C-1 ChangePassword

This option will dlow the program adminigrator to change their login password. This
screen is dso presented when the current password has expired. The current or
expired password must be entered. The new password must then be entered twice
for confirmation For security reasons, the new password may not be the same
astheold password.

A confirmation screen will be presented confirming that the password change has
been successfully applied. The password change screen is shown next.

hi+ Netscape - [Password Change]

File Edit “iew Go Bookmarks Options Directary  Window  Help

@ | | & @%ﬁ%ﬁ&%l@
Eagk Fotaerd Home Feload ImEges Qpen Frint Find Stop
@ Goto: Ihttps: v hud.gov/tevs
Password Change for FL ORENCE H/A (ALO54)
Enter Old Password: I
Enter New Password: I
Confirm New Password: I
I Change Password ||
gl |Document: Done |
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After successfully logging into the system, a screen will be presented thet lists three options
as shown next.

ki Netscape - [Main Menu]

File Edit “iew Go Bookmarks Options Diectoy  window  Help

G| oo | By | G | Bn | 22

Eagh Fomiard Home Reload Imisges: Qpen

Frint Find

@a|g

@ Goto: lhttps: Awovaw hud. govdtevs

Welcome, FLORENCE H/A (A1.054)

Details on wsing this Internet repotting system can be found in the
Guide for Secial Security and Supplemental Security Income Verification, Chapter I'V.

Get Monthhy Reports

Download Report Data

Change Passwaord

i<l [Document: Done
The options are (1) Get Reports, (2) Download Report Data, and (3) Change Password.
C-2 Get Reports

This option alows the user to review monthly Benefit History Reports and Tenant

Income Discrepancy Reports. After choosing this option, the user will be presented
with a screen ligting the available reports. A typica report list is shown next.
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ki Netscape - [Report Selection]

File Edit “iew Go Bookmarks Options Directory Window Help

o | @ | | B

Home Feload g es Opan

it

o0y

Fotuizrd

G

Back

Frint

@ Goto: Ihttps:.’".-’www.hud.gov.:’tevs

Monthly Reports for FLORENCE H/A (AL0534)

Select a Report to View:
Income Discrepancy Reporis Benefit History Reporis
for recertifications due: for recertifications due:

. Mowvember 1995 -. Mowember 1995 -

In order to print your Benefit History Reports on individual pages by family, you will need to download a special utility called
You may download this printing utility here,
Tou will ondy need to download this wility one time.

I hdain enu I‘

x| |Document; Done l—

The reports are grouped by type and presented in order from the newest to the
oldest. A report may be viewed by clicking the button listing the month and year of
the desired report. Reports are for re-certifications due in the month listed on the
buttons.

For efficiency and ease of handling, large reports have been divided into multiple
parts. Smaler reports have not been divided. If areport has been divided a screen
listing dl parts will be presented, as shown next.
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ki Netscape - [List Report Parts]

File Edit %iew Go Bookmarks Options Directory  Window  Help

BN & H | 2

Home Fiaload |miEges Qpen

g

Find

o

Eotwerd

G

Bk

Prink

@ Gota: Ihttps:ﬁwww.hud. govitevs

The requested report has heen divided into multiple parts for efficiency and ease of handling,
Youwill need all patts to have a complete report.
Part1 Part2 Part3 Partd Partd Parttd
I Feport List " Main Menu I‘
=8| |Document Done

It is not necessary to download al report parts at the sametime. The program
adminigtrator may reconnect to TASS at alater time to retrieve other report parts.

If the report is divided in multiple parts, click on the part link (Part 1, Part 2, etc.) to
view that portion of the report.

The report will be displayed. Thetime it takes to display reportswill vary with the
speed of the user's Internet connection, and the size of the reports. Users only need
to access the TASS Internet gpplication once a month so the time involved will be
minimd. At thistime, the user has the option of printing the report. In order to save
time, and to prevent the need to download the report again, HUD recommends that
Benefit History and Tenant Income Discrepancy Reports retrieved viathe TASS
Internet facility be saved to the user'slocal disk for later viewing and printing.

After retrieving areport the user should choosethe"Save as..." option from the
browser's File menu. The standard File Save didogue box will be presented. The
user will then navigate to the directory where the reports are to be saved. Files
should be saved with an .htm or .html extenson. Be sureto givethefilea
meaningful name, eg. 10 _2000B.htm. Users may find it helpful to cregte the
directory that will contain the saved files in advance of downloading reports.
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All usersmust be awarethat onceareport issaved to their local disk, it isno
longer in HUD's secur e environment. They must take precautionsto
prevent accessto the reports by unauthorized individuals.

Report contents may aso be searched by sdecting the " Search” option from the
"Edit" menu. A portion of asample Benefit History report is shown next.

Metscape - [Benefit History Report]

File Edit %iew Go Bookmarks Options Directory  Window  Help

G

Bk

ooy ‘Jf‘ﬁ

Home

G

Reload

ik

|miEges

2

Qpen

g

Find

Prink

»

Stop

Eotwerd

@ Gotom !https:a"a’www.hud.gov!tevs

What's New? i What's Cool? I Destinations i NetSealchI People I Soflwarel

U.5. DEPARTMENT OF HOUSING AND URBAN DEVEL OPMENT
OFFICE OF FUBLIC AND INDIAN HOUSING
451 SEVENTH STREET, 5.W.
WASHINGTON, D.C.20401-5000
SOCIAL SECURITY AND SUPPLEMENTAL SECURITY INC OME

Number of Families Included in This Report: 48
BENEFIT HISTORY REFORT FOR (RE)CERTIFICATIONS DUE [1998/11]

HaA Code: ALDSE Housing Autherity: FLORENCE H/A Program Type: Certificates

Head of Household WILLLAM J JONES [F ot Reference Only)

SSN/Address: 555-55-5555

Family Menther MARY C JONES [Information below applies to this family member]
58N 435-44-4444 DOB: 06/25/1943

Supplemental Security Income Data
Payment Status Code C01 - Eligible for payments
Alien Indicator: &
SSI Monthly Assistance Amount (Current): $494.00

State Supplement Amount (Current): $0.00
Payment History of Net Benefits Paid:

Date Federal Amt State Ami  Type of Payment
01/01/1998 $494.00 $0.00 Recurring Payment
N1.711./1 997 S84 00 00N Remirtine Pasrment.

=8| |Document Done
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A sample Income Discrepancy Report is shown next.

kit Netscape - [Monthly Income Discrepency Report]

File Edit Wiew Go Bookmarks Options Directory ‘Window Help

o) G | =

Haome Feload Iz es Dpeh

oy
Fotuizrd

o

Eack

; @

Find Stop

Frirt

@ Go o Ihttps: v hud. govftevs
Wwhat's Mew? I wihat's Coal? i Destinations I NetSearchi People i Softwarei

U.5. DEPARTMENT OF HOUSING AND URBAN DEVELOPMENT
OFFICE OF PUBLIC AND INDIAN HOUSING
451 SEVENTH STREET, 5.W.
WASHINGTON, D.C. 20401-5000
SOCIAL SECURITY AND SUPPLEMENTAL SECURITY INCOME
TENANT INCOME DISCREPENCY REF ORT
FOR (RE)CERTIFICATIONS DURING THE MONTH OF [1998/11]
**FOR OFFICIAL USE ONLY**

Number of Families Included in This Report: 2

TENANT INCOME DISCEEFENCY REPORT
FOR (RE)CERTIFICATIONS DURING THE MONTH OF [1998/11]

HA Code: AT054 Housing Authority: FLORENCE Program Type: Vouchets
Head of Household JOWES, WILLIAM T
55N/ Address 555.55.5555 4 555 B0OLE COUNTY ROAD, TOWIISHIP, AL 35677
Monihly

----Family Member--—- PrsnIncome Monthly -Income Reportedhy 554- Black
BRI MName DOB  Type Source -Income Reported to HA- 55 DE BRI Lung
423-70-9451 JOMES, MARYT 09271945 3 831 $435 58 $000  $000 $49400  $000

Sub Total: $435.58 $000  $000 $49400  $0.00

4] |
=3 |Document; Done —

Reports that consgst of multiple parts will have navigation buttons included to alow
the user to access the next or previous parts. The parts do not have to be
downloaded in order. A sample screen showing the navigation buttons is shown
next.



kit Netscape - [Benefit History Report]

File Edit “iew Go Bookmarks Options Directory Window Help

wlewla| cslea|lzlala | »
Eack Fotaerd Home Feload ImizEges Qpen Frint Find Stop
@ Goto: Ihttps:a"a’www.hud.govﬂevs
Date Federal Amt State Amit  Type of Payment

01/01/1998 $69.00 $0.00 Recurring Payment

01/0141997 $68.00 $0.00 Recurring Payment

12/01/1996 $a6.00 $0.00 Recurring Payment
Payee Name and Address
WILLIAL T TONES for
MARY JONES
3300 ANY DR
TCOWINEHIP NI
Black Lung Entitlement: $0.00
Disahility: Yes
Black Lung Dual Entitlement: $0.00
Report Date: 08/06/1998
Part 3 of 6.

I Presious " Mt I‘
I Report Part List II Report List " Main Menu I‘
=3 |Document; Done

C-2(A) Viewing Saved Reports

To view reports that have been saved, users should first launch their web browser.
Choose the "Open” or "Open Filein Browser" command from the File menu. The
gtandard file dialogue will enable navigation to thefile to be reviewed. For best
results when viewing and printing monthly reports, the browser's font size should be
st t0 9. Thisparameter can be set in Netscape Navigator by choosing " Generd
Preferences’ from the Options menu. Click on the "Font" tab and click the "Choose
Font" button. Sdlect "9" from the Size pop-up menu. In Microsoft Internet Explorer
the font size can be sat by choosng "Fonts..." from the View menu. Sdect "Smadl"
from the pop-up menu.

C-2(B) Printing Saved Reports

Benefit History and Tenant Income Discrepancy Reports opened in the browser may
be printed smply by using the "Print" command from the browser's File menu.

Tenant Income Discrepancy Reports should be printed in landscape mode. Benefit
History Reports should be printed in portrait mode. The layout mode is set by
choosing "Properties’ in the print dialogue box that appears when the print command
ischosen. Current web browsers do not support the printing of individua pages. To
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facilitate the printing of Benefit History Reports on separate pages for each individua
family, HUD recommends that users download a HUD provided software utility,
cdled HTML-Scissor. Thiswill dlow the reports to be printed with each family on a

separate page.

HTML-Scissor may be downloaded from the TASS Internet facility. The utility
will only have to download once. After logging on to the TASS Internet facility,
follow the following steps to download HTML-Scissor.

Deletethe old Hscissor files.
Choose the "Get Reports' option.

To download the utility, sdect the link labeled "download this Printing Utility
here."

The standard File Save didogue will be presented. Navigate to the directory in
which you wish thefile to be saved.

To save thefile, select "Save As Type - All Files” Click "Save."

Use the File Manager or Windows Explorer to navigate to the directory that
contains the downloaded file.

Double click on the sdlf-extracting file Hscissor or Hscissor.exe.

The user will be prompted for alocation in which to save the extracted files.
Enter the directory namein which thefiles are to be saved. Click the "Unzip"
button. After the files have been extracted, exit the unzip utility.

To launch the printing utility, navigate to the directory in which the extracted files
were saved. The user will then double-click on the file named Hs32.exe. The
goplication is pre-configured by HUD to facilitate the printing of Benefit History
Reports. After the gpplication is open, follow these stepsto view and print the
reports. A sample screen showing HTML-Scissor is shown next.

24



EE HTML Scissor

File Page Options About
E!EI i'ﬂ'ﬂil@' Ei KI—PAGE—> E

BENEFIT HISTORY REPORT FOR (RE)CERTIFICATIONS DUE [1998/11]

HA Code: ALDS4 Housing Autherity: FLORENCE H/& Program Type: Certificates Project: ALL
Head of Household WILLIAM T JOWES [F ot Referenice Only)
SSN/Address: 555-55-5555
Family Membher MARY C JONES [Information below applies to this family member]
58N 455-44-4444 DOB: 06/25/1945
Social Security Data Dual Entitlement Data - Claim #: -
Payment Status Code: I - Disallowed Claim Payment Status Code:N - Disallowed Claim

Supplemental Security Income Data
Payment Status Code C01 - Eligible for payments
Alien Indicator: &
551 Monthly Assistance Amount (Current): $a54.00
State Supplement Amount (Current): $0.00
Payment History of Net Benefits Paid:
Date Federal Amt State Ami Type of Payment
01/01/1998 $494.00 $0.00 Recurring Payment
01/01/1997 $484.00 $0.00 Recurting Payment
Payee Name and Address
JOHN E SLITH
PO BOXE 999
TOWHNSHIP AL

4 |

<:j Previous $ Next l

Please note: If your printer isset up to print abanner page between print
jobs, you must turn off thisfeature before printing Benefit History Reports.

Sdect "Open Fil€' from the File menu.

The standard file open didogue will be presented. Navigate to the Benefit
History Report to be printed. Click "OK."

The report will be split into sections by family with each family's report displayed
on aseparae page. The user may step through the individua reports by using
the Previous and Next buttons at the bottom of the screen.

Choose "Print All Pages' from the File menu to print al of the pages in the report
at once.

Usethe"Previous' and "Next" buttons to navigate to the specific pagesif
desired.

Choose "Print Current Page" from the File menu to print only the displayed page.
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TheHTML-Scissor application is pre-configured for the viewing and splitting
of Benefit History Reports. Users should not change any settings or
configuration optionsin the application.

C-3. Download Report Data (Useful only to HA that have software capable of
processing tab-delimited files.)

This option alows HAs to download monthly Benefit History Reports and Income
Discrepancy Reports as datafiles. Thesefiles contain dl report datain tab-delimited
format. The option is useful for larger HAs that choose to manage their own
database for report generation. After choosing this option, the user will be presented
with a screen listing the available reports. (Users cannot view reports belonging to
other users.) The reports are grouped by type and presented in order from the
newest to the oldest. Reports are for recertifications due in the month listed on the
buttons. The download data screen is shown next.

ki Netscape - [Report Selection]

Ele Edit Wiew Go Bookmarks Options Directory Window Help

| & | | 2

Home Feload g es Opan

e

ouy
Find Stop

Fotuizrd

G

Back

Frint

@ Goto: lhttps:a"a’www.hud.gwa’tevs

Monthly Reports for FLORENCE H/A (AL054)

Please choose your prefetred compression method:

ZIP: ¥ NONE:

Select a Report to Download
Income Discrepancy Reporis Benefit History Reporis
for recertifications due: for recertifications due:

. Mowvember 1998 .. Mowember 1995 .

Clicking on a report name will download the file to your browser.
After downloading a file, wou may select additional files to download.

Please MNote: Creating data files may take a few sdnates. You will be prompted with a dislogue box to save the file when th
complete.

I Main Menu I‘

-3 |Document: Done ’—

The HA gtaff must sdlect the desired compression method. The two options are
"zip" format and "no compression.” Zip format is a standard Windows compression
method and will greetly reduce the Sze of largefiles. The HA must have the proper
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software available to open and expand these files. The "no compression” option will
return the dataas a plain text file. The user should be aware that these files may be
large and may take a gnificant amount of time to download.

After selecting a compression method, click on areport button for the desired
month. Thiswill creste adatafile for that month. Depending upon the amount of
data, this process could take several minutes. When the processing is completed,
the user will be presented with a"Save' diaogue box. If the Netscape Navigator
browser is being used, the user will be presented with a suggested file name. This
suggested file name will contain the report date and type.  For example, thefile
name 10_1999b.zip represents a zip file for October 1999 Benefit History reports.
10 1999d.zip would contain data for Tenant Income Discrepancy reports. If
Microsoft Internet Explorer is being used, the user will need to enter auniquefile
name. Thisfilename should have a".txt" extenson if the sdected format is"no
compression” and a".zip" extengon if "zip" compression was selected. After
navigating to the proper directory, click "Save." Thefile will be download to the
user's computer. Other reports may be downloaded smply by clicking on another
date button.

D. Accessing SSand SSI Reports- OAs

OAswill be accessng SS and SSI reports through Secure Systems software which is Web-
based and provides a point of entry to TASS. There are two types of usersin the Secure
Systems. Coordinators and Users. A business partner or a representative of the business
partner must register as a Coordinator. The Coordinator then sets up other representatives as
Users.  For more information on gpplying for a Coordinator or User 1D, use the following web
site for step-by-step guidance to Secure Systems for Internet users of HUD systems:

http:/mww.hud.gov/r eac/secur e.doc.html

The REAC Home Pageis shown next. Under the caption “REAC Product Pages’ click on
Tenant Income Verification (TASS).
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