Industry User Guide for the Financial Assessment SECURITY
Subsystem Submission — Multifamily Housing (FASSUB) Release 4.1.0.0

Chapter 3: Security

Registering for User & Coordinator User IDs

Because the Financial Assessment Subsystem Submission — Multifamily Housing
(FASSUB) is a secure, Web-based system that contains sensitive financial information,
security registration is required prior to gaining access. An Internet user can access the
system only after:

» Registering for a user ID
* Being assigned a system role and
* Receiving a user ID

Further restrictions apply regarding system access for a specific property. Before the
system allows creation of a submission record and financial data entry, a user must be
assigned to the property by the owning entity to submit annual financial statement and
audit data.

NOTE: Throughout this guide, the word “user” is used as a generic term that includes
both Users and Coordinators.

FASSUB Users

There are two types of Internet FASSUB users: Coordinators and Users. The
Coordinator serves as the owning entity’s representative to perform system
administration functions. It is recommended that each owning entity designate two
Coordinators to ensure backup for system administration needs. Each owning entity,
however, is limited to a maximum of two Coordinators. The Coordinator controls which
Users have access to prepare, review, or submit annual financial statement data on
behalf of the owning entity. A Coordinator is also responsible for forwarding all
information to the owning entity that is received electronically from HUD.

There are two distinct User roles, Submitter and CPA Certifier. A Submitter is defined as
an employee of the owning entity or a third party, such as a management agent
authorized by the owning entity to submit annual financial statements. The CPA Certifier
is defined as a certified public accountant (CPA) authorized by the owning entity to audit
annual financial statement data for a property. The User, however, cannot assign
access to the system or properties. A User depends on the Coordinator for the
necessary access to prepare, review, or submit annual financial statement data.
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Coordinator and User Registration Application

All Coordinators and Users must fill out an online registration application to obtain a user
ID for Internet access to FASSUB. To register for and to access FASSUB, Coordinators
and Users go the Real Estate Assessment Center web page. Requested registration
information includes name and social security number, the owning entity’s name and tax
identification number, e-mail address, desired password, and mother's maiden name.

Accessing the Online Registration Application
To access the online registration application for Coordinator and User:

1. Open your Internet browser (e.g., Netscape*). The Internet main page displays. The
Yahoo* main page is shown here as an example.

Yahoo! - Hetscape

e Edit Miew Go Communicator Help

< & A N a S & @ N
i Back Fopmard  Reload Home Search  Metzcape Frirt Security Stap
5| ¥ Bookmaks A Go tor =] &5 What's Related
“YAHOO! @~
M'hat's hew Check Email Personalize Help
Yahoo! Auctions Instant Email Alerts Yahoo! Mail
coins, cards, stamps, cars Download Yahoo! Messenger free email for hfe

i Search | advanced search

2. Place the cursor in the Location field.

File Edit Yiew Go Communicator Help |
| W w» A 4 a2 = TN T
Back Forward  Reload Haome Search  Metscape Frint Security Stap

T w‘ " Bookmarks \J‘ Go to: Ihttp: Fdvvow hud, gov/offices/reac/index. cfm j @' Wwhat's Related |

3. Enter the following URL address: www.hud.gov/offices/reac/index.cfm in the
Location field. The Real Estate Assessment Center page displays (next page).
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SECURITY
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Home > About HUD > Real Estate Azzessment Center

text only | translate | search/index

real estate assessment center (reac)

features

REAC has completed the survey for fiscal year
end periods up to and including 09/30/01. We
are currently preparing to begin the process
for 12/31/01 and future cycles, Please ensure
that your addresses are up to date in the PIH
Information Center {PIC) System, and
approved by wour Field Office.

PHAS EFFECTIYE FOR SEPTENMBER 30, 2001
PHAS.

PHAS notice extending advisory scores.

See Federal Register Notice dated May 30,
2001

highlights

* Please join HUD's Real Estate
Assessment Center (REAGC)
Multi-family (MF) staff members in
celebrating the receipt and
assessment of 50,000 electronically
submitted financial statements. Read
more.

* Released on March 1, 2001! Conferees
Report on PHAS - Physical Inspection
System, See report

* Released on March 28, 2001!-- &
simplified Explanation for the Scoring of
Physical Inspections. ¥Yiew Report

Content updated January 23, 2002

' IMPORTANT!! Mailing
Instructions for all
correspondence
relating to Multifamily
Financial Assessments,
In an effort to improve
customer service and to
expedite all incoming
correspondence, the
Multifamily Housing
Division has requested
that the following
documentation and
correspondence be
directed to your local HUD
field offices.

* Corrective Actions to
sudit Findings from
the FASS-Subsystem

P LASS (Lender Assessment
SubSystem) Learn More!

o Back to Top

U. g, Department of Housing and Urban Development
451 Tth Street 5.%., Washington, DC 20410
Telephone: (202) 708-1112 TT¥: (202) 708-1455

Horne | Privacy Statement

NOTE: The content of this page is updated on a regular basis, therefore, its

appearance may vary.

4. Click on the online systems link located in the left column. The Online Systems
screen displays (next page).
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If you already have a User ID, click on the "Log In" button to proceed directly
to Secure Connection. Note that upon log in, the "User Name" field actually
requires your user ID.

LOGIN '

If you already have a User ID, but have forgotten your password, click on the
"Password Reset" button. Note that you will be required to provide some of
your original registration data to have your password reset.

PASSWORD RESET

Need a user ID - Try our On-line Registration

Attention Users of REAC Online Systems!
The browser you are using may affect your ability to access REAC System
Applications. See Details. Updated March &, 2001

Content updated January 26, Z00Z o Back to Top

.5, Department of Housing and Urban Developrnent Horne | Privacy Staternent
451 7th Street S.W., Washington, DC 20410

Telaphone: (202) 708-1112  TTv: (202) 708-1455

5. Scroll down the screen next to the NEED A USER ID? heading, and click on the
registration instructions link. The Registration Instructions screen displays (next

page).
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___,-"’"-’. HUD HOME ABOUT HUD Q&EA SEARCH/INDEX E-MAIL
| "
|_-/ _i__.--' ﬁ

S registration instructions

TOPICS

OBTAINING A USER ID
customers
products A user D is required to establish a "secure connection” to HUD's secure
tools systems from the Internet. HUD's secure systems provide a means for
online systems trusted business partners to submit and retrieve required program
contact us information. If you require access to ofie ar rnore of HUD's secure systems
m and do not have a user |0, you must register far one by completing the

appropriate online registration form.
SECURE CONNECTION REGISTRATION HELPFUL HINTS

+ Yaou must register for a user ID under a HUD trusted business
partner (e.g., an organization that is an owning entity, public
housing agency, cantractor, etc.)

+ Auszer D is assigned to the person that registers, not the
organization under which hefshe registers. Therefore, each person
requiring access to HUD's secure systems must register for a user
ID (i.e., @ user ID cannot be shared by multiple people).

+ fou can register for only one user 1D Your user ID can be used to

access any of HUD's secure systems on behalf of an arganization,
given you have been granted the proper authority.

SELECT A SECURE CONNECTION REGISTRATION FORM

Link to the appropriate Secure Connection registration farm by selecting
the type of organization under which you are registering:

kultifamily Housing Entity

Public Housing Agency

NOTE: Due to space limitations, the entire contents of the Registration Instructions
screen could not be shown.

6. Scroll to the bottom of the screen, and click on the Multifamily Housing Entity link.
The Coordinator and User Registration application displays (next page).
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Coordinator and User Registration

Application Type:

First Name: I
Middle Initial: [
Last Name: |

Social Security Number: I— - l_ - I

Organization/Individual Information

* Prowde the name of the HUD-registered Organtzation or Individual wou represent

* Provide the Tax Identification Mumber or Social Security Mumber of the HUD -registered Crganization or Indiwidual
you represent. Do not enter dashes.

s Specify whether the HUD -registered entity wou represent is an Crganization or an Indindual
Organization/Individual Iame: |

TIMN/SSIN: I

Organization ¢ Individual ©

FProvide your e-mail address.

* Inchide your e-mail user name, the @ sign and [servicename. comfedworg/net/etc. | For example: jsmithi@aol.com,
johndoe(@adv.org, hfdh84ai@prodigy.com.

E-mail I
Address:

Choose a Password.

* You will enter vour password each time you use this service. Your password should be & characters i length and should
be comprised of letters and numbers (for example, brad23). Do not use punctuation or special characters. Important:
Tour password will be recorded EXACTLY as vou type i, so make a note f wou enter in upper and lower case.

Password: I

Re-enter Password for Verification: I

Mother's Maiden Name.

* Dlease provide this information for fihure verification when processing password reset requests.

Mother's Maiden Name: |

Send Application | Clear Fields |

NOTE: A person serving as a Coordinator for an owning entity and a User (submitter)
for the same or another owning entity, should initially register as a Coordinator.

Once a person registers as a User, they cannot register, again as a
Coordinator.
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REGISTERING AS A COORDINATOR

Instruction

Click on the Coordinator WISGNENIE® | radio button to designate the
Application Type.

Enter the applicant’s full name, middle initial and last name.

* Place the cursor in the First Name field and type first name.

e Use the Tab key on the keyboard to go to the next field.

< Enter the middle initial in the Middle Initial field. Do not place a
period after the letter.

e Use the Tab key to go the Last Name field, and enter the last name.

Enter the applicant’s social security number (SSN), without hyphens (-),
in the Social Security Number field.

Enter the name of the owning entity in the Organization/Individual Name
field.

Enter the tax identification number (TIN), without hyphens (-), for the
owning entity in the TIN/SSN field.

NOTE: The TIN is validated against HUD’s database containing trusted
business partners. An application submitted with a TIN not found
in HUD’s database is rejected.

Click on the applicable radio button for either Organization or Individual.

NOTE: These fields correspond to the type of owning entity under which
a person registers. For example, if the ID represents a
corporation, select the Organization radio button. If, however,
the ID represents an owning entity that is an individual, such as a
sole proprietor, select the Individual radio button.

Enter the applicant’'s complete e-mail address in the E-mail Address field.

NOTE: The complete e-mail address is essential for communication
purposes between HUD and the Coordinator. If the e-mail
address is incorrect, HUD cannot contact the applicant to make
them aware of any registration errors.

May 31, 2002

Part 1—Security Registration 3-7



Industry User Guide for the Financial Assessment SECURITY
Subsystem Submission — Multifamily Housing (FASSUB) Release 4.1.0.0

REGISTERING AS A COORDINATOR

Step Instruction

Choose and enter a password of six characters in the Password field.

NOTE: Passwords can contain letters and/or numbers or a combination
of both. Also, passwords are case-sensitive and must be typed
exactly as entered on this registration application, in order to
access the FASSUB system. (Example: Sam437)

Tab and re-enter the password again for confirmation in the Re-enter
Password for Verification field.

NOTE: HUD does not disclose passwords. If a Coordinator forgets their
password, they must contact the REAC Technical Assistance
Center (TAC) to have HUD reset the password. The SSN and
mother’s maiden name is used for verification prior to resetting
the password.

Enter the appropriate information in the Mother’s Maiden Name field.

Send Application

I button to submit
the completed registration application. The System Coordinator
Registration confirmation page displays, which reflects the information
submitted by the applicant (Coordinator), as well as the name and mailing
address of the owning entity.

Click on the Send Application

System Coordinator Registration

SYSTEM COORDINATOR REGISTRATION CONFIRMATION:

Firsf Mame: JANE

Middle nifial:

Last Name: DOE

Social Securify Number: 234-56-T655

O gavizafion Name: EFLLEY REALTY LTD
Or ganization ID: 466038287

E-manl Address: doe @aol.com

Mothers Maiden Name JOHMSOMN

Vou are registering as a icip: C i for the P i KFLLEY REALTY LTD - 466038287

Please confirm the following address for KELLEY REALTY LTD:

1812 EDAKOTA
PIERRE 5D 57501

Vour requested Coordinator [D or activation code number will be mailed 10 the sbove address associated with the prop ety owner,
FH& or other HUD program ¢ pant you seek to rep as a coordinator. You will need to obtain your [Dfcode number from the
program participant's CEO or Executive Director at this address. [f you do not recognize this as a current, complete or correct address
associated with the HUD program participant you seek to represent, please cancel this application and have the program participant
contact the appropriste HUD feld office representative to obtain a clatification or correction of the address. If you do not know the
HUD field office contact for this program patticipant, communicate your address concem io the REAC Customer Service Center, via the
below e-mail click box at REAC_CSC. Flease provwide your name and dagtime phone number

Canfirm f Submit | Cancel Application |

Comments or Juestions SREAC_CSC (Fined gov

NOTE: In order for the applicant to receive their Coordinator ID, the
owning entity’s mailing address must be correct.
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REGISTERING AS A COORDINATOR

Instruction
Verify the registration information on the confirmation screen.

NOTE: Do not submit the application if the mailing address for the
owning entity is incorrect. Click on the Cancel Application

Cancel Application

button to cancel the application process.
Before submitting the registration application, the owning entity
must contact their HUD program center and request a correction
in the Real Estate Management System (REMS).

If the applicant incorrectly enters any information, click on the
Cancel Application button to return to the registration application.
The Coordinator must enter corrected information and re-send
the application. Use the following methods to re-enter correct
information before resubmitting the registration application.

» To correct a single character, use the Delete or Backspace
key on the keyboard.
To delete an entry in a field, double-click on the entry to
highlight. Use the Delete key to delete the entry.
To clear all of the entries in all fields and to begin the
application again, click on the Clear Fields button at the
bottom of the screen.

Click on the Confirm/Submit Confirm £ Subrmit button. The System

Coordinator Registration message page displays acknowledging
receipt and acceptance of the registration application for processing.

System Coordinator Registration

\/ MMessage: SYSTEM COORDINATOR REGISTRATION ACCEPTED FOR FURTHER PROCESSING

JANE
Middle Iifial
Last Name: DOE
Social Security Number, 234-56-7655
COrganization Name. KELLEY REALTY LTD
O ganization 1D 466038287
E-man] Adedress doe @aol.com
Iothers iaiden Wame JOHNSONM

Comments or (heesfions <REAC_ CSC{@hud gove
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Coordinator registration applications are processed nightly. If the TIN is
verified as a trusted business partner within the HUD database, the
system assigns a Coordinator user ID. A trusted business partner is an
organization/individual registered to do business with HUD. Trusted
business partners include owners of multifamily properties, managing
agents, and developers. Any of these business partners may have a
representative register for a user ID; however, FASSUB only allows the
authorized representative of the owning entity to assign rights to access
the system.

Once a person successfully registers for a Coordinator ID, the

following process is used to communicate the Coordinator’s user
ID.

HUD sends the CEO of the owning entity a letter within two weeks.

CEO of organization receives letter and confirms the Coordinator’s user
ID.

Coordinator receives user ID from CEO of organization.
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REGISTERING AS A USER

Instruction

Click on the User radio button to select the Application Type.

NOTE: If an applicant is registering as a User, they cannot perform
system administration functions in the system.

Enter the applicant’s full name, middle initial and last name.
* Place the cursor in the First Name field and type first name.
» Use the Tab key on the keyboard to go to the next field.
» Enter the middle initial in the Middle Initial field. Do not place
a period after the letter.

Use the Tab key to go the Last Name field, and enter the last
name.

Enter the applicant’s social security number (SSN), without hyphens (-),
in the Social Security Number field.

Enter the name of the owning entity in the Organization/Individual Name
field.

Enter the tax identification number (TIN), without hyphens (-), for the
owning entity in the TIN/SSN field.

NOTE: The TIN is validated against HUD’s database containing trusted
business partners. An application submitted with a TIN not found
in HUD’s database is rejected.

Click on the applicable radio button for either Organization or Individual.
These fields correspond to the type of owning entity under which a
person registers. For example, if the User ID represents a corporation,
select the Organization radio button. If, however, the User ID will
represent an owning entity that is an individual, such as a sole proprietor,
then the Individual radio button.

Enter the applicant’s complete e-mail address in the E-mail Address field.

NOTE: The complete e-mail address is essential for communication
purposes between HUD and the applicant. If the e-mail address
is incorrect, HUD cannot contact the applicant to make them
aware of any registration errors.

May 31, 2002
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REGISTERING AS A USER

Step Instruction

Choose and enter a password of six characters in the Password field.

NOTE: Passwords can contain letters and/or numbers or a combination
of both. Also, passwords are case-sensitive and must be typed
exactly as entered on the registration application, in order to
access the FASSUB system. (Example: JR569Z)

Tab and re-enter the password again for confirmation in the Re-enter
Password for Verification field.

NOTE: HUD does not disclose passwords. If a Coordinator forgets their
password, they must contact the REAC Technical Assistance
Center (TAC) to have HUD reset the password. The SSN and
mother’s maiden name is used for verification prior to resetting
the password.

Enter the appropriate information in the Mother’s Maiden Name field.

=end Application

I button to submit
the completed registration application. The Standard User Registration
confirmation screen displays, which reflects the information submitted by
the applicant (User), as well as the name and TIN of the owning entity.

Click on the Send Application

Standard User Registration

STANDARD USER REGISTRATION CONFIRMATION:

First Name: JOE

Middie initial: E

Last Name: SMITH

Soctal Security Mumber: 234-56-7655
Organization Name: SMITH CO.
Organization {D: 466038287
E-mail Address: jsmith(@aol.com
Mothers Maiden Name: HUDSOIN

Tou are registering as a Participant User for the Participant KELLEY REATTY LTD - 466038287

Please confirm that vou are registering as a Participant User and not as a Coordinator. After vour registration is
processed, the coordinator for KELLEY REATTY LTD will disclose vour ID to you.

Confirrn £ Submit Cancel Application
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REGISTERING AS A USER

Instruction

Verify the registration information on the Standard User Registration
confirmation screen.

NOTE: If the applicant incorrectly enters any information, click on the

Cancel Application

Cancel Application button to return to the
registration application. Use the following methods to re-enter
correct information before resubmitting the registration
application.
» To correct a single character, use the Delete or Backspace
key on the keyboard.
To delete an entry in a field, double-click on the entry to
highlight. Use the Delete key to delete the entry.
To clear all of the entries in all fields and to begin the
application again, click on the Clear Fields button at the
bottom of the screen.

Click on the Confirm/Submit Sl & SUlbi button. A Standard

User Registration message screen displays acknowledging receipt and
acceptance of the registration application for processing.

Standard User Registration

\_/ Message: STANDARD USER REGISTRATION ACCEPTED FOR FURTHER PROCESSING

First Name: JOE

Middle Intial: E

Last Nawme: SMITH

Social Security Number: 234-56-7655
Orgamization Nams: SMITH CO.
Organization ID: 466038287
E-mail Address: jsmith@aol.com
Mathers Maiden Nama: HUDSON

Comments or Questions <REAC CSC@Aud, gov>

NOTE: It is important to remember the TIN you registered under. Only a
Coordinator for that owning entity will be able to retrieve your
User ID.

May 31, 2002
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Overview

AFTER REGISTERING AS A USER

User registration applications are processed nightly. If the owning entity
TIN is verified as a trusted business partner TIN within the HUD
database, the system assigns a User ID. A trusted business partner is
an organization/individual registered to do business with HUD. Trusted
business partners include owners of multifamily properties, managing
agents, and developers. Any of these business partners may have only
one representative or multiple representatives register for a User ID.

Once a person successfully registers for a User ID, the following
process is used to communicate the User ID.

Wait at least 24 hours after you have registered online for a User’s ID.

v

Contact your Multifamily Coordinator to request your User ID.

Once your Multifamily Coordinator provides you with your User ID, you
can log in.

May 31, 2002
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Changing Your Password

On the Secure Systems screen, under System Administration, the Password Change
link allows Users and Coordinators to change their own passwords. This is the only
system administration function available to Users.

NOTE: Unlike user IDs, User passwords are not accessible to Coordinators.

To change your password:

1. Access the Secure Systems screen.

Seenre Systems.: =

HUD

' {I ﬁl“ )

US. Dept. of Housing

and Urhan Development Sys’t CIs

Public Houstng &Assessment Subsystem (PHAS)
Active Partners Performance System (APP3)
Financial Assessment Subemission - PIA (FASPHA)
Eesident Assessment Subsystem (FRASS)
Management Assessment Subsystem (WASS)

Single Family Assessment Subsytem (SASS)

System Administration - Guide

* Tzer Group Mantenance

s TTzer ID MMaintenance

+ Business Partners Mamtenance
-

-

FHA Assienment Maintenance
Password Change

N Pl

1 I
i Eack to Top
Home

Last Modified: Septemher &, 1993

2. Click on the Password Change link on the Secure Systems screen. The Change
Password screen displays (next page).
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Change Password

Please enter a new Paszsword

User ID 11111

FEEEEEE

O1d Password:

*EEEE+E
New Password:

Retype New Password: I*******| Login |

Notice to internet users: Y our password change request may not take effect for up to 15
thifnItes.

{BAack

3. Enter your old password and tab to the New Password field.
4. Enter your new password and tab to the Retype New Password field.

5. Retype the new password to verify it.

6. Click on the button. The old password is changed to the new password and

the Secure Systems screen displays.

NOTE: The password change is not instantaneous, it may take up to 15 to 30 minutes

for it to be implemented on the Netscape server. Your old password is valid

until the new password takes effect.

Password Expiration

Effective April 8, 2000, user passwords will expire every 21-calendar days. The system

automatically prompts you to change your password. You must remember how you

saved your new password (i.e., uppercase or lowercase) to change it on the Netscape

server.

February 22, 2002 Part 2 — Change Password
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System Administration for the Coordinator

NOTE: The instructions in Part 3—System Administration for the Coordinator
are for Coordinators ONLY.

As the Coordinator, you perform system administration functions to provide a User with
system access to HUD’s secure systems, and to assign the User rights to properties
associated with the owning entity. The steps are:

» First, the Coordinator must establish themself as a Coordinator in the system.

* Once a Coordinator is in the system, the Coordinator can retrieve user IDs for
other Users who have registered with HUD.

» Coordinator also assigns permission for a User to submit annual financial
statement data or certify annual financial statement data for the property
associated with their owning entity.

* Functions are performed in the Secure Systems application, which can only
be accessed with a valid user ID and password.

TR
(1]

US. Itept. of Honsing

and Urban Development Systen’fs

Seeunre Systems. -~

HUDweb

Tenant Rental Assistance Certification System (TEACSE)
Financial Assessment Subsystem (FASS)

Eeal Estate IManagement System (REMS)

Portfolio Re-engineering (PEe)

Wfarl-to-Market (W2T

Active Partners Performance System (APPS)

Financial Assessment Submission - PHA (FASPHA)

Public Housing Assessment System: Scores and Status (ITASS)

System Administration - Guide

o Systemn Maintenance

o Tzer ID Maintenance

* PBusiness Partners Mamtenance
L ]

L ]

PHA Aszsignment Maintenance
Password Change

Secure Systems

The Secure Systems main screen (above) contains two sections: Systems and System
Administration. The Systems section provides underlined links to HUD’s secure
systems. The list of underlined system links varies based on your access rights. The
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Systems Administration section allows the Coordinator to control system access and
update User information (e.g., email address).

Establishing a Coordinator

The first step in establishing yourself as a Coordinator begins when you receive your
HUD user ID from the CEO of the owning entity. The Coordinator enters the user ID and
password to log in to perform the necessary security administration to access FASSUB.
You can use your HUD user ID and the password submitted in your registration
application to log in and set up system rights.

User ID Maintenance

After you log in and reach the Secure Systems screen, you should perform system
administration functions in the following order for the system to recognize you as a
Coordinator for FASSUB.

To establish yourself as a Coordinator in the system:

1. On the Secure Systems main screen, under the System Administration section,
click on the User ID Maintenance link. The User ID Maintenance screen displays.

System Administration

H*

H

US. rept. of Honsing
and Urban Development

User ID Maintenance

. . User ID |ME0018
Secure Systems ) - _
Menu  Maintain User Information

& Maintain User Profile
¢ Retrieve User IDs

Submit |

2. Enter your user ID in the User ID field. Remember to capitalize the letter in your ID.

3. Click on the Maintain User Profile radio button.

4. Click on the Submit button. The Maintain User Profile screen displays
(next page).
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Maintain User Profile

Coordinator
Submit

Coordinator =]

Coordinator =]

Coordinator
Submit

[Ilainn Il era] [User Croup Maintenance] [[Tset Maintenance]

NOTE: The Profile screen pertains to Coordinators only.
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5. Click in the checkbox to the left of FASSUB to indicate the
system desired. & FASSUB
Fmancial
Agsessment
=ubsysat.
Submission
6. Click in the Add checkbox to the
left of Action(s) to provide v Action(s)
yourself the Coordinator action in
the system.

7. Click on “Coordinator” from the list to highlight it. Use the scroll
bar, if necessary.

8. Click on the Submit button. An Update Results screen displays, confirming
the information has been updated.

Update Results

All updates have been successfully completed.

[Fewview User MEOD1E]

[Becure Syatems Ilenn] [Taer Maintenatce]

NOTE: To remove the Coordinator action for a system(s), click on the Review User
link. The Maintain User Profile screen displays again. “Coordinator” is now
listed in the Remove column, indicating that the Coordinator is established for
FASSUB. To delete the Coordinator action for FASSUB, click on the Remove
checkbox in the last column, highlight “Coordinator,” and click on the Submit
button. The Update Results screen displays again, confirming removal of the
Coordinator action for FASSUB.

9. Click on the Secure Systems Menu link. The Secure Systems screen displays (next
page).
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Seenre-Systems =

HUD

LIl
il

U8 Irept. of Housing
i rbran Development Systems

® Financial & ssessment Subsystem Submission (FAZ3UTE)
® Phoysical A szesement Subsyatem (PAST)

® Puhlic Housing A ssessment Subsystem (PHAD

® Active Parthers Performance Swstem (APPE)

® Financial & ssessment Submission - PHA (FASPHA)

® Resident Assessment Subsystem (RASS)

® Lianagement A sgesoment Subsystem (MIAST

® Jingle Family & ssesament Subsytem (3 AT

System Admiristration - Guide

® TTzer Group Maintenatice

® TTzer ID Maintenance

® Participant & ssignment Maintenance
® Business Partners Maintenance

o PHA Agsignment Maintenance

® Password Change

Providing Your Users with System Access

A Coordinator may retrieve only those users IDs applied for under the same owner for
which they are serving as Coordinator. After a User has registered with HUD and
notified you (the Coordinator) of their registration, the Coordinator:

» Retrieve the User’s ID from the system.

» Assign the User access rights to FASSUB.

» Assign properties associated with the owning entity to the User.
* Provide the User with their user ID.

NOTE: Registration applications are processed nightly, so allow at least 24 hours
between User registration and Coordinator retrieval of the user ID.

Retrieve the User’s ID

As the FASSUB Coordinator, you are responsible for controlling access to the system
and the AFS statement data. You should verify a User is authorized to do business for
an owning entity prior to allowing the User access to FASSUB and the AFS statement
data. The first step in assigning the User system rights is to retrieve the User’s ID.

To retrieve a user ID:

1. Click on the User ID Maintenance link on the Secure Systems main screen, under
the System Administration heading. The User ID Maintenance screen displays
(next page).

February 22, 2002 Part 3 — System Administration 3-21



Industry User Guide for the Financial Assessment SECURITY
Subsystem Submission — Multifamily Housing (FASSUB) Release 4.0.0.0

US. [rept. of Housing
and Urban Development User ID I
Secure Svsiems 0 Mantain Tzer Information

Menu " Mlaintain Tser Profile
" Betrieve User IDs

Subrmit |

System Administration

User ID Maintenance

*1

2. Click on the Retrieve User IDs |* Fetrieve User IDs| radio button.

Submit

3. Click on the Submit button. The Retrieve User IDs screen displays.

III III User Maintenance
* I“lllll * Retrieve User IDs
mﬂsdﬂglﬂtmm Selection Criteria {optional)
Last Name |

Secure Sysiems
Menu First Mame |

Date Range* From I— JrI— JrI—
To [ ]

*Date range apples to the date on which the user ID was created or last
updated.

Submit |

4. Enter the User’s Last Name (example: Mathias). Press the tab key.

5. Enter the User’s First Name (example: Peter).
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SELECTION DESCRIPTION

CRITERIA

Last Name | Allows you to retrieve the user ID for an individual user by typing in
their full or partial last name.

First Name | Allows you to retrieve the user ID for an individual user by typing in
their full or partial first name.

Date Range | Allows you to enter a range of registration dates to retrieve the list of
Users that registered during that period. For example, you have
several Users that registered in the same week and you want to
retrieve all their user IDs at once.

Use the 2-digit month, 2-digit day, and 4-digit year format when
entering a date range. Tab from one field to the next.

Clicking on the Submit button allows you to view the entire list of
=Ll Users and their user IDs. You do not need to enter the above

criteria.

6. Click on the Submit =0Tt | b tton. The User List screen for the owning entity
displays. It includes the owning entity’s tax ID, the participant ID, and a list of all
Users for the owning entity for the specified date range. Refer to the User ID
column.

User List

| D !Last Name iFirst Name iUser D {Stat:
? P I [ {
(411285075 WMATHIAS !PETER DA44785 | A |

Coordmators are isted in bold.

Ml ain Mlen] [User Group Maintenance] [User IMaintenance] [Rettieve User [Ds

7. Click on the User Maintenance link to continue setting up a User. The User ID
Maintenance screen displays. (Otherwise, click on the Main Menu link to return to
the Secure Systems main screen.)
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Assign a Role

Next, you must assign an access role to the User, allowing the User to perform the
appropriate function in the system. A role defines a set of actions that a person is
authorized to perform in the application. There are two roles available for a User in
FASSUB; the Submitter and the CPA Certifier. For example, a User has to be assigned
the role of “FASSUB - AFS Submitter” to be allowed to electronically prepare and submit
annual financial statement data.

The CPA Certifier is a new role that allows an independent public accountant (IPA) to
certify the submission. The CPA/IPA must be assigned the CPA Certifier role to perform
the CPA Certification required for an audited AFS data submission for HUD.

NOTE: The audit firm the CPA is associated with must be registered in the Quality
Assurance Subsystem (QASS) before a CPA can certify submissions.

FASSUB

Description Role Code

CPA Certifier Certifies the owning entity’s CPC
FASSUB submission agrees
with the hard-copy audit to allow
it to be sent to HUD.

AFS Submitter | Creates, saves, and submits SuB
annual financial statements to
HUD.

To assign a role to a User:

1. Enter the User’s ID in the User ID field on the User ID Maintenance screen. (If
starting from the Secure Systems main screen, first click on the User ID
Maintenance link to access the User ID Maintenance screen.)

*HI

US. Trept. of Honsing

and Urban Development USEr ]I) M11111

Secure Sysiems & Maintain aer Information
Menu © Maintain User Profile

" Retrieve Uszer IDs

Submit |

System Administration

User ID Maintenance

1*
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2. Click on the Maintain User Information radio button (as in the example on the

previous page).

3. Click on the Submit Subrmit button. The Maintain User Information screen

displays.
Maintain User Information
User ID: M11111
First Name: |Samuel ||

Middle Initial:

Last Name: |Srnith

e-Mail Address: |sswswith@earth.net |

[ Assign Role(s)
FASSUB AFS Subrmitter =]

Business Partner(s) User Status User Type Coordinator
167890234 | & Active Business Partner & Yeg
C Termnated C Mo

[ Delete Rolesis)
CPC - CPA Cedifier ]

[~

Update |

ity M enn] [User Group MMaintenance] [User Maintenance

NOTE: The user ID is confirmed at the top of the screen. The majority of the fields
presented on the screen come from the registration application, including
name and e-mail address. The Business Partner drop-down list provides a tax
identification number (TIN) for each owning entity with which the user has a
relationship. This list is read-only. The default status is “Active,” which is
appropriate for a new or current user. “Terminated” inactivates the user ID,
restricting access to HUD’s secure systems. For example, if a User will be on
extended leave, their user ID should be terminated until they return.
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W Assign Role(s)

4. Click on the Assign Role(s)

checkbox.

£5. Select the appropriate role
list.

from the drop-down

6. Click on the Update _“P93 |, tton. The Update Results screen displays,
confirming the role update was successful.

Update Results

All updates have heen successfully completed.

[Rewiew User MI11111]

[Becure Swstems Menu] [(Taer MW aintenance]

NOTE: To review the current role(s), assigned to this system ID, click on the Review
User link. The Maintain User Information screen displays again. If a role is
active, the role displays in the right column under Delete Role(s). The
Coordinator can terminate access to the system for a User by deleting the
role. When deleting a role, remember to first check the checkbox next to
Delete Role(s) and highlight the role before clicking on the Submit button.

7. Click on the Secure Systems Menu link to return to the Secure Systems screen.

Assign the User the Property

In addition to a system role, the User must also be assigned the property. As the
Coordinator, you can only assign Users to the property you represent. The property
assignment function was enhanced in FASSUB Release 2.3 to support a consolidated
submission. The addition of the tax identification number (TAX ID) allows the user to
assign a property for all owners associated with that property.

For example, if a property is sold, there will be two owners for the fiscal year reporting
period. In the case of consolidated submissions, both owners need to be able to submit
financial data for that property, in addition to their other properties. In this situation, two
users can have the right to submit for the same property, which is acceptable for the
year in which the Transfer of Physical Assets (TPA) occurred.
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To assign a property to a User:

1. Click on the Property Assignment Maintenance link on the Secure Systems main
screen under the System Administration heading. The Property Assignment
Maintenance screen displays (next page).

System Administration

= {I I| * Property Assignment Maintenance

U5 Irept. of Housing User I

wrid Urban Development

% Assign Property ' View or Unassign Property

For Assignmment, provide one of the followmg, or leave blank for all

Property ID I

FHA Numher I
Contract Number I

ot Location | =l

“Wiew Selection |

Selection Criteria Description

Property ID Allows you to enter the Property ID to assign a specific property to
the User.
Tax ID Allows you to select a Tax ID number for a previous or current

owning entity.

FHA Number Allows you to enter the FHA number for a specific property.
Contract Number Allows you to enter the Contract number for a specific property.
Location Allows you to select a location from a drop-down menu.

Yiewy Selection

The View Selection button allows you to view the entire list of
property(s) for which you serve as Coordinator.

2. Enter the User’s ID in the User field.
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3. Click on the Assign Property radio button.

“Wiew Selection

4. Click on the View Selection button. The Assign Property for

User screen displays.

Assign Property For User M11111

Roles Properties

CPA Certifier [CPC) &) [B00027571 GACK BAY APTS. 4]
000255959  BRAMDON YWALK
00028890 CEDAR TRAIL

Update I

[Ilain Lletiu] [System hlaintenance] [[Taer Maintenance] [Property & somt W aintenatice]

NOTE: A Coordinator can only assign 100 properties at a time per role. It's important
for the Coordinator to remember the last property assigned for a given role.

5. Click on the appropriate role that defines the actions AFS Submitter (SUB) x|

the User may take for the property(ies) from the Roles ||CF'A Certifier (CPC) -]
drop-down list, and highlight it.

6. Click on the appropriate property(ies) to Properties
assign to the User in the Properties list.

BO0027971 BACK BAY APTS. &
00023558 BREAMNDON WAL
gO00023E50  CEDAR TRAIL

NOTE: If the User can submit for more than one property, select the appropriate
property from the list by clicking on the selection to highlight it, and hold the
Ctrl key down and click to select multiple properties.
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7. Click on the Update [_P928 | hitton. The Updates Results screen displays.

Update Results

All updates have heen successfully completed.

[Beoure Syatema Ilenn] [Propertsy Iaintenatice]

8. Click on the Property Maintenance link to return to the Property Assignment
Maintenance screen and review your selections. (Otherwise, click on the Secure
Systems Menu link to return to the Secure Systems main screen).

Review or Unassign Property Maintenance
To review a User’s current property assignment or to unassign a property:

1. Click on the Property Assignment Maintenance link on the Secure Systems screen.
The Property Assignment Maintenance screen displays.

System Administration

= !I II * Property Assignment Maintenance

U5, [rept. of Honsing User I

und Urban Development

% Assign Property " View or Unassign Property

For Assignment, provide one of the following, or leave blank for all:

Property ID I

Contract Number I

ot Location | =l

“Wiew Selection |

2. Enter the User’s user ID in the User field on the Property Assignment
Maintenance screen.

3. Click on the View or Unassign Property [# View or Unassign Participant
radio button.
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Yiew Selecti
4. Click on the View Selection — - button. The Unassign

Property for User screen displays, identifying the assigned User, the role(s), and
the property (or properties) assigned to that User.

Unassign Property For User M9002

Property 1D Property Name (& Owmer TIN) Role Code
[~ 800027571 BACE BAY APARTMENTS (675956756) CPC
I~ 800028889 BEANDEN WATK(312131213) CPC
[~ 800028830 CEDAE TEATL (30002000%) CPC

Subrmit i

[hlain IWlenu] [Syatem Maintenatce] [[Teer Maintenatice] [Property A somt IWaintenatice]

NOTE: Unless unassigning (removing) a property from the User, skip to step 6.

Property ID

™ 8000288359
5. Click on the Property ID checkbox of the property to be

unassigned. The User will no longer have access to that property.

6. Click on the Submit button. The Update Results screen displays.

Update Results

All updates have been successfully completed.

[Beoure Syatema Ilenn] [Propertsy Iaintenatice]

7. Click on the Property Maintenance link to return to the Property Assignment
Maintenance screen.
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Provide User with their User ID

After retrieving the User’s ID, assigning the User the appropriate system role(s), and
assigning property(ies) to them, you now provide them with their user ID to access the
system.

Business Partners Maintenance

The Business Partner Maintenance feature allows Coordinators to represent additional
business partners (i.e., owning entities). You only register once. If you need to
represent additional owning entities as their Coordinator, you must request a new
business partner relationship for each additional owning entity. Once the new
relationship is activated in the system, you can act as the Coordinator for the additional
owning entity.

Establishing Additional Owning Entity Relationships

Remember, Coordinators are determined by the CEO for the owning entity. The first
step in establishing a new business partner relationship (in addition to the owning entity
under which you are registered) is to make a request to be the Coordinator for the new
owning entity in the system.

To request a new business relationship:

1. Click on the Business Partners Maintenance link on the Secure Systems screen,

under the System Administration heading. The Business Partners Maintenance
screen displays.

System Administration

I | Business Partners Maintenance

m:al::;ﬁn?:\}:ﬁ:;nu:u User ID I

S E s ' Request Mew / Delete Existing Felationships
Menu " Activate Felationships

" Deactivate Felationships

Subrmit |

Ms0018
2. Enter your user ID in the User ID User ID | field.

3. Click on the Request New / Delete
Existing Relationships radio button.
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SECURITY

4. Click on the Submit Submit button. The Delete/Request Relationships screen

displays. The “Original Relationship” identifies the owning entity you registered
under. The box immediately below displays additional owning entities you

represent (if any).

Delete Relationships For User M9002

{Original Relationship: 985888858 - Waterworld
Apartments, Tnc. (Organization)

Q777 - SRD Associates, LLP () =
9999939999 - Three Lakes Retirement Center, Inc. ()

[ -|

Delete |

Request Relationships For User M9002

TaxID /SSN/PHAID  Business Partner Type
|F'arti|:ipam [(Crganization) j

|F'arti|:ipam (Organization) j

|F'arti|:ipam {Qrganization) j

|F'ar‘[i|:ipam (Organization) j

|F'ar‘[i|:ipam (Organization) j

|F'arti|:ipam (Organization) j

|F'articipant (Organization) j

|F'articipant [(Crganization) j

|F'arti|:ipam (Organization) j

|F'arti|:ipam {Organization) j

Add

[Ilaity Met] [Uzer Group Mantenance] [Teer Maintenance] [Business Partners Maintenatce]

5. Scroll down to the Request Relationships section and place the cursor ( [J) in the

Tax ID / SSN / PHA ID text field.
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SECURITY

6. Enter the owning entity’s TIN in the blank Tax
ID/SSN/PHA D field.

Tax ID / SSN /PHA ID

|9???????7

NOTE:

7. Click on the Business Partner Type drop-down arrow to
view a list of options.

8. Highlight either Participant (Organization) or Participant
(Individual) from the Business Partner Type drop-down
list. For example, if the Tax ID represents a
corporation, highlight Participant (Organization).

To add multiple owning entities, enter the TINs in the text field.

Business Partner Type

|F'arti|::ipant (Organization) =

Faricipant (Organization)
Faricipant (Individual)
PHA

However, if the Tax ID represents an owning entity that is an individual, such as a

sole proprietor, highlight Participant (Individual).

Add

9. Click on the Add
screen displays.

button at the bottom of the screen. A Confirmation

50 MATUDE STEEET
PEOVIDENCE, EI 02305

Submit | Cancel |

Request Relationships For User M9002

Confirmation
Add Participant Info  Confirm
QTTITTITT
SED Associates, LLF

[Iwlaity Ilerma] [Tser Group Maintenance] [1Taer hlaintenance] [Business Pattners I aintenatce]

NOTE:

The system automatically checks the Tax ID against HUD’s database. A

message displays if the information is not valid. If the information is not
correct, click the Cancel button to return to the previous screen and re-enter

the correct information.

C onfirm

v

10. Click on the Confirm
association with this business partner.

checkbox to confirm you are requesting an
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Submit

11. Click on the Submit button to submit the request. The Update Results
screen displays confirming your association with this business partner.

Update Results

All updates have heen successfully completed.

[Eewmew Uger WIS002]

[Becure Svstems Menu] [Business Partners Maintenance]

NOTE: At this point, the relationship has been created but is not active. The steps
associated with Activating the Business Partnership still must be done.

12. Click on the Secure Systems Menu link to return to the Secure Systems screen, or
click the close %l control icon to exit the system.

Activating an Additional Owning Entity Relationship

After the Coordinator submits the request for the additional owning entity relationship,
HUD notifies the CEO of the owning entity by letter of the Coordinator’s request for this
association. The remainder of the process is described as follows:

» Letter provides an activation key code for the Coordinator, consisting of numbers
and upper case letters.

» The CEO of the owning entity authorizes the Coordinator as their representative
when they provide the activation key to the Coordinator.

» Coordinator can then activate the new relationship in the system.

» Option of establishing a Coordinator for additional owning entities is only
available to those that initially registered and received their user ID as a
Coordinator.

To activate an additional owning entity relationship:

1. Click on the Business Partners Maintenance link on the Secure Systems main
screen, under the System Administration heading. The Business Partners
Maintenance screen displays (next page).
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System Administration

I ﬁ H ’
and Uehan Developrment User ID |
Secure Sysiems ' Eequest Mew / Delete Existing Felationships

Menu ' Activate Felationships
" Deactivate Felationships

Submit |

Business Partners Maintenance

*!

MS0018
2. Enter the user ID in User ID User ID I field.

| & Activate Relationships

3. Click on the Activate Relationships radio button.

4. Click on the Submit [_=38Mi | b tton. The Activate Relationships screen
displays.

Activate Relationships For User M9002

Select those you wish to activate TIN/SSN/PHA ID  Activation Eey

o = s
999999999 - Three Lakes Retirement Ce

|9???????? IIUNGPZSGH4K1HZIUJUQUD

|999999999 IUUTBJKSSSCT?SCSUSDKZ

B |
S |

Submit |

NOTE: Only the TINs and owning entities appear for activation that was requested by
the Coordinator.
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5. Highlight and click on the appropriate TINs and business partner(s) from the Select
those you wish to activate column.

6. Click on the right arrow button. The TIN ID automatically displays in the
=

middle column. (To deselect an organization, click on the left arrow button).

7. Enter the activation key code, received in the letter to the owning entity CEOQ, in the
Activation Key field.

8. Click on the Submit button. The Activation Results screen displays. If the
relationship was not activated, return to the previous screen and correct the errors.

Activation Results For User M9002

The following relationships were activated successfully:
TINSESIEPHA ID: 97777777 Activation Key WHGP23GMAK WZIVIVOTID
TIN/ESIPHA T 929999930 Activation Key VITEIE SE86CTTSCOTEDER

The following relationships were not activated due to activation key errors:

IREE

The following TINs/SSNs/PHAs already have two coordinators:
Mia

[IWlaity Wl erna] [Sxratem MWlaintenance] [[Tzer I aintenatce] [Business Patthers Waintenance]

9. Click on the Main Menu link to return to the Secure Systems main screen.

Deleting a Business Partner Relationship

If you, or the backup Coordinator, no longer serve as the Coordinator for an owning
entity, the relationship with that owning entity must be deleted. Remember, the system
allows an owning entity a maximum of two Coordinators.

To delete a Coordinator relationship with an owning entity:

1. Enter the Coordinator’s user ID in the User ID field on the Business Partners
Maintenance screen.
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SECURITY

2. Click on the Request New/Delete Existing Relationships radio button.

3. Click on the Submit

displays.

Subrnit

button. The Delete/Request Relationships screen

Delete Relationships For User M64091

{Jriginal Relationship: DC777 -
CARLSEUEG (Orgamzation) (Terminated)

IND15 - South Bend Housing Authority (07 =]

[~

Delete |

Request Relationships For User M64091

TaxID /SSN/PHAID  Business Partner Type

|F'artit:ipant (DOrganization) j

|F'arti|:ipant (Drganization) j

|
|
| | Participant (Organization) x]
|

|F'artit:ipant (DOrganization) j

Add

4. Inthe Delete Relationships section, click on the TIN to select it. Use the scroll bar, if
necessary. If more than one Organization/Individual appears, use the Ctrl key to
select more than one option.
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SECURITY

Original Relationship: DC777 -
CARTSBUEG (Orgaruzation) {Tetrmnated)

Delete Relationships For User M 64091

5. Click on the Delete L button to delete the Coordinator relationship with the
owning entity. The Update Results screen displays confirming your deletions.

Update Results

[Eewew Ueer hi64091]

All appropriate updates have heen successfully completed.

[Becure Systems Merm] [Business Patthers MWaintenance]

6. Click on the Secure Systems Menu link to return to the Secure Systems screen, or

click on the close Xl control icon to exit the system.

Seenre:Systems. =«

HUD

N

US.Dept. of Housing

and Urban Development Sjlstems

* Financial A ssessment Bubsystem Submission (FASSUTE)
* Physical Aseesement Bubsystem (PASE)

* Public Housing & esesement Subsystem (PHAT)

* Active Partners Peformance System (APPE)

* Financial Assessment Subrdssion - FHA (FASPHA)

* Resident & ssessment Subsystem (RASE)

* Management A ssessment Subsystem (WMASS)

* Single Family A ssesement Subsytem (3ASE)

System Administration - Guide

» User Group Maintenatice

* User [D Waintenance

* Participant Assignment M aintenance
* Business Partners Maintenance

* PHA Assi ent Maintenance

* Password Change
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