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1.0 GENERAL INFORMATION

1.1 System Overview

The Voucher Management System (VMS) supports the information management needs of the

Housing Choice Voucher Program (HCVP) and management functions performed by the

Financial Management Division (FMD) and the Financial Management Center (FMC) of Public

and Indian Housing and the Real Estate Management Center (PIH-REAC). Thi s syst emés
primary purpose is to monitor and manage Public Housing Agency (PHA) use of vouchers. VMS

collects PHA data that enables HUD to fund, obligate, and disburse funding in a timely manner

based on actual PHA use.

The web-based VMS application facilitates electronic submission of monthly program data by
the PHAs which in turn, makes the data accessible to users in PIH-REAC, FMD, FMC, Field
Offices (FO), and Headquarters (HQ). Currently, users can generate and print or download PHA
monthly reports, but PIH personnel perform all budgeting and funding activities manually. The
long-term goal of the VMS project is to integrate budgeting and funding activities into the VMS
application and automate the currently manual tasks. Automation will be accomplished by
implementing electronic entry of all relevant data, automatic data calculations, complex report
generation, and automated business workflows including an online approval process.

1.2 Technical Support

For assistance accessing the WASS system, password reset, or unlocking user ID, please
contact:

Technical Assistance Center
Toll Free i 1-888-245-4860
Fax 1 202-485-0280

Email at REAC _TAC@hud.gov

Data entry questions:

Please contact your Financial Analyst at the Financial Management Center
Or

James D. Garner

VMS Business Manager/Technical Expert

Housing Choice Voucher Program i Kansas City
James.D.Garner@hud.gov

1.3 Organization of the Manual

This manual has been organized to first familiarize the reader with the base and background of
this project and the resulting Voucher Management System. It then introduces each step in the
use of VMS for the user. It is organized logically from Registration, to Login procedures, PHA
submission, Submission schedules, and on to Managing PHAs, Generating reports, Download
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Documents, Changing the User password and, finally, to the Logout procedure. For a summary
outline of this organization, review the Table of Contents.

1.4 Contingencies and Alternate Modes of Operation

Because of the nature of its operation, VMS has no need for contingencies or alternate modes
of operation from the userdés point of view. Any
requires that the user begin an operation over again.
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2.0 GETTING STARTED

This section provides a general walkthrough of the system from initiation through exit, to enable
the user to understand the sequence and flow of the system.

2.1 Logging into VMS

To access and use VMS, you must be a HUD employee or a qualified PHA employee with a
valid User ID and password. User authentication is handled by the Web Access Security
System (WASS) using Role-Based Access Control (RBAC). You must follow WASS
requirements in order to obtain a user-ID and password. Once you have your User ID and
Password you will be able to log into the system.

2.1.1 PHA Users:

2.1.1.1 From the HUD.GOV homepage at http://www.hud.gov/offices/reac/online/reasyst.cfm
(which you should have bookmarked), and cl| Lolgion héared | ink

- SNl T i
U.S. Department of Housing and Urban Development 1] Test A A !

Secretary Shoun Donovan [ Sescn |
HOME l—ﬂ

System Upgrade Release Schedule System Login
Existing users (___
System Upgrade Release Schedule » Logis here
Attention All Users. All applications will be down Need 1o access HUD systems?
between 6am and noon EDT Sunday 24 October 2010 for *+ Register catine

system maintenance. We apologize for any inconvenience
Forgot Password?
« Friday November 19, 2010 - 8pm FDT y:: FOTTENG Nosex
« Friday April 15, 2011 - 8pm EDT Note: Password reset will
require you to provide exact
information from your original
Note: With the March 2nd 2007 release of Secure registration
Systems, HUD has implemented an upgraded program flor
security, and have changed our URL for fogging in. Please
update all bookmarks to use this Secure System - Online
Systems web page.

e AAA_ A AA

Helpful Tools

|
Note: With the December 7th, 2007 release users of *  Odfine Reghtration
WASS will no longer be allowed multiple logins into < ?‘:;":":': Registration

. N

Secure Systems. This means that if you are logged nto v Password Instrecrions
the system and start working on another computer, your Riculn S Let F ok “m ’;”ww'"f'; "
earlier login will be ended and a new login will be octails :
initiated. Additionally, even when on the same computer, b PHA Syviem Security Guide ‘

you will be unable to open another browser and lag in

HUD On-line Internet Home Page

NOTE: I't is recommended that you fibookmar ko t
Abookmar ko the pagéd, ckiompglhy fMmMrLiogghtn hereodo | ink
from the pop-up menu.

h i
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2.1.2 HUD Users Log into VMS:

2.1.2.1 From the HUD homepage at http://hudatwork.hud.gov/po/reac/home/accessreac.cfm,
clilckgiaino | ink

hu_dS@work Er:(

Jobs J Administrative Emergencies Computers
and Benefits Services and Security and Technology and Events

Monday November 8, 2010

www.hud.gov

= A-Z Index
Work Onllne Discussions
Handbooks/Forms

i 3 HIHRTS
Log into Secure Connections HUD Locator

Training
» Login Travel
« Webcasts/Broadcasts

WebTA

If you reached this page by accessing Attps:, ww1l1.hud.gov/ssmaster or through a
bockmark, please note that the address (URL) to Secure Systems has changed. The
new address (URL) is http:/ /hudatwork.hud.gov/po/reac/home/accessreac.cfm. REAC Home
Flease update your bookmark accordingly. These instructions on how to update your About Us

= Yo i dhle AL gly- - DCG
bookmark (FOF) have been provided for your convenience. Sy

Products
Work On-line

HUD Search
Content current as of March 4, 2007

@' Search Employee Directory

- P i Cassarshliugework g
HUD at work Online Login Screen

2.1.3 All users from this point on:

2.1.3.1 The User Login page displays. Enter the User ID and Password, and click on the
fLogind. button

m._ '— User LOgiI‘I faq | heln | search | home
|

Secure Systems User 1D
Single Sign On Password

Forgot your password? Click the link to reset your password and for other useful
information.

ATTENTIONM: This computer system, and all the systems associated with this system for User
Authorization and Authentication, are protected by a computer security system; unauthorized

access to these systems is not permitted; and usage may be monitored.

MNOTE: There is an inactivity timeout of 30 minutes,. Please save your work perodically to avoid being logged out.

Please also note that there is a 4 hour session imeout, after which, you will need to re-authenticate. You can then resume
where you left off.

Content updated June 15, 2007

e U.5, Departrnent of Housing and Lirban Developrgs Home | PH
Tth Strestalo o of SCRNi] .

WASS 1 User Login Screen
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2132The fARules of Behavior for HUD Systemso page d

(This page will display only for first time login and once year).

Al T User Login
n

Secure Systems

RULES OF BEHAVIOR FOR HUD
SYSTEMS

The U.%. Deapartmeant of Hausing and Urban Developmeant has granted sc
Dupartmant’'s automated information resources. Howeaver, as & candition af recsiving this mccan
are regquirad ta be aware of the Department's systarm security policies and ta abide by th  po
Security policy amphasizas awaranaus practicas for the purpose of safeguarding the Departmeant's
valuable infaormation »

mew to you ta utilize the

Idantification (USERILID) and password lssued to you are your means Lo ac
resoure used solely In connection with the performant al your
forth in vy n, contract or ment(s) Dapartment e by
sell is expressly prohibited. You agre responsible ror the nfidentiality of th
ation and a intable for user identification (USERID). Furth
you will not pr assword to another user nor will you sign on to HUD
50 that another pers W operate the workstation in your absence or on your
tions of this type nstitute & breach of system security and will result in immedinte
igred USERID/password from the systam, In addition, you agree to;

The systam use

behalt, J
tarmination of your as

(n) Log-off the system when leaving the systam/workstation area;

(b) Rafrain from leaving written passwords in the workstation area;

(o) Avold craating & personal password that can be easily associated with you;

(cl)

el posting printouts of sensitive output data on bulletin boar

(o) Avold leaving system output reports unattended or unsecured)

(r) Control Input documents by returning them to files or forwarding them to the appropriate contact
parson in your offioe;

(g) Avoid violation of the Privacy Ag
rmment and contractor data il

t which requires confidentiality of personal data contained in

(h) Immediately contact the HUD Inspector General's Office, as appropriate, regarding any suspected
violation or breach of system security;

(1) Cooperate in pre ing per 1ol background infarmation to be used In conducting seocurity

background checks to the extant required by Federal regulations;

(1) Reaspond to any Inquiries and requests for information you may recelve from either the HUD
stem security practices

Henadauarters or manageameant afficials regarcing sy

(k) Protect all
and properly
to dispose of ele

soptical media and hardcopy documentation contalining s e information
fit by shredding hardc cumentation, or by contacting the HITS Help Desk
tronic/optical media

rmation on the local driv
("flash drives remec

f & lapt personally owned computer,
able/external hard drives, eto.)

(1) Avoid saving sMsitive HUD in
or other moblle or portable techno

pe of HUD-approved mobile/portable technology
arc.), ensure that It 15 protected via encryption

(m) If sensitive data must be store any t
(lapto rer able hard drives, "flash drives”

cess HUD ould ¢ » only through appr

h-.l‘, B -
), and should safeguard all sensitive infarmation

e acce solutions (such as hudmaobile. hud
essed in this manner

CERTIFICATION: | have resad the above statement of policy regarding »

(n) Individuals who telework or rem
rery

stam security swsreness

and pra % when accessing HUD's information resources. 1 understand the Department's policies as
set forth above, and | agres to comply with these requirements as & condition of being granted limited
access to the Department's computar resources
| Accept l | Logout |
Cantent updated May 9, 2008 Q Rack to Top

@ U.S, Dupertmant of Housing end Urben Duvelopment Homu | Brivecy Statament
451 7th Street S.W,, Washington, DC 20410
one) (202) 708-1112 TTY; (202) 708-1455

Twluphe

WASS Rules of Behavior Screen

Read the fARules of Behavior for HUutnathesbbterms 6, and
of the page.
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2133The fALegal Warni Rgeaddp d e dvagmli aaygs., and
button at the bottom of the page.

m [ 1] User I_ogl n Fan | hain | saarch | homs | logout
|

Secure Systems (

¥our Uaer ID will be automatically deactivated if you don't log in befores 1 Feb 2011 Pleases snaures that you
lag in batore this date to avoid desctivation.

Legal Warning

LWL L W

Flislse af Fedaral |||III|||||||||||||||IH|I||||||l'|||||>'llllll"iilllull'l||ll||w1'||'-|||'|-|||'-l|||l|l
the provisions of title o, Lnited States Code, Section 1030, Thils law speacilies
|.....|||.--.|....><....||........||....| e access, alterations, damage, or destruction of
Intarimation residing on Fedaral Computaers,

Warning Notice

R L it |||.-.---lully-u----.-.-.--IIW-n---.l|||-|---||-.I||I et Explor |l-ll|| Vi
Tt II><||| 5.0 browsar |5 supported for all proc Ing systams axcapt AR AM
Othear browsers may not be compatible with this software

Message of the Day

Welcome to Seoure Systems

k\lﬂ\, M

[ A J [ LuuuulJ

artant updated September 17, 2000 [ = T

WASS Legal Warning Screen

2134The Secure Systems Main Menu displays.
(VMS) o | ink.

ﬂ , Main Menu Taq | heln | search | home | logout
|

Secure Sislems

Systems
o Youcher Management System (WM

System Administration
system
administration + Password Change

® Password Change

o Youcher Management

System (¥MS)
Content updated September 17, 2010 o Back to Top
@ U5, Departrnent of Housing and Urban Development Home | Privacy Statement

451 7th Strest S.W., Washlngton DC 20410

WASS Main Menu Screen
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2.1.3.5 The VMS home page displays.

o Voucher Management System

Home Page

Hello, FIAST - MOOI00 LAST - wors
30 are net FIAST « 20200 LAST « wms . slases g 2ot By going te

g
i
i
.

mimeciakaly Ang call tve TAZ 4t i

Voucher for Payment of Annual Contributions and Operating Statement
Housing Assistance Payments Program

2 banafit. The infarmation raguested d0es not land ILeslf &

1o continue, please click o Bok on the side mwon

|©

[
\
|

a2 0 Sans VLS g VWL L WLV S VR Y

D)

|
I

VMS Home Page

NOTE: Depending on the access you have been granted in the Secure Systems and VMS,
the Main Menus displayed on your screen may differ from the ones that are presented here.
These screenshots displayed above may not necessarily reflect what you will actually see

2.2 System Menu

The first VMS System page you see is the Home Page. From here you can select the following
options:

Manage PHA Data
* Enter PHA Data Tabs
Prior Month Correction
PHA

* Data Input

* Status Checking

Generate Reports

Exit VMS
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2.3 Changing User ID and Password

231 Go to the PIH-REAC homepage http://www.hud.gov/offices/reac/online/reasyst.cfm.

U.S. Dep;mment of Housing and Urban Development

Seeretary Shaun Donovan

HOME
System Upgrade Release Schedule System Login
Existing users
’ N here

System Upgrade Release Schedule Logl
Need to access HUD systems?

Attention All Users, A applcatians wil be down betwaen Eam and noen b Register onlise

EOT Sunday 24 October 2010 for system mamisnancs We apclegee far any

eanvamencs

forgot Password? ﬁ——
b Pasaword Reset -
o Friday November 19, 2010 - Spm EDY NO1@! Paysyword revet will regure you to
e Frcay Apeil 15, 2011 - Spm EDT provde axact infarmaben fram your

ariginal registration

NOT@: With the March 2nd 2007 releass of Sacure Systerms, HUD has
implemented an upgraded pragram for securty, and hase changed cur URL for
logging in. Please update all bockmarks 1o use this Secure System - Online
Systems web page

Note: With the December 71h, 2007 release users of WASS will mo langer be Helpful Tools
allowed mulnple logmns into Secure Systems. This means thaz if you are logged

?  Ouline Regintration
. Tips, 3t e

REAC Internet Homepage

23.2 CLICK PASSWORD RESET.

Thé&asé s wo r dpageeagpeatsd(see below)

Secure Systems Password Reset Screen

Pagel0
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