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1. This Transmits: HUD Handbook 2400.25 REV-2, Information Technology Security
Policy

2. Summary:

This document establishes the information security policy for HUD. The policy
prescribes responsibilities, practices, and conditions that directly or indirectly
promote security in the development, operation, maintenance, and support of all
HUD information technology (IT) resources.

The HUD information security policies are based on recent federal laws,
regulations, and guidance on information security (e.g., the rapidly growing series
of National Institute of Standards and Technology [NIST] Special Publications
[SP] on information security). In areas where federal guidelines are lacking or still
evolving, the policy reflects established best security practices within the security
community.
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