






HUD Handbook 2400.25 REV-2, CHG-1 

November 30, 2009 ii 

Table of Contents 

1.0 Introduction ...........................................................................................................................1 
1.1 Purpose ..............................................................................................................................1 
1.2 Scope .................................................................................................................................1 
1.3 Authority for Policy ..........................................................................................................2 
1.4 Policy Basis .......................................................................................................................2 
1.5 NIST Framework ..............................................................................................................2 
1.6 Relationship to Other Documents and Processes..............................................................4 
1.7 Laws and Regulations .......................................................................................................5 
1.8  Exceptions……………………………………………………………………………….6 

2.0 Roles and Responsibilities ....................................................................................................7 
2.1 Secretary of the Department of Housing and Urban Development ..................................7 
2.2 Chief Information Officer .................................................................................................7 
2.3 Chief Information Security Officer ...................................................................................7 
2.4 Office of Information Technology Security .....................................................................7 
2.5 Physical Security/Facilities Group/Security Officer .........................................................8 
2.6 Deputy Chief Information Officer for IT Operations .......................................................8 
2.7 HUD Computer Security Incident Response Center0 ......................................................8 
2.8 HUD Privacy Officer ........................................................................................................8 
2.9 Office of Security and Emergency Planning ....................................................................8 
2.10 Systems Engineering Oversight and Performance Management Division .......................9 
2.11 Office of the Chief Procurement Officer (OCPO) ............................................................9 
2.12 Contracting Officer ...........................................................................................................9 
2.13 Government Technical Representative ...........................................................................10 
2.14 Government Technical Monitor ......................................................................................10 
2.15 Office Technical Coordinator .........................................................................................11 
2.16 Office of Human Resources ............................................................................................11 
2.17 Office of the Inspector General .......................................................................................11 
2.18 HUD General Counsel ....................................................................................................11 
2.19 Investment Review Board ...............................................................................................11 
2.20 Configuration Control Management Board ....................................................................11 
2.21 Program Office/System Owner .......................................................................................11 
2.22 Program Office Information System Security Officer ....................................................12 
2.23 System Administrator .....................................................................................................12 
2.24 System Security Administrator .......................................................................................12 
2.25 Certification Agent..........................................................................................................12 
2.26 Authorizing Official ........................................................................................................12 
2.27 Supervisor .......................................................................................................................13 
2.28 Users ...............................................................................................................................13 
2.29 Individuals with Key Contingency Roles .......................................................................14 
2.30 Service Provider ..............................................................................................................14 
2.31 Office of System Integration and Efficiency………………………………………….  14 
2.32 Developers ......................................................................................................................15 
2.33 User Representative ........................................................................................................15 




