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4.0 OPERATI ONAL PCLI CI ES

4.1 Personnel

HUD systens face threats from many sources, including the actions of
HUD enpl oyees, external users, and contractor personnel. The
intentional and unintentional actions of these individuals can
potentially harmor disrupt HUD systens and their facilities. These
actions can result in the destruction or nodification of the data
bei ng processed, denial of service (DoS) to the end users, and

unaut hori zed di scl osure of data, potentially jeopardizing HUD s

m ssion. Therefore, it is highly inportant that stringent safeguards
be taken to reduce the risk associated with these types of threats.

HUD Pol i cy
a. Program O fices shall designate the position sensitivity level for al
governnent positions that use, develop, operate, or maintain I T systens
under their purview and shall determine risk levels for each contractor
position in accordance with the Ofice of Personnel Managenent (OPM
policy and gui dance. Position sensitivity levels and risk levels shall be
reviewed periodically in accordance wi th OPM gui dance
b. Program O fices shall ensure that the incunbents of these positions
have favorably adjudi cated background investigations commensurate with the
defined position's sensitivity levels. Screening shall be consistent wth:
(i) 5 Code of Federal Regul ations (CFR) 731.106(a); (ii) OPM policy,
regul ati ons, and gui dance; (iii) organizational policy, regulations, and
gui dance; (iv) FIPS 201 and its attendant SP 800-73 and 800-76; and (V)
the criteria established for the risk designation of the assigned

posi ti on.
c. Program O fices/System Owmers shall ensure that no enpl oyee is granted
access to HUD systenms without having a favorably adjudicated M ni mum
Background I nvestigation (MBl), as defined in HUD s Personnel Security
Program for systens under their purview.
d. Program O fices/ System Owmers shall ensure that no contractor enployee
is granted access to HUD systens under their purview w thout having a
favorably adjudi cated background | nvestigation, as defined in HUD s
Handbook 732.3, Personnel Security/Suitability. Exceptions may be granted
by the C SO
e. Program O fices/ System Owmers shall ensure that no governnent enployee
is granted access to HUD systens processing sensitive information under
their purview who is not a citizen of the United States. Exceptions may be
granted at the Program Ofice | evel and nust be reported to the Cl SO and
the security officer.
f. Program O fices/ System Owmers shall ensure that no contractor enpl oyee
is granted access to HUD systens processing sensitive information under
their purview who is not a citizen of the United States, a national of the
United States (see 8 U.S.C. 1408), or an alien lawfully adnitted to the
United States for pernmanent residence. Exceptions nmay be granted at the
Program O fice level and reported to the Cl SO and the security officer

4.1.1 Rul es of Behavi or



Rul es of behavior are part of a conprehensive programto provide
conplete information security guidelines. The rules of behavior
establ i sh standards of behavior in recognition of the fact that
know edgeabl e users are the foundation of a successful |nformation
Security Program These guidelines are established to hold users
accountable for their actions and responsible for IT security.

HUD Pol i cy
a. The CI SO shall define generic rules of behavior for all IT systens.
b. Program O fices/ System Owers shall define additional rules of behavior
for all IT systens under their purview, when necessary.

c. 1SSCs shall ensure that users of systens sign the rules of behavior and
are given training regarding the rules of behavior and the disciplinary
actions that may result if the rules are viol ated.

4.1.2 Access to Sensitive Information

To protect sensitive information and linit the damage that can result
fromaccident, error, or unauthorized use, the principle of |east
privilege nust be applied. The principle of |east privilege requires
that users be granted the nost restrictive set of privileges (or

| owest cl earance) needed to performauthorized tasks (i.e., users
shoul d be able to access only the systemresources needed to fulfill
their job responsibilities).

The application of this principle ensures that access to sensitive
information is granted only to those users with a valid need to know.

HUD Pol i cy
a. Program O fices/System Owers shall ensure that users of IT systens
supporting their programs have a validated requirenent to access these
syst ens.
b. Program O fices/System Owmers shall ensure that users of IT systens
under their purview have approved access requests prior to granting access
to the systens.

4.1.3 Separation of Duties Policy

Separation of duties is designed to prevent a single individual from
being able to disrupt or corrupt a critical security process. This
separation is necessary for adequate internal control of sensitive IT
syst ens.

HUD Pol i cy

a. Program O fices/System Omers shall divide and separate duties and
responsibilities of critical IT system functions anong different

i ndividuals to mnimze the possibility that any one individual would
have the necessary authority or systens access to be able to engage
in fraudulent or crimnal activity.

4.1.4 Training and Awar eness

A key objective of an effective Information Security Programis to
ensure that all enployees and contractors understand their roles and
responsibilities and are adequately trained to performthem HUD
cannot protect the confidentiality, integrity, and availability of
its IT systems and the information they contain wthout the know edge
and active participation of its enployees and contractors in the

i mpl ement ati on of sound security principles.

HUD Pol i cy

a. The CI SO shall establish an IT security awareness and trai ning



programin accordance with N ST 800 SP 800-50, Buil ding an
I nformati on Technol ogy Security Awareness and Training Program The
program shall be consistent with CFR 930. 301.
b. Program O fices/ System Oamers shall establish additiona
system specific security training for sensitive systens under their
purvi ew, when necessary.
c. Program O fices/System Owers shall ensure that HUD personnel and
contractors accessing HUD I T systens receive initial training in
security awareness and accepted security practices as part of their
orientation. They shall sign the rules of behavior and receive
refresher training by May 31 of each year
d. Program O fices/ System Owers shall ensure that HUD personnel and
contractors with significant security responsibilities (e.g., |1SSGCs
and system admi ni strators) receive annual specialized training
specific to their security responsibilities. The level of training
shall be commensurate with the individual's duties and
responsibilities and pronpbte a consistent understanding of the
principles and concepts of I T systemsecurity.
e. Program O fices shall maintain training records that include the
i ndi vi dual nanes and positions, types of training received, and cost
of training.
f. Unless a waiver is granted by the Cl SO user accounts and access
privil eges, including access to email, will be disabled for those HUD
enpl oyees who have not received annual refresher training.
g. Program O fices shall prepare and submit an I T Security
Prof essional Training Plan to the Cl SO by Septenber 1 of each year
h. Program O fices shall prepare and subnmit awareness and training
statistics semannually to the CISO These statistics shall include
the (1) total nunber of personnel and the total nunber of personne
who received awareness training and (2) total nunber of IT security
personnel and the total nunber who were trained.
4.1.5 Separation fromDuty
This section addresses HUD s policy for an enpl oyee or contractor who
term nates enpl oyment or transfers to another organization
HUD Pol i cy
a. Program O fices/System Oamers shall inplenment procedures to ensure
that system accesses are revoked or reassi gned when HUD or contractor
enpl oyees either change their enployer or are reassigned to other
duties. The procedures shall include:

Exit interviews

Process for returning all organizational information and
systemrel ated property (e.g., keys and I D cards)

Access by appropriate personnel to official records created by the
term nated/transferred enpl oyee/ contractor that are stored on
organi zational information systens

Formal notification to the facilities group or security officer
4.2 | T Physical Security
HUD security personnel and users nust address physical security as an
integral elenent in the effective inplenentation of an Information
Security Program Physical security represents the first line of
def ense against intruders and adversaries attenpting to gain access
to HUD facilities and or information systens.
4.2.1 Ceneral Physical Access
General physical access controls restrict the entry and exit of
personnel froma protected area, such as an office building, data
center, or roomcontaining |IT equi pnent. They include the protection
of sensitive data and systens while in rest, as well as while away



fromthe protection of HUD facilities. These controls protect

agai nst threats associated with the physical environment. It is
important to review the effectiveness of general physical access
controls in each area during business hours and at other tines.

Ef f ecti veness depends not only on the characteristics of the controls
used but also on their inplenentation and operation

Honel and Security Presidential Directive 12 mandates government-w de
standard for secure and reliable fornms of identification issued by
the federal government to its enpl oyees and contractors (including
contractor enployees). Program Ofices responsible for issuing ID
badges at HUD shall consult FIPS 201 and its attendant SP 800-73 and
SP 800-76 for specific guidance.

HUD Pol i cy

a. The facilities group or security officer shall ensure that access
to HUD buil di ngs, roons, work areas, and spaces is linted to

aut hori zed personnel. Controls shall be in place for deterring,
detecting, nonitoring, restricting, and regul ating access to specific
areas at all tines.

b. The facilities group or security officer shall ensure that al
visitors sign in and out when entering and | eaving the facility.
Visitor |ogs shall be reviewed at closeout, nmintained on file, and
avai l able for further review for one year. Contractors' access shal
be limted to those work areas requiring their presence. Records of
their ingress and egress shall also be maintained for one year. For
systens rated noderate or high, the maintenance and revi ew of access
| ogs shall use automated nmechani sns.

c. For systens rated noderate or high, the facilities group or
security officer shall ensure that all visitors are escorted

d. For systens rated noderate or high, individuals w thin HUD shal
enpl oy appropriate security controls at alternate work sites in
accordance with N ST SP 800-46, Security for Tel ecommuting and

Br oadband Comuni cations. These individuals shall report security
problems to HUD s Conputer Security Incident Response Center (CSIRC).
e. Program O fices and users shall ensure that unattended | aptops in
of fices are secured via a | ocking cable, |ocked office, or a | ocked
cabi net or desk.

4.2.2 Facilities Housing Information Technol ogy Assets

Facilities supporting large-scale IT operations (e.g., enterprise
servers and tel ecormunication facilities) require additiona

envi ronment al and physical controls as determnined by a risk analysis.
Section 4.2.1 provides policies for both general physical access and
sensitive facilities. For facilities supporting |arge-scale IT
operations, all of the follow ng physical security controls al so nust
be addressed. The risk assessnment shall specifically document the
rationale for not incorporating any such physical security controls.
HUD Pol i cy

a. The Deputy CIOfor IT Operations shall ensure that facilities
processing, transmtting, or storing sensitive information

i ncor porate physical protection neasures. These facilities include
data centers, wiring closets, server roons at non-HUD facilities,
contractor facilities housing HUD I T systens, and in sone cases,
areas designated as publicly accessible inside HUD facilities.

b. The facilities group or security officer shall ensure that lists
of personnel authorized to access these facilities are current and
shal | issue appropriate credentials. Access shall be pronptly
renmoved for personnel no | onger needing it.

c. The Oficial responsible for approving initial access to these



facilities shall review and approve access |lists and authorization
credentials once a year
d. The facilities group or security officer shall control all access
poi nts wi th physical access devices and/or guards. Keys,
conbi nati ons, and ot her access devices shall be secured and
i nventoried every six nonths and changed any tine the keys are |ost,
conbi nations are conprom sed, or individuals are term nated or
transferred.
e. The facilities group or security officer shall devel op and
i mpl enent procedures to ensure that only authorized individuals can
reenter the facility after energency-rel ated events.
f. For systens rated noderate or high, the Program O fices/ System
Omners shall ensure that physical access to devices displaying
information is controlled to prevent unauthorized di scl osure.
g. The facilities group or security officer shall nonitor physica
access to detect and respond to incidents. Logs shall be reviewed
daily for apparent security violations or suspicious activities and
responded to accordingly. For systens rated noderate or high, the
nmonitoring shall be in real-time for intrusion alarnms and
surveill ance equi prent. For systens rated high, the nonitoring shal
use autonmat ed nmechani sms to recogni ze intrusions and to take
appropriate action.
h. For systems rated noderate or high, the facilities group or
security officer shall ensure that power equi pnent and cabling are
protected from damage and destructi on.
i. For specific locations within a facility containing concentrations
of information systemresources (e.g., data centers and server
roons), the facilities group or security officer shall provide for
the capability of shutting off power to any I T conponent that may be
mal functioning (e.g., due to an electrical fire) or threatened (e.g.
due to a water |eak) wi thout endangering personnel by requiring them
to approach the equi pnent.
j. For specific locations within a facility containing concentrations
of information systemresources (e.g., data centers and server
roons), the facilities group or security officer shall maintain a
redundant air-cooling system
k. The facilities group or security officer shall provide short-term
UPS to facilitate an orderly shutdown in the event of a primary power
source | oss.
. The facilities group or security officer shall provide a |ong-term
alternate power supply to maintain mninmal operational capability for
systens rated noderate or high in the event of an extended | oss of
the primary power source
m The facilities group or security officer shall provide automatic
energency lighting systens that activate in the event of a power
outage or disruption and cover energency exits and evacuation routes.
n. The facilities group or security officer shall provide fire
suppressi on and detection devices/systens that can be activated in
the event of fire. The devices/systens shall include, but are not
l[imted to:

Sprinkl er systens

Handhel d fire extinguishers

Fi xed fire hoses

Snoke detectors
0. For systens rated noderate or high, the facilities group or
security officer shall provide fire suppression devices/systens that
activate automatically in the event of fire



p. For systens rated high, the facilities group or security officer
shal | provide fire suppression devices/systens that automatically
notify any activation to the organization and energency responders in
the event of fire.

g. The facilities group or security officer shall ensure that
facilities containing informati on systens nonitor and naintain
acceptabl e levels of tenperature and hum dity.

r. The facilities group or security officer shall ensure that the

i nformati on systens contained in the facility are protected from

wat er danage resulting from broken plunbing lines or other sources of
wat er | eakage by ensuring that master shutoff valves are accessible,
wor ki ng properly, and known to key personnel. For systens rated

hi gh, the shutoff shall use automatic mechanisnms in the event of a
significant water |eak.

s. The facilities group or security officer shall ensure that the
facility has procedures to control the entering and exiting of
informati on systemrelated itens and mai ntains appropriate records.
Delivery and renoval of these itenms shall be authorized by an
appropriate HUD official. |If possible, the delivery area shall be
separate fromthe systemand nedia |library area

4.3 Media Controls

Information resides in many forns and can be stored in nmany different
ways. Media controls are protective neasures specifically designed
to safeguard el ectronic data and hardcopy information. This policy
addresses the protection, marking, sanitization, production

i nput/out put, and di sposal of nedia containing sensitive information.
Medi a destruction and di sposal should be acconplished in an
environmental |y approved manner. The National Security Agency (NSA)
provi des nedi a destruction gui dance at
http://ww. nsa. gov/ia/ gover nnent/ mdg. cf m

Proper storage of hardcopy and nagnetic nedi a enhances protection
agai nst unaut hori zed di sclosure. There are additional security risks
associated with the portability of renovable storage nmedia. Loss,
theft, or physical danmage to di sks and ot her renovabl e nedia can
conprom se the confidentiality, integrity, or availability of the
data contained in these devices.

HUD Pol i cy

a. Program O fices/System Omers shall establish procedures to ensure
that sensitive information in printed formor digital media cannot be
accessed, renoved, or stolen by unauthorized individuals.

b. Program O fices/System Owmers and users shall ensure that al

nmedi a containing sensitive information rated noderate or high is
appropriately marked with the sensitivity of the information stored
on the media. At a mininmum printed output that is not otherw se
appropriately marked shall have a cover sheet and digital nedia shal
be labeled with the distribution limtations, handling caveats, and
applicable security markings, if any, of the information. Systens
rated high shall use an automated nmarki ng nechani sm

c. Program O fices/System Owmers and users shall control access to
and securely store all information systemnedia (i.e., both paper and
digital) containing sensitive information rated noderate or high

i ncl udi ng backup and renovable nedia, in a secure |ocation when not
in use.

The followi ng policy statenments apply only to nedia that contain

i nformati on that has been rated noderate or high

d. Program Ofices/ System Owers shall ensure that any sensitive
information stored on nedia that will be surplused or returned to the



manuf acturer shall be purged fromthe nedi a before disposal

e. Disposal shall be perforned using approved sanitization nmethods in
accordance with NI ST SP 800-36, Cuide to Selecting Information
Security Products.

f. Program O fices/ System Owmers shall maintain records certifying
that such sanitization was perforned.

g. Program O fices/ System Owers shall establish procedures to ensure
that sensitive information stored on any nedia is transferred to an
aut hori zed individual upon the term nation or reassignnent of an
enpl oyee or contractor

h. Program O fi ces/ System Omers shall ensure that sensitive
information is purged fromthe hard drives of any workstation or
server returned to the equi pment surplus pool or transferred to

anot her i ndi vi dual .

i. Program O fices/System Omers shall ensure that nedia (e.qg.

paper, diskettes, and renovabl e disk drives) containing sensitive
information is destroyed in such a manner that all sensitive

i nformati on on that nedia cannot be recovered by ordinary means.
Exanpl es of appropriate nmethods are crosscut shredders, degaussing,
and approved di sk-wi pi ng software.

j. Program O fices/System Omers shall naintain records certifying
that such destruction was perforned.

k. Program O fices/ System Omers shall establish procedures to ensure
that sensitive information in printed formor digital media can only
be picked up, received, transferred, or delivered to authorized

i ndi vi dual s.

The followi ng policy statenents apply only to nedia that contain

i nformation that has been rated high

. Program O fices/ System Omers shall ensure that access to nmedia
storage areas is controlled through guard stations or autonmated
nmechani sns that ensure only authorized access. Al access and access
attenpts shall be audited.

4.4 Data Communi cati ons

4.4.1 Tel ecomruni cati ons Protection Techni ques

Extreme caution should be exerci sed when tel econmuni cati ons
protection techniques (e.g., protective distribution systens) are
bei ng considered as alternatives to the use of encryption. Wile
such technol ogi es may represent a | ower-cost approach, they may not
provi de an adequate | evel of protection.

The FIPS 199 security category (for integrity) of the information
being transmtted should guide the decision on the use of

crypt ographi ¢ nmechani sns. NSTISSI No. 7003 contains gui dance on the
use of Protective Distribution Systens.

HUD Pol i cy

a. Program Ofices/ System Owers shall ensure that the integrity of
the information in systens under their purviewis protected during
transm ssion. For systens rated high, the systemshall enploy

crypt ographi ¢ nechani sns to ensure recognition of changes to

i nformation during transm ssion, unless adequately protected by

al ternative physical mnmeasures (e.g., protective distribution
systens).

b. Program O fices/System Oamers shall ensure that the
confidentiality of the information in systens under their purviewis
protected during transm ssion. For systens rated high, the system
shal | empl oy cryptographi c mechani sns to prevent unauthorized

di scl osure of information during transmn ssion, unless otherw se
protected by adequately physical neasures (e.g., protective



distribution systens).

4.5 Wrel ess Comruni cati ons

Wrel ess conmuni cations are inherently insecure. Program

O fices/System Omers inplenmenting wirel ess capabilities nust ensure
that the transnission and storage of sensitive information are
protected from conprom se

4.5.1 Wreless Local Area Networks

HUD Pol i cy

a. The Cl SO shall approve the inplenmentation and use of all Wreless
Local Area Networks (W.AN) and wirel ess Access Points (AP) at a
specified risk level and only after they have been certified and
accredited.

b. The Deputy CIO for IT Operations shall ensure that all WANs and
WAPs have been configured in accordance with NI ST SP 800-48, Wreless
Net wor k Security.

c. The Deputy CIOfor IT Operations shall inplenent encryption and
strong identification and authentication (e.g., Extensible

Aut hentication Protocol with W-Fi Access Protection (WAP) or | EEE
802.11i) on WLANs and APs that have been rated noderate or high.

d. The CI SO shall scan for rogue access points on HUD s network
annual | y.

4.6 Hardware and Software

This section addresses the use and nai ntenance of conputer equi pnent.
It stresses the inmportance of individual accountability in protecting
these resources. Equi pment security enconpasses workstations,

| apt ops, other nobile conmputing devices, personally-owned equi pnent,
and the mai ntenance of these itens.

4.6.1 Wirkstations

Al'l users must be instructed to log off or lock their workstations
any time the workstations are left unattended. As an added
precaution, users should al so use a password-protected screensaver
HUD Pol i cy

a. Al users shall ensure that their unattended workstations are
either | ogged off or |ocked, or that a password-protected screensaver
i s used.

b. The Deputy CIO for IT Operations shall provide and inpl enent
passwor d- prot ected screen savers on all workstations owned/| eased by
HUD. The screen saver shall automatically |lock the workstation after
ten minutes of inactivity. Program Ofices/System Omers of systens
rated noderate to high shall require that contractors and busi ness
partners who connect to the systens inplenent such a screen saver
4.6.2 Copyrighted Software

Conput er software purchased using HUD funds is HUD property and shal
be protected as such. Only licensed and approved operating systens
and applications may be used on HUD equi pnent.

HUD Pol i cy

a. Program O fices/System Owmers shall ensure that users abide by
copyright and contract agreements related to HUD- provi ded software.
For software and associ ated docunentation protected by quantity
licenses, the Program O fices/ System Owmers shall use tracking
systens to control copying and distribution

b. Program O fices/System Oamers that use peer-to-peer file sharing
technology on their information systemshall control and nonitor its
use to ensure that this capability is not used for unauthorized

di stribution, display, performance, or reproduction of copyrighted
wor K.

4.6.3 User-lInstalled Software/ Downl oads



User-install ed software, including dowl oaded software, can contain
viruses and other types of nmalicious code. |In addition, such
software can alter the HUD equi pnent configuration causing

mal f uncti ons and costly support calls. Users should be warned about
such risks and instructed to refrain frominstalling any software on
HUD equi prrent wi t hout proper approval

HUD Pol i cy

a. Users shall not install any software on HUD-owned or | eased

equi prrent without prior witten approval fromthe Deputy CIOfor IT

Qper ati ons.
4.6.4 Personal | y-Owmed Equi prent and Sof tware
Users shall not use personally owned equi pnent (e.g., laptop

computers or personal digital devices [PDA]) or software to process,
access, or store sensitive information. Such equipnment al so includes
plug-in and wirel ess peripherals (e.g., Blackberry) that may enpl oy
renovabl e nedia (e.g., CDs and DVDs), Universal Serial Bus (USB)
flash (thunmb) drives, external drives, and diskettes.
HUD Pol i cy
a. Users shall not use personally-owned equi prent and software to
process, access, or store sensitive information without prior witten
approval fromthe Program O fi ces/ System Omers
b. Enpl oyees and contractors shall not connect equi pmrent not owned or
| eased by HUD-to-HUD equi pnent or networks without prior witten
approval fromthe Cl SO
c. The witten approval shall include a ternms and conditions
statenent that addresses at a minimum (i) the types of applications
that can be accessed from personal | y-owned i nformati on systens; (ii)
the maxi mum FI PS 199 security category of information that can
processed, stored, and transmitted; (iii) how other users of the
personal | y-owned i nformati on systemwi ||l be prevented from accessing
federal information; (iv) the use of virtual private network (VPN)
and firewall technologies; (v) the use of and protection against the
vul nerabilities of wireless technol ogies; (vi) the maintenance of
adequat e physical security controls; (vii) the use of virus and
spyware protection software; and (viii) how often the security
capabilities of installed software are to be updated (e.g., operating
system and ot her software security patches, virus definitions,
firewal | version updates, and spyware definitions).
4.6.5 Hardware and Software Mintenance
Program O fi ces/ System Omers nust be cogni zant of the threats and
vul nerabilities associated with hardware or software naintenance on
I T systens. System nmi ntenance requires either physical or |ogica
access to the system One of the npbst conmon net hods hackers use to
break into systems is through mai ntenance accounts that still have
factory-set or easily guessed passwords. War-dialing techniques will
al so reveal nmintenance ports that are not protected.
HUD Pol i cy
a. Program O fices/ System Oamers shall confine access to system
sof tware and hardware to authorized personnel
b. The Deputy CIOfor IT Operations shall ensure that routine
preventive and regul ar nai ntenance are perforned on software and
har dwar e accordi ng to manufacturer/vendor specifications and/or
organi zational requirenents. For systens that have been rated
noderate or high a |l og shall be maintained for such nai ntenance and
i ncl ude the follow ng:

Date and tinme of maintenance

Nanme of individual performng the nmaintenance



Nane of escort, if necessary

Description of maintenance perforned

A list of equiprment renmoved or replaced (including identification
nunbers, if applicable).
For systens rated high, the Deputy CIO for I T Operations shall use an
aut omat ed mechani smto ensure that the maintenance is schedul ed and
conducted, as required.
c. The Deputy CIOfor IT Operations shall ensure that an appropriate
organi zational official approves the renoval of the information
systemor its conponents fromthe facility when repairs are
necessary. The Deputy CIO for IT Operations shall ensure that the
security features of the systemare checked to ensure proper
functioning when it is returned.
d. The Deputy CIOfor IT Operations shall ensure that appropriate
organi zation officials approve, control, and nonitor the use of
i nformati on system nmai nt enance tools and nmaintain such tools on an
ongoi ng basi s.
e. The Deputy CIOfor IT Operations shall ensure that maintenance
ports are disabled by default and enabl ed only during maintenance.
f. The Deputy 1O for IT Qperations shall ensure that the appropriate
organi zational officials approve, control, and nonitor renotely
execut ed nai ntenance and di agnostic activities. The Deputy ClO for
I T Operations shall ensure that all sessions are term nated when
renote mai ntenance is conpleted. |f password-based authentication is
used, the Deputy CIO for IT Operations shall ensure that passwords
are changed foll owi ng each nai nt enance service. For high-inpact
systens, the Deputy CIO for IT Qperations shall ensure that |ogs for
such activities are maintai ned and periodically reviewed.
g. The Deputy ClOfor IT Operations shall ensure that only authorized
i ndi vi dual s perform mai nt enance on information systens. |If
mai nt enance personnel need access to organi zational information, they
nust be supervi sed by organi zati onal personnel w th authorized access
to such information.
h. The Deputy CIO for IT Operations shall identify critica
conmponents that support systems rated noderate or high and ensure
that mai nt enance support and parts are provided within 48 hours of
failure.
i. The Deputy CIO for IT Operations shall ensure that all default
vendor or factory-set adm nistrator accounts and passwords shall be
changed before installation or use on all systems owned or operated
on behal f of HUD
j. Program O fices/System Omers of information systens that have
been rated high shall address the installation and use of renote
diagnostic links in the systemsecurity plan.
k. The Deputy CIOfor |IT Operations shall ensure that renote
di agnostic or nmaintenance services for information systens that have
been rated high are only performed by a service or organi zation that
i mpl enents for its own informati on systemthe same | evel of security
as that inplenmented on the information system being serviced. |If
renote diagnostic or nmaintenance services are required froma service
or organi zation that does not inplenent for its own information
systemthe sanme |evel of security as that inplenented on the system
bei ng serviced, the systembeing serviced is sanitized and physically
separated fromother information systens prior to the connection of
the renpote access line. |If the infornmation system cannot be
sanitized (e.g., due to a systemfailure), renote naintenance is not
al | oned.



4.6.6 Personal Use of Government O fice Equipnent and HUD I nformation
Syst ens/ Conput er s

Thi s section discusses HUD policies applicable to the personal use of
governnent office equi pment and HUD i nformation systens. Policies
gover ni ng personal use may be contained in several HUD managenent
directives.
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a. HUD enpl oyees may use governnment office equi pment and HUD

i nformati on systens/conputers for authorized purposes only.

"Aut hori zed use" includes linmted personal use of HUD emmil and
Internet services, so long as use does not interfere with officia
duties, cause degradation of network services, or violate the rules
of behavi or.

b. Contractors and ot her non-HUD enpl oyees are not authorized to use
governnent office equi pnment or information systens/conputers for
personal use, unless linted personal use is specifically permtted
by the governing contract or Menorandum of Agreenent (MA).

4.7 CGeneral IT Security

Thi s section provides guidance in the areas of incident reporting,
contingency pl anni ng, docunentation, and backup procedures. It
stresses the role of the user, as well as the security professional
in the inplenmentation of the operational controls associated with
these areas.

4.7.1 Security Incident and Viol ati on Handl i ng

I nci dents can be accidental or malicious, can be caused by outside

i ntruders or internal enployees, and can cause significant
disruptions to mssion-critical business processes. These incidents
can severely disrupt computer-supported operations, conprom se the
confidentiality of sensitive information, and dimnish the integrity
of critical data.

To hel p conbat the disruptive short- and | ong-term effects of
security incidents, direction fromhigher authority (e.g., OB

FI SMA, and Presidential directives) requires that each governnent
agency inplenent and maintain a security incident reporting and
handl i ng capability.

The HUD Security Incident Reporting and Handling Programrequires
participation by all Program O fices/System Omers; thus, a CSIRC has
been established. The CSIRC is the focal point for the

i mpl enentation of HUD s incident response capability.
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a. The CI SO shall establish and nmaintain a HUD CSIRC to prevent,
detect, track, and respond to information security incidents and
alerts in accordance with NI ST SP 800-61, Conputer Security Incident
Handl i ng Gui de. Lessons |earned from ongoi ng i nci dent handling
activities shall be incorporated into the procedures and i npl enent ed
accordingly. For systens rated noderate or high, the Cl SO shal
provi de aut omat ed mechani sns to support the incident handling
process.

b. Program O fices/ System Omers of systens rated noderate or high
shal |l ensure that security alerts, advisories, Intrusion Detection
System (1 DS) alerts, and vulnerabilities identified during

vul nerability scans and penetration tests are tracked and responded
to as security incidents.

c. The Deputy CIO for IT Operations shall test patches, service
packs, and hot fixes for effectiveness and potential side effects
prior to installation in accordance with NI ST SP 800-40, Procedures
for Handling Security Patches. The Deputy CIO for |IT Qperations



shal | use autonmated mechani sns that require no user intervention to
manage and install updates. The Deputy CIO for I T Qperations shal
enpl oy an aut onated nmechani smto deternine periodically and upon
demand the state of information system conponents with regard to fl aw
remedi ati on.
d. The CSIRC, in conjunction with the Deputy CIO for IT Operations,
shal | provide a process to track and docunment information system
security incidents on an ongoing basis. For systens rated high, the
tracking of security incidents and the collection and anal ysis of
incident information shall enploy automated nechanisns.
e. Program O fices/ System Owers shall ensure that personnel with
i nci dent response responsibilities receive training at |east once a
year. |Incident response training for systems rated high shal
i ncorporate sinmulated events to facilitate effective response by
personnel in a crisis and enpl oy autonated nechanisns.
f. Program O fices/ System Owmers shall test the incident response
capability for systens under their purview rated noderate or high
once a year and document the test results. For high-inpact systens
the tests shall enploy automated mechani sms.
g. 1SSCs shall report significant conmputer security incidents to the
CSIRC i nmedi ately upon identification and validation of the incident
occurrence.
h. 1SSCs shall report all incidents to the CSIRC in a Wekly Incident
Report.
i. The CSIRC shall report significant conputer security incidents to
appropriate authorities, including the United States Conputer
Ener gency Readi ness Team (USCERT), upon identification and validation
of the incident occurrence. The CSIRC shall use automated nechani sns
to assist in the reporting of security incidents for systens rated
noderate or high. The CSIRC shall report incident-related
information to OVB, as required by FI SMVA
j. The CSIRC, in conjunction with the Deputy CIO for |IT Qperations,
shal | provide users of information systens with support and
assistance (e.g., help desk) for the handling and reporting of
security incidents. For systens rated noderate or high, the CSIRC
and the Deputy C1Ofor IT Qperations shall enploy autonated
nmechani sns to increase the availability of incident response-related
i nformati on and support.
4.7.2 Document ation
Docunentation of I T systens involves the collection of detail ed
i nformation, such as functionality, system m ssion, unique personne
requi renents, type of data processed, architectural design, system
i nterfaces, system boundaries, hardware and software conponents,
system and network di agrans, asset costs, and system comuni cations
and facilities. This information is part of the configuration
basel i ne of the system
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a. Program O fices/System Omers shall ensure that adequate
docunentation for the information systemand its constituent
components is available, current, protected when required, and
distributed to authorized personnel. Docunentation includes but is
not limted to:

C&A and SDLC docunent ati on

Vendor - suppl i ed docunmentati on of purchased software and hardware

Net wor k di agr anms

Application docunentation for in-house applications

System bui | d and configuration docunentation, which includes



optimzation of systemsecurity settings, when applicable

User manual s

St andard operating procedures
For systens that have been rated noderate or high, the docunentation
shal | describe the functional properties of the security controls
enpl oyed within the informati on systemwi th sufficient detail to
permt analysis and testing of the controls. For systens that have
been rated high, the docunentation shall describe the design and
i mpl enentation details of the security controls enployed within the
informati on systemwi th sufficient detail to pernmit analysis and
testing of the controls, including functional interfaces anobng
control conponents.
4.7.3 Informati on and Data Backup
Adhering to requirenents regardi ng data backups can significantly
reduce the risk that data will be conpromi sed or lost in the event of
a disaster or other interruption of service. A Backup Operations
Pl an should be included in the Contingency Pl an.
The devel opnent of a data backup strategy begins early in the life
cycl e when the security categorization of the systemis first
considered. Several factors derived fromthe risk assessnment and
docunented in the Contingency Plan will drive the data backup
strategy. Frequency of backups will depend upon how often the data
processed by the systen(s) changes and how i nportant those changes
are. The risk assessment will drive this elenment of the backup
strategy. Data backups need to be stored, both onsite and offsite,
in a secure facility in fireproof and waterproof containers.
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a. Program O fices/System Omers shall ensure that a backup strategy
and procedures are established, inplenmented, and tested in accordance
with the Contingency Pl an.
b. The Deputy CIO for IT Operations shall inplenment and enforce
backup procedures for all sensitive IT systens, data, and
i nformati on. The backups shall include user-level and systeml| eve
i nf ormati on.
c. The Deputy CIO for IT Operations shall store backups at a secure
offsite location in accordance with the Contingency Pl an.
d. The Deputy CIOfor IT Operations shall test backup infornmation
quarterly for systens rated noderate and high
e. The Deputy CIOfor IT Operations shall test backup information as
part of contingency planning for systens rated high
f. For systens rated high, the Deputy CIO for |IT Operations shal
store backup copies of the operating systemand other critica
i nformati on systens software in a fire-rated container that is not
collocated with the operational software or in a separate facility.
4.7.4 Input/Qutput Controls
Many security problens start with input validation issues.
Information systens that fail to validate input can introduce "buffer
overflow' vulnerabilities that could be exploited by an attacker
Checks for accuracy, conpl eteness, and validity of information should
be acconplished as close to the point of origin as possible. Rules
for checking the valid syntax of information systeminputs (e.g.
character set, length, nunerical range, and acceptabl e val ues) shoul d
be in place to ensure that inputs match specified definitions for
format and content. Inputs passed to interpreters should be
prescreened to ensure that the content is not unintentionally
i nterpreted as comands.
On the output side, the structure and content of error nessages



shoul d be carefully considered by the organization. User error
nessages generated by the information system should provide tinely
and useful information to users without revealing information that
could be exploited by adversaries. Systemerror nmessages shoul d be
reveal ed only to authorized personnel (e.g., systens adninistrators
and nai ntenance personnel). Sensitive information (e.g., account
nunbers, social security nunbers, and credit card nunbers) shoul d not
be listed in error |ogs or associated adm ni strative nmessages.
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a. For systens rated noderate or high, the Program O fices/ System
Owners shall ensure that the information system checks information
i nputs for accuracy, conpleteness, and validity.

b. For systens rated nmoderate or high, the Program O fices/ System
Omners shall ensure the information systemidentifies and handl es
error conditions in an expeditious manner.



