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3. 0 MANAGEMENT POLI CI ES
3.1 Basic Requirenents

In order to ensure the security of HUD information resources, basic
security nanagenent principles nust be followed. These principles
are applicable throughout the departnent and formthe cornerstone of
the Informati on Security Program

HUD Pol i cya. Every HUD conputing resource (e.g., desktops, |aptops, servers,
portabl e el ectronic devices, Comrercial off-the-Shelf [COTS] software packages,
and applications) shall be individually accounted for as part of a recognized

i nformati on systeminventory. The O fice of Adm nistration and Managenent
Services (OAMS) shall maintain inventory accountability for all systens hardware
and m croconputers with an acquisition cost of $500 or nore. The Deputy Cl O for
I T Operations, in coordination with the Inspector General (1GQG, shall nmaintain a
current systeminventory for all comrercial software and application systens
used by HUD to process, store, and/or transmt information. This inventory shal
be updated once a year.b. Program O fices/ System Omers shall prepare and

mai ntain an active and effective Information Security Plan for each HUD

i nformati on systemunder their purview The Information System Security Plan is
required prior to the start of certification and accreditation and it shall be
revi ewed and updated, if needed, once a year.c. Program O fices shall designate
an | SSO for every HUD informati on system under their purview d. Program

O fices/System Omers shall conduct a privacy inpact assessnent on all systens
under their purview that process personally identifiable information in
accordance with OvVvB Menorandum 03-22 and the E-Governnent Act.e. Program

O fices/System Omers shall apply all nandated Health I nsurance Portability and
Accountability Act (H PAA) Privacy and Security regulations to all systems under
their purview that process personal health information.

3.1.1 Information and Information System Categorization

The FIPS Pub 199, Standards for Security Categorization of Federa
Informati on and Information Systenms, was published in February 2004.
This publication is the mandatory standard for categorizing the
sensitivity associated with all federal systens except those that
deal with national security systens.

FI PS Pub 199 provides federal departnents with a nore detailed
categorization of their information assets than was recogni zed under
the Conputer Security Act of 1987. This publication distinguishes
among | ow, noderate, and high sensitivity categories, and deals
explicitly with integrity, availability, and confidentiality as
security goals. These categories correspond to different degrees of
potential inmpact that a security incident may have on a departnent's
m ssion, assets, legal responsibilities, functions, or individuals.
The NI ST SP 800-60, Guide for Mapping Types of Information and
Informati on Systems to Security Categories, provides guidance on
assigning sensitivity categories to information systens.
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HUD Policya. Program O ficials shall include IT security requirenents in their
capital planning and investnent business cases in accordance with N ST SP 800-
65, Integrating IT Security into the Capital Planning and | nvestment Control
Process.b. Program Oficials shall ensure that IT security requirements are
adequately funded and docunented in accordance with current OVB budgetary

gui dance and NI ST SP 800-65.c. The CI SO shall certify in witing that adequate
security funding is included for all IT infrastructure projects, as appropriate,
for the projects' System Devel opnent Life Cycle (SDLC) phase.d. The Technol ogy

| nvest nent Board Executive Conmittee shall not approve any capital investment in
which the IT security requirenents are not adequately defined and funded.

3.3 Contractors and Qutsourced Operations
Conput er security requirenents nmust be incorporated in contractua
docunents that involve the acquisition, devel opnment, and/or operation
and mai ntenance (O&\V) of conputer resources. These requirenents nust
be applied at the beginning of a project or acquisition and in all
foll owon contracts or purchasing agreenents involving the
acqui sition of conputer resources. Conputer resources include
har dwar e, software, maintenance, and other associated IT products and
servi ces.
The use of contractors is essential to the success of HUD.
Contractors fill a vital role in the daily operations of the
departnent and they too have a responsibility to protect the
i nformati on they process. To ensure the security of the information
in their charge, contractors mnmust adhere to the same rules and
regul ati ons as governnent enpl oyees.
HUD Pol i cy
a. The O fice of Procurenment and Contracts (OPC) and Contracting
Oficers (CO shall ensure that all solicitation docunents, SOA, and
applicabl e contract vehicles identify and docunent the specific
security requirenments for |IT services and operations that are
required of the contractor

The security requirenments shall include how sensitive information
is to be handled and protected at the contractor's site. The
requi rements shall apply to any information stored, processed, or
transmtted using the contractor's conputer systens, as well as
background investigations, clearances, and/or required facility

security.
The SOM and contracts shall require that at the end of the
contract, the contractor nust return all information and | T resources

provided during the life of the contract and nust certify that all
HUD i nformati on has been purged from any contractor-owned system used
to process HUD information.

b. OPC and CGCs shall ensure that all solicitation docunents, SO,
and applicabl e contract vehicles contain a statenent requiring
contractors to adhere to HUD I T security policies.

c. The CI SO and Program O fices that outsource |IT security services
shall do so in accordance with NI ST SP 800-35, CGuide to Information
Technol ogy Security Services.

d. Program O fices/System Owmers shall conduct reviews in accordance
with NI ST SP 800-26, Security Self-Assessnent Guide for Infornmation
Technol ogy Systens, and N ST SP 800-53, Recommended Security Controls
for Federal Information Systens, once a year to ensure that contract

I T security requirenments are inplenmented and enforced for systens
under their purview.

3.4 Performance Measures and Metrics

Security netrics are collected neasures of the adequacy of in-place



HUD security policies, procedures, and controls. At severa

organi zational levels, the routine collection and review of security
metrics help identify new security goals and justify investment in
them NI ST

SP 800-55, Security Metrics for Information Technol ogy Systems, July
2003, provides guidance in the identification and use of security
nmetrics. NI ST prescribes the use of readily obtainable quantifiable
nmeasures that are capabl e of repeatable collection to neasure
progress toward defined security goals. N ST 800-55 defines security
nmetrics of three types:

1. Inplenentation netrics-used to evaluate conpliance with security
policy

2. Effectiveness netrics-used to evaluate the effectiveness of
security services

3. Inpact netrics-used to neasure the effect of security events on
busi ness or mi ssion

HUD Pol i cy

a. The Cl O shall ensure that devel opnent, adequate resource
assignment, and effective operations of the HUD Security Metrics
Program are in accordance with N ST SP 800-55, Security Metrics for

I nformati on Technol ogy Systens.

b. The C1Q, in conjunction with the C1 SO shall work with Program
Ofices, System Omers, and other personnel with information security
responsibilities to assure understandi ng of and conpliance with the
Metrics Program and to define and track suitabl e perfornmance

nmeasur es.

c. Program Ofices shall provide the CISO with sem annual data on
their progress in inplementing I T security performance neasures.

3.5 Critical Infrastructure Protection

Critical Infrastructure Protection (CIP) is concerned with providing
and nmai ntai ning adequate | evels of security and redundancy to assure
the performance of a mninmal set of governnent and human-rel at ed
services vital to the protection of people, the stability of the
nati onal economy, and the security of the nation. Homeland Security
Presidential Directive (HSPD) 7, Critical Infrastructure
Identification, Prioritization, and Protection, dated Decenber 17
2003, stipulates that the national goal is to assure that any
interruption or mani pul ation of these critical nationa
infrastructures is brief, infrequent, manageabl e, geographically
isolated, and nminimally detrimental to the welfare of the United
States. EO 13231 and its anmendnents (i.e., EO 13284, EO 13286, and
EO 13316), Critical Infrastructure Protection in the Information Age,
reaffirms the need to take continual actions to secure information
systens, emergency preparedness comuni cations, and physical assets.
It is HUD s policy to have in place a conprehensive and effective
program and net hodol ogy to identify and protect HUD s nationa
critical assets.

HUD Pol i cy

a. The GO in coordination with the Program O fices, shall identify
all critical assets in accordance with HSPD 7, Critica
Infrastructure ldentification, Prioritization, and Protection, to
determ ne the interdependencies of these critical assets and devel op
and i mpl ement a CIP Ri sk Managenent Plan to ensure that these assets
are adequately protected.

b. The C SO shall conduct yearly vulnerability assessments of IT
resources that have been identified as part of HUD s critica
infrastructure.



c. In the event that the primary and/or alternate tel econmunications
services are provided by a wireline carrier, the Deputy ClOfor IT
Qperations shall request Tel ecomruni cations Service Priority (TSP)
for all telecomrunications services used for national security
enmer gency preparedness.
3.6 Informati on Technol ogy Contingency Pl anni ng
I nformati on technol ogy contingency planning refers to the interim
nmeasures needed to recover | T services followi ng an emergency or
system di sruption. Interimmeasures may include the relocation of IT
systens and operations to an alternate site, the recovery of IT
functions using alternate equiprment, or the performance of IT
functions using nmanual nethods.
The I T contingency planning is an integral part of ClP and COOP
pl anni ng; therefore, this policy supports CIP and COOP. The pl anning
is also closely related to the Business Inmpact Analysis (BIA) portion
of COOP. The BIA identifies, anong other things, the inmpact on
busi ness-function mssions, if the systemis unavailable for a
specific amount of time. The IT Contingency Plan will consider the
ClP, COOP Plans, and Bl As in establishing processing priorities.
HUD Pol i cy
a. The Cl SO shall devel op, docunment, and naintain a standard HUD-w de
process for IT contingency planning in accordance with N ST SP
800- 34, Contingency Pl anning Guide for Information Technol ogy
Syst ens.
b. Program O fices/ System Oamers shall devel op contingency plans for
i nformati on systens under their purview in accordance with NI ST SP
800-34. For systens rated noderate or high, Program Offices/System
Omners shall coordinate with the Program O fice responsible for CIP
and COCOP
c. Program O fices/ System Owers shall review contingency plans once
a year, update them and comuni cate any changes to the Program
Ofice responsible for COOP and CIP, if applicable.
d. Program O fices/ System Owers shall ensure that all personne
involved in I T contingency planning efforts are identified and
trained in the procedures and | ogistics of |IT contingency planning
and i npl enentation for systens under purview rated noderate or high
Refresher training shall be provided annually. For systens rated
hi gh, the training shall include simulated events.
e. Program O fices/ System Owers shall ensure that plans for systens
rated noderate or high are tested/exercised at |east annually.
Testing should be coordinated with el enents responsible for COOP
CIP, and incident response. For systens rated high, the Program
O fices/System Omers shall ensure testing at the alternate
processing site.
f. The Deputy C1O for IT Operations shall provide an alternate site
for storing system backup information. The alternate site nust be
geographically separated fromthe primary storage site for backup
i nformati on of systens rated noderate or high. For systens rated
hi gh, the storage site shall:

Be configured to facilitate tinmely and effective recovery
operations

Identify potential accessibility problens in the event of an
area-w de di sruption or disaster and outline explicit mtigation
actions
g. The Deputy CIO for IT Operations shall provide an alternate
processing site for systens rated noderate or high and ensure that
the equi pment and supplies required to resunme operations are either



available at the alternate site or contracts are in place to support
delivery to the site. The alternate site shall:

Be geographically separated fromthe primary processing site

Be reviewed to identify potential accessibility problenms in the
event of an area-wi de disruption or disaster and outline explicit
mtigation actions

Have priority-of-service provisions in accordance with HUD s
avail ability requirenents
For systens rated high, the site shall be fully configured to support
a mnimumrequired operational capability and ready to use as the
operational site.

h. The Deputy CIO for |IT Operations shall provide for primary and
alternate tel ecommunications services to support systens rated
noderate and high. The Deputy CIO for IT Operations shall also
initiate the necessary agreenent to pernmt the resunption of system
operations for critical business within 24 hours when prinary

tel ecommuni cati ons are unavail able. The Deputy CIO for I T Qperations
shal | ensure that:

Agreenents contain priority-of-service provisions in accordance
with HUD s availability requirenents

Al ternate service does not share a single point of failure with
the primary service
For systens rated high, the Deputy CIO for I T Operations shall ensure
t hat :

Providers of alternate sites are sufficiently separated from
primary service providers so they are not susceptible to the sanme
hazar ds

Providers of primary and alternate services have adequate
conti ngency pl ans
i. The Deputy CIOfor IT Operations shall ensure that HUD has
nmechani sns with supporting procedures to allow the information system
to be recovered and reconstituted to the systens original state after
a disruption or failure. For systens rated high, the Deputy Cl O for
I T Operations shall ensure that the systens are fully recovered and
reconstituted as part of the contingency plan test.

3.7 System Devel opnent Life Cycle

Al federal information systens, including operational systens,
systens under devel oprment, and systens undergoi ng nodification or
upgrade, are in sonme phase of what is commonly referred to as the
SDLC. Many activities during a systenmis life cycle have cost,
schedul e, and performance inplications. 1In addition to the
functional requirenents levied on an information system security
requi rements nust al so be considered. Wen fully inplenmented, the

i nformati on system nmust be able to nmeet its functional requirenents
and do so in a nmanner that is secure enough to protect agency
operations, assets, and individuals.

In accordance with the provisions of FISMA, agencies are required to
have an agency-wi de Information Security Program and that program
nmust be effectively integrated into the SDLC

HUD Pol i cy

a. Program O fices/System Owmers shall ensure that security is
integrated into the SDLC from I T systeminception to system di sposa
through adequate and effective managenent, personnel, operations, and
techni cal control mechanisnms in accordance with NI ST SP 800- 64,
Security Considerations in the Information System Devel opnent Life

Cycl e.

b. Program O fices/System Omers shall ensure information systens



that have been rated noderate or high are designed and i npl enent ed
usi ng security engineering principles in accordance with N ST SP
800-27 Rev A, Engineering Principles for Information Technol ogy
Security (A Baseline for Achieving Security).

c. Program O fices/System Owmers shall ensure information systens
that have been rated noderate or high physically or logically
separate user interface services (e.g., public web pages) from

i nformati on storage and managenent services (e.g., database
management). Separation may be acconplished using different
computers, different central processing units, different instances of
the operating system different network addresses, conbinations of
these nethods, or other nethods as appropriate.

3.8 Configuration Managenent

Configuration Managenent's (CM primary concern i s managi ng the
configuration of all hardware and software elenents of IT systens and
networks and the security inplications when changes occur. The
initial configuration of the systemor network nust be docunented in
detail and all subsequent changes to any conponents mnust be
controll ed through a conpl ete and robust CM process. Configuration
Managenment has security inplications in three areas to ensure:

* The configuration in which the systemor network is actually
installed and operated is consistent with the one under which its
security C&A was performed

* Any subsequent changes have been approved, including an anal ysis of
any potential security inplications.

* All recommended and approved security patches are properly

i nstall ed.

HUD Pol i cy
a. Program O fices/System Omers shall prepare Configuration
Managenment Plans for all |IT systems and networks under their purview.

The plan nust include a baseline configuration. For noderate to
hi gh-i npact systens, the systemshall use automated nechanisns to
mai ntain an up-to-date, conplete, accurate, and readily avail able
basel i ne configuration. The baseline is updated during
install ations.
b. Program O fices/System Owmers shall establish, inplenment, and
enforce change managenment and CM controls on all IT systens and
net wor ks under their purview. Changes to the information system nust
be docunented and they nust include emergency change procedures. For
hi gh-i npact systems, the system shall use autonated nechani sns to:
Docurent proposed changes
Notify appropriate approval authorities
Hi ghl i ght approval s that have not been received in a tinely nmanner
I nhi bit changes until necessary approvals are received
Docurent conpl et ed changes
c. IT security patches shall be installed in accordance with
Configuration Managenent Plans or fromdirection of higher
aut horiti es.
d. Program O fices/System Omers shall monitor and audit changes to
i nformati on systens under their purview and conduct security inpact
anal ysis as required by NI ST SP 800-37 and check the security
features of the systemto ensure the features are still functioning
properly.
e. Program O fices/ System Owers shall ensure that changes to the
information systemare restricted to a limted nunber of personne
who require access for their job responsibilities. For high-inpact
systens, the systemshall use an automated nechanismto enforce the



restrictions and provide audit information.

f. Program O fices/ System Owmers shall ensure that security settings
have been set to their nost restrictive values consistent with
operational requirenents. For COTS packages, Program O fices/ System
Omers shall consult N ST SP 800-70, Security Configuration
Checklists Programfor IT Products for the Configuration Checkli st
and configure the system accordingly. For high-inpact systens, the
system shal|l use automated nechanisns to centrally apply and verify
configuration settings.

g. Program O fices/ System Owers of systens that have been rated high
shal |l ensure that their software and information are protected

agai nst unaut hori zed changes. The Program O fices/ System Omners
shal |l use automated tools to nonitor the integrity of such

i nformati on and software. Acceptable methods for COTS packages
include, but are not Iimted to, parity checks, cyclical redundancy
checks, and cryptographi ¢ hashes.

h. Program O fices/ System Omers of systens under devel opnent that
have been rated high shall ensure that the system devel oper creates
and i npl ements a configuration managenment plan that controls changes
to the system during devel opnent, tracks security flaws, requires

aut hori zati on of changes, and provi des docunentation of the plan and
its inplenmentation.

i. Program O fices/System Omers of systenms under devel opnent that
have been rated noderate or high shall ensure that the system

devel oper creates a security test and eval uation plan, inplenments the
pl an, and docunents the results. Developnental security test results
shoul d only be used when no security relevant nodifications of the

i nformati on system have been nmade subsequent to devel oper testing and
after selective verification of devel oper test results.

3.9 R sk Managenent and R sk Assessnent

Ri sk assessnment is a process of identifying systemsecurity risks and
determning the probability of occurrence, resulting inpact, and
addi ti onal safeguards that would mitigate this inpact. Risk
management is a process that allows Program Oficials to bal ance the
operational and economc costs of protective neasures to achieve
gains in nmission capability by protecting the IT systens and data
that support their organization's mssions. It is the total process
of managi ng risks to agency operations, agency assets, or individuals
resulting fromthe operation of an information system It includes
ri sk assessnment and Cost-Benefit Analysis (CBA); as well as the

sel ection, inplenentation, testing, and security eval uation of
safeguards. This overall system security review considers both

ef fecti veness and efficiency, including the inpact on the m ssion and
constraints due to policy, regulations, and | aws.

As a prelimnary risk assessnment, Program O fices/ System Owmers shal
ensure that all systenms and data under their purvi ew have been
categori zed in accordance with FIPS 199, Standards for the Security
Cat egori zati on of Federal Information and |Information Systens.

HUD Pol i cy

a. Program O fices/System Omers shall ensure that all systens under
their purview have been subjected to a current risk assessnent in
accordance with the NI ST SP 800-30, Ri sk Managenent Guide for

I nformati on Technol ogy Systens. Ri sk assessnments are required prior
to the start of C&A

b. Program O fices/ System Owers shall conduct a risk assessnent
every three years and when a significant change is planned for any
system under their purview



c. Program O fices/ System Owers shall conduct an "e-authentication
ri sk assessnment” of the transactional systens under their purview
that provide governnment services using the Internet. The risk
assessment shall be conducted in accordance with OVB gui dance under
OVB- 04- 04,

E- Aut henti cati on Qui dance for Federal Agenci es.

3.10 Certification and Accreditation

Security accreditation is the official managenent decision given by a
seni or agency official to authorize the operation of an information
systemand to explicitly accept the risk to agency operations, agency
assets, or individuals based on the inplenentation of an agreed-upon
set of security controls. By accrediting an information system the
Aut horizing Oficial accepts responsibility for the security of the
systemand is fully accountable for any adverse inpacts to the agency
if a breach of security occurs.

Security certification is a conprehensive assessnment of the
suitability and effectiveness of nmanagenent, operational and
technical security controls in an information system This
assessment is made in support of security accreditation to determ ne
the extent to which the controls are being inplenmented correctly,
operating as intended, and producing the desired outconme with respect
to neeting systemsecurity requirenents. The results of the security
certification are used to reassess the risks and update the system
security plan, thus providing the factual basis for an AOto render a
security accreditation decision

Conpl eting a security accreditation ensures that an infornation
systemw || be operated with appropri ate managenent review, that
there exists ongoing nonitoring of security controls, and that
reaccreditations occurs periodically in accordance with federal or
HUD policy, including when there is a significant change to the
systemor its operational environnent.

HUD Pol i cy

a. Program O fices/System Oamers shall follow the guidelines
contained in NI ST SP 800-37, Cuidelines for the Security
Certification and Accreditation of Federal I|nformation Technol ogy
Systens, in certifying and accrediting their information systens.

b. Program O fices/System Omers shall ensure that whenever changes
are made to I T systens, networks, or to their physical environnent,

i nterfaces, or user-comunity makeup, the inpact on the security of
the information processed is reviewed via a docunent ed
security-inpact analysis as required by N ST SP 800-37

c. Program O fices/ System Owers shall ensure that systens are
certified and accredited at their initial operating capability every
three years thereafter and whenever a significant change occurs in
accordance with N ST 800-37.

d. Existing accreditations conpleted before the issuance of this
policy shall remain in effect if the accreditation conplied fully
with the policy in effect at the time of accreditation, no
significant deficiencies have been identified, and the system
configuration has not changed since accreditation

e. Program O fices shall update their POA&Ms on a quarterly basis for
systens under their purview as required by OVB

f. Program O fices/ System Owmers shall conduct an annual security
revi ew of systenms under their purview in accordance with NI ST SP
800-26, Security Self-Assessnent CGuide for Information Technol ogy
Systens, and NI ST SP 800-53, Reconmended Security Controls for
Federal Information Systenms. The results of such reviews shall be



i ncluded in the annual FISMA report to OVB

g. Program O fices/System Owers shall conduct vulnerability
assessments and/or security testing to identify vulnerabilities inIT
systens under their purview. These assessnments shall be conducted
yearly and when significant changes are nade to the IT systens.

h. Program O fi ces/ System Omers shall authorize and nonitor al
connecti ons between systens under their purview and ot her systens
outside the accreditation boundary. The connection(s) shall be
docunented in an Interconnection Security Agreenment in accordance
with NI ST SP 800-47, Security Quide for Interconnecting Information
Technol ogy Syst ens.

i. The CI SO shall inplenent a standard C&A net hodol ogy for all HUD
syst ens.

j. Program O fices/System Omers shall use this methodol ogy for al
C&As.

3.11 Incidents, Violations, and Disciplinary Action

I ndi vi dual accountability is a cornerstone of an effective security
policy. [If individuals are not held accountable for their actions,
there is little incentive for conpliance. Program Ofice heads are
responsi bl e for hol di ng personnel accountable for intentiona
transgressions and for taking corrective actions when security

i ncidents and violations occur. Corrective action does not
necessarily mean disciplinary action. Sonetimes renmedial training is
nore appropriate. Each Program O fice nust determ ne how best to
address each individual case.

An incident is a violation or inmnent threat of violation of
information security policies, acceptable use policies, or standard
computer security practices. Incidents may result fromintentiona

or unintentional actions. Inappropriate uses of HUD conputer
resources are al so considered security incidents.

HUD Pol i cy

a. HUD enpl oyees may be subject to disciplinary action for failure to
comply with HUD security policies, whether or not the failure results
in crimnal prosecution. |IT security-related violations are
addressed in U S. Departnment of Housing and Urban Devel opnent Ethics
Letters 92-1, Standards of Conduct and Principles of Ethical Service
for Federal Enployees.

b. HUD contractors and external users who fail to conply with
departnent security policies shall be subject to having their access
to HUD I T systens and facilities term nated, whether or not the
failure results in crimnal prosecution

c. Any person who inproperly discloses sensitive information shall be
subject to crimnal and civil penalties and sanctions under a variety
of laws (e.g., the Privacy Act).



