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2.0 ROLES AND RESPONSI BI LI TI ES

Responsi bility for protecting the confidentiality and integrity of
HUD s i nformati on and technol ogi cal resources is shared jointly by
its enpl oyees, business partners, and contractors. However, in an
effort to enable effective and conplete inplenentation of this
policy, specific duties have been assigned to individuals who will be
fully accountable for fulfilling the associated requirenents. This
section describes the specific information security roles and
responsibilities.

2.1 Secretary of the Departnment of Housing and Urban Devel opnent

The Secretary of HUD is responsible for ensuring that HUD I T systens
and their data are protected in accordance w th congressional and
presidential directives. To that end, the Secretary wll:

* Ensure the integrity, confidentiality, and availability of
informati on and i nformati on systens.

* Ensure that HUD adheres to the requirenents of its Information
Security Programthroughout the life cycle of each HUD system

* Submit the results of independent eval uations performed by the HUD
I nspector Ceneral (1G to the Director of the OMB annually. These
eval uations are to accompany HUD annual budget submi ssions.

2.2 Chief Information Oficer

The HUD Chief Information Oficer (CIO wll establish and oversee
the department-w de Information Security Program and provide
consul ting assistance to all HUD offices for their individua
programs. |n addition, the C1O has the followi ng information
security responsibilities:

* Appoint, in witing, a federal enployee to serve as the Cl SO

* Participate in devel opi ng HUD perfornmance plans, including
descriptions of tinmefranmes and budget, staffing, and training
resources required to i nplenment the departnentw de I nformation
Security Program

* Establish policy and oversight procedures to ensure that all
i nformati on systens acquisition docunents, including existing
contracts, incorporate appropriate IT security requirenents and
comply with HUD I T security policies.

* Ensure that HUD s Information Security Programintegrates fully
into the HUD EA and CPI C processes.

* Ensure that Program Oficials and/or System Omers understand and
appropriately address risks, especially interconnectivity with other
progranms and systens outside their control

* Review and evaluate the Information Security Program at | east
annual | y.

* Ensure that an I T Security Perfornmance Metrics Programis
devel oped, inplenented, and funded.

* Report to the Secretary on matters relating to the security of HUD



I T systens.

* Continuously strengthen the Information Security Program

* Ensure that adequate resources are provided for the Information
Security Program

* Direct that all IT security requirenents be foll owed.

* Accept responsibility for the Information Security Program
successfully neeting all federal regulations.

* Ensure overall program success.

2.3 Chief Information Security Oficer

The Chief Information Security Officer (ClSO reports directly to the
ClOon natters pertaining to IT security within HUD. The CISO w ||
performthe foll owi ng duties:

* Serve as the departmentw de principal advisor on IT security
matters.

* | ssue departnent-wide I T security policy, guidance, and
architecture requirenents for all HUD IT systens and networks and
provi de oversight to ensure these policies are inplenmented.

* Serve as the principal departmental |iaison with organizations
outside HUD for matters relating to I T security.

* Revi ew and approve the processes, techniques, and net hodol ogi es

pl anned for use in certifying and accrediting HUD I T systens. These
i nclude security test and eval uati on plans, contingency pl ans, and
ri sk assessnents.

* Carry out Cl SO responsibilities under FISVA

* Possess the professional qualifications, including training and
experience, required to adm nister the functions descri bed.

* Head an office with the m ssion and resources required to assist in
ensuring HUD conmpli ance.

* Develop and maintain a HUD I nformati on Security Program

* Direct HUD s day-to-day nmanagenent of the Information Security
Program

* Coordinate all security-related interactions anong Program O fices
involved in the Information Security Program as well as those
external to HUD

* Support Information System Security Oficers (1SSO and participate
in the selection of qualified staff fromthe Program O fices.

* Serve as a nmenber in the Technol ogy I nvestment Board Working G oup
2.4 Information System Security O ficer

An | SSO shall be appointed in witing by the appropriate Program
Oficial for each general support system and mmjor application. The
| SSO can be either a governnent enployee or an appropriately cleared
support contractor. The I1SSO is responsible for ensuring that
management, operational, and technical controls for securing IT
systens belonging to the Program O fice are in place and foll owed.
The 1SSOw Il performthe follow ng functions for the Program Ofi ce:
* Serve as the principal Point of Contact (POC) for all matters
pertaining to the security of the IT systenms for which the ISSOis
responsi bl e.

* Qversee the preparation of security plans, such as those required
for C&A in coordination with the System Omner.

* Periodically review conputer systens and networks to ascertain if
changes have occurred that could adversely affect security.

* Ensure that systemusers receive initial conmputer security

i ndoctrination and annual follow on training, as required by
appl i cabl e directives.

* Enforce an access control policy by which only authorized persons



can gain access to HUD I T systens and networ ks.

* |mediately report any security violation, attenpt to gain

unaut hori zed access to sensitive data, virus infection, or other
event affecting the security of HUD systems and networks to the
appropriate Computer Security Incident Response Center (CSIRC).

* Enforce the capability to track user activity on a system and
report any di screpancies or msuse of automated resources.

* Manage the I T Security Metrics Programfor the IT system Collect
and anal yze data and coordinate with the Cl SO as appropriate

* Inplement |IT security policies as directed by, and in coordination
wi th, higher authority.

* Attend required rol e-based security training.

An |1 SSO can be assigned to nore than one general support system or
maj or application.

2.5 Contracting O ficer, Governnent Technical Mnitor, and Gover nnent
Techni cal Representative

Contracting O ficers, Governnent Technical Mpnitors (GITM, and
Covernment Techni cal Representatives (GIR) are responsible for
ensuring that security is properly and adequately addressed as part
of system acquisition and other contracting activities.

Specifically, these individuals will ensure that:

* New contracts include appropriate | anguage and cl auses to enforce
HUD I T security policy and that existing contracts include
appropriate | anguage when nodifi ed.

* Any security clauses are devel oped and used in accordance with
Depart mental procurenment policy, the HUD Acquisition Regul ation
(HUDAR) and Federal Acquisition Regulation (FAR)

* All new or nodified HUD contracts include a clause requiring IT
security awareness training and, where appropriate, role-based
training for specific job categories with security responsibilities.
* All new or nodified HUD contracts include a clause requiring
contractor conpliance with HUD conputer security incident
identification and reporting policy and procedures.

* | T security functional and assurance requirenments are incorporated
in informati on system procurenent docunents in accordance with HUD I T
security policy.

* Contractors and subcontractors provide copies of their internal IT
security plans and procedures to the Cl SO upon request.

* Existing and future contracts include requirenments to have
qualified security representatives (e.g., CI SO |SSO or other

desi gnated HUD Program O fice personnel) conduct site surveys at
non-HUD facilities.

2.6 Hel p Desk

The hel p desk staff wll:

* Assist HUD enpl oyees in technical security matters.

* Recogni ze and report security incidents to HUD CSIRC, engage
resources for corrective action, and assist users in recovery.

2.7 Physical Security/Facilities Goup/Security Oficer

This generic title is used to identify the person or persons
responsi ble for the physical security of the facility and the person
or persons responsible for issuing badges and conducting required
background checks for enployees and contractors. |In addition, the
title is generic to cover outsourced conputer services and
oper ati ons.

The physical security staff and security officer will:

* Devel op and enforce appropriate physical security controls.

* |dentify and address the physical security needs of conputer



installations, office environnents, and backup install ations.

* Process and mai ntain personal background checks and security

cl earance records.

* |ssue HUD ldentification (1D) badges to enpl oyees and contractors
i n accordance with HSPD- 12.

2.8 Deputy Chief Information Oficer for Information Technol ogy

Qper ati ons

The Deputy CIO for IT Operations wll:

* Monitor security technol ogy devel opments and eval uate their

useful ness for, or inpact upon, HUD nission, architecture, and
operati ons.

* Direct |IT contingency planning.

* Work with the Program O fices, functional managers, and System
Onners on technol ogy and contingency pl anni ng i ssues.

* Omn and secure the IT infrastructure (e.g., general support
systens) that provides shared services across Program O fi ces.

2.9 Program O fices/ System Oaners

Program O fi ces, or System Omners, use IT to help fulfill the

busi ness requirements necessary to achieve the m ssion needs within
their programarea of responsibility. As such, they are responsible
for the successful operation of IT systens within their program area
and are ultimately accountable for the security of the IT systens and
progranms under their control. The Ofice of the Chief Information
Oficer is the Program O fice responsible for nbost General Support
Systens at HUD;, the Deputy CIO for IT Operations is the System Oaner
for such systens. The Program Offices/System Owers will:

* Work closely with the ClO and other programand |IT nmanagers to
ensure a conpl ete understandi ng of risks, especially the increased
risks resulting frominterconnectivity with other progranms and
systens over which the Program Ofices have little or no control.

* Prepare information systemsecurity plans and risk assessnents for
i nformati on systens under their purview.

* Ensure information systens under their purview are certified and
accredited.

* Review, in consultation with the CISO the IT systemsecurity
within their programarea at |east annually.

* Manage t he procurenment and operation of their Program O fice

i nformation systens.

* Assure adherence to information security policy in the design and
operation of application systens.

* Coordinate with the Deputy CIO for I T Operations and the Cl SO on
security matters involving HUD information architecture, as a whole.
2.10 HUD Managers, Supervisors, and Enpl oyees

Al HUD personnel and support contractors who have been authorized
access to sensitive data are responsible for protecting that data.
These responsibilities include the foll ow ng:

* Conply with IT security policy and apply its principles to daily
work activities.

* Enforce I T security policy and ensure that enpl oyees and
contractors conply with I T policies and procedures.

* Assune accountability for protecting sensitive information under
their control in accordance with this policy.

* Attend annual |IT Security Awareness training.

* Attend required rol e-based security training-pertains to those
having a security-related role (e.g., system and network

admini strators).

* Report IT security incidents (e.g., virus and nalicious code



attacks) to the appropriate CSIRC according to established

pr ocedur es.

* Cooperate with CSI RC Team menbers.

* Cooperate with Information Security Programrepresentatives or

ot her designated HUD Program O fice personnel during security
conpliance reviews at HUD Program Office facilities and site surveys
at non-HUD facilities.

* Ensure that IT security nmetrics data are collected in accordance
with direction fromthe Cl SO and | SSO Manager s/ Super vi sors.

* Understand and conply with HUD policies, standards, and procedures
regardi ng the protection of sensitive HUD infornation assets.

2.11 Authorizing Oficia

The Authorizing Oficial (AO is a senior governnent nanagenent
official with the authority to formally assume responsibility for
operating an I T system at an acceptable |level of risk. AGCs contro
personnel, operations, naintenance, and budgets for their systens or
field sites; therefore, AGs shall control the resources necessary to
mtigate risks. An AO shall be assigned to each general support
system and maj or application. The AO shall be a Senior Oficial who
is the Program Assi stant Secretary, Deputy Assistant Secretary, or
equi val ent Program Head.

The AO may assign a designated representative to act on the AO s
behal f and be enpowered to make certain decisions with regard to the
pl anni ng and resourcing of security C&A activities, the acceptance of
system security plans, and the determination of risk to agency
operations, agency assets, and individuals. The only activity the AO
cannot delegate is the security accreditation decision and signing
the associated accreditation decision letter (i.e., the acceptability
of risk to the agency).

ACs are responsible for the follow ng:

* Revi ewi ng and approving the corrective actions necessary to
mtigate residual risks.

* Approvi ng/ di sapprovi ng system accreditation.

* Termnating systemoperations if security conditions warrant such
action.

An AO can be responsible for nore than one general support system or
nmaj or application.

2.12 Certification Agent

A Certification Agent is assigned to each HUD I T system by an
appropriate departnment-level official. Normally, the CISOis
designated as the Certification Agent for all |IT systens under the
departnent's control

To preserve the inpartial and unbi ased nature of security
certification, the Certification Agent should be in a position that

i s independent fromindividuals directly responsible for information
system devel opnent and day-to-day system operations. The
Certification Agent should al so be i ndependent of those individuals
responsi ble for correcting security deficiencies that are identified
during security certification.

Certification Agents nmust be governnent enpl oyees and nust be
designated in witing at the departnent |evel. Designhation letters
shal | be signed by the appropriate Under Secretary or Program O fice
Head. For each IT system the Certification Agent shall

* Ensure that a risk analysis is perfornmed, that required C&A
activities are conpleted, and that the results are documnent ed.

* Prepare a Security Eval uation Report that clearly docunents
residual risks on the status of the certification for the AO



A Certification Agent can be responsible for nore than one general
support systemor nmjor application.



