                         CHAPTER 1.  GENERAL

1-1.  SCOPE OF HANDBOOK.  This Handbook provides guidelines for ADP

      system sponsors, assisted by the Office of Information Policies

      and Systems (IPS), for establishing retention periods for

      mainframe computer system files.  Systems operated by outside

      contractors are also subject to these guidelines.  Procedures

      for major microcomputer based application systems will be

      addressed in the future in chapter 5, which is reserved at this

      time.  This effort is part of HUD's records disposition

      management program covered in the Records Disposition

      Management Procedural Supplement, 2228.1  SUPP-1.

1-2.  STATUTORY REQUIREMENTS.  National Archives and Records

      Administration Act of 1984 (44 U.S.C. 101); 36 CFR Part 1228,

      issued by the National Archives and Records Administration

      (NARA).

1-3.  MODEL RECORDS DISPOSITION SCHEDULE.  See Appendix 1 for the

      Model Records Disposition Schedule for ADP System Files for the

      guidelines for preparing schedules.

1-4.  OBJECTIVES.  The major objectives in establishing retention

      periods for automated system files are to ensure that:

      a.  The retention periods reflect HUD's administrative, legal,

          and fiscal needs for the records.  This includes the needs

          of HUD offices other than IPS and the system sponsor's

          office (e. g., Office of Inspector General).

      b.  Files will be available to meet outside agency requirements

          (e. g., General Accounting Office (GAO) audit requirements

          and Privacy Act disclosure recordkeeping).

      c.  Automated system files of temporary value are

          deleted/destroyed promptly when their approved retention

          periods end.

      d.  Security backup files are moved to IPS' offsite storage

          facility and periodically called back and erased when

          replaced by subsequent backup files.  Security backup files

          stored offsite are considered part of IPS' vital records.

      e.  Automated system master and history files are moved to

          lower cost storage in Federal Records Centers if inactive

          and taking up needed space but not yet eligible for

          destruction.

      f.  Copies of automated system files appraised by the National

          Archives and Records Administration (NARA) as having

          permanent value are periodically transferred to the

          National Archives in accordance with their approved

          disposition instructions.
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1-5.  POLICIES.  Departmental policies on establishing retention

      periods for automated system files are to:

      a.  Provide for efficient, economical, and effective controls

          for disposing of automated system files.

      b.  Promptly apply the approved disposition instructions in

          records disposition schedules to HUD's automated system

          files.

      c.  Guard against unauthorized or premature disposal of

          automated system files.  Problems caused by premature

          disposal include:

          (1)  The need for costly re-creation of automated system

               files.

          (2)  The lack of audit trails to support management and

               accounting operations or financial statements.

          (3)  The inability to detect fraud or other potential

               financial irregularities.

1-6.  RESPONSIBILITIES.

      a.  ADP System Sponsors.  ADP system sponsors must:

          (1)  Establish retention periods for their automated files

               in coordination with appropriate legal, financial and

               investigative staff.  IPS will provide assistance.

               This should be done as part of the ADP system

               lifecycle.  The retention periods are subject to NARA

               approval.

          (2)  Consider the retention periods of source documents and

               related textual records when establishing retention

               periods for automated files.

      b.  Director, within IPS, the Systems Engineering Group (SEG).

          The SEG Director and staff must:

          (1)  Assist ADP system sponsors in developing records

               disposition schedules establishing retention periods

               for their automated system files.

          (2)  Ensure that the retention periods established in the

               schedule are communicated to IPS' Computer Services

               Group (CSG) and are reflected in any operational

               manuals given to CSG.

          (3)  Provide, for automated systems appraised by NARA as

               permanently valuable, copies of the system

               documentation to the IPS RMLO for periodic transfer to

               the National Archives in accordance with their

               approved disposition instructions.
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      c.  Director, Computer Services Group (CSG).  The CSG Director

          and staff must:

          (1)  Provide input to SEG and the ADP system sponsors in

               developing records disposition schedules to establish

               retention periods for automated system files.

          (2)  Ensure that CSG's automated system for tracking and

               controlling the automated tape library files reflects

               the approved records disposition schedules.

          (3)  Erase files and delete data promptly in accordance

               with the approved records disposition schedule for

               each automated system and be able to show, during CSG

               compliance reviews, that this is being done.  (See

               paragraph 3-6).

          (4)  On behalf of system sponsors, for automated systems

               appraised by NARA as permanently valuable, provide

               copies of the requested automated files to the IPS

               RMLO for periodic transfer to the National Archives in

               accordance with their approved disposition

               instructions.

      d.  Departmental Records Management Officer (DRMO).  Located in

          the Management Services Division, Office of Administrative

          and Management Services, Administration, the DRMO and staff

          must:

          (1)  Provide technical advice and assistance to system

               sponsors on records disposition management and review

               the records disposition schedules developed for

               automated system files.

          (2)  Obtain any HUD concurrences needed in addition to

               those of the ADP system sponsor, SEG and CSG.

          (3)  Coordinate submission of proposed HUD records

               disposition schedules to NARA (and GAO if needed) for

               approval.  Serve as HUD liaison on the schedules with

               NARA and GAO.

          (4)  Assist in resolving problems or nonconcurrences on the

               schedules.

      e.  IPS' Records Management Liaison Officer (RMLO).  Located in

          the Resource Management Staff, IPS, the RMLO for IPS must:

          (1)  Provide technical advice and assistance, as needed, to

               SEG and CSG on developing records disposition

               schedules to establish retention periods for automated

               system files.  Refer any unresolved questions/problems

               to the DRMO.

          (2)  Perform annual review to ensure that CSG is following

               the approved records disposition schedules to erase

               files and delete data.  See monitoring procedures

               under paragraph 3-6.
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          (3)  For automated system files appraised by NARA as having

               permanent value:

               (a)  Assist SEG and CSG in making periodic copies of

                    the files and related system documentation.

               (b)  Be responsible for coordinating the transfer of

                    the files to the National Archives in accordance

                    with their approved disposition instructions.

               (c)  Work with SEG and CSG to complete SF 258,

                    "Request to Transfer, Approval and Receipt of

                    Records to National Archives of the United

                    States,"and SF 277, "Computer Magnetic Tape File

                    Properties," and forward them through proper

                    channels for approval to make the transfer.  See

                    paragraphs 7-2 and 7-3 of 2228.1 SUPP-1 for

                    further guidance.
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